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Introduction:

Cloud Architecture is a huge part of the modern world of computing, it is important to have a good understanding of cloud architecture because it lays the foundation for designing and deploying a successful cloud computing solution. A well-designed cloud architecture can help organizations maximize the benefits of cloud computing, such as scalability, flexibility, and cost savings, while minimizing potential risks and challenges.






Task Description:



















The number of companies migrating to cloud service platforms is growing rapidly, whether it's a hybrid approach or a full cloud migration. Microsoft Azure, a cloud service platform that is one of the strongest on the market, helps companies in their digital transformation and has a big impact on the way they do business.

Still, many companies today have concerns about migrating their applications to the cloud. Most of the concerns of companies when providing their information and migrating to the cloud are about network security, availability and accessibility, and privacy. In this article you can read about Microsoft Azure and its integrated services.







What is Microsoft Azure?
Microsoft Azure is among the best providers of cloud platforms and services and is a major contributor to the digital transformation of businesses worldwide. At the very beginning in 2010, this platform was known as Windows Azure, but since then it has developed massively, and now Microsoft Azure works with any operating system and a wide range of programming languages, which makes it easy to integrate public cloud applications into the existing IT environment.
It could be saying Microsoft Azure is cloud platform which will help easy to build, deploy, and manage applications across the global network of Microsoft-managed data centres.




Azure provides access to many integrated services. It is primarily known as SaaS (Software as a Service) to make it easier for businesses to create a platform to migrate to the cloud. But in addition to being SaaS, Azure also include IaaS (Infrastructure as a Service) and PaaS (Platform as a Service) services.

What integrated services does Microsoft Azure offer?
Microsoft aims to support a wide range of integrated services and applications in Azure so that it can be seen as a place that provides everything from application development to implementation and migration to the cloud itself. The platform offers all the necessary elements to build a virtual network and provides easy access to all its services and applications with just one click or single sign-on.

Below is the list of applications and services that Microsoft Azure offers:

Media and Content Delivery Network (CDN)
Hybrid Integration
Identity and Access Management (IAM)
Internet of Things (IoT)
Computing
Management and security
Web and mobile
Data storage
Development
Analytics
Networking

Data Storage:

As the name Cloud storage suggests, it refers to the recording and preservation of large volumes of digitized information. Think about it - what happens to your photos after you upload them to Facebook, for example? Where do they go, who records them and where? Don't they go to someone's hard drive anyway? If that didn't happen and there was no logic and order, how would you upload and organize your photo albums there?

To understand this more easily, it will be added one more term to the current ones. It is called Data center, or "data center", or data storage center. Everything you upload or run directly from the cloud (the way Facebook and Google products work) is practically recorded on special servers and backup devices somewhere in huge warehouses with an alarming number of "closets". There are thousands of such "warehouses", many of them located in specially built places called data centers. Large IT companies own many of these around the world, where their users' data is stored on an innumerable number of hard drives. So, when you upload a file to the cloud, it is always possible, ironically, that it is stored in a data center a few kilometers from your home or on the other side of the planet. You just never know where it will go.

This way of saving data in remote data centers and accessing them at any time via the Internet is called "cloud storage". It's good to keep in mind, however, that cloud storage is just one part of cloud computing.

Virtual Machine:

Azure Virtual Machines is a service offered by Microsoft Azure that allows users to deploy and manage virtual machines in the cloud. With Azure Virtual Machines, users can create and run virtual machines in the cloud, using a wide range of operating systems and applications.
In Microsoft Azure, a virtual machine (VM) is a compute resource that provides the ability to run an operating system and applications in the cloud. When a virtual machine is created, it is associated with a number of resources that are required to support its operation.

Here are some of the resources that are typically associated with a virtual machine in Microsoft Azure:

Virtual network:
 A virtual network is a software-defined network that connects the virtual machines in a specific Azure region or across regions. When a virtual machine is created, it is typically associated with a virtual network that provides it with connectivity to other resources in the network, such as databases or other virtual machines.

Storage: 
A virtual machine requires storage to store the operating system, applications, and data. In Azure, virtual machine disks can be stored in Azure storage accounts, which provide high availability and durability.
Before you upload a Windows virtual machine (VM) from on-premises to Azure, you must prepare the virtual hard disk (VHD or VHDX). Azure supports both generation 1 and generation 2 VMs that are in VHD file format and that have a fixed-size disk. The maximum size allowed for the OS VHD on a generation 1 VM is 2 TB.

Azure managed disks are block-level storage volumes that are managed by Azure and used with Azure Virtual Machines. Managed disks are like a physical disk in an on-premises server but, virtualized. With managed disks, all you must do is specify the disk size, the disk type, and provision the disk. Once you provision the disk, Azure handles the rest.
The available types of disks are ultra disks, premium solid-state drives (SSD), standard SSDs, and standard hard disk drives (HDD.

Public IP address: 
A virtual machine may require a public IP address to allow it to communicate with resources outside the virtual network, such as the internet or other networks.

Network security group:
 A network security group is a security feature in Azure that allows users to define inbound and outbound traffic rules to control access to a virtual machine.

Availability set: 
An availability set is a feature in Azure that provides high availability and resiliency for virtual machines. By grouping virtual machines into an availability set, Azure ensures that they are placed in separate fault domains and update domains, which reduces the risk of downtime due to hardware or software failures.

Overall, these resources work together to provide a robust and reliable infrastructure for virtual machines in Microsoft Azure.








Exercise:






















Conclusion: 


In summary, a good understanding of cloud architecture is critical for organizations that want to take full advantage of the benefits of cloud computing, while minimizing potential risks and challenges.

Cloud computing has become increasingly important for the modern world, as it has transformed the way businesses and individuals use and access technology.
Overall, cloud computing has become an essential technology for businesses and individuals in the modern world, enabling them to be more agile, innovative, and cost-effective. As the world becomes increasingly digital and connected, cloud computing will continue to play a critical role in driving growth and innovation across industries and geographies.
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Explain the resources associate with a VM, such as virtual hard drives, and how VMs are
created and managed. In your answer, also include a detailed discussion of vNets and
network security groups. Provide screen shots and appropriate diagrams.

Demonstrate the use of images and explain their use in Azure.
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image7.png
Create two VMs, install the Nginx webserver on one VM and another an image of your
choice such as a database on the second VM. This second VM should not be publicly
exposed but remain private to the vNet. For the purposes of this exercise, you are only
required to demonstrate that you can connect from the first to the second VM. You are not
required to write any code, you can just install client software on the first VM that can talk to
your service such as postgresgl-client.

You need to implement at least one Network security group which help denying the access
of the database server without permission.
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