Worksheet: Load Balancing
In this worksheet, you will create a load balancer and a pool of three VMs to which the load balancer will pass traffic.
[bookmark: _Hlk157672957]IMPORTANT: Where you see angle brackets < >, this represents a value that you must provide yourself. For example, <YOUR_RESOURCE_GP> requires you to enter an appropriate resource group name of your choice. Unless otherwise stated, these are the names that should be given to a resource or the name of an existing resource that you have already created.
Values not in brackets represent names of resources that you have already created or you should already know, so use the corresponding name for that resource. For example, YOUR_RESOURCE_GP means that you have already created a resource group and you should provide the name of this resource group here.
1. Only do this once……
If this if the first time you are using Azure, then setup your subscription details as the default so that you do not need to enter them whenever you wish to execute a command.
az account list -o table
az account set --subscription YOUR_SUBSCRIPTION_ID

Once you have set the default subscription, there is no need to repeat this process ever again!!
2. Resource Group
Before creating any resources, you must create a resource that can contain those resources. For student Azure accounts your location is “uksouth”. Choose an appropriate resource group name.
# create resource group
az group create --name <YOUR_RESOURCE_GP> --location YOUR_LOCATION

You can list resource groups:
# List all the resource groups 
az group list -o table 
az group list -o table --query "[?location=='ukwest'].name"

3. Identify a suitable size VM you can use and a suitable Ubuntu image
You will need a larger VM size for this exercise, as an example “Standard_DS1_v2”. Also look for an Ubuntu image that you can use, starts with “Ubuntu” such as “Ubuntu2204”. Remember these names because we will use them later for UBUNTU_IMAGE  and VM_SIZE.
# List available VM sizes at given location
az vm list-sizes --location YOUR_LOCATION --output table|more  

# List the available images at the given location
az vm image list --query "[].{Alias:urnAlias,Version:version}" --output table

4. Create the Virtual Network
All VMs must be connected to virtual network and a subnet within that network. We can explicitly create this network and then associate the VMs with it. However, since we have created it before any of the VMs we need, this becomes the default network anyway so we do not explicitly need to specify it when creating them. 
# Create the vNet and subnet, since this is the first vNet create it becomes the default
az network vnet create --name <YOUR_VNET> --resource-group YOUR_RESOURCE_GP  --subnet-name <YOUR_SUBNET> --address-prefix 10.10.0/16  --subnet-prefix 10.1.1.0/24

# Display the virtual networks in our resource group
az network vnet list --resource-group YOUR_RESOURCE_GP --output table

I have provided some IP addresses for you in the range 10.1.x.x.
5. Create a NSG
To allow the load balancer access to port 80 on our VMs, we need to add a Network Security Group (NSG) with a rule that opens destination port 80. We can apply the same NSG multiple times, which allows us to add the same NSG to the NICs for each VM we create.
# Create a Network Security Group and add rule to allow public access to port 80
az network nsg create --resource-group YOUR_RESOURCE_GP --name <YOUR_NSG>

az network nsg rule create --resource-group YOUR_RESOURCE_GP --nsg-name <YOUR_NSG> --name <YOUR_HTTP_RULE> --protocol '*' --direction inbound --source-address-prefix '*' --source-port-range '*' --destination-address-prefix '*' --destination-port-range 80 --access allow --priority 200


6. Create three VMs
To demonstrate load balancing, we will create three separate VMs that can be added to a load balancing pool. In reality, you would setup a VM Scale Set that could scale up and down the number of VMs required as the demand changes. Before creating each VM, we must create a NIC attached to our virtual network and using the NSG we just created.  Notice that the public-ip-address has been made blank “”, this means that a public IP address will not be created or associated with the VM. As a result, the VM can only be reached via the private IP address on the virtual network because we want to use the load balancer as the frontend of our application.
We repeat this until we have created the three NICs and three VMs that we need.
# Create the NIC
az network nic create --resource-group YOUR_RESOURCE_GP --name <YOUR_NIC> --vnet-name YOUR_VNET --subnet YOUR_SUBNET --network-security-group YOUR_NSG

# Create the VM
az vm create --resource-group YOUR_RESOURCE_GP --name <YOUR_VM> --size VM_SIZE --nics YOUR_NIC --image UBUNTU_IMAGE --admin-username azureuser --generate-ssh-keys --no-wait --public-ip-address ""

REPEAT THE ABOVE INSTRUCTIONS FOR THE TWO OTHER VMs BUT REMEMBER TO CHANGE THE NAMES OF THE NICs AND VMs EACH TIME. FOR EXAMPLE, YOU MIGHT NAME THE VMs “myVM1”, “myVM2” and “myVM3”.

# List the 3 NICs
az network nic list --resource-group myvm-resource-gp -o table

# List the 3 VMs
az vm list --resource-group myvm-resource-gp --query [].name --output tsv

7. Install the Nginx server on each VM
For demonstration purposes, we will install the Nginx server on each VM using Microsoft extensions which is a method of installing new software on running VMs. Typically, we would built an image with Nginx installed then use that image instead of the Ubuntu image we just used to create the VM. However, to simplify this demonstration we install Nginx now.
Repeat this for each VM.
az vm extension set --resource-group YOUR_RESOURCE_GP --vm-name YOUR_VM --publisher Microsoft.Azure.Extensions --name CustomScript --version 2.0 --protected-settings '{"fileUris":["https://raw.githubusercontent.com/Azure-Samples/compute-automation-configurations/master/automate_nginx.sh"], "commandToExecute":"./automate_nginx.sh"}'

REPEAT FOR THE OTHER TWO VMs

This can be a bit SLOW!!
8. Create a Public IP Address
To allow our VM to be seen over the Internet, we must create a public IP address that it can use. Interesting, this is a separate entity and we are charged a nominal fee for creating one. We will make it “Static” so that it does not change which make sense otherwise we would have to look it up each time we wanted use it.
# Create a public IP address. This actually separate Azure resource and incurs a small cost
az network public-ip create --resource-group YOUR_RESOURCE_GP --name <YOUR_PUBLIC_IP> --sku Standard


9. Create the Load Balancer
We create a load balancer so that incoming traffic on our public IP address is distributed across the three VMs that we just created. The command for creating it, also creates the frontend IPConfig with which the public IP address is associated and the backend pool within which we will add the VMs. A health check allows the load balancer to ignore VMs that are non-responsive ensuring traffic is only passed to working VMs.
Since a load balancer can have multiple frontend IP addresses (although  we are not interested in this) and multiple pools of VMs, we must add a rule that tells the load balancer which incoming traffic should be routed to which VM pool. We do this by adding a load balancer rule that identifies the incoming (frontend) traffic by the protocol (TCP in this demo), port and frontend IPConfig that we associated the public IP address with. In the same rule, we tell the load balancer where the traffic should be forwarded to by specifying the backend pool and port number. We are to use a different port number so our VMs can offer the required service on any port they choose. Obviously, the same port number must be used on each VM since the same type of traffic is being forwarded to them all.
# Create the Load Balancer
az network lb create --resource-group YOUR_RESOURCE_GP --name <YOUR_LOAD_BALANCER> --sku Standard --public-ip-address YOUR_PUBLIC_IP --frontend-ip-name <YOUR_FRONTEND_IP> --backend-pool-name <YOUR_BACKEND_POOL>

# Create a Health Probe
# A way of checking if a VM is still working
az network lb probe create --resource-group YOUR_RESOURCE_GP --lb-name YOUR_LOAD_BALANCER --name <YOUR_HEALTH_PROBE> --protocol tcp --port 80

# Create the Load Balancer Rule
az network lb rule create --resource-group YOUR_RESOURCE_GP --lb-name YOUR_LOAD_BALANCER --name <YOUR_LOAD_BALANCER_RULE> --protocol tcp --frontend-port 80 --backend-port 80 --frontend-ip-name YOUR_FRONTEND_IP --backend-pool-name YOUR_BACKEND_POOL --probe-name YOUR_HEALTH_PROBE --disable-outbound-snat true --idle-timeout 15 --enable-tcp-reset true


10.  Add the VMs to the Pool
Having created the backend pool, we have to add the three VMs we created to it. We add a NIC to the pool by using an IPConfig that is associated with it. When we create a NIC, the default IPConfig “ipconfig1” is automatically created for us. Thus, we add the VM to the pool by specifying the NIC attached to the VM and the default IPConfig for that NIC.
Repeat the following for each of the NICs we created.
az network nic ip-config address-pool add --address-pool YOUR_BACKEND_POOL --nic-name YOUR_NIC  --ip-config-name ipconfig1 --resource-group YOUR_RESOURCE_GP --lb-name YOUR_LOAD_BALANCER
REPEAT FOR THE OTHER TWO VMs

11. Connect to and test the Load Balancer
To connect to the Load Balancer we need to find the public IP address that we associated with it. Remember in a previous step we created this public IP resource, but now we want to display the actual IP address so we can connect to it through a web browser.
# Display the public IP address of the load balancer
az network public-ip show --resource-group YOUR_RESOURCE_GP --name YOUR_PUBLIC_IP --query ipAddress --output tsv

CONNECT TO THIS IP ADDRESS IN A WEB BROWSER
RECONNECT TO SEE RESPONDING VM CHANGE

The load balance will choose different VMs to process the traffic and you can see different VM details appearing the browser window as the VM processing the request changes.
However, because we are not creating a sufficient traffic the load balancer may just keep selecting the same VM or the browser may just cache the response anyway. First, try using different private windows in the browser to see if it changes. If this does not work, try stopping and starting the VMs until you can see a different one being selected.

# It’s just a demo, so we can stop and start VMs to make the load balancer switch between them
az vm deallocate --resource-group YOUR_RESOURCE_GP --name YOUR_VM
az vm start --resource-group YOUR_RESOURCE_GP --name YOUR_VM

12. FINISH: Delete Everything
The easy way to stop and delete everything we have created is to just delete the resource group that contains all these resources.
# Clean up
az group delete --name YOUR_RESOURCE_GP --yes

