This tutorial will wrap up the work we’ve been doing with Spring REST using the JPA.  Due to the realities of time, we have focused on a few specific elements of web services, REST and Spring – with the intent of giving you the things which will be most valuable in your careers.  There are numerous topics that we have not had time to cover – I will introduce the basics several of these today and leave more detailed analysis to further reading.  This includes some fairly big topics for which I’ll simply provide links for you to explore through interest, or when required.
Error Handling
You may have noticed that your program will crash on quite a few errors due to problems introduced by the user.  For example, sending invalid json or providing data in an inappropriate format.
Prove this by running the service we’ve been working on, then navigating to a nonsensical endpoint like http://localhost:8080/student/abc.  This will throw an error to the browser:
[image: ]
But crucially also crash the service, citing a conversion error.
[image: ]
It’s easy to understand why – the parameter is expected as an int, but clearly will not cleanly convert to an int.  The real problem is that this has crashed the entire service – try navigating to a valid endpoint and you will find that the service is unresponsive and won’t respond until it is manually restarted.  This is clearly not a good state of affairs, however – users of the service can very easily crash the entire service by accident.
What we’d like to do is prevent the service from crashing and return a more appropriate error message to the user.  There are a huge number of ways of doing this.
To research: Java error handling.
To research: error handling in Spring applications.
Note that these are large, complex topics, the nuance of which will take some time to grasp.
The most fool proof approach is to use an application-level @ControllerAdvice annotation for error handling.  This is not always the right call – sometimes you want to handle more specific errors in a far more granular way – but this will solve the vast majority of problems well enough.@ControllerAdvice
public class CustomResponseEntityExceptionHandler {

    @ExceptionHandler(Exception.class)
    public ResponseEntity<Object> handle(Exception ex, HttpServletRequest request, HttpServletResponse response) 
    {
        if(ex instanceof ConversionFailedException) 
        {
            return new ResponseEntity<>("Conversion error, check your types!", HttpStatus.BAD_REQUEST);
        }
        return ResponseEntity.status(HttpStatus.INTERNAL_SERVER_ERROR).build();
    }
}








This intercepts all thrown exceptions, handling them by returning a “ResponseEntity” (a representation of the entire http response).  This code performs a specific check for whether this is a ConversionFailedException to handle the issue documented above then returns a generic error if it does not match.  You can add additional possible error handles with else if statements ahead of the catch-all return.
Securing endpoints
When we use Spring repositories, we must be careful that only authorised users can access our endpoints and use the automatically generated functionality.  It’s easy to forget, for example that, while we may want GET to be open access, the entire selection of REST verbs are created, including DELETE, PUT, etc.  Accidentally exposing a REST service with an unsecure DELETE method to the internet will result in an empty database very, very quickly.
There are a few ways we can go to solve this problem.  We can entirely disable a verb by overloading the method and setting exported to false.  For example:    @Override
    @RestResource(exported = false)
    void deleteById(Integer id);
    
    @Override
    @RestResource(exported = false)
    void delete(Student entity);
    
    @Override
    @RestResource(exported = false)
    void deleteAll(Iterable<? extends Student> entities);
    
    @Override
    @RestResource(exported = false)
    void deleteAll();











This disables all of the delete methods from being exposed.  You can find a complete list of methods here.  Be cautious that they may change slightly between versions… it is possible to inadvertently expose a method this way!
Alternatively, we may wish to allow conditional access to a particular verb using authentication.  This can be facilitated per verb, or applied to an entire service.
Significant further research: authentication in Spring
Note that this guide creates an endpoint for creating a login cookie, but there are numerous other authentication approaches available in the framework – this is, however, generally the best and easiest (which is not to say easy ).




Input validation
Spring provides several annotations which we can apply to an attribute in our Entity classes, enforcing validation constraints prior to database entry.  Note that several of these constraints are also constraints which the database can enforce, such as field size or not null.  It is preferable to include these annotations to mirror the database constraints where such constraints exist – as it is easier to return errors to the user from validation errors rather than ORM database constraint errors.
For example:
    @NotNull
    @Size(min = 1, max = 40)
    private String name;

applies constraints to the name attribute, meaning it cannot be null (remember, a POST or PUT request doesn’t have to specify all of the attributes) with a required size between 1 and 45.  We would mirror these constraints in the database.
A full list, with examples, as follows:
	Annotation
	Description
	Example

	DecimalMax
	Maximum value for a floating point number
	@DecimalMax(12.5)

	DecimalMin
	Minimum value for a floating point number
	@DecimalMin(3.2)

	Digits
	Specify the number of digits before and after the decimal point through integer= and fraction=
	@Digits(integer=5, fraction=2)

	Email
	Check that an appropriate type matches an e-mail address.  Note: Not foolproof
	@Email

	[bookmark: _Ref2375600]Future[footnoteRef:1] [1:  “Present” means current year (for supporting types), “past” implies the previous year or earlier, “future” next year or later.] 

	Checks that the date is in the future
	@Future

	FutureOrPresent1
	Check that the date is in the present or future
	@FutureOrPresent

	Max
	Maximum value for an integer
	@Max(12)

	Min
	Minimum value for an integer
	@Min(3)

	Negative
	Checks that a numeric type is negative, not including zero
	@Negative

	NegativeOrZero
	Checks that a numeric type is negative or zero
	@NegativeOrZero

	NotBlank
	Checks that the (string-like) attribute is not blank.  See below for more detail
	@NotBlank

	NotEmpty
	Checks that the (string-like) attribute is not empty.  See below for more detail
	@NotEmpty

	NotNull
	Checks that the attribute is not null.  See below for more detail
	@NotNull

	Null
	Checks that the attribute is null
	@Null

	Past1
	Checks that the date is in the past
	@Past

	PastOrPresent1
	Checks that the date is in the past or present
	@PastOrPresent

	Pattern
	Matches a regular expression (regex).  See below
	@Pattern(regexp = "[a-zA-Z0-9_.]*")

	Positive
	Checks that a numeric type is positive, not including zero.
	@Positive

	PositiveOrZero
	Checks that a numeric type is positive or zero.
	@PositiveOrZero



@NotNull, @NotEmpty, @NotBlank
@NotNull is informed by the difference between a null String and a blank String.  In the context we’re familiar with, this would imply that the json does not contain the specified attribute.
@NotEmpty will trigger on a String that is either null or length 0.
@NotBlank is a version of NotEmpty which trims leading and trailing spaces.
The following table gives examples of whether the json listed would be accepted:
	Example Json
	@NotNull
String name;
	@NotEmpty
String name;
	@NotBlank
String name;

	{  }
or
{ “email”: “abc@d.com”  }
	✖
	✖
	✖

	{  “name”: “” }

	✔
	✖
	✖

	{  “name”: “   ” }

	✔
	✔
	✖

	{  “name”: “abc” }
	✔
	✔
	✔



Regular expressions
Regular expressions define a pattern, commonly used for validating string formats and sometimes making replacements based on matches.  They are language agnostic and have a wide range of applications throughout software engineering, lexical analysis and adjacent fields.  Regex patterns are quite complex to write and often even harder to decipher.  There is a reasonably fun game you can use to learn them, though a significant majority of the time, you’ll find common formats already documented.  All this said, it is a phenomenally powerful, though not perfect format – there is still no 100% correct e-mail validator expression.
Incidentally, this is why I noted above that the @Email validator is imperfect – it uses a (not particularly good) regular expression.
Messages
Note that we can attach a message to any of the above validators.  If no message is specified, a generic error will be generated (handled as above).  We can provide a specific message like:
@Size(min=2, max=45, message="Name should have between 2 and 45 characters.")
 private String name;

@JsonIgnore
Finally, not a validator, but a mechanism for selectively preventing attributes from being exposed to the service.
We can tag an attribute with @JsonIgnore to prevent it from being marshalled by Jackson entirely:
@JsonIgnore
String password;

Or alternatively, we can specify that a field can be written to or read from only, e.g.:
@JsonProperty(access = Access.WRITE_ONLY)
String password;

Testing
Spring has a significant amount of functionality to conduct automated unit and integration testing.
Important: as you may have noticed by now, the SpringFox library which exposes Spring is reasonably poorly-maintained.  Again, it causes an issue here.  Without going into the painful detail, I would recommend that Swagger and automated testing are mutually exclusive.  If you want to look at automated testing, fully revert the changes we made to the program to enable Swagger.  You will, otherwise, almost certainly get error messages which are difficult to decipher.
This is an excellent tutorial explaining the basics of Spring boot testing: https://www.baeldung.com/spring-boot-testing
This will guide you to use the H2 database engine – which exists purely in memory.  Adding records to your “real” database is not a good idea as this can impact on live data.  So for test purposes, the H2 database engine can be created in memory, records added and checked, then the database destroyed.
Of course, this doesn’t actually test the database – this isn’t generally a problem, because the program will test this as it compiles.  Still, in a live environment, you may consider some unit tests to do this if necessary.
Before next lecture
For info: I won’t be here next week (27/3/19) as I’ll be at a conference.  Steve and I will be swapping lectures, so Steve will see you then, I will see you twice the following week.
[bookmark: _GoBack]I won’t be setting you any further significant tasks outside of class as you now have the assignment to work on.  Please do, however, have a brief look at Docker – just understanding the very basic principles will help.
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INFO 25116 --- [nio-8080-exec-1] o.s.web.servlet.DispatcherServlet
ERROR 25116 --- [nio-8080-exec-1] o.s.d.r.w.RepositoryRestExceptionHandler

Completed initialization in 31 ms
Failed to convert from type [java.lang.Str
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{"cause":{"cause":null, "message":"For input string: \"abc\""},"message":"Failed to convert from type
[java.lang.String] to type [java.lang.Integer] for value 'abc'; nested exception is java.lang.NumberFormatException:

For input string: \"abc\""}




