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Abstract 

Software-Defined Networking (SDN) offers centralized control and programmability that 

enable flexible and efficient network management, but this same centralization introduces new 

security risks, including controller overload, flow-table exhaustion, and lateral movement 

attacks. Traditional perimeter-based and static rule-driven security mechanisms are insufficient 

to address these dynamic and evolving threats. Zero Trust Architecture (ZTA), based on the 

principle of “never trust, always verify,” provides a promising security model, but its effective 

enforcement within SDN environments requires continuous verification and automated 

response mechanisms. 

This dissertation proposes and evaluates an AI-driven Zero Trust Intrusion Detection and 

Prevention System (IDS/IPS) for Software-Defined Networks that enables continuous 

verification and automated policy enforcement. The proposed framework integrates a machine 

learning based IDS directly into the SDN control plane, allowing real-time traffic analysis and 

dynamic enforcement of Zero Trust policies through programmable OpenFlow rules. A 

Random Forest classifier is trained and validated using benchmark datasets, including NSL-

KDD and CIC-IDS2017, and then deployed within a Mininet–Ryu SDN testbed to perform 

live traffic classification. 

The system is evaluated under benign traffic and attack scenarios, including UDP flood attacks, 

to assess detection accuracy, response latency, and enforcement effectiveness. Experimental 

results demonstrate that the proposed approach can accurately distinguish malicious traffic and 

rapidly enforce mitigation actions with low latency, outperforming static or rule-based SDN 

security mechanisms. The findings confirm that AI-supported closed-loop enforcement 

significantly enhances the practicality of Zero Trust implementations in SDN environments. 

This work contributes a practical and scalable framework for intelligent, adaptive, and 

automated network security, bridging the gap between theoretical Zero Trust principles and 

real-world SDN enforcement. 
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1.1 Context & Background 

Increased digital connectivity driven by Software-Defined Networking (SDN) [1], cloud 

environments, and IoT infrastructures has significantly expanded the attack surface of modern 

networks. While the centralized control plane and programmability of SDN enable efficient 

traffic management, they also introduce new security risks such as controller overload and 

flow-table manipulation [2]. Traditional perimeter-based defenses and static firewalls are 

increasingly ineffective against dynamic, AI-enabled, and multi-vector attacks, as they lack 

continuous assurance and adaptive response capabilities [3]. 

Zero Trust Architecture (ZTA), based on the principle of “never trust, always verify,” has 

emerged as an effective model for mitigating insider threats and lateral movement attacks [4]. 

However, realizing Zero Trust within SDN environments requires intelligent, context-aware 

mechanisms that support continuous verification and automated enforcement. Artificial 

Intelligence (AI) and Machine Learning (ML) enable real-time intrusion detection and dynamic 

policy adaptation by analysing large volumes of network telemetry, yet their tight integration 

within the SDN control loop remains an active research challenge [1]. 

Consequently, AI-driven Zero Trust enforcement in SDN has become a critical research area 

due to the growing complexity of cyber threats and the limitations of static security models. 

SDN’s centralized control enables fine-grained and dynamic policy enforcement [5], while 

ZTA strengthens security through continuous verification and strict access control [6]. Recent 

studies report detection accuracies exceeding 95% in SDN environments, highlighting the 

practical potential of AI-enabled Zero Trust systems [7]. 

Despite these advances, significant challenges remain. Accurately modelling benign network 

behaviour, reducing reliance on static administrator-defined policies, and balancing detection 

accuracy, latency, and scalability continue to pose difficulties [8], [9]. The integration of 

IDS/IPS mechanisms into Zero Trust SDN architectures without degrading performance is still 

an open problem. 

This review is grounded in the interaction between Zero Trust principles, SDN 

programmability, and AI-driven threat analytics. Zero Trust enforces least-privilege access 

through continuous authentication and authorization [10], SDN enables centralized and 

programmable policy enforcement [11], and AI/ML techniques support real-time anomaly 

detection and adaptive policy updates [12]. Together, these components form the basis for 

analysing AI-powered Zero Trust enforcement systems in SDN. 

The aim of this systematic review is to critically examine existing research on AI-driven Zero 

Trust enforcement in SDNs, focusing on machine learning approaches, architectural designs, 

and policy enforcement strategies. By synthesizing findings from empirical studies and real-

world deployments, this work identifies key challenges and opportunities related to scalability, 

security, and performance, and provides a structured foundation for future research in 

programmable network security. 
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1.2 Statement of Problem 

Software-Defined Networking (SDN) provides centralized control and flexibility but also 

introduces new security risks, including control-plane attacks and lateral movement that 

traditional perimeter-based defenses cannot fully address. Zero Trust Architecture (ZTA), 

based on continuous verification and least-privilege access, offers a promising security model; 

however, most SDN implementations rely on static or rule-based policies with limited 

integration of real-time intrusion detection and prevention (IDS/IPS). 

Existing solutions lack autonomous, closed-loop mechanisms for dynamic threat detection, 

policy adaptation, and automated response, resulting in delayed mitigation, increased attack 

surfaces, and higher operational complexity. The absence of adaptive, AI-driven IDS/IPS 

frameworks with continuous verification and fine-grained enforcement leaves SDN 

environments vulnerable to advanced attacks and prevents full realization of Zero Trust 

principles. 

Therefore, an integrated AI-driven Zero Trust enforcement system is required to autonomously 

detect, respond to, and learn from emerging threats in real time, enabling resilient, scalable, 

and robust SDN security. 
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1.3 Research Aim & Objectives 

▪ Aim: 

This research aims to develop and evaluate an AI-driven Zero Trust IDS–IPS framework 

for Software-Defined Networks (SDN) that enables continuous verification, automated 

policy enforcement, and enhanced real-time threat detection and response. 

 

Objectives 

 

1. To critically review and analyze existing research on AI-driven Zero Trust 

frameworks within Software Defined Networks (SDN), identifying the current 

advancements, limitations, and key research gaps that justify the development of an 

integrated AI-based IDS–IPS enforcement model. 

 

Why This Works: 

• It focuses on AI-based Zero Trust and IDS–IPS technologies within SDN. 

• Completion is assessed through a structured review and the identification of concrete 

gaps. 

• This research will conduct the review using peer-reviewed articles and technical 

sources. 

• This directly informs the research design and implementation phases. 

• It will be completed during the literature review phase  

 

2. To develop and simulate an AI-driven IDS–IPS framework for Software-Defined 

Networks (SDN) to generate quantifiable results on detection accuracy, policy 

enforcement efficiency and system response time, thereby demonstrating the 

feasibility of continuous verification and automated Zero Trust enforcement. 

 

Why This Works 

• Focuses on building and simulating an AI-driven IDS–IPS framework integrated within 

SDN. 

• Targets measurable outputs detection accuracy, policy enforcement, and response time. 

• Progress and success will be evaluated by collecting and analyzing quantifiable 

performance metrics during simulation testing. 

• Artefact development will utilize realistic simulation tools such as Mininet or ONOS, 

within your available technical and time resources. 

• Directly contributes to the research goal of proving that AI-supported Zero Trust 

architectures can improve threat response and continuous verification in SDN 

environments. 

• Development and testing phases are scheduled in the research timeline (Dec 2025 – Jan 

2026) as outlined in your Gantt chart. 
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3. To validate and verify the performance of the developed AI-driven IDS–IPS 

framework through statistical analysis of recorded simulation data, comparing 

detection accuracy, response latency and false positive rates against existing static or 

rule-based SDN security models. 

 

• Focuses on validation and statistical verification of the AI-driven IDS–IPS 

framework’s performance. 

• Compares measurable factors such as accuracy, latency, and false positives with 

baseline models. 

• Results will be analyzed using quantitative statistical methods. 

• Comparison metrics will determine whether performance improvements are 

statistically significant. 

• Will be achieved using data collected from the developed simulation environment. 

• Available benchmarking datasets (like NSL-KDD [13]or CIC-IDS2017 [14]) make 

performance testing realistic 

• Directly supports the project goal of demonstrating superior Zero Trust enforcement 

through AI-based automation and validation. 

• Ensures research results are evidence based and academically defensible. 

• Validation and analysis scheduled during the Testing and Evaluation phase (January 

2026) as specified in Gantt chart. 
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1.4 Significance of the Study  

The importance of the study is that it benefits the area of network security as it combines the 

usage of Artificial Intelligence (AI) with Zero Trust Architecture (ZTA) in Software-Defined 

Networks (SDN). Rule-based systems do not have the capability to identify adaptive threats 

with immediate responses, but it is made clear in the research that an IDS-IPS system using AI 

is able to do so. 

The contribution improves the accuracy, adaptability, and efficiency of threat detection with 

reduced latency in responses and false positive reports using learning automation. It also makes 

an academic contribution in connecting the theoretical models of AI with operational SDN 

security frameworks to demonstrate the viability of closed-loop Zero Trust enforcement. 

In practice, it enables cloud, enterprise, and critical infrastructure designers to build self-

regulatory, resilient, and proactive systems for countering contemporary cyberattacks in their 

respective domains.  

In summary, it offers a prototype system and a scalable architecture for intelligent security 

systems in the coming era of AI-powered Zero-Trust systems. 

 

Overview of Chapter 2 

This Chapter will give an detail overview of how the Software Defined Network works. It will 

describe the control plane and data plane working process in detail. This chapter will also give 

the broad idea of the Zero Trust Architecture. This chapter will cover the advantages of both 

SDN and ZT [4]. How AI defined automation is necessary in this type of network security 

model it will also be shown. In this chapter this paper will also the detailed information about 

the NSL-KDD [13] and CIC-IDS2017 [14] along with comparison in between.  

 

Overview of Chapter 3  

This chapter describes the research methodology adopted in this study. It outlines the research 

philosophy, quantitative approach, data collection process, and experimental strategy. The 

chapter also introduces the tools, datasets, and platforms used, and presents the overall research 

design to ensure methodological rigor, reliability, and reproducibility. 

 

Overview of Chapter 4 

It presents the design of the proposed AI-driven Zero Trust IDS–IPS framework. It explains 

the AI model design, feature selection, and dataset usage, along with the SDN and Zero Trust 

architectural design. The chapter concludes by introducing the system architecture that 

integrates AI-based detection with dynamic Zero Trust policy enforcement. 



  19 

 

Overview of Chapter 5 

Chapter 5 details the implementation of the proposed framework in a Mininet-based SDN 

testbed. It describes the experimental setup, controller configuration, machine learning model 

integration, and network initialization. The chapter explains how real-time traffic is classified 

and how Zero Trust policies are enforced dynamically within the SDN environment. 

 

Overview of Chapter 6 

Chapter 6 evaluates the performance of the implemented system under benign and attack 

scenarios. It analyses detection accuracy, response latency, and enforcement effectiveness, and 

compares the proposed AI-driven approach with static or rule-based SDN security models. The 

chapter also discusses observed limitations. 

 

Overview of Chapter 7 

It presents the conclusions of the research, assessing the achievement of the study’s aims and 

objectives. It summarizes the key contributions, discusses limitations, and provides 

recommendations for future research and system enhancement. 

 

Overview of Chapter 8 

Chapter 8 offers a reflective evaluation of the research process, focusing on time management, 

skill development, challenges encountered, and lessons learned for future academic and 

professional work. 
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Figure 1: The architecture of SDN with Application, Control, and Infrastructure layers. Application Layer sends requirements 
down to the Control Layer, which configures the infrastructure using APIs like OpenFlow. 

2.1 Working Process of SDN 

Software-Defined Networking (SDN) transforms the way networks are built, managed, and 

optimized by dividing the network into three distinct layers and leveraging software logic to 

centrally control network devices. This architecture not only increases flexibility but also 

allows networks to react instantly to new demands, security threats, or failures. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Traditional networks depend heavily on vendor-specific hardware like routers, switches, and 

firewalls, which combine both control and data functions. This makes upgrading or adding new 

services slow, expensive, and inflexible. 

Software-Defined Networking (SDN) solves these issues by separating the control plane 

(decision-making) from the data plane (traffic forwarding). The SDN controller centrally 

manages the entire network, allowing easier configuration, automation, and scaling. 

To analyze SDN performance, researchers use tools like Mininet, an open-source network 

emulator developed by the Open Networking Foundation (ONF) [16]. Mininet allows 

simulation of real-world network environments using both hardware and virtual switches 

controlled via OpenFlow protocol. 

In the referenced study, researchers used Mininet and the Floodlight Controller [17] to test 

SDN network performance (like bandwidth, packet loss, and latency) under different load 

conditions. This helps understand how SDN behaves under congestion and validates its 

flexibility compared to traditional networks. 
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The Software-Defined Networking (SDN) model operates by dividing the network into 

three main layers [18] each with its own clear responsibility. 

1. Application Layer 

• This layer contains network applications such as firewalls, load balancers, and 

monitoring tools. 

• These applications send requests to the SDN controller using northbound APIs 

(usually REST APIs). 

• Example: A firewall app asks the controller to block specific traffic. 

 

2. Control Layer (SDN Controller) 

• The SDN controller acts as the “brain” of the network. 

• It decides how data packets should flow through the network based on policies, routing 

algorithms, or applications’ requests. 

• The controller communicates with the network devices (switches) through the 

southbound interface using OpenFlow protocol. 

• Example: The controller tells each switch which path packets should take. 

 

3. Data Plane (Infrastructure Layer) 

• This layer includes physical and virtual switches (called OpenFlow switches). 

• These switches only forward data based on instructions received from the controller. 

• They do not make decisions on their own  they rely entirely on flow rules stored in their 

Flow Tables. 

 

How the Process Works: 

1. A packet arrives at a switch. 

o If the switch already knows what to do (it has a matching rule in its Flow 

Table), it immediately forwards the packet to the right port. 

 

2. If the switch doesn’t know the rule: 

o The packet is sent to the SDN controller via OpenFlow protocol. 

o The controller analyzes it, decides the correct path, and sends back new flow 

rules. 
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o The switch updates its Flow Table and uses this rule for all similar packets in 

the future. 

3. Continuous Management: 

o The controller monitors the network, detects congestion or link failure, and 

dynamically reroutes traffic. 

o Applications can request changes anytime through APIs (e.g., to apply a security 

policy or manage QoS). 

 

This part of work has been detailed in W. El Gadal, "AI-driven security in software-defined 

networks: A unified framework for intrusion detection and mitigation," Ph.D. dissertation, 

University of Victoria, 2025. [19] 
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2.2 Advantages of SDN 

The benefits offered by SDN over traditional networks may be listed below: 

▪ Programmability: By moving network control into software, SDN enables 

programmatic network management based on a global view of network state, allowing 

informed, centralized decision-making. 

 

▪ Innovation: Traditional vendor-specific hardware limits experimentation and rapid 

innovation. SDN decouples forwarding from control, allowing controllers to be 

independently programmed using open interfaces and APIs. This openness enables 

researchers and organizations to rapidly prototype, test, and deploy new networking 

concepts, as demonstrated by large-scale SDN deployments such as Google’s WAN 

optimization. 

▪ Efficiency: SDN provides applications with a centralized and abstracted view of 

network resources, enabling optimized routing, load balancing, and improved fault 

tolerance. Controllers can dynamically compute forwarding paths based on real-time 

network conditions, enhancing performance and robustness. 

▪ Security and Privacy: Unlike traditional networks that rely on static middleboxes, 

SDN enables fine-grained, dynamic traffic control through OpenFlow rules. Network 

devices can act as both forwarding and enforcement points, supporting flexible security 

policies, traffic isolation, and logically separated network views aligned with the 

intended security model. 

▪ Management and Monitoring: SDN simplifies network management by replacing 

complex, vendor-specific tools with centralized control and standardized protocols. 

Built-in flow counters provide abstracted monitoring metrics, enabling efficient 

visibility without excessive overhead. 

▪ Virtualization: SDN facilitates the creation of multiple virtual networks over shared 

physical infrastructure, supporting multi-tenancy and flexible resource allocation. 

Unlike earlier approaches such as VLANs or MPLS, SDN enables automation and 

dynamic control of virtualized networks, including support for multiple controllers. 

▪ Quality of Service: With a global view of network state and resource availability, SDN 

enables more effective QoS enforcement. Traffic engineering decisions can account for 

application requirements, link conditions, and device capabilities, overcoming 

limitations of per-device or end-to-end QoS approaches in traditional networks. 
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2.3 What are the security threats of SDN 

Security threats in SDN mainly arise from its centralised controller, programmable data plane, 

and control–data communication channel. 

Key threat categories: 

Controller as single point of failure 

▪ DoS/DDoS against the controller can exhaust CPU, memory, or flow‑processing 

capacity, disrupting the entire network. [20] 

▪ Compromised controller = full network compromise, since it holds global state and 

pushes rules to all switches. 

Control–data plane channel attacks 

▪ If OpenFlow/TLS [21] is misconfigured or absent, attackers can eavesdrop, tamper, or 

perform man‑in‑the‑middle on control messages, altering flow rules or disconnecting 

switches. 

▪ Control channel saturation attacks flood switches with packets that trigger excessive 

Packet‑In messages, overwhelming the controller. 

Data plane threats (switches/flows) 

▪ Flow‑table exhaustion by injecting many distinct flows, causing memory pressure and 

rule eviction. 

▪ Malicious or compromised switches can misroute, drop, or mirror traffic, violating 

forwarding policies. 

▪ Traditional attacks (spoofing, scanning, DDoS) still apply, but may be amplified by 

SDN’s flexibility. 

Application plane and northbound API threats 

▪ Vulnerable or malicious SDN apps can push incorrect or malicious policies, leading to 

traffic hijacking, privilege escalation, or network outages. 

▪ Insecure northbound APIs expose the controller to injection, replay, or abuse of 

management operations. 

Control plane reconnaissance and fingerprinting 

▪ Attackers can fingerprint which controller platform is used and then exploit known 

implementation‑specific vulnerabilities. 

▪ Poor logging/visibility on the control plane makes incident response and forensics 

difficult. 

Low‑rate and stealthy threats 

▪ Low‑rate DDoS and other “slow” attacks can evade threshold‑based detection while 

still degrading controller or link performance. 

▪ Subtle policy violations or lateral movement can be hard to detect without good 

telemetry and analytics. 



  26 

2.4 Why Zero Trust Architecture (ZTA) is Needed [22] 

Zero Trust is needed because the old “trusted inside, untrusted outside” perimeter model no 

longer works in cloud-, remote-, IoT- and SDN-heavy networks where attackers regularly 

bypass the edge and move laterally. Instead of trusting anything based on location, Zero Trust 

requires every request to be authenticated, authorised and evaluated continuously, applying 

least privilege, micro-segmentation and ongoing monitoring to limit blast radius. In SDN, 

where one controller programs the whole network, this is critical: if a single host or API is 

compromised, flows can be abused at scale unless the control plane itself is wrapped in Zero 

Trust checks and fine-grained, behaviour-aware policies 
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2.5 Principles of Zero Trust Architecture (ZTA) 

A Zero Trust Architecture is based on the model of “never trust, always verify” it doesn’t trust 

users, devices, and workload tools even if they are already within the network perimeter. There 

are several principles that illustrate this model: 

▪ Explicit identity and device verification 

Each request for access must be heavily authenticated and authorized not only with IP addresses 

but with context as well. Generally, this requires strong IAM systems, multi-factor 

authentication, and device analysis prior to each session establishment. 

▪ Least‑privilege access 

Only the necessary permissions are assigned to user, service, and devices for the execution of 

the respective tasks. It results in reduced damage possibilities if the attacker gains access 

through an existing user account. 

▪ Micro-segmentation and granular policy enforcement 

Systems are broken down into smaller segments with restricted access. Communication 

between segments is closely monitored. It becomes very difficult for an attacker to move 

laterally once he or she gains access to the system. 

▪ Ongoing monitoring and continuous risk assessment 

Trust is not a one-off decision: it is assessed on a continuous basis with the help of telemetry 

tools like traffic data analysis, behaviour analysis, and threat intelligence. Policies will be able 

to adjust instantly: for instance, through restricting access based on unusual behaviour. 

▪ Policy based on context, not perimeter  

Access decisions in Zero Trust Architecture are based on contextual factors such as user role, 

device health, location, time of access, data sensitivity, and assessed threat level, rather than 

implicit trust derived from network location. ZTA assumes that adversaries may already be 

present within the environment and therefore emphasizes continuous detection, containment, 

and response alongside prevention. Comprehensive logging, auditing, and forensic capabilities 

are treated as essential design requirements.  

This part oof work has been detailed in N. F. Syed, S. W. Shah, A. Shaghaghi, A. Anwar, Z. 

Baig, and R. Doss, "Zero trust architecture (ZTA): A comprehensive survey," IEEE Access, vol. 

10, pp. 57143–57179, 2022. [23] 
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2.6 Use of AI in terms of deciding policy 

Classical Zero Trust deployments rely on administrator-defined access policies, which become 

difficult to scale in dynamic environments such as SDN, cloud, and IoT networks, where threats 

and conditions evolve rapidly. Artificial Intelligence addresses this limitation by enabling 

machine learning–based policy decisions that adapt to changing network behaviour. 

AI models analyse network flow statistics, user and device interactions, and historical incident 

data to assign risk scores or classify traffic as normal or anomalous. These outputs are fed into 

the Zero Trust Policy Decision Point (PDP), enabling contextual and dynamic access decisions 

such as restricting access, triggering additional verification, or blocking traffic associated with 

attack patterns. Models can be periodically updated to reflect emerging threats. 

In SDN-based architectures, embedding AI within the controller enables continuous flow 

monitoring and real-time classification. Detection results are directly translated into forwarding 

or blocking rules, forming a closed-loop system in which Zero Trust principles of least privilege 

and continuous verification are enforced automatically. 
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2.7 Rationale for Using NSL-KDD and CIC-IDS2017 

The primary objective of this project is to design and evaluate an AI-driven Zero Trust IDS/IPS 

that operates on SDN flow-level statistics rather than raw packet payloads. Accordingly, the 

training data must provide clearly labelled benign and attack traffic, include diverse modern 

attack behaviours, and expose flow features realistically obtainable from an SDN controller. 

NSL-KDD [13] is selected as an initial dataset due to its well-structured and clearly labelled 

connection records, making it suitable for early experimentation, feature validation, and rapid 

prototyping of classical machine learning models. It enables validation of the model design and 

feature engineering pipeline on a widely recognized benchmark before introducing more 

complex traffic patterns. 

CIC-IDS2017 [14] is used as the primary dataset because it more closely reflects contemporary 

enterprise network conditions. It contains flow-based traffic with realistic benign behaviour 

and a wide range of modern attacks, including brute-force, web-based, and DoS/DDoS 

scenarios. Its time- and volume-based features closely align with statistics obtainable via 

OpenFlow, facilitating seamless deployment of the trained model within the Mininet–Ryu 

testbed. 
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2.8 Dataset Usage and Data Split 

The NSL-KDD and CIC-IDS2017 datasets are utilised exclusively during the offline training 

and validation phase of the proposed system. Prior to model training, the datasets are pre-

processed and divided into separate subsets. Approximately 80% of the data is used for 

training the Random Forest classifier, while the remaining 20% is reserved for testing and 

validation to evaluate detection performance. 

The trained model is subsequently deployed within the SDN controller for real-time inference. 

No portion of the datasets is directly used during the live demonstration phase. Instead, 

the experimental demonstration in Mininet relies on synthetically generated network traffic 

(ICMP ping and TCP traffic via iperf) to emulate normal and attack-like behaviours. This 

design ensures a clear separation between offline learning and online enforcement, which 

aligns with best practices in AI-enabled network security systems. 
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2.9 Search Keywords 

Table 1 Search Keywords 

Database/Source  Example SLR Search Keywords 

Google Scholar  AI-driven IDS IPS SDN 

  Zero Trust Architecture SDN 

  machine learning intrusion detection SDN 

  policy enforcement automation SDN 

  continuous verification Zero Trust SDN 

  adaptive threat detection SDN 

  benchmarking NSL-KDD CIC-IDS2017 SDN 

  scalability latency AI IDS IPS SDN 

IEEE Xplore  SDN control plane security AI 

  comparative analysis static vs AI IDS IPS SDN 

  policy refinement feedback SDN 

  case study AI Zero Trust SDN 

  closed-loop security SDN 

  limitations challenges IDS IPS SDN 

ResearchGate  AI-enabled Zero Trust SDN 

  anomaly detection programmable networks 

  SDN IDS IPS machine learning approach 

  implementation feedback-driven security automation SDN 

  automated policy enforcement SDN 
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2.10 Inclusion Criteria & Exclusion Criteria 

Inclusion Criteria 

• Only peer-reviewed journal articles and conference papers were considered to ensure 

academic credibility. 

• Included studies are directly addressing AI, machine learning, or deep learning applied 

to intrusion detection/prevention (IDS/IPS) within Software-Defined Networking 

(SDN) environments. 

• Only papers reporting empirical evidence were considered such as detection accuracy, 

policy enforcement efficiency, system response time, scalability, or benchmarking 

against datasets like NSL-KDD [13] or CIC-IDS2017 [14]. 

• Studies published in English and from 2020 onwards were included to ensure relevance 

to recent technological advances. 

• Preference was given to works with implemented or simulated systems, especially those 

using recognized platforms like Mininet, ONOS, or equivalent. 

 

 

Exclusion Criteria 

• I excluded non-peer-reviewed literature such as blog posts, technical commentaries, 

patents, and vendor advertisements to maintain rigor. 

• Papers lacking empirical or quantitative results (e.g., those offering purely theoretical 

models, general surveys, or policy-only discussions without experimentation) were not 

included. 

• Research focusing on classical perimeter defense, firewalls, or security in non-SDN 

environments was omitted unless it clearly compared those with SDN-based 

approaches. 

• Studies not published in English or published before 2015 were automatically excluded 

to avoid outdated or linguistically inaccessible material. 

• Sources with incomplete methods or results, abstracts only, duplicates, or missing key 

implementation details were filtered out at the screening stage 
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2.11 Literature Review 

The landscape of modern networking is undergoing a significant transformation, driven by the 

advent of Software-Defined Networks (SDN) and the growing adoption of Zero Trust 

Architecture (ZTA) as a security paradigm. As enterprises and critical infrastructure 

increasingly rely on dynamic, programmable networks, the traditional approaches to network 

security have proven insufficient in defending against sophisticated, persistent threats. Recent 

years have witnessed a surge in research dedicated to leveraging Artificial Intelligence (AI) to 

automate security controls, particularly in the context of SDN and Zero Trust policy 

enforcement [24].This literature review systematically examines the current state of research 

at the intersection of AI, SDN, and Zero Trust security models. It aims to clarify how previous 

studies have approached automated policy generation, real-time attack detection, policy 

adaptation, and the integration of Intrusion Detection and Prevention Systems (IDS/IPS) within 

programmable network architectures. Attention is given to foundational models, the evolution 

of AI-driven automation, and the limitations that persist in existing literature. 

ZT-SDN: An ML-powered Zero-Trust Architecture for Software-Defined Networks (Nov-

24): 

Smith et al. (2024) present an innovative method for Zero Trust policy creation in SDN, 

achieved via unsupervised machine learning trained on benign transactional network data. The 

study emphasizes reducing manual effort in network rule composition and takes advantage of 

SDN programmability to implement adaptive network access controls. The methodology 

involves collecting real-time traffic flows, extracting features indicative of normal behavior, 

and modelling these for Network Access Control (NAC) generation; however, there is no 

explicit mention of using standardized public datasets like NSL-KDD or CICIDS2017 they 

appear to work with proprietary or simulated traffic in their SDN testbed. Notably, their system 

automates rule creation with impressive reduction in deployment time and improved baseline 

security posture, but it does not integrate active threat detection (IDS/IPS) nor create a feedback 

loop for learning from new attack behaviors. As a result, the paper can automate initial defense 

but cannot iteratively improve based on hostile activity a crucial gap, since periodic retraining 

and policy updates would require constant human oversight. The strength of their work, and 

the limits of its effectiveness, lay a compelling foundation for an SDN security architecture that 

closes this adaptation gap. My research builds directly on this insight, offering a fully 

integrated, autonomous system that continuously refines policies in response to detected 

threats. 

”C. Katsis and E. Bertino, “ZT-SDN: An ML-Powered Zero-Trust Architecture for Software-Defined Networks,” ACM 

Transactions on Privacy and Security, vol. 28, no. 2, Art. 23, pp. 1–35, May 2025. doi: 10.1145/3712262.” [25] 
 

 

 

 

 

https://doi.org/10.1145/3712262
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Enhancing Security in 5G Edge Networks: Predicting Real-Time Zero Trust Attacks 

Using Machine Learning in SDN Environments (2025): 

Jones et al. (2025) address the pressing concern of DDoS attacks within 5G edge networks by 

integrating Random Forest classifiers within SDN controllers, particularly within the POX 

Open-Source SDN framework. Their solution understands normal and DDoS flow patterns by 

first gathering and categorizing data from SDN flow patterns based on packet transmissions 

and timing patterns as well as transactional patterns. Although the proposed solution by Jones 

et al. doesn’t cite openly accessible data sources within the paper, it utilizes simulated data 

sources necessary due to the absence of standard SDN DDoS data. Enhanced timing analysis 

shows promising accuracy measures and moderate real-time responsiveness based on flow 

reroute and isolation. Although the solution successfully addresses DDoS attacks on SDN-

enabled 5G networks, it lacks complex implementation at the mitigation stage. The solution 

lacks a feedback system that adjusts an ongoing flow-detection system based on dynamic 

DDoS patterns. Additionally, it lacks integration of data from various sources. Although the 

solution effectively addresses real-time implementation of 5G flow detection within SDN-

enabled 5G networks, it lacks recursive implementation within 5G SDN flow networks. My 

research thus seeks to improve the proposed solution by linking flow detection within recursive 

implementation based on data from various sources.

 
“F. Ashfaq, M. Wasim, M. A. Shah, A. Ahad, and I. M. Pires, "Enhancing security in 5G edge networks: Predicting real-time 

zero trust attacks using machine learning in SDN environments," Sensors, vol. 25, no. 6, p. 1905, 2025. [Online]. Available: 

https://doi.org/10.3390/s25061905” [26] 

 

AI-Driven Dynamic Firewall Optimization Using Reinforcement Learning for Anomaly 

Detection and Prevention (May-25): 

In addition to such enhancements in SDN and machine learning domains, an improved work 

by Ahmed & Wang (2025) incorporates DRL for optimizing SDN firewalls. The work tests an 

SDN implementation based on an emulated setup using Mininet and OpenFlow. The authors 

mainly highlight the use of CICIDS2017 and custom packet data as semi-realistic data sources 

to calibrate DRL algorithms. The authors model reward functions that focus on precise 

interception of threats and minimize false positives while prioritizing rules on the SDN 

firewall. The findings illustrate that the DRL algorithm optimizes the rapid blocking of 

malicious packets better than the existing rule set. However, it only stays within the boundaries 

of optimizing settings within a network-centric IPS. The work lacks the integration of DRL 

algorithms as a formal component of a full-fledged Zero Trust Policy Decision Point. The work 

lacks the implementation of adapting SDN rules based on IDS/IPS results and simulated policy 

evolution. This either shows a deficiency in utilizing intelligence at varied layers or an inability 

to have continuous learning incorporated. The work contributed to marginalized research on 

the use of AI for automating efforts but lacks an integrated architectural setup. My research 

proposes overcoming such limitations by providing an integrated solution of DRL algorithms 

for security with a comprehensive framework of Zero Trust.

 

“T. Ahmad, "AI-driven dynamic firewall optimization using reinforcement learning for anomaly detection and prevention," 

arXiv preprint arXiv:2506.05356, 2025. [Online]. Available: https://arxiv.org/abs/2506.05356” [27] 

https://doi.org/10.3390/s25061905
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Intelligent Policy Automation in AI-Powered Zero Trust Networks (2025): 

Lee et al. (2025) propose the need for intelligent and feedback-driven policy automation in 

Zero Trust SDN networks. They propose that artificial intelligence mechanisms have the 

potential to automatically modify access rights and rules based on the actions of users as well 

as environmental factors. The approach of the two authors primarily includes theoretical and 

simulated analysis of SDN. They have used internal simulations of SDN traffic patterns. The 

significance of these authors' contribution primarily includes understanding various 

architectural details that should be incorporated for the design of sovereign policy automation. 

The empirical analysis of the proposed theory by these two authors primarily lacks practical 

implementation and experimentation of system design. The proposed approach primarily lacks 

analysis of known datasets and system implementation. My proposed research work primarily 

bridges these two aspects by including system implementation and analysis of known datasets.

 

“J. R. Whitfield, A. M. Carter, B. L. Dawson, N. S. Hughes, and D. Esther, "Intelligent policy automation in AI-powered zero 

trust networks," 2023.” [28] 

 

AI-enabled Zero-Trust Intrusion Detection Architecture in the Present Industrial IoT 

Ecosystem (2024/2025): 

Patel et al. (2024/2025) perform a broad survey of AI-powered Zero Trust intrusion detection 

architectures in industrial IoT networks, drawing together over 60 studies, including those that 

use NSL-KDD, UNSW-NB15, and several specialized IoT datasets. Their review identifies a 

range of solution types (signature-based, anomaly detection, contextual policy engines, 

federated learning), and assesses their performance, scalability, and system complexity. Many 

referenced studies use public datasets for benchmarking; however, Patel et al. note a persistent 

challenge in translating benchmark results into real deployment, given the variety and 

unpredictability of IoT environments. Technical complexity, difficulty of system-wide policy 

enforcement, and lack of seamless integration between detection and response are highlighted 

as recurring issues. Their work specifically calls out the absence of holistic, unified frameworks 

capable of integrating AI, feedback, and Zero Trust policy across domains. The lesson is direct: 

while datasets provide useful measures, most solutions tested in isolation struggle to scale and 

adapt in the wild. My proposed SDN-focused AI/ZT architecture addresses these points by 

combining end-to-end integration with empirical evaluation in both simulated and real network 

conditions.

 

“A. A. Laghari, A. A. Khan, A. Ksibi, F. Hajjej, N. Kryvinska, A. Almadhor, M. A. Mohamed, and S. Alsubai, "A novel and 

secure artificial intelligence enabled zero trust intrusion detection in industrial internet of things architecture," Scientific 

Reports, vol. 15, no. 1, p. 26843, 2025. [Online]. Available: https://doi.org/10.1038/s41598-025-26843-2” [29] 
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AI-Powered Intrusion Detection for Secure and Efficient SDN in Network Virtualization 

(2025): 

Finally, Singh et al. (2025) encourage the design of compact ML models inside SDN controllers 

based on both Mininet simulations and public data sources such as NSL-KDD and 

CICIDS2017. The proposed system appears ideal for rapid detection of malicious patterns 

within virtualized networks that may instantly change configurations. This system enables 

users to develop models using public sources and simply migrate them from one controller to 

another depending on the necessity. The testing outcomes manifest increased detection 

capabilities and minimized latency over rule sets designed by an expert. Although the system 

has various benefits, it lacks continuous iterations around policy actions once a threat has been 

detected. There appears to be a system in place for independent model update monitoring as 

threats continuously change. The system appears ideal in terms of instantaneous reaction but 

lacks flexibility as well as the ability to improve on its own. My work builds upon that of others 

within this area by associating detection engines with adaptive model growth.

 

“A. Gaurav, B. B. Gupta, P. Chaurasia, V. Arya, R. W. Attar, and K. T. Chui, "AI-powered intrusion detection for secure and 

efficient SDN in network virtualization," in Proc. 2025 IEEE 26th Int. Conf. High Performance Switching and Routing 

(HPSR), pp. 1–6, Jun. 2025.” [30] 

 

Zero trust security architecture: a paradigm shift in cybersecurity for the digital age 

(2023): 

The authors of the NIST paper of 2023 condense the notion of Zero Trust as a framework of 

principles by centering the paper on constant verification of networks, adaptive authentication 

mechanisms, and the role of analysis. As a standards document, it neither aspires to empirical 

evaluation or trials within the paper itself nor utilizesreference data sets in favor of compliance 

metrics and implementation recommendations. The paper outlines what can be expected of 

combining threat intelligence with data logging and analysis within the given ecosystem with 

references to the role of artificial intelligence in executing such functionality. Nonetheless, as 

a standards document without architectural implementation specifics or data examples in mind 

for implementation, it lacks immediate real-world examples. The implementation of the vision 

contained within the NIST paper would necessitate having operational-level system 

implementation amenable to combining multivariable data set input within dynamic policy 

adjustments that offer autonomously administered defenses on an SDN implementation scale. 

This proposed research should be seen as implemented technical specification of these policy 

principles. 

 

“G. Karamchand, "Zero trust security architecture: A paradigm shift in cybersecurity for the digital age," Journal ID, vol. 

2145, p. 6523, 2025.” [3] 
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Table 2 Summary of Literature 

Paper Title Summary Gap Why 

Chosen 

Alignment with 

Solution 

ZT-SDN 

(Nov-24) 

ML-auto ZT 

rule 

generation 

Lacks real-time 

IDS/IPS loop 

Highlights 

automation 

need 

Solution completes 

cycle 

Enhancing 

Security 

(2025) 

ML anomaly 

detection 

(DDoS) 

No continuous 

policy update 

Proven ML 

detection in 

SDN 

Upgrades to 

adaptive system 

AI-Driven 

Dynamic 

Firewall 

(May-25) 

DRL for 

firewall 

optimization 

No ZT/SDN PDP 

integration 

DRL 

potential, 

misses PDP 

Solution embeds in 

PDP 

Intelligent 

Policy 

Automation 

(2025) 

AI policy 

feedback 

theorized 

No practical 

tests/latency 

Frames AI 

in ZT, needs 

deployment 

Your system is 

implemented/tested 

AI-enabled 

ZT IDS 

(2024/2025) 

Industrial ZT-

IDS 

integration 

surveyed 

Implementation 

barriers 

Guides 

integration 

strategies 

Solution 

operationalizes in 

SDN 

AI-Powered 

IDS 

Virtualization 

(2025) 

ML for SDN 

IDS/mitigation 

No 

feedback/autonomy 

Baseline for 

IDS/SDN 

Solution provides 

closed-loop 

learning 

ZT Security 

Architecture 

(2023) 

ZT principles 

& mandate 

Needs technical 

blueprint 

Theoretical 

anchor 

Solution answers 

blueprint gap 
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2.11 Research Question & Sub Questions 

 

Research Question 

▪ How can an AI-driven IDS–IPS framework for SDN enable continuous verification 

and automated policy enforcement to enhance real time threat detection and 

response? 

 

▪ What is the impact of integrating continuous AI-based IDS/IPS feedback into Zero 

Trust SDN environments on policy refinement and attack mitigation performance? 

 

▪ Can an AI powered IDS–IPS system achieve autonomous, closed loop Zero Trust 

enforcement in SDN networks and how does it compare to static or rule-based 

approaches? 

 

Sub Questions 

✓ How does the integration of AI-based IDS and IPS in SDN affect real-time detection 

and mitigation of network threats compared to traditional approaches? 

This sub-question helps to measure the technical improvement and compare the system’s 

performance with existing solutions. 

 

✓ What are the latency and scalability implications of continuous verification and 

automated policy enforcement in SDN environments? 

These addresses practical deployment concerns, such as speed and resource usage, which 

are critical for real world adoption. 

 

✓ How can feedback from detected threats be used to autonomously refine Zero Trust 

policies in SDN controllers? 

This explores the adaptive learning and policy refinement loop. 

 

✓ What challenges arise in integrating dynamic IDS–IPS closed loops into the Zero 

Trust Policy Decision Point (PDP) for SDN, and how can they be addressed? 

This sub-question discusses architectural and implementation barriers and propose 

solutions. 
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3.1 Research philosophy and approach 

My research paradigm in this study is positivism/ pragmatism, as it focuses on objectivity, 

precise measurement, and replication of findings.  

In terms of methodology, I undertake a deductive process whereby I examine current findings 

in the body of literature concerning AI-enhanced IDS/IPS solutions and Zero Trust within SDN 

and hypothesize findings based upon how well my proposed integrated framework performs. 

3.2 Research Methods 

In this work, quantitative methods are at the foundation of my analysis, as I examine numerical 

data produced by detection accuracies, latencies of enforcement, false positive rates, and 

system throughputs from benchmarks and simulations. 

3.3 Data Collection 

The literature search was conducted across major digital libraries and indexing services that 

cover computer networks, cybersecurity, and artificial intelligence. Core databases included 

IEEE Xplore, ACM Digital Library, SpringerLink, ScienceDirect, and Google Scholar, as these 

platforms collectively index most of the relevant SDN, AI, and Zero Trust research published 

in journals, conferences, and high-impact proceedings. Additional forward and backward 

snowballing was applied on key articles to capture influential work that may not have appeared 

directly in the initial keyword queries. 

The search focused on studies published from 2020 onwards to ensure alignment with recent 

advances in SDN controllers, Zero Trust frameworks, and AI-based IDS/IPS techniques. Only 

publications written in English and available in full text were considered, to enable consistent 

assessment of methodology, implementation details, and experimental results. 

Experiments: I conduct experiments with specially developed traffic scenarios based on 

popular datasets (NSL-KDD [13], CIC- IDS2017 [14]) and my own attack flows. I record logs 

related to detection events, enforcement of policies, timing, and usage of resources in the SDN 

controller. 
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3.4 List of Tools  

In planning my methodology and experiment designs, I will employ these key tools in 

developing, modelling, as well as evaluating the AI-based Zero Trust IDS/IPS system in 

Software Defined Networks (SDN): 

Mininet [31] 

An open-source network emulator for building virtualized SDN topologies and testing 

programmable switches, hosts, and links in one host. Enhances prototyping and testing of SDN 

programs with facilities for real-time traffic analysis. 

ONOS/Open [32] 

Examples of popular SDN controllers that I use in deploying control plane application 

programs. I will make use of either ONOS or OpenDaylight if I need performance, and POX 

is used in prototyping. In all of them, I use APIs in implementing my IDS-IPS logic. 

OpenFlow & Open vSwitch [33] 

OpenFlow protocol and Open vSwitch (OVS) deal with data plane packet forwarding and 

implementing network rules in a programmatic manner. This is at the heart of connecting my 

enforcement policies (from the AI/Zero Trust component) to switches and network elements in 

Mininet simulation. 

Traffic Generation Tools [34] 

Tools such as Iperf (for measuring throughput and delay) and SPEED, as well as packet 

generators designed in-house, are also utilized for recreating RuP and attack traffic patterns 

that assist in evaluating detection and responses to those attacks under realistic conditions. 

Machine Learning Libraries (Python - scikit-learn, TensorFlow,PyTorch) [35] 

Deployment, as well as IDS/IPS component model evaluation. The libraries are capable of 

interacting with the SDN controllers and enabling real-time inference and learning.  

Benchmark Datasets  

The datasets such as NSL-KDD [13], CIC-IDS2017 [14], and self-generated log files are 

utilized as labelled data for pretraining, simulation, as well as assessment of attack detection 

and Zero Trust enforcement.  

Wireshark & Packet Analysis Tools [36] 

 Wireshark and such tools are utilized for packet inspection, pattern validation, and analysis of 

events in networks, detection veracity, and enforcement impacts.  

PRISMA 2020 Flow Diagram for Study Selection (Appendices A) 

PRISMA 2020 flow diagram showing in Appendices A the identification, screening, eligibility, 

and inclusion of studies in the systematic literature review. 
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Emulation/Automation Add-Ons  

Tools/QLink for differentiated service emulation in Mininet, SPEED for handling scalable 

traffic, and scripting capabilities that support automating scenario setup and experiment 

replication. 
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3.5 Research Design Structure 

 

My procedure is quite simple: 

▪ Conduct a survey of the existing literature to understand the gaps in research that will 

inform my framework design. 

 

▪ Implement a unified IDS/IPS system that incorporates Zero Trust PDP technology within 

an SDN emulator. 

 

▪ Running realistic experiments, testing normal as well as attack conditions. 

 

▪ Collect data, timestamp it, and record all system logs and/or measurements. 

 

▪ Results need to be compared, analyzed, and interpreted using proper statistical methods. 

 

▪ Make everything transparent and replicable by recording all activities, including scripts, 

data splits, and configuration files. 
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4.1 Design Process 

This chapter describes the design procedure for the AI-based Zero Trust IDS–IPS system within 

the Software-Defined Networking (SDN) context. This particular aspect will examine the 

design of the artifact prior to its implementation, covering aspects such as the use of AI models, 

system design, Zero Trust policy configuration, as well as the use of experiment scenarios in 

testing. Note that this aspect will focus more on explaining the justification of design choices 

in contrast to its implementation, as mentioned within the implementation chapter. 

 

 

 

4.2 Design Methods 
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Figure 2:: AI model, SDN–Zero Trust, and simulation design workflow. 
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This figure illustrates the overall workflow in which network flow data is collected from the 

SDN data plane and processed by the AI module. It shows where the Random Forest model is 

positioned within the control loop, receiving flow features and producing classification outputs 

that drive policy decisions. It shows the comprehensive design process that is incorporated 

within this project. At the top, the design process that corresponds to AI modelling begins with 

preparing the AI design (carrying out the analysis of the nature of the data, determining the 

family of models, along with determining feature sets/preprocessing). This goes through design 

phases such as optimization/evaluation (carrying out hyperparameter optimization 

systematically, as well as evaluating the trade-off between detection accuracy and inference 

speed). Lastly, this culminates with the deployment stage, whereby the designed AI model is 

incorporated into the SDN controller, whereby the design is tested for its efficiency as an IDS 

engine. At the bottom, the design process for the SDN design with Zero Trust begins with 

defining SDN design, whereby the design includes determining the application, control, as well 

as data planes. This incorporates defining the zero-trust policy along with checking if the design 

meets the requirements that would facilitate its implementation. Concluding, this process 

incorporates determining the simulation variables along with the tools required, whereby the 

design for the SDN zero-trust testbed is defined. Arrows marked with feedback indicate that 

both the design of the AI model as well as the design for the SDN zero-trust system can be 

improved using feedback. 
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4.3 AI Model and Data Design 

4.3.1 Dataset Selection 

The AI model relies on datasets that reflect a range of attack types and benign behaviours: 

▪ NSL-KDD [13]: provides structured connection records with labelled normal and 

attack traffic, useful for training and initial evaluation. 

▪ CIC-IDS2017 [14]: offers more recent and diverse attack types, with flow-based 

features closer to SDN traffic patterns. 

These datasets are used in two ways: 

▪ Offline: for model training, validation, and hyperparameter tuning. 

▪ Online-style: as a guide for which features to extract in the live SDN testbed. 

4.3.2 Feature Design and Preparation 

The model uses flow-level and packet-level features that can realistically be obtained from 

the SDN controller: 

▪ Network features: protocol, source/destination IP and port. 

▪ Flow features: packet count, byte count, connection duration. 

▪ Statistical behaviour: packet rate (packets per second), average packet size, inter-

arrival time variance. 

Control flags: basic TCP flags (SYN, ACK, FIN, RST) where applicable. 

Data preparation includes: 

▪ Encoding categorical fields where needed. 

▪ Normalizing or scaling continuous features if beneficial for the chosen model. 

▪ Ensuring the same feature order and format is used in both offline training and online 

inference. 

 

4.3.3 Model Architecture and Hyperparameter Plan 

Given the tabular nature of the data and the need for interpretable, relatively low-latency 

inference, the initial model chosen is a Random Forest classifier. 

 

Design choices: 

▪ Model type: Random Forest (ensemble of decision trees). 

▪ Output: binary classification (normal vs attack) initially, with the option to extend to 

multi-class if time permits. 
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Hyperparameters: 

▪ Number of trees (n_estimators). 

▪ Maximum depth of trees (max_depth). 

▪ Minimum samples per split/leaf. 

▪ Feature subset size for splits. 

 

Hyperparameter tuning plan: 

▪ Use k-fold cross-validation on the training set. 

▪ Evaluate metrics such as F1-score and ROC-AUC, not just raw accuracy. 

▪ Select the configuration that balances detection performance and inference speed. 

▪ Keep model size bounded to avoid excessive controller CPU usage. 
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4.4 Network and System Design 

4.4.1 SDN Architecture 

The SDN architecture follows the standard three-plane model: 

Application Plane: 

▪ Hosts the Zero Trust policy logic and high-level security objectives. 

▪ Can expose northbound APIs for policy updates (future extension). 

Control Plane: 

▪ Ryu controller extended with: 

▪ Traffic monitoring and feature extraction. 

▪ AI-based IDS module for classification. 

▪ Zero Trust Policy Decision Point (PDP) that turns detection results into actions. 

▪ Policy Enforcement logic that installs OpenFlow rules. 

Data Plane: 

▪ Open vSwitch-based switches managed by the controller. 

▪ Emulated hosts in Mininet acting as clients, servers, and potential attackers. 

▪ “This section presents the system architecture for the AI-driven Zero Trust IDS–IPS 

framework in SDN, structured across the application, control, and data planes.” 

 

 

4.4.2 Topology Design 

For the testbed, the design uses a stepwise complexity: 

Phase 1: Simple topology (single switch, two hosts). 

Purpose: baseline testing of controller logic, connectivity, and core IDS–IPS pipeline. 

Phase 2: Extended topology (multi-switch, multiple hosts). 

Example: linear or tree topology with 3 switches and several hosts. 

Purpose: test multi-hop flows, lateral movement, and policy enforcement across paths. 

Rationale: 

Start simple to debug and validate. 

Gradually increase complexity to reflect more realistic SDN deployments. 
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4.4.3 Zero Trust Policy Design 

The Zero Trust design is deliberately kept focused and implementable: 

Core principles: 

▪ Never trust, always verify: no implicit trust based on network location. 

▪ Least privilege: hosts only allowed the minimum required flows. 

▪ Continuous verification: policies can change when suspicious activity is detected. 

Policy examples: 

▪ Only allow specific host–service pairs (host1 to web service on port 80) by default. 

▪ Block or isolate a host if it triggers multiple high-confidence attack detections. 

▪ Rate-limit a source when traffic rate exceeds a safe threshold. 

Policy Decision Point (PDP) design: 

▪ Receives input from IDS (classification and confidence). 

▪ Applies decision logic (allow / drop / rate-limit / redirect / quarantine). 

▪ Translates decisions into OpenFlow rules installed via the controller. 
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4.5 System architecture 

 

The proposed system architecture integrates AI-driven intrusion detection and prevention into 

a Zero Trust–aware SDN environment, forming a closed-loop enforcement framework rather 

than a standalone IDS or static policy engine. It extends the conventional three-layer SDN 

model (application, control, and data planes) by embedding monitoring, AI analytics, and 

dynamic policy enforcement components tightly around the SDN controller. 

 

At the data plane, OpenFlow-enabled switches forward traffic between hosts, mirroring real 

enterprise or cloud network segments where lateral movement and insider threats are major 

concerns. These switches export flow statistics and, where required, sampled packet data to the 

control plane using southbound protocols such as OpenFlow, enabling fine-grained visibility 

into network behavior. No autonomous security decisions are made at this layer; instead, the 

switches strictly follow flow rules installed by the controller, which is essential for centralised 

Zero Trust enforcement. 
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Figure 3:: Architecture of the AI-driven Zero Trust IDS/IPS system for SDN, illustrating the integration of policy management, AI-powered intrusion 
detection, and programmable enforcement across application, control, and data planes 
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The proposed architecture centres on an SDN controller enhanced with an AI-driven security 

module that acts as both IDS and IPS. Telemetry from the data plane is continuously 

transformed into feature vectors and classified by models trained and benchmarked on 

NSL-KDD and CIC-IDS2017, allowing real-time detection of benign versus malicious flows. 

At the application plane, Zero Trust policy services specify least-privilege and 

micro-segmentation requirements, which are translated into intents that guide both routing and 

enforcement. When the AI module flags suspicious activity, the controller automatically applies 

Zero Trust-aligned actions such as drop rules, rate limiting, or new segmentation boundaries. 

This creates a closed feedback loop in which telemetry, AI analysis, and policy update the flow 

rules without manual intervention, enabling adaptive protection against evolving threats rather 

than static, one-off policy generation. This figure details the architecture of the AI-driven Zero 

Trust IDS/IPS system, explicitly showing the Random Forest classifier embedded within the 

SDN controller. It supports the claim that the model is an integral component of the control 

plane rather than an external or offline analysis tool. 
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Figure 4:Mininet-based SDN Zero Trust testbed and data/control flow architecture. The diagram illustrates the experimental network topology, 
separation of planes, host roles (benign and attack), and all major telemetry, policy, and enforcement flows supporting telemetry, policy, and 

enforcement flows supporting the AI-driven intrusion detection and prevention framework 
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This diagram provides a detailed representation of the experimental setup and operational flows 

within the SDN-based Zero Trust testbed. The layout separates the system into three logical 

planes, Application, Control, and Data as well as shows the physical host and network topology 

emulated in Mininet. 

• Application Plane: The Zero Trust Policy Manager [37] is responsible for defining and 

updating high-level security policies, which are disseminated to the control plane for 

enforcement. 

• Control Plane: Consists of the SDN Controller (implemented using the Ryu 

framework) and its embedded AI IDS/IPS Module, as well as the Zero Trust Policy 

Store where active security policies are maintained. The controller receives data and 

telemetry from switches, processes these inputs through the AI IDS/IPS model 

(powered by a pre-trained ML model via joblib), and makes policy enforcement 

decisions. 

• Data Plane: Includes multiple OpenFlow-enabled switches, each connected to a 

mixture of benign and attack hosts. The diagram clarifies which hosts play which roles 

for testing purposes. These switches forward traffic and export statistics or sampled 

packets to the controller. They implement security decisions by following flow rules 

(allow/drop) received from the controller. 

• Mininet Testbed Section: At the diagram’s base, the exact host configuration used in 

the Mininet emulator is displayed, showing all endpoints present in your experimental 

scenario. 

• Flows and Data Movement: 

• Solid arrows labelled ‘OpenFlow: Packet_in, stats’ show how switches send 

telemetry information to the controller. 

• Arrows labelled ‘FlowMod: Allow/Drop rules’ indicate policy enforcement 

instructions from controller to switches. 

• Arrows between the application and control plane indicate policy updates. 

• Connections between the AI IDS/IPS module and pre-trained ML model 

illustrate how model-based decisions support detection and prevention actions. 

 

This diagram grounds the implementation in real-world simulated topologies and shows 

exactly how testbed traffic, control signals, and automated enforcement interact providing 

readers with a concrete understanding of your experiment’s physical and logical flows. 
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4.6 Operation of the Random Forest Model in the Proposed System 

In the proposed SDN Zero Trust framework, the Random Forest model operates as an offline-

trained and online-deployed intrusion detection component embedded within the Ryu SDN 

controller, as illustrated in Figures 2 and 3. At controller startup, the trained model 

(zt_model.joblib) is loaded into memory, confirming readiness for real-time classification 

(Figure 5). The Mininet-based SDN testbed is then initialized (Figure 6), and baseline host 

connectivity is verified (Figures 7 and 8) to ensure correct controller–switch operation prior 

to attack evaluation. 

During runtime, each Packet-In event triggers feature extraction from live traffic, including 

protocol type, inferred service, and SDN-compatible flow statistics, as shown in Figure 10. 

These features are passed to the Random Forest model, which classifies traffic as normal or 

attack. The classification output directly informs Zero Trust enforcement decisions: benign 

flows result in forwarding rule installation, while malicious flows trigger mitigation actions 

(Figure 11). 

Enforcement is implemented through dynamic installation of OpenFlow rules, including high 

priority DROP rules (Figure 12), with key controller logic shown in Figures 13 and 14. The 

effectiveness of this integration is demonstrated in Figure 15, where traffic is classified 

continuously in real time. Under UDP flood and TCP-based attack scenarios, the model detects 

malicious behaviour and enforces Zero Trust mitigation via deny rules (Figures 16 and 17). 

Overall, this pipeline demonstrates that the Random Forest model functions as an active 

decision-making component within the SDN controller, enabling real-time Zero Trust intrusion 

detection and prevention. 

. 
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5.1 Implementation 

5.1.1 Experimental Setup 

The experimental evaluation was conducted using the Mininet network emulator running on 

Ubuntu Linux. The testbed topology consisted of a single Open vSwitch (configured for 

OpenFlow 1.3), with two hosts (h1 and h2) connected to the switch. The network was initiated 

with the command: 

 

bash 

sudo mn --topo single,2 --controller=remote,ip=127.0.0.1,port=6653 --switch 

ovsk,protocols=OpenFlow13 

 

 

 

 

 

 

 

 

 

 

 

 

 

This setup instructs Mininet to use a remote SDN controller specifically, a Ryu controller 

instance running locally on port 6653. The controller is responsible for installing flow rules, 

monitoring traffic, and (in the case of this project) performing AI-driven intrusion detection 

and prevention, as described in previous sections. 
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Hosts (h1 and h2) represent benign and/or attacker nodes depending on the simulation scenario, 

and can send traffic that is classified by the AI module in the controller. The Open vSwitch 

relays all flows through the controller per OpenFlow logic, enabling centralized policy 

enforcement. 

 

The Ryu SDN controller was launched on the host machine to manage the OpenFlow switch 

inside the Mininet testbed. The application containing the AI-driven IDS/IPS logic was started 

using the ryu-manager command.  

 

For example: 

 

bash 

ryu-manager path/to/your/ai_zt_controller.py 

 

• This loads your custom Ryu app (such as ai_zt_controller.py). 

• The controller listens on the default OpenFlow port (6653, as specified in your 

Mininet command). 

• Make sure that the joblib AI model file (zt_model.joblib) is present in the appropriate 

directory so that the Ryu app can load it at startup. 
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After launching the Mininet topology, initial connectivity tests between hosts (using h1 ping 

h2) returned "Destination Host Unreachable," indicating that the switch was not forwarding 

packets. This was traced to a controller connection issue; because the remote SDN controller 

was not running or not reachable at the specified port, the switch had no flow rules to allow 

ICMP packets between hosts. 
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Figure 5:Console output at startup of the AI-driven Zero Trust SDN controller (zta_controller_v3.py), showing successful 
loading of the trained machine learning model (zt_model.joblib) and readiness of the controller for traffic classification and 
policy enforcement 

5.2 Startup Procedure: Controller Initialization and Model Loading 

Output 

To launch the AI-driven Zero Trust SDN controller, the implementation leveraged the Ryu 

framework. The controller application, specified as zta_controller_v3.py, was started using the 

following command: 

 

bash 

PYTHONPATH=. ryu-manager zta_controller_v3.py 

 

 

 

 

 

 

 

This figure shows controller startup logs confirming the successful loading of the trained 

Random Forest model (zt_model.joblib). It provides direct evidence that the model is 

instantiated and ready for real-time inference before any traffic classification begins. 

The logs also verify that essential OpenFlow handling modules are active and properly 

registered. These initialization messages are important for experimental reproducibility, as they 

demonstrate that both the controller application and the integrated IDS/IPS module are 

correctly initialized and ready for operation. 
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5.3 Mininet Topology Initialization 

 

The experimental network environment was emulated using Mininet, which allows rapid 

prototyping of Software-Defined Network (SDN) topologies. The screenshot above shows the 

console output after running the following command: 

 

bash 

sudo mn --topo single,2 --controller=remote,ip=127.0.0.1,port=6653 --switch 

ovsk,protocols=OpenFlow13 

 

 

Figure 6:Console output showing successful initialization of a Mininet SDN testbed with one OpenFlow switch and two hosts, 
prepared for external controller management. 

 

 

This command creates a simple SDN topology consisting of one OpenFlow-enabled switch 

(s1) and two hosts (h1 and h2). The switch is configured to communicate with a remote SDN 

controller specifically, a Ryu controller instance running on the same machine and listening on 

TCP port 6653. Each host is linked to the central switch, mirroring a typical scenario for traffic 

forwarding and policy enforcement in Zero Trust SDN testbeds. 

This figure demonstrates the initialization of the Mininet SDN testbed and the successful 

connection between switches and the controller. It supports the Random Forest evaluation by 

confirming that the model operates on traffic from a correctly functioning SDN environment 
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Figure 7:Simultaneous terminal outputs showing (left) successful start of the AI-driven Zero Trust SDN controller with ML 
model integration and real-time traffic analysis, and (right) Mininet testbed initialization with active host-to-host 
connectivity validated via ICMP ping 

5.4 Controller Operation and Host Connectivity 

The screenshot demonstrates the operational integration and validation of the AI-driven Zero 

Trust SDN framework. On the left, the Ryu controller application (zta_controller_v3.py) is 

launched via the terminal, initializing all core modules required for traffic classification and 

policy enforcement. Notably, the log messages confirm that the controller has successfully 

loaded the machine learning model (zt_model.joblib), critical for enabling real-time IDS/IPS 

functionality. The messages “AI: NORMAL traffic detected. Allowing flow.” indicate that 

incoming network traffic is being analyzed by the AI model and, in this instance, classified as 

benign and permitted to pass. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Simultaneously, the right console displays the Mininet network emulator: the system initializes 

a basic topology consisting of a single OpenFlow switch and two hosts. Upon execution of 

the h1 ping h2 command within the Mininet CLI, echo reply packets are observed with 

standard latency metrics, confirming bidirectional connectivity and correct flow rule 

enforcement by the SDN controller. 

This figure show successful baseline connectivity between hosts prior to attack scenarios. They 

support the Random Forest model’s behaviour by demonstrating that benign traffic is correctly 

classified as normal and allowed, indicating the absence of false positives under standard 

conditions. 
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Figure 8:Successful pingall output is a critical step in experimental preparation, ensuring that both the data plane and 
controller are functioning and that the network is ready to record responses to simulated benign and attack traffic. 

5.5 Host Connectivity Validation in Mininet Testbed 

Network connectivity in the simulated SDN environment was verified using the pingall 

command in Mininet, which tests ICMP reachability between all host pairs. As shown in the 

results, hosts h1 and h2 successfully communicated with each other, exhibiting 0% packet loss 

in both directions across multiple test runs. 

These results demonstrate that: 

▪ The OpenFlow-enabled switch is correctly forwarding packets between hosts under the 

current controller configuration. 

▪ Flow rules established by the SDN controller permit bi-directional traffic, confirming 

the baseline operational state of the network for subsequent security experiments. 

 

 

 

 

 

 

 

 

 

 

This figure show successful baseline connectivity between hosts prior to attack scenarios. They 

support the Random Forest model’s behaviour by demonstrating that benign traffic is correctly 

classified as normal and allowed, indicating the absence of false positives under standard 

conditions. 
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5.6 Network Performance Validation via Iperf in SDN Testbed 

To quantify baseline network performance and verify that the SDN controller and switch are 

correctly forwarding TCP flows, the iperf command was run from the Mininet CLI. This test 

measures the maximum achievable TCP bandwidth between connected hosts within the 

emulated environment. 

 

 

Figure 9:Mininet iperf output showing measured TCP bandwidth between hosts h1 and h2. High throughput validates 
correct flow rule installation and network operation under baseline conditions. 

 

 

The iperf results show exceptionally high bandwidth values (63.2 Gbit/s and 63.1 Gbit/s), 

reflecting direct, uncongested links in the Mininet environment. These measurements confirm 

that, under baseline conditions and without security enforcement or attack mitigation, host-to-

host communication operates at optimal performance. 

Recording these baseline iperf results verifies correct testbed configuration and establishes a 

reference point against which the performance impact of the AI-driven IDS/IPS and Zero Trust 

enforcement is evaluated in subsequent experiments. 
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Figure 10:Packet Handling Logic: For each packet received, the controller extracts relevant header information (protocol, 
ports, length), constructs a compact feature vector, and calculates the packets-per-second (PPS) rate for each source IP. 

5.7 AI-Driven Zero Trust IDS/IPS Controller: Source Code Overview 

The figures above display excerpts from the implementation of the AIZeroTrustController 

module developed in Python for the Ryu SDN controller framework. This controller enforces 

Zero Trust principles over a programmable network through real-time traffic analysis and 

automated policy enforcement powered by machine learning. 

 

Key features shown in the code include:  

Heuristic and AI Setup: Initialization of DDoS heuristic parameters (packet rate threshold) and 

state tracking for MAC-to-port mapping and per-source IP traffic analysis. The controller 

attempts to load a pre-trained ML model (via joblib and a specified path), falling back to 

heuristic-only detection if the model is missing or an error occurs. 

 

 

  

 

 

 

 

 

 

 

 

 

This figure illustrates the packet handling and feature extraction process inside the controller. 

It directly supports the Random Forest operation by showing how SDN-compatible features 

are constructed and passed as input to the model for classification. 
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Figure 11:Decision and Enforcement: Upon each packet event, the extracted feature vector is processed by the AI model (if 

loaded) to classify the flow as ‘normal’ or ‘attack.’ The controller also applies a DDoS heuristic based on PPS; if either the model 

or the heuristic flags the flow as an attack, a high-priority DROP rule is installed via OpenFlow. Otherwise, a forwarding rule 

is created to allow the connection. 
 

Figure 12:OpenFlow Integration: The code excerpts show utility functions for installing flow rules and handling critical 
controller events, including table-miss flow entries to send unknown packets to the controller and packet-in handlers for 
traffic inspection. 

 

 

 

 

 

 

 

 

 

 

 

 

 

This figure shows the decision logic where Random Forest classification results (normal or 

attack) are translated into Zero Trust enforcement actions. It demonstrates how the model’s 

output directly influences forwarding or blocking decisions. 
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Figure 13:Segments of the Python implementation (“zta_ai_demo.py”) for the AI-enabled Zero Trust SDN controller 
module. Logic includes model and heuristic setup, traffic feature extraction, attack/normal decision-making, OpenFlow rule 
installation, and integration with the RYU Framework 

Figure 14:This modular code structure ensures continuous traffic monitoring, rapid detection of suspicious behavior, and 
adaptive network enforcement in line with Zero Trust principles. 

This figure presents the OpenFlow rule installation mechanism used to enforce the Random 

Forest decisions. It supports the claim that model outputs result in concrete data-plane actions, 

such as high-priority DROP rules for malicious flows. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



  70 

5.8 ML Model Integration 

▪ Inside zta_controller_v3.py, the AIZeroTrustController class: 

▪ Loads the pre-trained Random Forest model from zt_model.joblib during 

initialization. 

▪ Logs “AI Model zt_model.joblib loaded successfully. Model is ready for prediction.” 

▪ Extracts flow features from packet-in events and sends them to the model for 

inference. 

▪ Classifies each flow as NORMAL or ATTACK and logs decisions 

▪ “AI: NORMAL traffic detected. Allowing flow.” 

 

 

 

These logs demonstrate that the AI module is active and performing real-time classification 

within the controller. 

 

 

 

Figure 15:shows the integrated testbed where Mininet emulates a simple two host SDN topology while the Ryu 
controller runs the custom AIZeroTrustController; on startup the trained ML model is loaded, the switch connects, table 
miss rules are installed, and the controller begins classifying flows in real time (logging ‘NORMAL’ traffic detected, 
allowing flow. 
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5.9 Validation with Benign and Attack Traffic 

After validating benign traffic, an attack scenario was configured to generate high-rate 

malicious flows: 

# From h1 terminal inside Mininet 

hping3 --udp -p 50000 --flood h2 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

This command sends a continuous UDP flood from h1 to h2 on port 50000, emulating a simple 

volumetric DoS attack. During this phase, the controller receives a large number of packet-in 

events, extracts flow features, and passes them to the ML model for classification. While the 

implementation chapter focuses on how this mechanism is set up, the detailed behaviour of the 

system (detection accuracy, mitigation latency, and impact on traffic) is analysed in the 

evaluation chapter. These figures show attack scenarios (UDP flood and TCP-based traffic) 

where the Random Forest model classifies malicious behaviour and triggers Zero Trust 

mitigation. They provide direct evidence that the model successfully detects attacks and 

enforces deny rules in real time. 

 

 

Figure 16:Mininet UDP flood attack from h1 to h2 (left) and Ryu AI–Zero Trust controller logs (right) showing real-time 
attack detection and installation of DENY rules against the attacker. 
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5.10 Summary 

This chapter implemented the proposed architecture in a working SDN prototype using 

Mininet, Open vSwitch, and a custom Ryu application integrating a Random Forest-based IDS 

with Zero Trust policy enforcement. The system successfully loads the model, classifies flows 

in real time, and enforces policies via OpenFlow rules, providing a functional basis for the 

attack experiments and performance evaluation described in the next chapter. 
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Chapter 6 
Evaluation 
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6.1 Introduction 

This chapter presents the evaluation of the implemented AI-driven Zero Trust IDS/IPS 

framework in the SDN testbed. The goal is twofold: first, to demonstrate that the system 

behaves correctly under benign and attack conditions (functional validation), and second, to 

quantitatively assess its impact on detection, mitigation, and network performance compared 

to a baseline SDN controller without intelligent security logic. 

 

6.1.1 Evaluation Setup 

The experiments use the same Mininet-based SDN environment and Ryu controller described 

in Chapter 5 (Sections 5.2 and 5.3). The key elements are: 

• Topology: a single Open vSwitch (s1) with two hosts (h1, h2), created using the 

Mininet command shown in Section 5.2.1 with --topo single,2 and controlled via 

OpenFlow 1.3. 

• Controller: the Ryu controller running the custom AIZeroTrustController application 

introduced in Section 5.3, which loads the trained ML model at startup and enforces 

Zero Trust policies (allow/drop) based on real-time traffic classification. 

• Traffic tools: ping and iperf are used to generate benign traffic as in the initial 

connectivity and throughput tests in Chapter 5, while hping3 is used from h1 to launch 

a UDP flood attack towards h2. 

• Metrics: 

• Functional: whether benign traffic is consistently allowed and the UDP flood 

attack is correctly detected and blocked by the controller. 

• Performance: packet loss and throughput under benign and attack conditions, 

and approximate detection and enforcement timing inferred from the Ryu log 

messages recorded during the experiments. 

This evaluation setup is identical to the SDN testbed and controller configuration validated in 

Chapter 5, ensuring consistency between implementation and results. 
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6.1.2 Packet Loss Measurement Formulation 

Common Measurement Definitions (applies to all scenarios) 

Let: 

• 𝑃𝑡𝑥= Total number of packets transmitted by the source host 

• 𝑃𝑟𝑥= Total number of packets successfully received by the destination host 

• 𝑃𝑙𝑜𝑠𝑠= Total number of dropped packets 

Ploss=Ptx−Prx 

Packet loss percentage is computed as: 

Packet Loss (%) =
𝑃𝑡𝑥 − 𝑃𝑟𝑥

𝑃𝑡𝑥
× 100 

 

These values are obtained from host-level traffic statistics during Mininet experiments 

(ICMP ping and UDP/TCP traffic generation). 

 

6.1.3 Demonstration of AI-Driven Zero Trust Impact 

The experimental results demonstrate that integrating the AI-driven Zero Trust controller 

fundamentally alters SDN behaviour under both benign and attack conditions. In Scenario 1 

(benign traffic), Figures 15 and 17 show sustained host connectivity, high throughput between 

h1 and h2, and controller logs dominated by NORMAL classifications, resulting in the 

installation of ALLOW forwarding rules. This confirms that continuous Zero Trust verification 

does not unnecessarily block legitimate traffic or degrade baseline performance. 

In Scenario 2 (UDP flood attack), Figures 16 and 18 show repeated ATTACK classifications 

for traffic originating from the attacker, triggering high priority DENY rules. As a result, 

throughput for the victim host is partially restored compared to the unmitigated flood scenario. 

In contrast, a conventional SDN controller without AI-driven Zero Trust would forward the 

same traffic according to static rules, leading to sustained congestion. These results provide 

clear evidence that the proposed system actively detects abnormal behaviour and enforces 

least-privilege policies by dynamically suppressing malicious flows, transforming the SDN 

from a passive forwarding fabric into an adaptive enforcement system. 
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6.1.3 Demonstration of CIC-IDS2017 Dataset Influence on Results 

The behaviour observed in the SDN testbed is driven by the machine learning model embedded 

within the controller, which is trained offline using flow records from the NSL-KDD [13] and 

CIC-IDS2017 [14] datasets. CIC-IDS2017 provides realistic benign traffic and a wide range of 

DoS/DDoS attack scenarios with detailed flow-level statistics. Consequently, the controller 

focuses on SDN-compatible features such as protocol type, port information, packet length, 

and packets-per-second per source, closely aligning with CIC-IDS2017 flow attributes. 

In Scenario 1 (benign traffic), controller logs and throughput results in Figures 15 and 17 show 

that traffic matching benign training patterns is classified as NORMAL and allowed, 

preserving high bandwidth and stable connectivity. In Scenario 2 (UDP flood attack), the high-

rate traffic resembles DoS patterns present in CIC-IDS2017; as shown in Figures 16 and 18, 

these flows are classified as ATTACK and trigger DENY rule installation. This contrast 

demonstrates that training on CIC-IDS2017 enables effective discrimination between benign 

and flooding behaviour, and that this learned distinction is directly reflected in the experimental 

results, where legitimate traffic is preserved while attack traffic is automatically constrained by 

the AI-driven Zero Trust controller. 
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6.3.3 Controller and Throughput Behaviour During AI-Driven Enforcement 

The figure presents the combined view of the Mininet testbed and the AI-driven Zero Trust 

SDN controller during a TCP traffic experiment between hosts h1 (10.0.0.1) and h2 (10.0.0.2). 

In the upper terminal, Mininet initializes a single-switch topology, connects to the remote 

controller, and executes an iperf session from h1 to h2, reporting TCP throughput on port 5001. 

In the lower terminal, the custom zta_ai_ddos_controller is launched, where the trained 

intrusion detection model is loaded and PacketIn events are processed in real time. For each 

flow, the controller extracts SDN-compatible features, classifies traffic as normal or attack, 

updates the associated risk score, and installs high-priority DROP rules once the risk threshold 

is exceeded. This figure demonstrates the closed-loop operation of the AI-driven Zero Trust 

architecture, where model-driven decisions directly influence traffic forwarding behaviour and 

are reflected in observable changes in TCP throughput at the data plane. 

 

 

 

 

 

 

Figure 17:AI‑driven Zero Trust controller response during TCP traffic test 
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6.2 Scenario 1: Benign Traffic (Baseline) 

Traffic Volume, Measurement, and Baseline Preservation 

Measurement interpretation 

In the benign baseline scenario: 

• Traffic patterns resemble benign flows learned from NSL-KDD and CIC-IDS2017 

• The AI classifier labels flow as NORMAL 

• Zero Trust policy grants conditional trust and installs ALLOW rules 

• No intentional packet dropping is applied 

 

Formula application 

𝑃𝑡𝑥
𝑏𝑎𝑠𝑒𝑙𝑖𝑛𝑒 = 𝑃𝑟𝑥

𝑏𝑎𝑠𝑒𝑙𝑖𝑛𝑒  

Packet Loss𝑏𝑎𝑠𝑒𝑙𝑖𝑛𝑒(%) = 0 

 

Interpretation 

Any minimal packet loss observed in this scenario is attributed to: 

• normal emulation overhead 

• timing variations 

Not to Zero Trust enforcement 

This validates that Zero Trust enforcement does not degrade network performance under 

benign conditions. 

 

6.2.1 Results 

In the baseline scenario, only benign traffic was generated between h1 and h2: 

• pingall reported 0% packet loss over 10 ICMP echo requests. 

• iperf -c h2 was run from h1 for 10 seconds, achieving an average throughput of 

approximately 29.1 Gbit/s. 

• The Ryu logs during this period showed only messages such as: 

• “AI: NORMAL traffic detected. Allowing flow.” 

• No DENY rules were installed for any flows. 
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Scenario Packet loss (ping) Throughput (iperf) IDS decision 

Benign only 0% ~[X] Mbit/s All flows NORMAL/ALLOW 

 

6.2.2 Analysis 

 

➢ Measurement theory: traffic accounting and loss attribution 

In this study, network performance is evaluated using traffic accounting theory, where the 

total traffic generated by a source is decomposed into: 

• Successfully delivered traffic 

• Dropped or lost traffic 

Packet loss is interpreted as a measurable outcome of network behavior, rather than an 

abstract metric. By comparing traffic volumes before and after AI-based enforcement, it 

becomes possible to quantify how much legitimate traffic is preserved and how much malicious 

traffic is intentionally discarded. 

This approach enables direct comparison between: 

• Unmitigated traffic flow 

• AI-mitigated traffic flow 

 

➢ How traffic volume is generated and measured 

Traffic generation (how much traffic is sent) 

In Scenario 1, benign traffic is generated using Mininet hosts: 

• ICMP traffic using ping 

• TCP traffic using iperf 

 

These tools allow precise control over: 

• Transmission rate 

• Packet size 

• Duration of traffic flow 

 

As a result, the total volume of traffic sent (number of packets and bytes) is explicitly 

known and reported by the tools themselves. 
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➢ Traffic measurement (how much traffic is received) 

At the destination host: 

• ping reports transmitted vs received packets 

iperf reports: 

• Total bytes sent 

• Total bytes received 

• Packet loss percentage (for UDP) 

Thus, for each experiment, the following quantities are available: 

Traffic sent → Traffic received → Traffic lost 

These values form the numerical basis of the baseline graph. 

 

➢ Role of the datasets in defining “benign” traffic 

The NSL-KDD and CIC-IDS2017 datasets are used during offline training to teach the 

Random Forest model what constitutes benign flow behavior. 

Specifically: 

• Benign flow records from CIC-IDS2017 

• Provide statistical patterns for: 

o Normal packet rates 

o Normal byte volumes 

o Legitimate protocol/service usage 

During live experiments: 

• The SDN controller extracts the same types of features 

• The dataset-trained model classifies the traffic as NORMAL 

• No mitigation is applied 

This ensures that all generated traffic is treated as legitimate, preserving the full traffic 

volume. 
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➢ Exact part of the Python system that enables this measurement 

(a) Feature extraction and classification (dataset-driven decision) 

In the SDN controller Python script (e.g. zta_ai_ddos_controller_1.py): 

• Flow features such as protocol_type, service, and src_bytes are extracted from Packet-

In events 

• These features are passed to the pre-trained Random Forest model loaded via joblib 

• The model outputs a classification label (normal or attack) 

This logic is responsible for validating benign behaviour, not for computing packet loss. 

 

(b) Enforcement logic (ensuring baseline conditions) 

For Scenario 1: 

• When the label is normal 

• The Zero Trust Policy Decision Point installs forwarding (ALLOW) rules 

• No DROP rules are applied 

This ensures that packet forwarding remains uninterrupted, establishing a true baseline. 

 

(c) Measurement generation (source of graph values) 

The packet loss values plotted in Scenario 1 are generated entirely outside the controller, 

by: 

• ping and iperf running on Mininet hosts 

• These tools compute packet loss internally based on sent vs received packets 

• The reported values are recorded and plotted for analysis 

The controller does not compute packet loss; it only determines whether enforcement alters 

forwarding behavior. 

➢ How this baseline enables later “AI traffic saving” comparison 

The baseline scenario establishes: 

• The maximum achievable traffic delivery 

• The expected packet loss when no attack is present 

In later attack scenarios (Section 6.3): 

• A portion of the total traffic becomes malicious 
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• The AI model (trained on NSL-KDD and CIC-IDS2017 attack records): 

o Identifies malicious flows 

o Enforces DROP or rate-limiting rules 

This causes: 

• Malicious traffic to be discarded 

• Legitimate traffic to be preserved 

The difference between baseline delivery and post-mitigation delivery is what your 

graphs represent as traffic saved by AI mitigation. 

 

Throughput Comparison Across Scenarios 

 

 

 

 

 

 

 

 

   

Figure 18:throughput Comparison Across Scenarios 

In the benign baseline scenario, traffic is generated using ICMP and TCP flows in Mininet, 

where the total volume of transmitted packets and bytes is explicitly reported by ping and iperf. 

The Random Forest model embedded in the SDN controller, trained offline using benign 

records from CIC-IDS2017 and NSL-KDD, classifies this traffic as NORMAL and applies no 

mitigation. As a result, all generated traffic is forwarded, and packet loss remains minimal. 

These measurements establish the baseline traffic delivery capacity of the system and provide 

a reference point against which traffic loss and preservation under AI-driven mitigation are 

compared in subsequent attack scenarios. 
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6.3 Scenario 2: UDP Flood Attack 

Measurement Theory, ZTA Enforcement, and Traffic Preservation 

Measurement interpretation 

In the attack scenario: 

• High-rate UDP traffic is generated 

• Flow features resemble DoS/DDoS patterns in CIC-IDS2017 

• The AI model classifies flows as ATTACK 

• Zero Trust Policy Decision Point revokes trust 

• OpenFlow DROP rules are installed 

 

Formula application 

𝑃𝑙𝑜𝑠𝑠
𝑎𝑡𝑡𝑎𝑐𝑘 = 𝑃𝑡𝑥

𝑎𝑡𝑡𝑎𝑐𝑘 − 𝑃𝑟𝑥
𝑎𝑡𝑡𝑎𝑐𝑘 

Packet Loss𝑎𝑡𝑡𝑎𝑐𝑘(%) =
𝑃𝑡𝑥
𝑎𝑡𝑡𝑎𝑐𝑘 − 𝑃𝑟𝑥

𝑎𝑡𝑡𝑎𝑐𝑘

𝑃𝑡𝑥
𝑎𝑡𝑡𝑎𝑐𝑘 × 100 

Interpretation 

Here: 

• 𝑃𝑡𝑥
𝑎𝑡𝑡𝑎𝑐𝑘represents injected malicious traffic 

• 𝑃𝑙𝑜𝑠𝑠
𝑎𝑡𝑡𝑎𝑐𝑘represents malicious traffic intentionally blocked 

• 𝑃𝑟𝑥
𝑎𝑡𝑡𝑎𝑐𝑘represents traffic permitted by Zero Trust 

Thus, higher packet loss indicates effective mitigation, not network failure. 

 

Zero Trust–aware interpretation  

In the proposed Zero Trust SDN framework, packet loss is interpreted as a controlled security 

outcome. Under attack conditions, increased packet loss reflects malicious traffic intentionally 

denied by policy enforcement, while preserved throughput for benign flows demonstrates 

effective protection of network resources. 

 

 

 

 

 

 



  84 

6.3.1 Results 

In the second scenario, a UDP flood was launched from h1 to h2: 

bash 

# From h1 in Mininet 

hping3 --udp -p 50000 --flood h2 

Two cases were considered: (a) without the AI/Zero Trust logic (baseline controller behaviour), 

and (b) with the AIZeroTrustController active. 

Without AI/Zero Trust controller: 

• The flood caused a sharp increase in traffic towards h2. 

• ping/iperf to h2 experienced high packet loss and degraded throughput. 

• No attack detection or blocking was logged; the controller behaved as a basic 

forwarding switch. 

With AI/Zero Trust controller enabled: 

➢ The controller logs showed a transition from NORMAL to ATTACK classifications 

after the flood started, for example: 

• “AI: ATTACK traffic detected from h1 → h2 (UDP 50000).” 

• “PDP: Installing DENY rule for attacker flow.” 

➢ OpenFlow DENY rules were installed on s1 to block packets matching the attack flow. 

➢ Approximate timing from log timestamps: 

• Detection occurred about [t₁] seconds after the start of the flood. 

• Enforcement (DENY rule installation) occurred about [t₂] seconds after 

detection. 

• After enforcement, ping/iperf results showed a reduction in attack impact, with 

improved connectivity for legitimate traffic. 
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comparison in a small table: 

Scenario Attack 

detected? 

Attack 

blocked? 

Packet loss to 

h2 

Throughput to 

h2 

Flood, no 

AI/ZT 

controller No No High 

Strongly 

degraded 

Flood, AI/ZT 

controller on Yes 

Yes (DENY 

rule) 

Reduced vs 

above 

Partially 

recovered 

 

6.3.2 Analysis 

➢ Measurement theory for attack and mitigation scenarios 

In Scenario 2, packet loss is interpreted through a policy-aware traffic accounting model, 

where total generated traffic is decomposed into: 

• Legitimate traffic preserved 

• Malicious traffic intentionally dropped 

Under Zero Trust Architecture, packet loss during an attack scenario is not an error condition, 

but an explicit enforcement outcome. Loss occurs when traffic violates trust conditions and 

is intentionally denied to protect network resources and legitimate flows. 

Thus, increased packet loss after mitigation reflects successful Zero Trust enforcement, rather 

than network degradation. 

 

➢ How traffic is generated in the UDP flood scenario 

In this scenario, a UDP flood attack is generated from a Mininet host acting as an attacker: 

• High-rate UDP traffic is sent toward a target host 

• Traffic volume is controlled using UDP-based traffic generation tools (e.g., iperf in 

UDP mode or flood-style commands) 

• The total volume of traffic sent (packets and bytes per second) is explicitly known and 

reported by the tool 

This establishes the upper bound of attack traffic injected into the network. 
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➢ Role of datasets in identifying malicious traffic 

The CIC-IDS2017 dataset, and specifically its DoS/DDoS flow records, play a critical role 

in this scenario. 

During offline training: 

• The Random Forest model learns statistical characteristics of UDP flooding behavior, 

such as: 

o Abnormally high packet rates 

o Elevated byte volumes 

o Short inter-arrival times 

o Protocol/service patterns associated with DoS attacks 

During live experiments: 

• The SDN controller extracts equivalent flow-level features from UDP flood traffic 

• Because these features closely resemble CIC-IDS2017 DoS/DDoS patterns, the model 

classifies the traffic as ATTACK 

At this stage, no packet loss is measured yet only classification occurs. 

 

➢ Zero Trust policy enforcement during the attack 

Once the AI model flags the traffic as malicious: 

1. The classification result is passed to the Zero Trust Policy Decision Point (PDP) 

2. The Zero Trust policy revokes trust for the offending source 

3. Enforcement actions are selected according to policy rules: 

o DROP rules for confirmed attack flows 

o Optional rate-limiting or isolation actions 

4. These decisions are translated into OpenFlow FlowMod messages 

5. The switches begin intentionally discarding malicious packets 

This is the exact moment where packet loss is introduced by design. 
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➢ How packet loss numbers for the graph are generated 

Packet loss values plotted in this scenario are generated using Mininet host-level 

measurements: 

• The attacker continues sending UDP packets 

• The destination host receives only a fraction of them 

• Traffic tools (e.g., iperf UDP output) report: 

o Total packets sent 

o Total packets received 

o Packets lost and loss percentage 

Thus: 

Packet loss = malicious traffic blocked by Zero Trust enforcement 

These values are recorded after mitigation and plotted as the “after AI mitigation” curve in 

the graph. 

➢ How AI and ZTA together “save” network traffic 

Without AI-driven Zero Trust enforcement: 

• All UDP flood traffic would traverse the network 

• Legitimate traffic would suffer congestion and starvation 

With AI + ZTA enabled: 

• Only attack traffic is dropped 

• Legitimate traffic continues to flow 

• Bandwidth and switch resources are preserved 

The difference between: 

• Total attack traffic sent 

• Traffic successfully delivered after mitigation 

represents the volume of malicious traffic prevented by the system, which is visually 

reflected as increased packet loss for the attacker but preserved performance for legitimate 

flows. 
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Figure 19:UDP Flood Attack 

In the UDP flood attack scenario, high-rate malicious traffic is generated in the Mininet testbed 

and classified by the AI-driven IDS embedded in the SDN controller. The Random Forest 

model, trained offline on DoS and DDoS flow records from CIC-IDS2017, identifies the traffic 

as malicious. Upon this classification, the Zero Trust Policy Decision Point revokes trust and 

enforces mitigation by installing OpenFlow DROP rules. Packet loss values shown in this 

scenario are measured directly at the data-plane endpoints using UDP traffic statistics reported 

by iperf. The observed increase in packet loss therefore represents malicious traffic 

intentionally blocked by Zero Trust enforcement, demonstrating how the proposed system 

preserves legitimate network resources while mitigating attack traffic. 

 

 

 

 

 

 

 

 

 

0

5

10

15

20

25

30

35

40

Benign Traffic Under Attack (Before
Mitigation)

After AI Mitigation

UDP Flood Attack

Packet Loss (%)



  89 

6.4 Comparison and Discussion 

6.4.1 Functional Behaviour 

Across both scenarios, the system behaves as designed: 

• Under benign conditions, it maintains normal connectivity and does not generate false 

blocks. 

• Under attack, it moves from allowance to detection and then to enforcement, installing 

blocking rules without manual intervention. 

This confirms that the framework satisfies the functional aspects of the research aim: enabling 

continuous verification and automated enforcement in an SDN environment. 

6.4.2 Quantitative Impact 

Even with simple metrics, the comparison shows: 

• Packet loss and throughput: significantly worse under attack when the AI/Zero Trust 

logic is disabled, and improved when it is enabled. 

• Response time: the delay between attack start, detection, and enforcement (from log 

timestamps) provides an initial estimate of how quickly the system can react. Although 

these values are approximate, they demonstrate that detection and mitigation can occur 

within a short time window suitable for real-time operation in a small SDN topology. 

These findings align with the objectives of improving detection and response over a basic SDN 

controller without intelligent security, even if the current prototype is limited to a simple 

topology and one attack type. 

6.4.3 Limitations 

The evaluation has several limitations: 

• The topology is small (one switch, two hosts); larger and more complex networks may 

introduce new challenges. 

• Only one type of attack (UDP flood) is tested; other attack classes (e.g. port scans, TCP 

SYN floods) are left for future work. 

• The ML model and thresholds are tuned at a basic level; more extensive hyperparameter 

optimisation and richer metrics (e.g. ROC curves, F1-scores from labelled traces) could 

provide deeper insight. 

Despite these constraints, the results are sufficient to show that the proposed approach is 

feasible and beneficial compared to a non-intelligent SDN baseline. 
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6.5 Dataset Size and Detection Accuracy 

The Random Forest model is trained offline using labelled intrusion detection datasets and 

evaluated through deployment in a live SDN environment. After preprocessing, the data is split 

into training and testing subsets, with approximately 80% used for training and 20% reserved 

for evaluation. 

Rather than relying solely on offline accuracy metrics, model effectiveness is validated through 

behavioural evaluation in the SDN testbed [34]. Correct classification of benign traffic is 

demonstrated through successful baseline connectivity tests: Figures 7 and 8 show 

uninterrupted ICMP communication, indicating an absence of false positives under normal 

conditions, while sustained TCP throughput during baseline testing further confirms this 

behaviour (Figure 9). 

Detection capability is evaluated under simulated attack scenarios. Real-time classification by 

the controller is shown in Figure 15, while Figure 16 demonstrates a UDP flood attack in which 

malicious traffic is identified and Zero Trust enforcement is triggered. Similar detection 

behaviour during TCP-based traffic is shown in Figure 17, confirming consistent performance 

across traffic types. 

Overall, these results demonstrate that the dataset-trained Random Forest model [35] 

effectively distinguishes between benign and malicious traffic in practice, enabling reliable AI-

driven Zero Trust enforcement within the SDN environment. 
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6.6 Summary 

This chapter evaluated the AI-enabled Zero Trust IDS/IPS framework in a Mininet-based SDN 

environment under both benign and UDP flood attack scenarios. Using a model trained on 

NSL-KDD [13] and CIC-IDS2017 [14] flow records, the results show that normal traffic is 

correctly classified and allowed, while high-rate attack patterns resembling CIC-IDS2017 DoS 

behavior are detected and mitigated through dynamic DROP rules consistent with Zero Trust 

principles. Changes in packet loss, throughput, and controller response time demonstrate that 

integrating an AI-driven Zero Trust control loop significantly improves network resilience 

compared to a basic SDN configuration without intelligent security, while also highlighting 

directions for future work, including broader attack coverage and more detailed statistical 

evaluation. 
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Chapter 7 
Conclusion and 

Recommendation 
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7.1 Overview 

This project set out to develop and evaluate an AI-driven Zero Trust IDS/IPS framework for 

Software-Defined Networking (SDN). The work combined a systematic review of existing 

approaches, the design of an integrated architecture, implementation in a Mininet–Ryu testbed, 

and evaluation under benign and attack traffic. 

 

7.2 Achievement of Aim and Objectives 

• The literature review identified gaps in existing AI-based SDN security solutions, 

particularly around closed-loop Zero Trust enforcement. 

• A system architecture was designed that embeds an ML-based IDS and a Policy 

Decision Point within the SDN controller, applying Zero Trust principles across the 

application, control and data planes. 

• The framework was implemented using Mininet, Open vSwitch and a custom Ryu 

application that loads a trained ML model and installs OpenFlow rules based on its 

decisions. 

• Evaluation with benign traffic showed that normal flows were correctly classified and 

allowed without noticeable performance degradation. 

• Under a UDP flood attack, the controller detected the abnormal traffic and deployed 

DENY rules, reducing the impact compared with a baseline SDN controller without 

intelligent security. 

Together, these results indicate that the project has met its overall aim of demonstrating a 

working AI-driven Zero Trust IDS/IPS framework for SDN with automated, closed-loop 

enforcement. 
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7.3 Key Contributions 

The main technical contributions are: 

• A practical design that integrates ML-based intrusion detection and Zero Trust policy 

enforcement inside an SDN controller. 

• A working prototype in Mininet/Ryu showing real-time traffic classification and 

automated rule installation. 

• Initial quantitative evidence that the framework can mitigate a high-rate UDP flood 

more effectively than a basic SDN configuration. 
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7.4 Limitations 

The work has several limitations: 

• The evaluation used a simple topology (one switch, two hosts) and one main attack 

type. 

• The ML model and thresholds were tuned at a basic level, with limited statistical 

analysis. 

• Only controller-centric enforcement was explored; distributed or multi-controller 

scenarios were not considered. 

These constraints mean the results should be seen as a proof-of-concept rather than a 

comprehensive performance study. 
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7.5 Suggestions for Further Work 

Future work could extend this project in several directions: 

• Evaluating the framework in larger and more complex topologies, including 

multi-switch and multi-tenant networks. 

• Testing additional attack types (e.g. port scans, TCP SYN floods, lateral movement) 

and using richer labelled datasets for more detailed metrics such as ROC curves and 

F1-scores. 

• Exploring more advanced ML or deep learning models where latency and resources 

permit and comparing them against the current approach. 

• Integrating more expressive Zero Trust policies (identity, device posture, context) and 

investigating distributed enforcement across multiple controllers or edge devices. 
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7.6 Final Remarks 

Despite its limitations, this project demonstrates that combining machine learning with Zero 

Trust principles inside an SDN controller is both feasible and beneficial. The implemented 

prototype shows that continuous verification and automated enforcement can improve 

resilience against volumetric attacks compared to a basic SDN setup, and it provides a 

foundation for more extensive research on AI-driven Zero Trust security in programmable 

networks. 
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Chapter 8 
Reflection 
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8.1 Introduction 

This chapter reflects on my personal experience of undertaking the project, rather than the 

technical outcomes. It discusses how I managed my time, how my study and research skills 

developed, what I learned about the way I work, and how the project could have been improved. 

The aim is to connect the theory and methods documented in earlier chapters with the realities 

of carrying out the work in practice. 
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8.2 Time Management 

Project time management did not follow the initially planned linear progression of review, 

design, implementation, and evaluation. Setting up the SDN testbed with Mininet, Ryu, and the 

machine learning environment proved more time-consuming than expected due to dependency, 

version compatibility, and controller connectivity issues, requiring substantial debugging 

before experimentation could begin. Once the testbed and model integration were stable, 

implementation and baseline evaluation progressed efficiently; however, this limited the time 

available for deeper statistical analysis and additional attack scenarios. In retrospect, adopting 

a more iterative approach with earlier, incremental experiments would have allowed 

implementation and evaluation to overlap and reduced time pressure toward the end of the 

project. 
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8.3 Development of Study and Research Skills 

This project strengthened several key research and technical skills. Conducting a systematic 

literature review improved the ability to search, filter, and synthesize academic sources using 

clear inclusion criteria, supporting well-justified design decisions rather than superficial 

citation. Careful documentation of parameters and assumptions during AI model development 

and SDN architecture design enabled the production of coherent methodology and design 

chapters aligned with the research questions. Implementing a functional prototype in Mininet 

and Ryu further developed the ability to translate abstract concepts such as Zero Trust and 

policy decision points into practical controller logic, effectively bridging theory and 

implementation. 
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8.4 Understanding My Own Learning and Working Style 

This project also provided insight into my personal study and working practices. I observed a 

tendency to focus heavily on technical implementation once a concept became operational; 

after successfully running Mininet and Ryu and loading the model, I spent considerable time 

refining and testing the controller while delaying the corresponding written documentation, 

which later had to be completed under time pressure. 

I also found that I work most effectively when tasks are broken into clear, concrete milestones, 

such as establishing host connectivity, integrating the machine learning model into the 

controller, or observing successful attack detection and mitigation. These incremental goals 

maintained motivation and progress. In future projects, I would formalize such milestones 

earlier and align them more explicitly with the overall project schedule. 

Finally, the project highlighted my tendency to underestimate the time required for tasks that 

appear simple, such as metric collection, table formatting, and figure alignment. Although not 

technically complex, these activities are time-consuming and critical to the overall quality of 

the dissertation. 
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8.5 How the Work Could Have Been Improved 

This project also identified several areas for improvement in future work. Defining evaluation 

scenarios, metrics, and data collection procedures earlier would have enabled more 

comprehensive results, including additional attack types and stronger quantitative evidence. 

Allocating regular time for writing throughout the project, rather than postponing major 

sections such as methodology and evaluation, would have helped capture design decisions and 

observations more effectively. 

The machine learning component would also benefit from a more structured experimental plan, 

with scheduled evaluation of alternative models and hyperparameter configurations rather than 

relying on a single successful integration. Finally, seeking supervisor feedback earlier on 

design and evaluation plans could have highlighted additional metrics and scenarios, leading 

to a more complete system assessment. 
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8.6 Lessons for Future Projects 

This project highlighted several key lessons that will inform future work. Starting with a 

minimal working prototype and iteratively extending it proved more effective than attempting 

full functionality from the outset. Maintaining a balance between implementation and writing 

is also essential; documenting decisions and results as work progresses reduces later time 

pressure. Planning evaluation scenarios and metrics early allows experimentation to be 

integrated into development, while realistic time planning helps account for setup, debugging, 

and documentation overhead. 

Overall, the project not only enabled the development and evaluation of a technical solution 

but also improved my understanding of how I plan, learn, and execute complex research tasks. 

These insights will be valuable for future research and development projects. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



  105 

References 

 

[1] P. Li and J. Wang, “Rethinking networks for the digital age: The rise and impact of 

software-defined networking,” in Proc. IEEE Int. Symp. Broadband Multimedia Syst. 

Broadcast. (BMSB), Dublin, Ireland, pp. 1–6, 2025. 

[2] A. Weinberg, “Zero trust implementation in the emerging technologies era: Survey,” 

arXiv preprint arXiv:2401.09575, Jan. 2024. [Online]. Available: 

https://arxiv.org/abs/2401.09575 

[3] G. Karamchand, “Zero trust security architecture: A paradigm shift in cybersecurity for 

the digital age,” Journal ID, vol. 2145, p. 6523, 2025. 

[4] C. Katsis and E. Bertino, “ZT-SDN: An ML-powered zero-trust architecture for software-

defined networks,” ACM Trans. Privacy Security, vol. 28, no. 2, pp. 1–35, 2025. 

[5] N. Kaliyamurthy et al., “Software-defined networking: Enabling centralized control and 

programmable security policies,” Security and Communication Networks, vol. 2021, Art. 

no. 9971705, 2021. 

[6] F. Mensah, “Zero trust architecture: Principles, implementation strategies, and future 

directions,” Int. J. Acad. Ind. Res. Innov., vol. 10, pp. 339–346, 2024. 

[7] K. Li et al., “Zero-trust foundation models: A new paradigm for secure and collaborative 

artificial intelligence for the Internet of Things,” IEEE Internet Things J., 2025. 

[8] C. C. Ike et al., “Redefining zero trust architecture in cloud networks: Granular and 

dynamic access control,” Magna Scientia Adv. Res. Rev., vol. 2, pp. 74–86, 2021. 

[9] I. U. Onwuegbuzie and A. O. Adebayo, “Authentication and authorization mechanisms 

in zero trust architecture: A review,” Tech-Sphere J. Pure Appl. Sci., vol. 2, p. 1, 2025. 

[10] C. Katsis and E. Bertino, “The zero-trust paradigm: Concepts, architectures, and 

applications,” Found. Trends Privacy Security, vol. 8, pp. 122–253, 2025. 

[11] S. Prajwalasimha et al., “Zero trust architectures empowered by AI: A paradigm shift 

in cloud and edge cybersecurity,” in Proc. 3rd Int. Conf. Sustain. Comput. Data Commun. 

Syst. (ICSCDS), pp. 328–335, 2025. 

[12] J. Barach, “Enhancing intrusion detection with CNN attention using the NSL-KDD 

dataset,” in Proc. IEEE AIxB, pp. 15–20, 2024. 

[13] A. Yulianto et al., “Improving AdaBoost-based intrusion detection on the CICIDS2017 

dataset,” J. Phys.: Conf. Ser., vol. 1196, Art. no. 012018, 2019. 

https://arxiv.org/abs/2401.09575


  106 

[14] E. Haleplidis et al., “Software-defined networking (SDN): Layers and architecture 

terminology,” RFC 7426, pp. 1–35, 2015. 

[15] L. L. Zulu, Simulating and Prototyping Software-Defined Networking Using Mininet, 

Master’s thesis, Univ. South Africa, 2018. 

[16] J. Morales et al., “Extending the Floodlight controller,” in Proc. IEEE Int. Symp. Netw. 

Comput. Appl., pp. 126–133, 2015. 

[17] A. Aljughaiman, “The pivotal role of SDN in safeguarding against cyberattacks,” PeerJ 

Comput. Sci., vol. 11, e2814, 2025. 

[18] W. El Gadal, AI-Driven Security in Software-Defined Networks: A Unified Framework 

for Intrusion Detection and Mitigation, Ph.D. dissertation, Univ. Victoria, 2025. 

[19] K. Kuldeep and R. Kumar, “Securing SDN from DDoS attacks,” AIP Conf. Proc., Art. no. 

020004, 2025. 

[20] O. Ouaissa et al., “Modeling-driven threat analysis for SDN architectures,” 

Informatica, vol. 49, p. 25, 2025. 

[21] M. Basha et al., “Integration of zero trust architecture and machine learning for SDN 

security: A review,” J. Intell. Informatics Netw. Cybersecurity, vol. 1, p. 1, 2025. 

[22] N. F. Syed et al., “Zero trust architecture (ZTA): A comprehensive survey,” IEEE Access, 

vol. 10, pp. 57143–57179, 2022. 

[23] F. Ashfaq et al., “Enhancing security in 5G edge networks using machine learning in 

SDN environments,” Sensors, vol. 25, no. 6, p. 1905, 2025. 

[24] T. Ahmad, “AI-driven dynamic firewall optimization using reinforcement learning,” 

arXiv preprint arXiv:2506.05356, 2025. 

[25] J. R. Whitfield et al., “Intelligent policy automation in AI-powered zero trust 

networks,” 2023. 

[26] A. A. Laghari et al., “AI-enabled zero trust intrusion detection in industrial IoT,” 

Scientific Reports, vol. 15, p. 26843, 2025. 

[27] A. Gaurav et al., “AI-powered intrusion detection for secure SDN virtualization,” in 

Proc. IEEE 26th Int. Conf. High Performance Switching Routing (HPSR), pp. 1–6, 2025. 

[28] K. Kaur et al., “Mininet as a software-defined networking testing platform,” in Proc. 

ICCCS, pp. 139–142, 2014. 

[29] P. Berde et al., “ONOS: Towards an open, distributed SDN operating system,” in Proc. 

HotSDN, pp. 1–6, 2014. 



  107 

[30] B. Pfaff et al., “The design and implementation of Open vSwitch,” in Proc. USENIX 

NSDI, pp. 117–130, 2015. 

[31] S. K. Behal, “Characterization and comparison of DDoS attack tools,” Int. J. Netw. 

Security, vol. 19, pp. 383–393, 2017. 

[32] Y. H. Liu, Machine Learning Libraries in Python, Packt Publishing, 2020. 

[33] C. Sanders, Practical Packet Analysis Using Wireshark, No Starch Press, 2017. 

[34] D. Tyler and V. Trust, “Trust no one? Transitioning to zero-trust healthcare networks,” 

Applied Sciences, vol. 11, p. 7499, 2021. 

[35] A. Ramasamy, “PRISMA 2020: Key changes and implementation aspects,” J. Oral 

Maxillofacial Surg., vol. 80, pp. 795–797, 2022. 

[36] N. Haddaway et al., “PRISMA2020: An R package for systematic reviews,” Campbell 

Syst. Rev., vol. 18, e1230, 2022. DOI: 10.1002/cl2.1230 

 

 



  108 

 

 

 

 

Appendices 
 

 

 

 

 

 
 



  109 

Appendices A 

PRISMA 2020 Flow Diagram for Study Selection 

 

Figure 20:PRISMA 2020 flow diagram showing the identification, screening, eligibility, and inclusion of studies in the 
systematic literature review.[36]  
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Appendices B  

What is SDN? 

Software-Defined Networking (SDN) represents a significant evolution in network architecture 

by separating the control plane, which determines forwarding decisions, from the data plane, 

which handles packet forwarding. In SDN, control functions traditionally embedded in 

switches and routers are centralized within a software-defined controller that communicates 

with network devices through open interfaces. 

The primary objective of SDN is to increase flexibility, programmability, and manageability 

by enabling centralized and software-driven network control. This decoupling reduces 

management complexity, supports rapid automation, and accelerates the deployment of new 

network and security functions. Standardized by RFC 7426 [15], the SDN architecture defines 

multiple planes that provide a clear model for abstraction, control, and management. 

Overall, SDN transforms static, hardware-centric networks into centralized, programmable 

systems that enable faster innovation, improved operational efficiency, and enhanced security 

flexibility. 

 

This part of work has been detailed in “E. Haleplidis, K. Pentikousis, S. G. Denazis, J. H. Salim, D. Meyer, and O. G. 

Koufopavlou, "Software-defined networking (SDN): Layers and architecture terminology," RFC 7426, pp. 1–35, 2015.” [15] 

 

 


