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Chapter 1- Introduction
[bookmark: _Int_pl2cszrg][bookmark: _Int_PZU3Uylk]This report will include an overview of key professional practices and engineering skills that are crucial for students to develop during their studies. It has been produced to demonstrate a high level of academic research, writing and applying engineering principles when real world scenarios. This report contains multiple different chapters, with each chapter focusing on a different topic in the world of engineering. These include Health and Safety with an included risk assessment, an evaluation of security threats with an included security risk matrix, an engineer's role within society, how engineers use problem-solving skills during prototyping, and a review of a teamwork practices. 



















Chapter 2- Health and Safety Risk Assessment 
[bookmark: _Int_9aY8iUIs]Health and safety is vital to consider while working in a workshop environment. During workshop sessions, the key machinery used is the centre lathe. The centre lathe is a hazardous piece of machinery due to multiple moving parts and mechanisms. When taking part in this sort of task, suitable Health and Safety Legislation must be followed to ensure the level of risk is reduced. 
When the Centre Lathe machine was used, multiple risks and hazards associated with operating the machine were identified. The first was all the controls. If these controls aren't used correctly, it could lead to injuries or mistakes.  To reduce the risk, questions were asked when unsure while supervised by a staff member 
[bookmark: _Int_PlBrMkuz]Another hazard was the metal swarf leaving the machine. As the swarf were being released, they could also be hot, potentially harming skin. The risk was lowered by wearing eye protection and following the PUWER 1988 regulation, also ensuring the safety guard was used over the rotating chuck. 
[bookmark: _Int_1IhZbWPc][bookmark: _Int_s7yol4XK]Another hazard identified was the slippery floor around the machine caused by the metal swarf. To reduce this risk, all metal swarf should be cleared from the floor and disposed of into a suitable bin. Suitable PPE boots should also be used to give more grip while walking on the floor. 
Another hazard identified was the rotating chuck. This could cause serious harm if clothing or hair became entangled in the machine. To reduce this risk, hair must be tied back, and no loose clothing should be used. 
[bookmark: _Int_qwR7JhVf][bookmark: _Int_WE59vOHm]The first Health and Safety legislation followed was The Management of Health and Safety at Work Regulations 1999 which demands risk assessments to be created. The second was the Health and Safety at Work Act 1974, this demands that employers ensure that they provide the right equipment and supervision. The PUWER regulation was also followed by ensuring the lathe was maintained correctly. 
2.1 Relevant Health and Safety Legislations
The Management of Health and Safety at Work Regulation 1999 requires employers to carry out suitable risk assessments and ensure students have sufficient supervision while operating machinery (HSE, 1999). The Health and Safety at Work Act applies a duty on the university to supply safe equipment and training when in a workshop (HSE,1974). PUWER 1998 is also followed by regularly maintaining and checking machinery.  (HSE, 1998)

2.2 Risk Assessment 
	Hazard 
	Person Potentially Harmed 
	Likelihood
	Severity
	Risk Rating
	Control Measures 

	Flying Debrie (swarf's)
	Student and Staff
	3
	3
	9
	Ensure eye protection is worn, Guard protection is applied and brush away excess swarf's once the machine is turned off 

	Slippage around the machine's location
	Student and Staff
	2
	2
	4
	Ensure the floor is regularly cleaned and ensure the correct anti slip boots are worn when in this environment

	Skin contact with hot metal 
	Student and Staff
	3
	3
	9
	Ensure your work has time to cool down before touching with your bare skin, if needed wear suitable PPE (GLOVES)

	Getting caught in the Rotating Chuck
	Student 
	2
	5
	10
	Ensure long hair is tied back, remove any Jewellery being worn, don't touch the rotating parts of the machine, be ready to use the emergency stop button if necessary

	Using the Controls incorrectly 
	Student
	3
	4
	12
	Ensure correct Training is applied, only use the machine while a member of staff is supervising

	Exposure to Noise
	Student and Staff
	2
	2
	4
	Wear hearing protection if the noise exceeds the suitable level, Limit the level of time spent on the machine and follow the noise safety guidelines in the workshop

	Machine Failure
	Student and Staff
	1
	4
	4
	Ensure the machine is serviced at least once or twice a year, don't use the machine if it has any signs of damage or wear, Ensure the emergency stop button works efficiently in case of use. 






















Chapter 3- Security Risk Matrix 
As motorsport vehicles become more technologically advanced and teams rely more on technical data, the security threats are far more dangerous and concerning. 
[bookmark: _Int_G3yYgW15]An ECU is commonly found in most modern racing vehicles, using an ECU benefits engine management and power delivery to the vehicle and manually adjusting other components located on the car. If the ECU were to be re-mapped by an unauthorised person, an attacker would be capable of adjusting the ECU’s characteristics, affecting vehicle performance, and potentially creating safety hazards to the driver or team. The article by (Castelluccio, 2016) states that the ECU works with a variety of radio-controlled wireless systems, allowing attacks to occur by signal interception.  
[bookmark: _Int_q3T7S2Nm]Another big security threat is team telemetry data hacking. As race teams now use large amounts of telemetry data including vehicle set up, fuel level data and mapping data, the risk of having this data seen by other teams is far higher. Articles based on connected-vehicle security shows that telemetry systems that use WIFI are more likely to face attacks. The research from BT showed that this problem may allow attackers to adjust settings or insert malware (Bath, 2015)
Advanced racing teams now use their own personal diagnostic tools and laptops that are interconnected with each other within the garage. All of these systems are used to communicate and receive data from the ECU, telemetry, and vehicle setup files. If an attacker was able to join the WIFI or a laptop that isn't secured efficiently, they could access Mapping for the ECU, upload unwanted files and corrupt crucial team data. Some sources state that more technological advanced vehicles can have their data and mapping accessed via digital interferences from an attacker, this is done via the networks and ports of the diagnostic tools used which are not efficiently protected from vehicle security threats (Khatri et al, 2021)
There are multiple sensors located on a modern vehicle. These include a throttle position, a brake temperature sensor, and a fuel flow sensor. The sensors are primarily used to send signals and data to the telemetry and the ECU, allowing for more efficient analysing. If an unauthorised person was to tamper with the sensors, the team would then receive inaccurate data. The source by Miller and Valasek (2015) states that CAN-connected devices can be digital or physically manipulated to generate incorrect data readings. 


Security Risk Matrix table
	Threat
	Likelihood 
	Risk Level
	Impact

	ECU unauthorised remapping 
	Medium 
	High 
	High 

	Interception of telemetry data
	Medium
	High 
	High 

	Pit Garage network intrusion 
	Medium 
	Medium
	Medium

	Tampering with sensors 
	Low
	Low
	High 





















Chapter 4- Engineers Role in Society 
[bookmark: _Int_Cb93aExv][bookmark: _Int_63qX7dU8][bookmark: _Int_Xdb2WSSm]Motorsport engineers play a significant role in society. This role includes designing and creating components that improve vehicle performance and reduce the level of harm towards the environment. This is because engineers are relied on to design a range of new technology, such as new vehicle systems and new power sources. Engineers must ensure their work ethics, professional standards and consistency are kept to the highest level. 
Engineers must follow high levels of legal standards and codes of conduct created by the IMechE institution. The IMechE ensures that engineers follow these codes of conduct to ensure that they always prioritise safety while working. 
[bookmark: _Int_BVUMFbhc]Research shows that Aston Martin has published their own version of a code of conduct. It states that their employees have to follow the law act to a suitable standard. Aston Martin also have their own version of an anti-corruption policy, this is set to all their employees throughout the world, this ensures that all of Astons business deals are fair and non-corrupt. 
Another large responsibility that engineers have is to take into account the negative effects their work can cause to a society. Ashey (2012) explains engineering projects only focus on one positive outcome of their actions rather than considering wider environmental impacts or impact on people. Modern engineers consider all the positive and negative impacts their actions will create before the work begins, ensuring the positives outweigh the negatives. 
Modern engineers also support companies in achieving substantial goals. This could include lowering the level of environmental damage or solutions to using new energy sources. 









Chapter 5- Problem solving  
When developing a product and the prototype fails, engineers will try and define the cause by reviewing all the data created when testing the prototype and analyse what conditions caused the prototype to fail. At this moment in time, the role of engineers is to observe and mainly understand how and why their design failed. 
In the book by Pahl and Beitz (2007), they state that designers should constantly reassess the aims and objectives of the task, designers must always review information flows between the different departments and designers must analyse technical information to understand the characteristics of the product. 
Once the engineers can identify the cause of the failure, the prototype testing is stopped to stop the components from failing further and to protect your peers, ensuring everyone is always kept safe. 
[bookmark: _Int_ObQaASVS]After identifying why and how the prototype failed, engineers will then begin to redesign and adjust the protype. Once some adjustments are made, the testing should be done again and engineers are less likely to see any faults with the design. 
Once the engineers are confident that their new design is working efficiently, they are then able to save the new data and documentation of the new prototype. 
[bookmark: _Int_Jo01a5hp]Many different software’s and tools are used by engineers to assist them, in identifying the cause of the failure, these software’s allow an engineer to visualize and analyse the components characteristics while they are being tested.










Chapter 6- Team Structure 
From the age of 4-13, I played for the Loughor Rovers football team. This allowed me to work with a large group of individuals. My role in the team was to score the goals for my team. 
From the years 2015-2019, the main target for my team was to win the league trophy every year. Another target we had was to constantly develop our teamwork skills, helping us reach the best of our abilities as a team. 
Our team consisted of 11 players, One goalkeeper, Four defenders, three midfielders and 3 forwards. The defenders knew they had to prioritise protecting the goal from the opposition scoring, the midfielder's role was to ensure there was support for the defenders if needed but also support for the attacking players if needed while the attackers were tasked with scoring the goals. 
I felt that our coaching staff gave me clear instructions with how they wanted me to perform on the pitch, this benefited the teams structure as each player was able to clearly understand their job. 
Although we had many positives as a team with this method of structure, I felt that the structure contained a big negative. One key issue was injuries, as each player was mainly playing one certain role, if a player had to cover a different position, they would find it very challenging to adjust to their new roles. This problem often led to us conceding many goals and sometimes even losing matches.
When researching a different form of team structure, I found a study published by Amichay et al in Scientific Reports (2025), this article analysed how successful teams while still in a match change their formation dynamics. During the games, the players were fitted with a devise that would create the special data needed to measure the dynamic structure of the team throughout the match. This was done by comparing the inner and outer layers of all the players on the pitch (LR). Their calculations stated that the best attacks usually happen once the team decides to change their structure during the game. 
The figures placed in the article showed me that during the attacking phases, the players suddenly began to increase their width, generating more space, compared to my team's structure, I think we could have adapted well to this team structure and potentially scored more goals. 
[image: ]
Figure 1: Layer Ratio (LR) diagrams showing a closed and widened team structure during a match (Amichay et al., 2025)






Chapter 7- Conclusion 
This report has looked at multiple crucial practices and skills engineers use to ensure they work safely and effectively. This report explained why Health and safety is important in the workplace, it discussed vehicle security threats faced in modern vehicles. This report also explored the roles of engineers within a society and how they consider the impact of their work on society. The report also explained how engineers review data during testing and improving their designs. Finally, the report included a reflection on team structures, focusing on how certain structures improve communication and the level of success. 
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