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[bookmark: _Toc133310895]Abstract
Fraud is a growing issue affecting many large organisations. Owing to this, many now have dedicated teams employed to use tooling for detecting and tackling fraudulent behaviours. Like other large organisations, the DVLA also has a dedicated team, tasked with utilising relational database tooling for detecting fraud.
Relational database queries require multiple and complex SQL Joins to detect fraud, their complexity requires technical engineering resources being made available to develop and manage the databases and respective queries. 
Using Graph Database technology, it is demonstrated how data network models and associated constructs can be created, and interrogated to locate, visualise, and detect fraudulent behaviours for further investigation and improved intelligence sharing. Furthermore, the Graph Database utilises the Cypher language for queries that utilises a pattern matching method for query development, making it simpler for end-users to create queries, thereby reducing the reliance on technical resources.
For achieving this goal, an in-depth analysis of existing literature has been undertaken to determine typical fraudulent behaviour models encountered. This information informed the data required for the graph data models and the findings have been used to develop a dataset of representative data (people, locations, and objects that use services), as no data is readily to hand for use. Additionally, the literature located assisted the development of query scripts to create data constraints and indexes, populate the graph database, and interrogate the data. 
This led to a working solution, utilising queries that spotlight unusual connections and behaviours. And in demonstrating that graph database technology is highly suited for data interrogation, exposing and visualising fraud networks to assist fraudulent behaviour detection.

Contents
Declaration Form	1
DECLARATION	1
FORM OF CONSENT	1
Acknowledgements	2
Abstract	3
Figures	8
Tables	9
Chapter 1 - Introduction	10
The Problem	10
Project Aim	10
Project Objectives	10
Chapter 2 – Research and Literature Review	13
Introduction	13
The Review	13
Repeating the Case for Graph	14
Learning the Basics, Getting Started.	14
Patterns for Fraud Detection	16
The Quest for Data.	19
Data Considerations	20
On Data Creation	21
Interpreting Query Results	22
Capacity	22
For Future Consideration	22
Research and Literature Review Summary	22
Chapter 3 - Research Methodology	24
Introduction	24
Method Rationale	24
Deductive and Inductive Reasoning	25
Positivism (Quantitative) and Phenomenology (Qualitative) Philosophies	25
Delivering the Mixed Methodology	26
Experimental Hypothesis	26
Hardware	26
Software	26
Inputs	26
Validity	26
Reliability	27
Is the Experiment Generalisable	27
Conducting the Experiment	27
APOC Core	29
Software Development	30
Document Review, Case Study and Survey	30
What is Unique About This Research?	30
Summary	31
Chapter 4 - Design and Implementation	32
Introduction	32
Data Models Relevant to Fraud Detection	32
Representative Data Generation	34
Names and Addresses	34
Dates of Birth (DoB)	35
Vehicle Registration Number (VRN)	36
E-Mail Addresses	36
Document Numbers	36
Sharing a Residence	36
Data Anomalies	37
Design Decisions	38
Case Sensitivity	38
Dates	38
Model Design	39
Designing Models for Performance	41
Node Labels and Properties	43
Merge or Create Clause?	43
Nodes Created	44
Person	44
Address	44
Unique Nodes	44
Scripts	44
Database Refresh	44
Applying Unique Constraints	45
Data Import Script	47
Query Construction	49
Data Querying Requirements	50
Network Model for an Individual	51
People Using A Single Email Address	51
Querying By Dates	52
Querying By Identification Number Range	53
Querying by Address/Postcode	54
Querying the Number of VINs Shown for a Single Vehicle	57
Query to Return Individuals with Same Full Name	58
Adding A New Label To Existing Nodes	59
Summary	61
Chapter 5 – Evaluation	62
Introduction	62
Project Objectives	62
Aim	62
Doing It Again Differently?	63
Summary	63
Chapter 6 - Conclusions and Recommendations	64
Conclusions	64
Benefits	65
Recommendation	65
Chapter 7 – Reflection	66
Introduction	66
Research and Literature Review	66
Interview and Requirements Gathering	66
Presentations	66
Further Benefits	67
Sense Of Achievement	68
Could I Have Done it Better?	68
Next Steps	68
References	69
Bibliography	73
Appendices	75
Appendix A	75
All Cypher Query Code Developed For The Project	75
Appendix B - Other Useful Content	80
Neo4j Browser	80
Bastani’s “Bank Fraud Detection”	80
Explain Command	80
Profile Command	80
Model Advice	80
ASCII Art	80
REMOVE and DELETE	82



[bookmark: _Toc133310896]Figures
Figure 1 - Graph DB Modelling Mapping to Languages	16
Figure 2 - Castelltort and Laurent's Fraud Ring	17
Figure 3 - Common Fraud Scenario with Address and Phone Number Sharing	18
Figure 4 - Crash for Cash Fraud Scenario	19
Figure 5 - Research Methodology Diagram	24
Figure 6 - Miessler's use of Deduction and Induction for problem solving.	25
Figure 7 - Creating a Local Database	28
Figure 8 - Naming the Database and Providing a Password	28
Figure 9 - The Database Start Button	28
Figure 10 - Opening the Neo4j Browser Interface	29
Figure 11 - Neo4j Browser Interface	29
Figure 12 - Screenshot of Model Created with Arrows Application	33
Figure 13 - Further Example Models Shared with Fraud Team	34
Figure 14 - Random Addresses Generator	35
Figure 15 - Random British Name Generator	35
Figure 16 - Screenshot of the Representative Data Generated (Excel View)	37
Figure 17 - Screenshot of the Representative Data (Notepad View)	37
Figure 18 - Neo4j Online Documentation Recommended Naming Convention	38
Figure 19 - Extremist Approaches for Node Attributes	39
Figure 20 - Models for Query Efficiency	40
Figure 21 - Top Model Is Faster Not Needing To Read Property	41
Figure 22 - Bottom Model Is Faster	42
Figure 23 - Pick One Or Other Not Both	42
Figure 24 - Splitting A Query Into Several Parts To Avoid Erroneous Data Duplication	43
Figure 25 - Clearing Everything Out For A Fresh Start	45
Figure 26 – Less-Schema Rather Than Schema-Less	46
Figure 27 - Constraint Violation Error	46
Figure 28 - The Database Script Created for Constraints and Indexes	47
Figure 29 - Screen Message Returned on Successful Creation of Constraints and Indexes	47
Figure 30 - Full Script to Import Data from a CSV File.	48
Figure 31 - Information On The Data Being Added To The Database	48
Figure 32 - Counting Created Nodes by Labels	49
Figure 33 - Quick Overview of Query Construction	49
Figure 34 -Components of a Cypher Query	50
Figure 35 - The Network Model For A Single Person	51
Figure 36 - Multiple People Using Single Email Address	51
Figure 37 - Filtering Records Where More Than Two Users Of Single Email Address	52
Figure 38 - Targeting A Specific Email And Linked Nodes	52
Figure 39 - Date Parameters Used In Query	53
Figure 40 - Extending The Query To Include Related Nodes	53
Figure 41 - Querying By Number Range	54
Figure 42 - Querying A Specific Postcode	54
Figure 43 - People With Differing Names And Variations AT Same Address	55
Figure 44 - Multiple Persons At Single Address	55
Figure 45 - Count How Many Reside At Single Address	56
Figure 46 - Displaying The Connected Nodes	56
Figure 47 - Persons Living At An Address	57
Figure 48 - Table of VRNS With Number Of VINS Against Them	57
Figure 49 - VRNs With More Than Two VINs	58
Figure 50 - Persons With Same Full Name	58
Figure 51 - Label "Suspect" Added To Mr Wilburn Nodes	59
Figure 52 - Six Labels Added	59
Figure 53 - Returning Nodes With Label "Suspect"	59
Figure 54 - Add Constraint To Make Alias Name Unique	60
Figure 55 - Alias Node Created With Known Alias Relationships Added To Person Nodes	60
Figure 56 - Expanded View Of Figure 38	61
Figure 57 - Graph Model Of Website And Database Objects	67
Figure 58 - Modelling Advice pp8 [31]	80
Figure 59 - ASCII Art For Nodes	81
Figure 60 - ASCII Art For Relationships	81
Figure 61 - Patterns	82
Figure 62 - Remove and Delete Labels, Nodes and Relationships pp30 [34]	83


[bookmark: _Toc133310897]Tables
Table 1 - Table of Project Objectives to Satisfy Project Aim ………………………………………………………….. 11




[bookmark: _Toc133310898]Chapter 1 - Introduction
[bookmark: _Toc133310899]The Problem
“Fraud, and its detection, is a major and growing concern to the DVLA.” [1] as it is with many organisations. 
The National Crime Agency’s (NCA) indicates from the “Crime Survey of England and Wales” that “there were 3.4 million incidents of fraud in 2016-17” [2]. The NCA, however, think “that fewer than 20 per cent of incidents of fraud are actually reported so the true figure may be much higher” [2].
The Driver and Vehicle Licensing Agency utilises older technologies for Fraud Detection. The outcome of the author’s Industrial Based Research [1] (submitted in September 2022) recommended that Graph Database technology be used to deliver the project phase.
[bookmark: _Toc133310900]Project Aim
To deliver a solution to enable “Research and Analysis of a Network Model for Fraud Detection”.
[bookmark: _Toc133310901]Project Objectives
To deliver the Network Model for Fraud Detection several objectives will need to be achieved:
	Objectives
	Required Actions

	Research what models are relevant to fraud detection. 
	Consultation with DVLA Fraud Team, research of relevant whitepapers, case studies, journals.

	Research what data is relevant for Fraud Detection, to inform design and development of a representative fraud dataset. 
(A representative dataset is required due to sensitivity/privacy of data and internal Data Sharing and GDPR [3] constraints preventing real/live data being used.)
	Consultation with DVLA Fraud Team, consultation with DVLA Information Assurance and Data Sharing Teams, research of whitepapers, case studies, journals, library resources, business journals and studies. 

	Research, analyse, design, and develop representative fraud detection models utilising the representative dataset created. 

	Research of technical literature, on-line tutorial and webinar attendance, developer community participation, technical websites (vendor documentation, stack overflow)

	Research to learn the Cypher [4] language to enable data insertion, relationship creation, accurate data interrogation and creation of fraud detection network models for analysis.
	Research of technical literature, on-line tutorial and webinar attendance, developer community participation, technical websites (vendor documentation, stack overflow)

	Research modelling and data querying techniques to discover the fraudulent behaviours and activities.
	Research of technical literature, on-line tutorial and webinar attendance, developer community participation, technical websites (vendor documentation)

	Design and develop data and relationship visualisations for intelligence sharing.

	Research of technical literature, webinar attendance, developer community participation, technical websites (vendor documentation)

	Demonstrate to Fraud Team, and interested parties, the project progress, and results.
	


[bookmark: _Ref129166307][bookmark: _Ref129166320]Table 1 - Table of Project Objectives to Satisfy Project Aim

Below is a listing of the report’s chapters and an overview of their content covered: 
· Chapter 1 – Introduction, project aims and objectives.
· Chapter 2 – Research and Literature Review, locating, sifting and evaluation of literature that has contributed to the project. 
· Chapter 3 - Research Methodology, discusses the chosen research methodology and the rationale. Details the tools selected and reason why they were chosen. Provides instruction on setting up the database. 
· Chapter 4 - Design and Implementation, details information on the steps undertaken to deliver the project’s outcome. Covering the queries created, and why/how they were constructed.
· Chapter 5 – Evaluation, a comparison of what was done against the stated objectives.
· Chapter 6 - Conclusions and Recommendations, a summing up of the project, benefits gained and any recommendations.
· Chapter 7 – Reflection, a personal reflection of the work undertaken, and what has been learned.
· References, listing all material directly quoted within this paper. 
· Bibliography, listing background reading undertaken, but not quoted within the paper.
· Appendices:
Appendix A – Cypher query code developed for project.
Appendix B – Other Useful Content.



[bookmark: _Toc133310902]Chapter 2 – Research and Literature Review
[bookmark: _Toc133310903]Introduction
This chapter will introduce and discuss computational tools used for fraud detection. To deliver this an in-depth analysis of existing literature is undertaken, focussing on graph modelling basics, fraud detection patterns, and the data required to deliver the project’s aim and objectives. 
[bookmark: _Toc133310904]The Review
The review has been divided into several sections. The subjects, and a short content outline, is below: 
· Repeating the Case for Graph – a quick look back why Graph database was chosen.
· Learning the Basics, Getting Started – a novice’s quest for information to make it all work.
· Patterns for Fraud Detection – research on typical fraud scenarios.
· The Quest for Data – research and review undertaken to obtain representative data.
· Data Considerations – the question of uniqueness.
· On Data Creation – some “gotchas” explored.
· Interpreting Query Results – warning all may not be as it seems.
· Capacity and For Future Consideration – additional information of post project relevance.
· Research and Literature Review Findings.

The Research and Literature Review for this project has located, extensively explored and assessed technical literature, journal/research papers, on-line tutorials, demonstrations, webinars, case studies and whitepapers using resources from Bing and Google (standard/scholar) searches, Harzing’s “Publish or Perish” [5] software, the UWTSD on-line library resources and vendor specific content. 
During university lectures it has been stressed that care should be taken not to over rely on websites for material. For this project, however, the use of website material is somewhat unavoidable as highly relevant tutorials and webinars on modelling techniques, and other technical material, are mostly delivered via that medium. For example, Neo4j, the vendor of the graph database software used for the project, has extensive on-line documentation and an extremely active development community. That said, the utmost care has been taken to extensively assess the content located, validating its accuracy and usefulness against research literature from other resources. 
The purpose of this research and literature review are as Snyder concludes in the research paper “Literature review as a research methodology” [6] the literature review “can serve as a basis for knowledge development”. All the research and literature information located and assessed here will certainly serve as the “basis for knowledge development” [6] for this project.
[bookmark: _Toc133310905]Repeating the Case for Graph
The Industrial Based Research [1] that preceded this project ascertained that Graph Databases were better suited for modelling fraud detection models. 
Millers’ research paper amply supports this with the statement “Modeling objects and the relationships between them means almost anything can be represented in a corresponding graph” [7]. Miller goes on to provide a small list of purposes for Graph Databases but, unusually, overlooks Fraud Detection as a use-case.
Chung readily identifies with the use case stating “Neo4j’s Graph Data Science framework offers a variety of analytical approaches to identify fraud and anomalies” [8]. Significantly, Chung further states “A common data model for fraud detection connects people, institutions, and transactions.” [8]. Going on to describe “how entities could be connected to identify fraudulent behavior” [8]. 
Sadowski and Rathle’s whitepaper on “Fraud Detection” concludes “Traditional technologies are not designed to detect elaborate fraud rings. This is where graph databases adds value.” [9].
And lastly, in support of the use of Graph databases Dr Osuna states in a fraud detection case study “Doing fraud detection with a relational database is a nonstarter” [10] and “There are simply too many JOINS between too many tables” [10]. The issue with relational database table joins and query readability was explored and confirmed in the Industrial Based Research [1].
[bookmark: _Toc133310906]Learning the Basics, Getting Started. 
To get things started we need to understand what graph modelling is.
A technical website from the vendor (Neo4j) titled “Graph Modeling Guidelines” [11] provides a very good starting point to learn what graph modelling is, stating “when designing a data model, people draw example data on the whiteboard and connect it to other data drawn to show how different items connect”. The guideline progresses the example through to creation of nodes and relationships, the very core of graph theory. Later adding labels and properties to provide further context to the model.
The guideline concludes with this extremely significant statement “Every data model is unique, depending on the use case and the types of questions that users need to answer with the data” and “there is no "one-size-fits-all" approach to data modeling.” [11]. This supports this author’s assertion in the interim viva that “many and varied data models” are required.
Additionally, indicated during the author’s interim viva presentation “First model iteration will require re-factoring”. This lesson has already been learned as the development of the initial model required refactoring as personal knowledge and experience of modelling techniques were expanded and developed during the literature review.
The following statements from Neo4J Developer “Tips and Tricks” add - “As you may have found in reading the modeling guides or in your own experience with graph data modeling, there is no right or wrong way to model your data.” [12] and “What makes Neo4j more valuable is that the model is flexible and able to change if your priorities adjust over time.” [12].
The book “Graph Databases” describes several methods for modelling graph data suggesting that modelling the data so that it reads as a sensible sentence is effective. For example, an infrastructure network model may read “The application consisting of instances 1, 2 and 3 uses the database, which resides on database servers 1 and 2” [13]. 
Crucially, advice on Nodes and Relationship [14] naming is provided where common names become labels, verbs become relationship names and proper nouns refer to an instance of a thing. This is hugely project significant and will aid model development.
Ryan Boyd’s instructive webinar series entitled “Intro To Graph DBs” [15] provided the slide shown in Figure 1, and the concept of the following: Nouns are nodes, Adjectives are properties, Verbs are relationships, Adverbs are properties on a relationship. 
[image: Diagram
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[bookmark: _Ref128475083][bookmark: _Toc128475168][bookmark: _Toc133311003]Figure 1 - Graph DB Modelling Mapping to Languages
This information proved most useful when modelling the graph for the first phase and later whilst improvements were realised. 
The “Graph Databases” book goes on to cover understanding what queries may be run on the graph. Adopting the use of a “design for queryability” [13] mindset to “validate that the graph supports the kinds of queries we expect to run on it” [13] by describing a method to query nodes that may exist between other nodes. 
In support of this in his “Tips and Tricks” webinar De Marzi states “it’s not about getting the model perfect, it’s about understanding the questions that will be asked and needing to match the model to the questions, not the data” [16]  and “need to look at the least amount of data to get the answer” [16].
These techniques have proved informative and have been utilised to assist the design and development of the graph models and aid understanding of what queries users are likely to ask of the data.
[bookmark: _Toc133310907]Patterns for Fraud Detection
There is a need to research and comprehend what models are relevant to fraud detection.
Castelltort and Laurent’s journal paper on “Rogue behavior detection in NoSQL graph databases” [17] significantly utilises several models that are applicable to the project. Their fraud ring example from the journal, Figure 2, is of critical importance highlighting individuals sharing phones, addresses, documents, and accounts. 
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[bookmark: _Ref131661506][bookmark: _Toc133311004]Figure 2 - Castelltort and Laurent's Fraud Ring
It is of little matter that the same objects (documents and accounts) may not be used within the project’s fraud ring model, it is of more critical importance to represent the objects and the fact that other objects are connected/related to it. 
This is supported by the following statement from a Fortune 500 Financial Services Company case study “the company analysts began noticing clusters and relationships between their data which uncovered new, previously unnoticed potential fraud connections” [18].
The whitepaper “Fraud Detection Discovering Connections with Graph Database Technology” [9]  proved to be an extremely useful resource discussing “common patterns that appear in three of the most damaging types of fraud”. 
Whilst the examples relate to Banking, Insurance and E-Commerce the knowledge gained is fully transferable to the fraud types that occur at DVLA. 
As can be seen in Figure 3, copied from Sadowski and Rathle’s whitepaper [9], addresses and telephone numbers are readily shared by individuals. They, in turn, may also share other objects, for example credit cards, etc. [image: ]
[bookmark: _Ref131661762][bookmark: _Ref131402251][bookmark: _Toc133311005]Figure 3 - Common Fraud Scenario with Address and Phone Number Sharing
This is described within the whitepaper as a “typical scenario” and conversations with the DVLA Fraud Team have confirmed that they have experienced similar. 
A further example of “Crash for Cash” type fraud from Sadowski and Rathle’s whitepaper [9] is shown in Figure 4.
[image: ]
[bookmark: _Ref131661817][bookmark: _Ref131402333][bookmark: _Toc133311006]Figure 4 - Crash for Cash Fraud Scenario
These two simple example patterns provide some indication of the many and varied types of fraud that is undertaken. Further model examples are shown in other literature such as Chung’s [8] and De Marzi’s “Graph Data Modelling, Tips and Tricks” [19]. The latter providing several graph models for Acting, Flights, Social Networks, Form Responses and Event Chains.
This author is confident enough at this stage to state the following: 
“It is of little matter what the nodes physically represent. What is most telling is the number of relationships interconnecting other nodes over and above that which may be considered normal, for a particular node type. That is the most significant factor in detecting unusual patterns typical of fraudulent and other behaviours”.   
Chapter 4, section “Data Models Relevant to Fraud Detection”, below, shows examples of models developed for the project through collaboration with the DVLA Fraud Team. This process enabled understanding of the data required for modelling. 
[bookmark: _Toc133310908]The Quest for Data.
The O’Reilly book titled “Graph Databases” [20] states “we will need a dataset that is representative of the data we will encounter in production. It will be necessary, therefore, to either create or source such a dataset.” 
The same is true for this project where a representative dataset is required to demonstrate findings more readily through using data that is familiar to the likely end audience and, due to GDPR [3] and internal Data Sharing constraints on production data usage. 
Significantly, Lopez-Rojas et al encountered a similar issue whilst undertaking their fraud detection research stating, “The lack of legitimate datasets on mobile money transactions to perform research on in the domain of fraud detection is a big problem” [21] and “Part of the problem is the intrinsic private nature of financial transactions, that leads to no public available dataset” [21]. 
It was also stated “This will leave the researchers with the burden of first harnessing the dataset before performing the actual research on it” [21].
In Chapter 4, below, a whole section “Representative Data Generation” is dedicated to this requirement and outlines how the data was sourced and compiled in preparation for data import and interrogation.
[bookmark: _Toc133310909]Data Considerations
During the interim viva this author stated that “Indexes and Constraints would require special consideration requiring several design decisions” [22]. 
An issue that became apparent from personal experience is understanding whether data can be considered unique, or not. For example, the name “Paul Smith” can apply, quite correctly, to several different individuals. In this case multiple instances of a person’s name are entirely acceptable. 
By introducing the Date of Birth as a further factor for “Paul Smith” this reduces the number of unique individual occurrences, but it is not a guarantee that there will never be two people with the same name and birth date. 
Even the introduction of further information doesn’t guarantee a single individual as encountered by the NHS regarding a study on Covid 19 booster effectiveness where “using a combination of NHS number (a unique identifier for each person receiving medical care in the United Kingdom), date of birth, surname, first name and postcode using deterministic linkage with >95.5% uniqueness.” [23]. 
Alternately, a house or a vehicle should be a unique node, i.e., there should be no 2 houses, or vehicles, the same. But is this true? Focussing on houses the following is stated in a Wikipedia article - “The postcode together with the number or name of a property is not always unique, particularly in rural areas. For example, GL20 8NX/1 might refer to either 1 Frampton Cottages or 1 Frampton Farm Cottages, roughly a quarter of a mile (400 metres) apart.” [24]. Interestingly, however, the Royal Mail does not make mention of uniqueness issues in “Royal Mail UK Postcodes Explained” [25].
This has required some critical design decisions to be considered. For the purposes of the project Person nodes will not be unique, this facilitates the discovery of individuals using differing or variations of a name for nefarious reasons. Whilst Addresses and Vehicles will be unique with additional properties to create a composite uniqueness, sharing of those nodes can then be detected. 
The information provided on “Indexes and Constraints” [26] in the Graph Databases book will prove extremely useful as it states, “For unique property values we can also specify constraints that assure uniqueness.” [26]. Sample code is provided that will assist the project development with required constraints.
Addresses provide a further conundrum regarding how they should be stored and queried. Research located a Stack Overflow article titled “user address schema for neo4j” [27], this suggests a method that delivers better performance whilst also providing crucial flexibility with search parameters. This satisfies another design decision. 
These and other design are covered further within Chapter 4, Design Decisions, below.
It is worthwhile noting the following - “In Neo4j, any node labels are automatically indexed, but you may also add other indexes on important properties in your graph” [28].
[bookmark: _Toc133310910]On Data Creation
The following is extracted from Webber and Van Bruggen’s “Graph Databases for Dummies” - “there are duplicated people and products due to the CREATE statement always creating new nodes and relationships.” [29] and “Instead, you should use the MERGE command” [29]. However, it is critical to note the following - “MERGE is a tricky concept. Naively trying MERGE (:Person)-[:BUYS]->(:Product) will create a lot of new people and products. The reason is that MERGE matches the whole pattern, and if it can’t match the whole pattern, it creates the whole pattern” [30]. 
Knowing and, crucially, understanding this vital key difference between what both commands achieve is critical to avoiding unexpected node and relationship duplication, that may potentially corrupt the models and project solution during data import.
It has previously been mentioned by a lecturer that some academic circles frown upon the Dummies book series (incidentally the lecturer didn’t agree). For this project the information contained within “Graph Databases for Dummies” [31] has proved extremely useful (the paragraph above is a stellar example), very informative and assisted project delivery by providing knowledge on several “gotchas” that may have impeded progress. 
It was stated earlier in this literature review that content located would be validated against research literature from other resources, one significant thing worthwhile noting – Dr Jim Webber co-authored “Graph Databases for Dummies” [31] AND “Graph Databases, New Opportunities for Connected Data” [20]. Also, at time of writing this report, Dr Webber is Neo4j’s Chief Scientist.
[bookmark: _Toc133310911]Interpreting Query Results
Within the case study by Zurich Insurance, of significance to the subject of fraud detection is the following - “The majority of claims are not suspicious and are processed and settled normally.” [32]. 
It is essential that this be borne in mind as the query results only provide indicators that must be investigated further, by additional means, to confirm fraudulent behaviour existence.
[bookmark: _Toc133310912]Capacity
Capacity for the project will be of very little concern as only a small dataset is used. However, it is useful to know that literature review findings have indicated that there would appear to be little concern regarding production capacity as Paul Kühne, Head of Fraud Prevention, Zurich Switzerland observed in a case study, “Zurich stores about 20 million nodes and 35 million relationships in the graph.” [32]. 
Additionally, Neo4j provide an overview of scalability features in their whitepaper “Scaling Strategies” [33]. Within the whitepaper an example of how Graph DB has enabled Adobe to reduce their hardware requirement from 48 to 3 servers and their data footprint from 50TB to 33GB is given.  
[bookmark: _Toc133310913]For Future Consideration
Whilst not relevant to the current project, Rozsnyai, Szabolcs & Schiefer’s research paper introduces “an approach of managing and handling fraud detection and fraud prevention in real time” [34]. Detection and prevention of fraud in near real time would be something to aspire to for the future and the papers’ findings may prove useful to achieving that, or a similar, goal.

[bookmark: _Toc133310914]Research and Literature Review Summary
The research and literature review has proved highly beneficial in guiding and directing project deliverables and outcomes, and proved invaluable in assisting avoidance of pitfalls that may have been encountered. 
The literature review’s most important points:
· Case Studies and whitepapers confirmed that many and varied data models are required for Fraud Detection, that there is no right or wrong way to model data.
· Typical patterns for fraud detection.
· Validation of information to confirm legitimacy due to the material source.
· Knowledge development.
· The importance of node and relationship naming.
· Consideration of what makes a node unique or otherwise, and why?
· Potential for inadvertent data duplication by incorrect use of node creation commands.

The next chapter will introduce the research methodology approaches used for constructing this thesis.


[bookmark: _Toc133310915]Chapter 3 - Research Methodology
[bookmark: _Toc133310916]Introduction
This chapter assesses the research methods and their rationale for usage. It will also assist the reader, by guiding the software installation in preparation for the design and implementation stage.
The Industrial Based Research [1] undertaken in September 2022 determined that a mixed research methodology was appropriate. 
The determination of the research methodology for the project was undertaken by re-utilising the Research Methodology diagram [35], Figure 5.
[image: Graphical user interface
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[bookmark: _Ref131667837][bookmark: _Ref131403336][bookmark: _Toc133311007]Figure 5 - Research Methodology Diagram
[bookmark: _Toc133310917]Method Rationale
By assessing each of the strategies it is determined that a mixed methodology also applies to the project, this can be evidenced by the following:
a. Experiment – Evidenced by development of multiple models for confirmation of validity by the DVLA Fraud Team. The creation of multiple working models using representative data demonstrating the network models. 
b. Software Development – Evidenced by creation of multiple openCypher [4] queries for data node insertion, relationship creation, data interrogation and visualisation of fraud detection network models for analysis. 
c. Document Review – Evidenced by the Literature Review within this project report.
d. Case Study/Whitepaper – Several case studies and whitepapers have been researched and are referred to within this project paper and its Research and Literature Review. 
e. Survey – Evidenced by many interviews, meetings, and extensive correspondence with DVLA Fraud Team during the research and project lifecycle.

Further support for a mixed research methodology can be determined by assessing approaches to research by problem solving. 
[bookmark: _Toc133310918]Deductive and Inductive Reasoning
Daniel Miessler explored the “Difference Between Deductive and Inductive Reasoning” [36] as approaches to problem solving. Miessler’s diagram at Figure 6 shows this.
[image: Diagram
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[bookmark: _Ref131405995][bookmark: _Ref131405969][bookmark: _Toc133311008]Figure 6 - Miessler's use of Deduction and Induction for problem solving.
Fraudulent behaviours could be determined by: 
Deduction (through theory testing) and described as “it is believed this is occurring, let’s ascertain”.
AND 
Induction (through observing a pattern) “we’ve ascertained it is happening, what is needed to expose/stop it”. 
Each of the steps shown in Miessler’s diagram are applicable and highly relevant to fraud detection.

[bookmark: _Toc133310919]Positivism (Quantitative) and Phenomenology (Qualitative) Philosophies
Furthermore, assessing the philosophy of Positivism (relates to Quantitative data, “used to test or confirm theories and assumptions” [37]), and the philosophy of Phenomenology (relates to Qualitative data, “to gather in-depth insights on topics not well understood” [37]) provides further support that both research philosophies will apply.
The above confirms and validates that a mixed research approach is most applicable. 

[bookmark: _Toc133310920]Delivering the Mixed Methodology
[bookmark: _Toc133310921]Experimental Hypothesis
That DVLA should utilise Graph Database technologies to enable the interrogation of data and its relationships to other data to detect and visualise fraudulent relationships and behaviours.
[bookmark: _Toc133310922]Hardware
Dell Precision 5530 laptop with i7 Intel Processor and 32GB RAM. Windows 10 64-bit Operating System installed. Device chosen as it was readily to hand.
[bookmark: _Toc133310923]Software
Neo4j Desktop [38] Graph Database. Software chosen as the desktop version is free to use, a well-established support community exists, significant amount of literature (books, whitepapers, and on-line tutorials) is available to assist the novice in getting started. MS Excel to enable creation of a data file for import. Web browser to obtain dummy data. Arrows [39] software to draft models for validation.
[bookmark: _Toc133310924]Inputs
Representative data in a Comma Separated Value (CSV) file. For the project purpose the amount of data was limited to ~1000 records. An explanation why this figure was considered and information on how the representative data was constructed is covered in Chapter 4 “Representative Data Generation”, below.
[bookmark: _Toc133310925]Validity
The experiment is valid as: 
· RDBMS technology is currently used, by the Fraud Team, that requires complex SQL queries with multiple Joins to deliver results, the complexity is such that engineering resource is required to develop and maintain the queries. 
· RDBMS has a fixed schema; the introduction of a new field requires engineering resource to introduce the new field or table. Any change could take months to deliver. 
· Due to the sensitive nature of the fraud detection function, there is a need for the Fraud Team to be self-sufficient to safeguard function sensitivities and information on schema change. 
· Unable to visualise findings to demonstrate entity relationships for sharing with other intelligence agencies. 
 
Neo4j Graph DB addresses all the above by being relatively simple to use to construct queries, is schema-free not requiring engineering resource to facilitate change, ensuring sensitivity of function remains in-house, has in-built visualisation.
[bookmark: _Toc133310926]Reliability
The experiment has been developed with re-use in mind. Indeed, several re-runs of the data import and queries have been necessary to resolve data and modelling issues encountered. 
Comparison of query results has been undertaken against source data to check accuracy of outputs. Utilising a limited (~1000 records) dataset has readily facilitated this.
Every effort has been made to ensure that the queries are performant using knowledge gained (model design, indexes, and constraints) from research and literature review undertaken.
Case studies and whitepapers supporting the use of this database software for the purposes of fraud detection are referred to within Literature Review.
[bookmark: _Toc133310927]Is the Experiment Generalisable
Absolutely. It is possible to use a small data sample, or can be scaled up to Big Data amounts, albeit more powerful hardware will be required to maintain acceptable data processing performance. The Neo4j whitepaper on “Scaling Strategies” [33] provides further information.
[bookmark: _Toc133310928]Conducting the Experiment
To conduct the experiment firstly install the Neo4j software [38]. The following, Figure 7 to Figure 11, have been obtained from the Neo4j software [38] interface. 
Start the Neo4j application by double-clicking the Neo4j desktop icon created.  
To create a database, click the Add button, far right, and select “Local DBMS”, Figure 7. 
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[bookmark: _Ref131408684][bookmark: _Toc133311009]Figure 7 - Creating a Local Database

Complete the database name and provide a password. Click Create. Figure 8.
[image: Graphical user interface, application

Description automatically generated]
[bookmark: _Ref131408884][bookmark: _Toc133311010]Figure 8 - Naming the Database and Providing a Password
After approximately 30 seconds, the DB is available to use. Hover over its name and a Start button appears, click Start. Figure 9.
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[bookmark: _Ref131408898][bookmark: _Toc133311011]Figure 9 - The Database Start Button

The active (started) database appears at the top of the screen. Next click the down arrow to the right of Open and click Neo4j Browser. Figure 10.
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[bookmark: _Ref131408911][bookmark: _Toc133311012]Figure 10 - Opening the Neo4j Browser Interface
This launches a separate browser window containing the Neo4j interface. Figure 11.
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[bookmark: _Ref131408731][bookmark: _Toc133311013]Figure 11 - Neo4j Browser Interface
The top box is where the Cypher [4] statements are keyed. 
[bookmark: _Toc133310929]APOC Core
APOC (Awesome Procedures On Cypher) Core [40] is a code library add-on providing additional functionality, this is used within queries developed and should be installed using the instructions here [40] .
 
[bookmark: _Toc133310930]Software Development
Several Cypher [4] queries were developed to interrogate the data and expose relationships that may indicate fraudulent behaviours. 
The queries, their construct and purpose in meeting the Fraud Team objectives, are covered in Chapter 4, “Data Querying Requirements”.
[bookmark: _Toc133310931]Document Review, Case Study and Survey 
The experiment was conducted using the software with knowledge attained via the research and literature review of technical literature, on-line tutorials, case studies, whitepapers, etc. covering use of the software and query language.
Meetings with the Fraud Team helped shape their requirements regarding data needed and the sorts of queries that needed to be asked of the data. 
[bookmark: _Toc133310932]What is Unique About This Research?
It is clear from case studies and whitepapers located in the “Research and Literature Review” that use of Graph Database technology for the purpose of Fraud Detection is not wholly unique. Its use within DVLA, however, would very much be.
There are very many uses for graph databases, beside fraud detection, touching virtually every aspect of society where a relationship connects one thing to another. 
For example:
· Transport detailing bus routes and their terminal connections or flight paths and airports, 
· Network and IT operations, showing network to system connectivity, enabling fault finding and correction to reduce customer impacts, 
· Police to record criminal aliases and crime pattern analysis,
· Healthcare, exploring relationships between patients, ailments, and treatments,
· Social networks,
· Recommendation engines, linking items purchased by customers to recommend further purchases,
· Master Data Management, 
· Graph Based Search, 
· Identity and Access Management.

[bookmark: _Toc133310933]Summary
The research methodology has been assessed, with a mixed method determined. 
This thesis will be unique for the DVLA use case; however, further use cases have been identified by the research methods used, some of which will also be applicable to DVLA. 
The next chapter will introduce the project design and  implementation. 




[bookmark: _Toc133310934]Chapter 4 - Design and Implementation
[bookmark: _Toc133310935]Introduction
This major chapter determines the data models applicable, that will inform the data required for the project. The representative data generation is explored with many design decisions and their rationale provided. The chapter concludes with the scripts developed for creating the database, importing the data, and interrogating it to discover fraudulent behaviour.   

Note: Several design decisions impact both the representative data generation and graph modelling design. To avoid needless content repetition all design decisions have been compiled to a single section, “Design Decisions”, located later in this chapter.

[bookmark: _Toc133310936]Data Models Relevant to Fraud Detection
A fundamental design requirement is understanding what data is required. To determine that an understanding of the models relevant to fraud detection is required. One informs the other.
Induction refers to the observance of patterns, as referred in the Research Methodology specifically Meissler’s diagram, at Figure 6, on “Deduction and Induction”. 
It was observed during the Research and Literature Review that certain patterns were typical of fraud behaviours. Utilising information gathered from analysis of findings obtained from research of case studies and whitepapers, referred in Chapter 2, “Patterns for Fraud Detection”, models were constructed using the browser-based Arrows [39] application, see screenshot at Figure 12 and presented to DVLA Fraud Team to confirm understanding, accuracy and validate their relevance to fraudulent behaviours observed. 
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[bookmark: _Ref125528207][bookmark: _Ref125528165][bookmark: _Toc128475174][bookmark: _Toc133311014]Figure 12 - Screenshot of Model Created with Arrows Application
Examples of other models discussed with Fraud Team are shown, see Figure 13.
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[bookmark: _Ref128477068][bookmark: _Ref132098538][bookmark: _Ref132098541][bookmark: _Toc133311015]Figure 13 - Further Example Models Shared with Fraud Team
The presentation and discussion proved extremely productive and enabled some models to be discarded and highlighted other data needs, not previously considered, thereby establishing data relevant and required to develop the representative dataset.

[bookmark: _Toc133310937]Representative Data Generation
From the outset of the project, it was clear from personal experience and knowledge that the use of live/production data from the DVLA Systems of Record was never going to be permitted, due to internal Data Sharing and UK GDPR [3] constraints. 
Within the “Research and Literature Review” chapter Lopez-Rojas et al encountered a similar issue stating “This will leave the researchers with the burden of first harnessing the dataset before performing the actual research on it” [21].
To solve this, extensive efforts have been made to develop data resembling the structure of that held that is totally false and not related to any real person and/or object, ensuring that the models created are as representative of real live data as possible. 
Using representative data in this manner validates findings and assists understanding of what is being presented. 

[bookmark: _Toc133310938]Names and Addresses
A search of the internet located several websites offering random creation of UK name and address related data. Following an assessment of the usefulness of the data created, two were selected to assist delivery of this critical project objective.  
The Random Addresses Generator [41] website, Figure 14, was used to create 1,000 dummy UK addresses. 
[image: ]
[bookmark: _Ref125529902][bookmark: _Toc125446433][bookmark: _Toc128475175][bookmark: _Toc133311016]Figure 14 - Random Addresses Generator
The Random British Name Generator [42] website, Figure 15, was used to create 1000 random names to add to the addresses created. 
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[bookmark: _Ref125530653][bookmark: _Toc128475176][bookmark: _Toc133311017]Figure 15 - Random British Name Generator
Using the Excel function COUNTIF(data range, value to test) [43] formula it is ascertained that no duplicated values exist for each column’s data, thereby assuring that at this point only unique data values are present. Data anomalies will be created for analysis as the data is further developed.

[bookmark: _Toc133310939]Dates of Birth (DoB)
Dates 8 years, and more, ahead were randomly generated. This strategy was used as the Dates of Birth assigned to individuals effectively means they will not be born for several years yet. 
Thereby, ensuring no risk that the dummy individual created could be mistaken for a living person.
A specific format for DoB is required, this is explained further in “Design Decisions” later in the chapter.

[bookmark: _Toc133310940]Vehicle Registration Number (VRN)
Randomly generated data in the current standard VRN format of AANNAAA (A-Alpha, N-Number) has been generated. 
As with the DoB these VRNs will not be created for use until 2042. There is no risk that the VRN is currently in circulation.
[bookmark: _Toc133310941]E-Mail Addresses
Using the first letter of the forename coupled with the surname and appending a dummy domain (using the following formula =MID(A2,1,1) & "." & (B2) & "@OIJOINLJ.COM”) dummy email addresses are created. 
In this instance, the use of the same email domain for each record does not present any issues as it has been verified that all names are unique. However, by only using the forename initial letter several instances of the same email address are created. This data can be used to explore shared email  address relationships in later queries.

[bookmark: _Toc133310942]Document Numbers
Additional fictional values for items such as Telephone, Passport, Birth Certificate, Driver, Credit Card, and Vehicle Identification Numbers are also required. This data was developed using variations of the following Excel formula =RANDBETWEEN(2000,2999) & TEXT(RANDBETWEEN(1,50),"00") & TEXT(RANDBETWEEN(1,9999),"0000") with differing start and closing values. 
In this instance the numbers are not representative of real data formats thereby avoiding any risk of this data being a live number. 
[bookmark: _Toc133310943]Sharing a Residence
Currently only unique names and addresses exist. This doesn’t reflect reality; therefore, some addresses are duplicated to reflect household sharing.
The resulting CSV dataset has been created, see Figure 16 and Figure 17, below.
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[bookmark: _Ref132113673][bookmark: _Toc133311018]Figure 16 - Screenshot of the Representative Data Generated (Excel View)
[image: ]
[bookmark: _Ref132115123][bookmark: _Toc133311019]Figure 17 - Screenshot of the Representative Data (Notepad View)

[bookmark: _Toc133310944]Data Anomalies
Anomalous data, that may indicate fraud, where duplication and sharing of numbers exists, etc., is now introduced in a controlled manner to ensure results are as expected during import and query testing.
For the project purpose the amount of data was limited to ~1000 records. This number was considered a large enough dataset to obscure fraud behaviours, providing some realism to the hidden nature of fraud, whilst being a manageable size to validate query findings against source data.

[bookmark: _Toc133310945]Design Decisions
Throughout the development of this project there has been a requirement to make design decisions regarding data and model design.
These are listed below:

[bookmark: _Toc133310946]Case Sensitivity
From the online documentation - “Node labels, relationship types, and properties (the key part) are case sensitive” [44], this presents a problem insofar as data interrogation via cypher [4] query may yield incorrect results as the parameter “david”, is not the same as “David” or “DAVID”.
The recommendation is to use the following naming convention [44], see Figure 18. 
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[bookmark: _Ref132176397][bookmark: _Toc133311020]Figure 18 - Neo4j Online Documentation Recommended Naming Convention

For simplicity, ambiguity removal and increased query accuracy the project will adopt a convention of all uppercase for textual data values.  

[bookmark: _Toc133310947]Dates
The Fraud Team have specified a requirement to store from/to dates e.g., for vehicle keepership. 
Throughout my time as an application developer, dates have been a challenge with the variety of formats and country specific usage, for example is 04/06 the 4th June or 6th April. 
To overcome date issues for the project a personal preference, but also widely accepted, is to use ISO 8601 [45] date format of YYYY-MM-DD.
Incidentally, the issues with date formats continued as the dataset was developed, with MS Excel applying its own formats that varied within the data column between YYYY-MM-DD and DD/MM/YYYY, resulting in a confused jumble being written to the CSV file. This was noticed during data validation, following initial test data import. 
This is a gotcha that anyone re-creating this research should be aware of. To resolve the issue the required date format YYYY-MM-DD was applied within Excel and the CSV file manually checked for errors, using a text editor, prior to import. Following this method subsequent imports were error-free, but the manual check is a worthwhile task.

[bookmark: _Toc133310948]Model Design
To understand the best approaches for Graph DB data storage and, as mentioned in “Research and Literature Review” adopt a “design for queryability” [13] mindset, research was undertaken to inform model designs. 
Stefan Armbruster’s (field engineer) blog on “Worst Practices” [46] provides a multitude of extremely useful and highly relevant information to avoid bad practices. For example, from Armbruster’s blog the diagram at Figure 19 [46] shows extremist approaches where all attributes are recorded to a single node, and the opposite approach whereby attributes are broken into (too) many nodes. 
[image: Data Modeling Extremes for Properties when Working with Neo4j]  
[bookmark: _Ref132181426][bookmark: _Toc133311021]Figure 19 - Extremist Approaches for Node Attributes
Armbruster’s pragmatic advice is “the right way to model that kind of case is in the middle so everything that is a thing on its own should be a node.” [46]. 
Finding the correct balance for the project models will present a challenge.

Armbruster also touches upon database query performance impacts with model designs. In the diagram at Figure 20 [46], Armbruster demonstrates that database queries can be more efficient by not having to traverse nodes unnecessarily. 
The “UK” country code is modelled as a separate node so that the “Michael” node is not required to be traversed. 
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[bookmark: _Ref132181540][bookmark: _Toc133311022]Figure 20 - Models for Query Efficiency
Armbruster qualifies the performance efficiency by stating “While this may not make much of a difference in small datasets, it can really slow down your queries in a much larger dataset if you are hiding your main concepts in your data model.” [46]. 
Considering this, a decision to give the VIN its own node separate from the Vehicle node, as outlined in Figure 20 [46], was applied for the project. This method better facilitated development of a query to locate potentially cloned vehicles. Neo4j’s online documentation for Modelling Designs [47] supplies differing Graph database modelling techniques and examples providing valuable insight on the likely query performance for certain designs over others. As there is likely to be large amounts of data requiring query this is a critical consideration from a developer and user perspective.
Developing the project models with a view on what questions may be asked will realise long term benefits in efficiency and reduce the likelihood of model refactoring being required.

[bookmark: _Toc133310949]Designing Models for Performance
Whilst performance is not overly relevant for the small dataset used for this project, some of the modelling concepts located during the “Research and Literature Review”, outlined below, are relevant and have been adopted as best practice for the project purpose.  

De Marzi’s “Tips and Tricks” [19] proved useful in providing information on designing models for query performance.

For example, two nodes can be related by more than one relationship type and can be related by the same relationship type more than once. Relationships can also have properties, but queries will be more performant where they don’t need to read the property of a relationship. De Marzi states “it’s fairly slow to read a property from a node or relationship” [19]. In Figure 21 [19], the top query is faster as it doesn’t need to read the property of the relationship.  

[image: ]
[bookmark: _Ref132263499][bookmark: _Toc133311023]Figure 21 - Top Model Is Faster Not Needing To Read Property
In the following instance, Figure 22 [19], however, the bottom one is better as there is likely to be few homes that a person goes to and the property is unlikely to change a lot.

[image: Diagram

Description automatically generated]
[bookmark: _Ref132264239][bookmark: _Toc133311024]Figure 22 - Bottom Model Is Faster
De Marzi also suggests thinking about how the search space may be reduced to make queries faster.
For Figure 23 [19], he suggests “pick one or the other not both” indicating that one of the bottom models is better. 
To design models in this manner a full understanding of the data and its relationships is required, this will prove beneficial in the long term.  
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[bookmark: _Ref132264611][bookmark: _Toc133311025]Figure 23 - Pick One Or Other Not Both

Finally, De Marzi also states “There’s no right way to model data, there’s plenty of wrong ways” [19]. 
During the project development every effort has been made to understand the best practice modelling techniques that have been encountered during the “Research and Literature Review” and apply them.

[bookmark: _Toc133310950]Node Labels and Properties
A significant design decision was required regarding data for Email, Telephone Number, etc., should they be imported as a node or property of a node?  
Email and Telephones typically belong to, or are used by, a Person. They could, quite correctly, be expressed as properties of the Person node. A property, however, does not facilitate the creation of joins from other Person nodes to express shared use of an Email or Telephone. 
Expressing this shared use is critically important for fraud detection. Therefore, a node is required to be created for Email, Telephone Number, etc. attributes to demonstrate the item being shared/used by other Person nodes and facilitate the creation of relationships to express the sharing.
Overuse of node labels (4 max) should be avoided as labels are a form of high-level index.

[bookmark: _Toc133310951]Merge or Create Clause? 
Of critical importance to data import is the design decision on whether to use Merge or Create. The Cypher [4] Create clause is typically used for node creation. But this potentially gives an issue whereby data may be erroneously duplicated; therefore, use of Merge (checks for existence of a node only creating if it’s not present) would appear to be the way forward. Research, however, identified a vital caveat. The following was located during the Research and Literature Review from “Graph Databases for Dummies” – 
“MERGE is a tricky concept. Naively trying MERGE (:Person)-[:BUYS]->(:Product) will create a lot of new people and products. The reason is that MERGE matches the whole pattern, and if it can’t match the whole pattern, it creates the whole pattern.” [30]. Therefore, unintended duplication of data may still result. 
The solution is to split the query into several parts as shown in Figure 24 [30].
[image: Text

Description automatically generated]
[bookmark: _Ref132186515][bookmark: _Toc133311026]Figure 24 - Splitting A Query Into Several Parts To Avoid Erroneous Data Duplication
The split query method was adopted for the data import.

[bookmark: _Toc133310952]Nodes Created
[bookmark: _Toc133310953]Person 
Design Decision: Separate surnames and forenames to improve search function.

[bookmark: _Toc133310954]Address
Property Identifier (house name/number) and Postcode to be held as the key identifiers for the Address node. Thereby removing potential issues with how addresses may be captured. For example, Street, St, Str, that may impact query accuracy by overlooking valid data connections.
This decision also facilitates a composite constraint of Property Identifier (house number or name) coupled with Postcode to create a unique Address node, see “Indexes and Constraints” below. This permits multiple instances of a same house name/number AND multiple same postcodes, however there can only be one of that combination.

[bookmark: _Toc133310955]Unique Nodes
This has required critical design decision consideration as there is a need to ensure that some nodes are unique within the database. 
Addresses will be unique to assist identification of those being used as “drop addresses” [48]. As indicated earlier the house name/number and postcode will be used as a composite constraint.
Vehicles will also be unique via the Vehicle Registration Number property. This will assist identification of cloned vehicles where multiple Vehicle Identification Numbers (VINs) are shown relating to the same vehicle. 
Additionally, the nodes for Driver Number, Phone Number and Email are required to be unique, thereby preventing duplicates and ensuring that nodes sharing those items are correctly queried.
Constraints and indexes have been scripted; these are discussed within the “Data Import” section below.
[bookmark: _Toc133310956]Scripts
[bookmark: _Toc133310957]Database Refresh
During the project several imports of data were required to adjust the format of data, for example correcting the date formatting due to Microsoft Excel applying its own interpretation.
Research located assisted the draft of the following statements that locate and delete all relationships and nodes, and delete all indexes and constraints, see Figure 25. This clears the database completely to enable a fresh data import removing risks of erroneous data duplication.
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[bookmark: _Ref132618707][bookmark: _Toc133311027]Figure 25 - Clearing Everything Out For A Fresh Start

[bookmark: _Toc133310958]Applying Unique Constraints
Within the “Design Decisions” section several data attributes have been identified as required to be unique, with the reasons why.
Prior to data being imported indexes and constraints should be scripted, as doing this later could have a severe performance impact with violations of any required uniqueness being harder, and more time costly, to resolve.
“Constraints can be used to enforce that certain properties must be present for certain node label or relationship types” pp6 [31].
This capability has been used within the project to enforce that the Address node data MUST have a property identifier AND postcode. 
The following text is extracted from “Graph Databases for Dummies” pp6 [31], see Figure 26.
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[bookmark: _Ref132620026][bookmark: _Toc133311028]Figure 26 – Less-Schema Rather Than Schema-Less

Constraints will also maintain data integrity during later manual data addition by raising the following error message upon violation, Figure 27:
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[bookmark: _Ref132620928][bookmark: _Toc133311029]Figure 27 - Constraint Violation Error
In the example, a node already exists with that property identifier and postcode.
Note, if a constraint is violated then the whole transaction is rolled-back.
The scripts for the creation of the constraints and indexes required and described earlier is shown at Figure 28. Checks are made for the existence of the constraint/index before creation. 
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[bookmark: _Ref132621167][bookmark: _Toc133311030]Figure 28 - The Database Script Created for Constraints and Indexes
Upon successful completion of the script the following screen is returned, see Figure 29. Ticks are shown to confirm that each command has successfully executed.
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[bookmark: _Ref132621395][bookmark: _Toc133311031]Figure 29 - Screen Message Returned on Successful Creation of Constraints and Indexes

[bookmark: _Toc133310959]Data Import Script
Several methods of data import were located within the technical literature and on-line tutorials. These covered manual data entry through to automated import using several CSV files to represent individual data items as nodes and relationship types. 
It was realised that the data import could be accomplished using a single CSV of all data, with some minor adjustment to the script to enable it to work. 
As discussed earlier, the import steps were broken into multiple merges to prevent erroneous creation of patterns. Node relationships are created following node creations. 
The script also handles instances of Null data. For example, a Person who does not hold a Passport. Therefore, the Passport node, and relationship to a Person, will only be created if a Passport Number is present. See Figure 30.   
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[bookmark: _Ref132622561][bookmark: _Toc133311032]Figure 30 - Full Script to Import Data from a CSV File.
Upon successful completion of the import script, the following message is returned, Figure 31.
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[bookmark: _Toc133311033]Figure 31 - Information On The Data Being Added To The Database

Extreme care was taken to ensure that all data had been imported correctly. Determining the numbers of unique data items in the CSV file, using MS Excel, and comparing those amounts against a Node/Label count from the database provided confirmation of the import success, see Figure 32. The command used is shown in the figure.
[image: Graphical user interface, application, Word

Description automatically generated]
[bookmark: _Ref132623323][bookmark: _Toc133311034]Figure 32 - Counting Created Nodes by Labels

[bookmark: _Toc133310960]Query Construction
The Research and Literature Review using the mixed Research Methodology as described in the Research Methodology diagram [35], see Figure 5, provided a multitude of information on model and query construction methods. 
There is too much to repeat here, however the following, Figure 33, from “Graph Databases for Dummies” [49] provides an excellent overview.
[image: Text

Description automatically generated]
[bookmark: _Ref132267181][bookmark: _Toc133311035]Figure 33 - Quick Overview of Query Construction
In a graph database pattern matching is everything, so the key to query performance and accuracy of results lies in how specific the query pattern is. Knowing and using a node’s label, relationship type and/or direction is useful as this can be included in the query pattern which helps query performance as the database has less work to do to locate an answer.  
Ryan Boyd provided in his webinar tutorial [50] the following high-level overview, Figure 34, of a Cypher [4]  query.
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[bookmark: _Ref132631091][bookmark: _Toc133311036]Figure 34 -Components of a Cypher Query
 
[bookmark: _Toc133310961]Data Querying Requirements
The following project objectives will be realised:
· Design, and develop fraud detection models utilising representative dataset,
· Use Cypher [4] for insertion, relationship creation, interrogation, and creation of network models,
· Modelling and data querying techniques,
· Design and develop data and relationship visualisations for intelligence sharing.

Meetings held with the DVLA Fraud Team established the types of search query they’re interested in. 
Likely search queries:
· Locate number batches,
· Search by a value e.g., Email, VRN, Passport Number, etc.
· Locate > 1 linked node from a start node e.g., Address,
· Search using date parameters


[bookmark: _Toc133310962]Network Model for an Individual
Figure 35 displays the full network model for a single person, with all connected nodes, to a depth of three [*..3] relationships.  
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[bookmark: _Ref132633363][bookmark: _Toc133311037]Figure 35 - The Network Model For A Single Person

[bookmark: _Toc133310963]People Using A Single Email Address
The query in Figure 36 below returns those records where multiple Person nodes share a single email address.
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[bookmark: _Ref132633846][bookmark: _Toc133311038]Figure 36 - Multiple People Using Single Email Address
The query may be adjusted with the addition of Count and WHERE clauses to filter the number of records, returning those where more than two persons use the same email address, Figure 37. 
This removes excess noise revealing those that may be considered irregular.
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[bookmark: _Ref132634060][bookmark: _Toc133311039]Figure 37 - Filtering Records Where More Than Two Users Of Single Email Address

Going further a specific email address may be targeted and all related nodes returned. 
In the returned data many other connected nodes are exposed. Mr Wilburn appears to be using multiple property numbers for an address and aliases that may require further investigation, Figure 38.
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[bookmark: _Ref132698845][bookmark: _Toc133311040]Figure 38 - Targeting A Specific Email And Linked Nodes

[bookmark: _Toc133310964]Querying By Dates
The Fraud Team want to query by date. Date parameters may be added to the WHERE clause. 
The clause in this example applies to the KEEPER_OF relationship returning keepers of a vehicle between two dates, Figure 39.
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[bookmark: _Ref132699117][bookmark: _Toc133311041]Figure 39 - Date Parameters Used In Query
By extending the query to include further linked nodes, deeper insights of relationships between nodes are returned, Figure 40. Nothing untoward seems to be here.
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[bookmark: _Ref132699305][bookmark: _Toc133311042]Figure 40 - Extending The Query To Include Related Nodes

[bookmark: _Toc133310965]Querying By Identification Number Range
The Fraud Team expressed a requirement to identify a range/batch of numbers. 
In the example, Figure 41, the query returns nodes where the Birth Certificate number is between two values returning the Person who produced the certificate and their Address.
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[bookmark: _Ref132699452][bookmark: _Toc133311043]Figure 41 - Querying By Number Range

[bookmark: _Toc133310966]Querying by Address/Postcode
A specific postcode of interest may be queried, Figure 42. [image: Chart, bubble chart
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[bookmark: _Ref132699695][bookmark: _Toc133311044]Figure 42 - Querying A Specific Postcode
By selecting the Address nodes, in turn, and clicking the graph icon all linked nodes to that Address are displayed. 
In Figure 43, several people with different names and variations of a single name are shown as residing at the same Address. This may warrant further investigations.
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[bookmark: _Ref132699876][bookmark: _Toc133311045]Figure 43 - People With Differing Names And Variations AT Same Address

Figure 44, targets multiple Persons shown residing at single Addresses.
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[bookmark: _Ref132700033][bookmark: _Toc133311046]Figure 44 - Multiple Persons At Single Address
The query at Figure 45 counts the number of people residing at a single Address, filtering to more than two.
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[bookmark: _Ref132700144][bookmark: _Toc133311047]Figure 45 - Count How Many Reside At Single Address

 Figure 46 displays where more than two Persons reside at a single address, matching that address to any other connected nodes.
The left-hand cluster in the figure seems to have several other nodes connected, let’s look deeper.
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[bookmark: _Ref132700342][bookmark: _Toc133311048]Figure 46 - Displaying The Connected Nodes
Figure 47 shows a single Address, displaying those Persons residing there. Something is appears awry here as there appears to be several name variations being used.
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[bookmark: _Ref132700901][bookmark: _Toc133311049]Figure 47 - Persons Living At An Address

[bookmark: _Toc133310967]Querying the Number of VINs Shown for a Single Vehicle
In this instance a vehicle clone may have occurred where the same VRN is showing having several Vehicle Identification Numbers (VINs). 
Figure 48 displays the amount of VINs for a single VRN in tabular form.
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[bookmark: _Ref132702152][bookmark: _Toc133311050][bookmark: _Ref132702131]Figure 48 - Table of VRNS With Number Of VINS Against Them

Figure 49 the data is filtered to return those VRNs where more than two VINs are connected.
[image: Chart, bubble chart

Description automatically generated]
[bookmark: _Ref132702323][bookmark: _Toc133311051]Figure 49 - VRNs With More Than Two VINs

[bookmark: _Toc133310968]Query to Return Individuals with Same Full Name
Noticed earlier were instances of variations of the same name. 
Figure 50 returns those records where more than two instances of the same name occur.
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[bookmark: _Ref132702702][bookmark: _Toc133311052]Figure 50 - Persons With Same Full Name

[bookmark: _Toc133310969]Adding A New Label To Existing Nodes
Investigation has confirmed that Mr Wilburn is using several aliases. To add a new attribute with a traditional RDBMS may take days, weeks, or even months. With Graph DB we only need to add a new label to the relevant Person nodes.
A further label of “Suspect” is added to the Person nodes for Mr Wilburn, Figure 51 and 52. 
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[bookmark: _Ref132703063][bookmark: _Ref132702938][bookmark: _Toc133311053]Figure 51 - Label "Suspect" Added To Mr Wilburn Nodes
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[bookmark: _Toc133311054]Figure 52 - Six Labels Added

A potentially large set (Person) is now segmented and easier to locate. Creating the additional label provides the ability to simplify subsequent queries by returning those nodes where the label is “Suspect”, Figure 53.
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[bookmark: _Ref132704287][bookmark: _Toc133311055]Figure 53 - Returning Nodes With Label "Suspect"

It is determined that several aliases are being used by Mr Wilburn, whose real name is Lewis T Wilbrough. A new Alias node will be created. 
Firstly, a constraint is added to make the Alias name unique, Figure 54.
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[bookmark: _Ref132704587][bookmark: _Toc133311056]Figure 54 - Add Constraint To Make Alias Name Unique

An overarching Alias node can be created of the individual’s known name and HAS_ALIAS relationships created to those names that are being fraudulently used, Figure 55. 
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[bookmark: _Ref133235817][bookmark: _Toc133311057]Figure 55 - Alias Node Created With Known Alias Relationships Added To Person Nodes

An expanded view of Figure 38, is shown at Figure 56.

[image: ]
[bookmark: _Ref133235845][bookmark: _Toc133311058]Figure 56 - Expanded View Of Figure 38
The project solution is complete.
[bookmark: _Toc133310970]Summary
Fraud, not always obvious, has been shown to be detectable using the graph tooling used with the query methods developed and utilised throughout this chapter, returning results that warrant further investigation. 
The following chapter will review and evaluate what has been delivered for this thesis against the stated aim and objectives.

[bookmark: _Toc133310971]Chapter 5 – Evaluation
[bookmark: _Toc133310972]Introduction
This chapter reviews the project aim and objectives and assesses them against what has been delivered, determining whether they have been met, and to what extent.
[bookmark: _Toc133310973]Project Objectives
Summary of objectives and how they were met:
· Research models relevant to fraud detection - Several fraud models were researched during Research and Literature Review. These, and self-developed examples, were presented to the Fraud Team for validation. Information on other data relevant to their practices was obtained.
· Research data relevant for Fraud Detection, design/develop representative fraud dataset – Dummy UK address and name data obtained. Dummy Dates of Birth and other data developed to create a fictional representative dataset. 
· Research/develop representative fraud models utilising representative dataset – Models created using representative dataset.
· Learn Cypher [4] language to populate/interrogate database – Research and Literature Review located books, on-line tutorials, and technical communities to enable language learning for database population and interrogation.
· Research data modelling/querying techniques to discover fraudulent behaviour – Utilising the information obtained by Research, queries created to discover fraudulent behaviours. 
· Design/develop data visualisations for intelligence sharing – Query results visualised data for intelligence sharing.
· Demonstrate to Fraud Team, and interested parties, project progress, and results – Project progress and results delivered, final demonstration to Fraud Team not yet delivered.

Excepting final demonstration to the Fraud Team, not yet completed due to time constraints, all listed project objectives were met. 

[bookmark: _Toc133310974]Aim
The project aim was to deliver a solution to enable “Research and Analysis of a Network Model for Fraud Detection”. 
This aim was met with a functioning populated database delivered. As representative data was used the queries developed can easily be re-used against live data. Each of the requirements for data querying has been delivered, plus others not requested. All code developed is available within Appendix A. 
[bookmark: _Toc133310975]Doing It Again Differently?
Would I do it again differently? No, the decision to use dummy representative data to demonstrate findings was correct and will prove beneficial in aiding better understanding of the capabilities of Graph Database Technology to locate and display related data for, amongst other things, fraud detection.
The choice of tooling was correct. The project has confirmed that Graph Databases are the right tool to deliver the objectives and aim of detecting fraud, within the constraints of sensitivities of team working practice and data, as previously mentioned. 
[bookmark: _Toc133310976]Summary
The chapter has determined that most objectives have been met to deliver the aim and stated the belief that the project would not be done any differently. 
The next chapter lists the conclusions arrived at during the project, with listed benefits and recommendation.

[bookmark: _Toc133310977]Chapter 6 - Conclusions and Recommendations 
[bookmark: _Toc133310978]Conclusions
The introduction provided an outline of the problem and scale of fraud being undertaken. The National Crime Agency’s (NCA) believe that this is an under-reported issue [51] [2]. 
The Research and Literature Review established some principles regarding information sources and their validation. It repeated the case for Graph technology. Further understanding of graph modelling and techniques, were obtained with a recognition that there is no "one size fits all" model. Boyd's webinars proved invaluable for introducing concepts for node, property, and relationship naming. Development of data models, import and queries to interrogate the data were guided with useful tips and tricks provided by De Marzi [22] and Robinson, Webber et al [34]. All the information obtained contributed to the delivery of the project outcome.
The Research and Literature Review determined that fraud is not a unique problem to governments and businesses, and that establishments have been able to identify common patterns of fraudulent behaviours.  
The research looked at the quest for data and considered the issues of data uniqueness, this information was critical and applied during design and development. 
A mixed Research Methodology was considered most suitable, considering the depth of approaches and strategies needed to complete the project. The method rationale provides evidence of the approaches and strategies used. Meissler's approach to problem solving using Deductive and Inductive reasoning when applied to fraud detection were explored and found to be most applicable.
Installing the tooling to be used for the project was covered. Other graph use cases, beyond fraud detection, were listed.  
Design and Implementation explored the common patterns of fraudulent behaviours. These were shared with the Fraud Team to confirm similar models, plus additional ones, that were relevant and required. It also covered representative data (people, locations, and objects that use services) generation as production data cannot be used, and the introduction of data anomalies to mimic fraudulent behaviour. 
Design decisions were explored and the rationale for them, covering performance and queryability. The chapter detailed the scripts created to refresh and populate the database with the data constraints utilised. Data import was explored, and the queries developed for data interrogation were analysed, with images of the results produced provided. This information contributed to the solution core.
[bookmark: _Toc133310979]Benefits
The project demonstrated the benefits of using graph databases to discover and visualise possible fraudulent behaviours. The queries developed covered several behaviours and showed how they could be used to interrogate the data to expose them. 
The DVLA has an established Fraud Team, there is opportunity to add additional capability to existing tooling to further the detection of fraud and enable improved intelligence sharing through visualisation, that is not currently available.
[bookmark: _Toc133310980]Recommendation
The project has demonstrated that Graph Database technologies are highly suited for data interrogation, exposing and visualising network models for fraudulent behaviour detection. This is supported by the Literature Review findings. 
It is hereby recommended that DVLA review this project’s findings and outcomes and consider a work deliverable to explore adoption of Graph Database technology.


[bookmark: _Toc133310981]Chapter 7 – Reflection
[bookmark: _Toc133310982]Introduction
This chapter is a personal reflection on what has been achieved and learned during the project’s delivery.

[bookmark: _Toc133310983]Research and Literature Review
Undertaking the Research and Literature Review for the project has enabled me to understand the methodology, approaches, and strategies of research, and how these can be used to deliver an outcome. They’ve assisted my locating and assessing research material, made me question material sources and to make additional effort to validate stated claims. 
The review enabled me to source some valuable literature and material produced by extremely knowledgeable people, whose previous experience has been captured into technical books [13] [31]. Their expertise has provided me sufficient knowledge and confidence to explore and experiment differing methods of importing and querying data, to avoid several pitfalls that may have impacted delivery, and to consider differing methods of data modelling whilst keeping queryability and likely questions to be asked of the data, foremost in mind. 
These skills will help me with any research tasks I undertake in the future.

[bookmark: _Toc133310984]Interview and Requirements Gathering
One of the research methodology strategies is Survey. For the project purpose, I interpreted that as Interviewing and Requirements Gathering. This was necessary, to gain a thorough understanding of what fraud detection involves and what needs to be done to deliver a solution that will meet the Fraud Team requirements. 
Open questioning skills are vital to gaining understanding and in teasing those pieces of vital information out. The project enabled me to enhance, and improve on, those skills.
  
[bookmark: _Toc133310985]Presentations
Undertaking the project has enabled me to improve development of,  and delivery skills for,  presentations, especially for the two Vivas and presenting to the Fraud Team.  In my work role I, on occasion, deliver presentations. It is not something I enjoy, as nerves tend to get the better of me.
That said, further exposure to the experience, as required during the project, can only help to build confidence, and numb some of the presentation dread.

[bookmark: _Toc133310986]Further Benefits
Various aspects of the project have provided me opportunity to learn and develop new skills. For example, a new querying language (Cypher [4]), to discover and use graph modelling software (Arrows [39]), and to see how graph databases (Neo4j [38]) can be used to store data and relationships between data. 
Additionally, working through the project has enabled me to see many other uses for graph databases technology. For example, I develop and maintain a website for a caravan club. It became apparent that the graph database could be used to visualise the website content (a site map), recording, and displaying the relationships and links between objects and database connectivity to better enable page updates, avoid broken links and assist troubleshooting by being able to query relationships between objects. Figure 57 shows the model created. 
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[bookmark: _Ref132710370][bookmark: _Toc133311059]Figure 57 - Graph Model Of Website And Database Objects

[bookmark: _Toc133310987]Sense Of Achievement
Undertaking the project has provided me some focus and motivation to assist my recovery from  health issues and surgery that threatened to impact delivery of the project. Now the project approaches completion I’m happy that I’ve completed it on time and have a sense of achievement having delivered something that can only improve the Fraud Team’s work. 

[bookmark: _Toc133310988]Could I Have Done it Better?
I don’t believe so. The methods and skills I have learned and applied during the project have enabled me to deliver the solution I hoped for. That solution has, for me, surpassed expectation. 
I’m content that the project and this research paper have been done to the best of my ability, and I’m proud of that. 

[bookmark: _Toc133310989]Next Steps
Present the project solution to Fraud Team and Architecture colleagues.  to obtain sponsorship to move this work forward for at least a Proof of Concept, and hopefully formal adoption. 
(10,299 words)
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[bookmark: _Toc133310994]All Cypher Query Code Developed For The Project

//01. Remove ALL Data
MATCH (n) DETACH DELETE n;

// Drop all indexes and constraints
CALL apoc.schema.assert({}, {})

//02. Create constraints and indexes.

CREATE CONSTRAINT uniqueAddress IF NOT EXISTS FOR (a:Address) REQUIRE (a.addid, a.postcode) IS UNIQUE;
CREATE CONSTRAINT uniqueVehicle IF NOT EXISTS FOR (v:Vehicle) REQUIRE (v.vrn) IS UNIQUE;
CREATE CONSTRAINT uniqueDriverNo IF NOT EXISTS FOR (d:DriverNo) REQUIRE (d.driverno) IS UNIQUE;
CREATE CONSTRAINT uniquePhoneNumber IF NOT EXISTS FOR (p:PhoneNumber) REQUIRE (p.phonenumber) IS UNIQUE;
CREATE CONSTRAINT uniqueEmail IF NOT EXISTS FOR (e:Email) REQUIRE (e.email) IS UNIQUE;

CREATE TEXT INDEX idxAddressId IF NOT EXISTS FOR (a:Address) ON (a.addid);
CREATE TEXT INDEX idxAddressPostcode IF NOT EXISTS FOR (a:Address) ON (a.postcode);
CREATE TEXT INDEX idxVRN IF NOT EXISTS FOR (v:Vehicle) ON (v.vrn);
CREATE TEXT INDEX idxBirthCertNo IF NOT EXISTS FOR (b:BirthCertNo) ON (b.birthcertno);

//02a. LOAD DB
LOAD CSV WITH HEADERS FROM 'file:///projectdummydata1000.csv' AS line
MERGE (p:Person {forename:line.FORENAME, surname:line.SURNAME, fullname:line.FULLNAME, dob:line.DOB})
MERGE (a:Address {propid:line.PROPID, address:line.ADDRESS, postcode:line.POSTCODE})
MERGE (p)-[:RESIDES_AT]->(a)
MERGE (dl:DriverNo {driverno:line.DRIVERNO})
MERGE (dl)-[:HAS_ADDRESS]->(a)
MERGE (p)-[:HAS_LICENCE]->(dl)
MERGE (v:Vehicle {vrn:line.VRN})
MERGE (v)-[:KEPT_AT]->(a)
MERGE (p)-[:KEEPER_OF {fromdate:line.FROMDATE}]->(v)
MERGE (vi:Vin {vin:line.VIN})
MERGE (v)-[:HAS_VIN]->(vi)
MERGE (e:Email {email:line.EMAIL})
MERGE (p)-[:HAS_EMAIL]->(e)
MERGE (bc:BirthCertNo {birthcertno:line.BIRTHCERTNO})
MERGE (p)-[:PRODUCED_BIRTHCERT]->(bc)
FOREACH (x IN CASE WHEN line.PASSPORTNO IS NULL THEN [] ELSE [1] END |
	MERGE (pn:PassportNo {passportno:line.PASSPORTNO})
	MERGE (p)-[:PRODUCED_PASSPORT]->(pn))
FOREACH (x IN CASE WHEN line.PHONENUMBER IS NULL THEN [] ELSE [1] END |
    MERGE (ph:PhoneNumber {phonenumber:line.PHONENUMBER})
    MERGE (p)-[:HAS_PHONE]->(ph))

//03. Count Nodes by Labels
CALL apoc.meta.stats() YIELD labels
RETURN labels;

//03a. Return ALL data for a single record to depth of 3 relationships
MATCH path=(Person {surname:"ABRAMS"})-[*..3]-()
RETURN path

//04. Multiple email users
MATCH t= (:Person)-[]->(:Email)<-[]-(:Person) RETURN t LIMIT 200

//04a. More than 2 users of email address
MATCH (p:Person)-[]->(e:Email)
WITH COUNT(DISTINCT p) AS Amt, e 
// The value below can be increased to further refine output
WHERE Amt>2
MATCH (p:Person)-[]->(e:Email)
RETURN p,e

//04b. Drill down on target email
//Mr Wilburn is using multiple property numbers for an address!!
MATCH t= (:Person)-[]->(:Email {email: "L.WILBURN@OIJOINLJ.COM"})<-[]-()--() RETURN t LIMIT 20

//05. Records between dates
MATCH p=()-[q:KEEPER_OF]-(v)
where q.fromdate>="2065-01-18" and q.fromdate<="2065-01-19"
RETURN p

//05a. Records between dates plus
MATCH p=()-[q:KEEPER_OF]-(v)--()
where q.fromdate>="2065-01-18" and q.fromdate<="2065-01-19"
RETURN p

//06. Birth Certs in a range
MATCH p= (b:BirthCertNo WHERE b.birthcertno >= "2038120964"and b.birthcertno <= "2038120986")--(:Person)-[:RESIDES_AT]->(:Address) 
RETURN p;

//07. Nodes connected to a Postcode
MATCH (n:Address {postcode: "TS8 9FJ"})-[]-()
RETURN n

//08. Multiple persons at property
match(x:Person)-[:RESIDES_AT]->(y:Address)<-[:RESIDES_AT]-(z:Person)
return x,y,z

//08a. More Than 2 People at Property
MATCH (f:Person)-[p:RESIDES_AT]->(h)
WITH COUNT(f) AS Amt, h.postcode as PostCode, h.propid as PropertyID
ORDER BY Amt DESC
WHERE Amt>2
RETURN Amt, PostCode, PropertyID

//08b. Retrieving the records
MATCH (f:Person)-[p:RESIDES_AT]->(h)
WITH COUNT(f) AS Amt, h.postcode as PostCode, h.propid as PropertyID
WHERE Amt>2
MATCH x=(:Address {postcode: PostCode, propid: PropertyID})--()
RETURN x

//08c. Drill down on specific address
MATCH x=(:Address {postcode: "TS8 9FJ", propid:"5"})--(:Person) RETURN x

//09. Number of VIN per Vehicle
MATCH (v)-[hv:HAS_VIN]->(vi)
WITH COUNT(DISTINCT vi) AS Amt,v AS VRN
ORDER BY Amt DESC
RETURN VRN, Amt
LIMIT 20

//09a. Retrieving the records
MATCH (v)-[hv:HAS_VIN]->(vi)
WITH COUNT(DISTINCT vi) AS Amt,v.vrn AS VRN
WHERE Amt>2
MATCH x=(:Vehicle {vrn:VRN})-[:HAS_VIN]-()
RETURN x

//10. Persons same full name
MATCH (p:Person)
WITH p.fullname AS ps, collect(p) AS nodelist, COUNT(*) AS cnt
WHERE cnt>2
RETURN nodelist 
ORDER BY cnt DESC

//10a. Mark Suspect
MATCH (p:Person WHERE p.fullname = "LEWIS WILBURN" OR p.fullname = "LEWIS X WILBURN")
SET p:Suspect

//10b. Retrieve Suspect
MATCH (s:Suspect) 
RETURN s;

//10c. Create Alias Constraint
CREATE CONSTRAINT uniqueAlias IF NOT EXISTS FOR (a:Alias) REQUIRE (a.name) IS UNIQUE;

//10d. Create Alias node attach persons
CREATE (a:Alias {name:"LEWIS T WILBROUGH"})
WITH a
MATCH (p:Person WHERE p.fullname="LEWIS WILBURN" OR p.fullname="LEWIS X WILBURN")
WHERE NOT EXISTS ((a)-[:HAS_ALIAS]->(p))
CREATE (a)-[:HAS_ALIAS]->(p)
RETURN a, p


[bookmark: _Toc133310995]Appendix B - Other Useful Content
The following is other useful content that was not able to be added to the project due to word count constraints.

[bookmark: _Toc133310996]Neo4j Browser
Getting started with Neo4j browser - https://neo4j.com/developer/neo4j-browser/#_styling_neo4j_browser_visualization

[bookmark: _Toc133310997]Bastani’s “Bank Fraud Detection”
Bastani’s “Bank Fraud Detection” GitHub page  provides code examples to create a fraud ring scenario with sample queries to locate possible fraudulent behaviours.
https://github.com/neo4j-contrib/gists/blob/master/other/BankFraudDetection.adoc
 
[bookmark: _Toc133310998]Explain Command
Use Explain to understand query execution plan without it executing or returning results.

[bookmark: _Toc133310999]Profile Command
Executes query, returns results with profile information.

[bookmark: _Toc133311000]Model Advice
Extracted from “Graph Databases for Dummies” [31], the following is useful modelling advice, Figure 58.
[image: Text
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[bookmark: _Ref133236291][bookmark: _Toc133311060]Figure 58 - Modelling Advice pp8 [31]


[bookmark: _Toc133311001]ASCII Art
The following Figures 59, 60 and 61 are from Ryan Boyd’s “Intro to Graph Databases Episode 5” [52].
[image: Graphical user interface, text, application

Description automatically generated]
[bookmark: _Ref133236522][bookmark: _Toc133311061]Figure 59 - ASCII Art For Nodes

[image: Graphical user interface, text, application  Description automatically generated]
[bookmark: _Toc133311062]Figure 60 - ASCII Art For Relationships
[image: Text  Description automatically generated with medium confidence]
[bookmark: _Toc133311063]Figure 61 - Patterns

[bookmark: _Toc133311002]REMOVE and DELETE
Extracted from “Graph Databases for Dummies” [31], the following is useful for Removing and Deleting data, Figure 62.

[image: Graphical user interface, text, application, email

Description automatically generated]
[bookmark: _Ref133236545][bookmark: _Toc133311064]Figure 62 - Remove and Delete Labels, Nodes and Relationships pp30 [34]
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(GK420BG  03/06/2065 2775246060 C.ARNOLD@OIIOINL.COM
BCA42BDQ  12/05/2065 5352346984 N.ASHFORD@OIJOINL.COM
LN42UBF  01/07/2065 2912175311 HASHTON@OLJOINU.COM
TV42ZCF  23/07/2065 3206138261 J.ASPINALL@OIIOINL.COM
MO420DE  04/09/2065 1480188568 B.ASTON@OIIOINL.COM
PS420AG  22/04/2065 3229395703 M.ASTON@OLIOINL.COM
EEA2AGI  18/06/2065 3638143583 M.ATHERTON@OLIOINL.COM
UX42ABZ  31/05/2065 3430326463 S.ATKINS@OLOINL.COM
SV42ACZ  31/01/2065 1841328031 P.ATKINSON@OUOINL.COM
MPA42ZHD  28/07/2065 1818212941 C.AYRES@OLOINL.COM
NN42BQF  12/03/2065 2287110101 H.BAILEY@OUOINL.COM
JKa28BQ  02/09/2065 2437352802 W.BAKER@OUOINL.COM
CE42BHQ  16/07/2065 1625249234 R.BALLARD@OUOINL.COM
EHA2BGO  17/07/2065 1992216181 A.BANNISTER@OLJOINL.COM
VY42AZG  24/01/2065 4710200174 H.BARKER@OUOINL.COM
NPA42BUF  13/09/2065 1928012279 T.BARNETT@OLIOINL.COM
LN42BOH  25/07/2065 4183423134 D.BARR@OUOINL.COM

WW4240A

5959415282 D.BARRETT@OLOINLI.COM

R

5606044873
6825184120
5355097609
6223135260
6698055591
6460413071
6417287744
6120265982
5704196578
5302131059
5665490247
5971017458
6209010777
5709291876
5489120096
5586314723
6530241291
5906271185
6606198877
6197026820
6229351252
6941342517
6244032829
5333285548
5206320824
5109027372
5817290908
6500127218
6940429814
5621184786
6020194086
5294083129
6199410148
6240312955
6924409868
6500182537
6129231819

o [ a
BIRTHCERTNO PASSPORTNO DRIVERNO CARDNOPONO
2038120947 2405018557 9244315827
2038120948 2809475576 9220264162
2038120949 2028127830 9581369135
2038120950 2689247607 8410362041
2038120951 2946481683 8450388975
2038120952 2669419714 8949124150
2038120953 2577249315 8979208870
2038120954 2345124158 8359119331
2038120955 2184233507 8192033958
2038120956 2949484138 8975359182
2038120957 2671081719 8771070163
2038120958 2500293476 8205256161
2038120959 2431429894 8784107923
2038120960 2885063372 8555147015
2038120961 2647281878 9754396535
2038120962 2221236846 8412456397
2038120963 2801381263 9283368671
2038120964 2948075707 8244400077
2038120965 2817492179 9413263623
2038120966 2379174917 8796029507
2038120967 2007383679 8748049194
2038120968 2671498765 8727285475
2038120969 2560026065 9166254363
2038120970 2505122389 9787052962
2038120971 2850097953 8911398795
2038120972 2297171070 9911080758
2038120973 2418048544 9606411703
2038120974 2698394803 8589477685
2038120975 2058153253 9308316850
2038120976 2819405214 8695293854
2038120977 2511288901 9318463873
2038120978 2766124137 8485444636
2038120979 2830031551 9956465446
2038120980 2803318126 8309490458
2038120981 2180436294 9554282774
2038120982 2715381818 9323120192
2038120983 2502294600 8463117214
2555091157

2038120984

8206026202

6210212298
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File Edit Format View Help

fID, FORENAME , SURNAME , FULLNAME, DOB, PROPTD, ADDRESS,, ORTGINALADDRESS , POSTCODE , PHONENUMBER , VRN , FROMDATE , VIN, EMATL , BIRTHCERTNO, PASSPORTNO, DRIVERNO, CARDNOPONO

1, JAMES, ABRAMS, JAMES ABRAMS,2038-01-17,7,"IVY BANK, PRESTBURY","7 TVY BANK, PRESTBURY",GL52 S5LW,(81242) 325035,CE42AUD,2065-01-17,3917346887,1. ABRAMS@OTIOTNL] . COM, 2638120947, 2405018557, 9244315827, 5606044873

2, MARK, ADAMS, MARK ADAMS ,2643-03-23,15, "CHALKWELL COURT, EAVES ROAD, DOVER","15 CHALKWELL COURT, EAVES ROAD, DOVER",CT17 SUA,(@1384) 683700,CE42THC,2065-03-23,2521188215,M. ADAMSGOTIOINL] . COM, 2038120948, 2809475576, 9220264162, 6825184120
3,DAVID, ADKINS,DAVID ADKINS, 2043-84-68,19, "HOLMCROFT ROAD, STAFFORD","19 HOLMCROFT ROAD, STAFFORD",ST16 1JF,(@1785) 145583,TU428DQ, 2065-04-08, 5568159179, D. ADKINSGOTJOINL] . COM, 2038120949, 2028127830, 9581369135, 5355097609

4,ATSHA, AFZAL, ATSHA AFZAL,2039-04-14,FLAT 3,"SHIRLEY COURT, 7 ABBEY ROAD, ILFORD","FLAT 3, SHIRLEY COURT, 7 ABBEY ROAD, ILFORD",TG2 7NE,(01708) 656021,TKA28QD,2065-04-

14,3763396269, A. AFZALGOT0TNL] . COM, 2038120950, 2689247607, 8410362041, 6333135260

5,DILWAR,ALT,DILWAR ALT,2042-67-65,5,"0LD CHURCH STREET, OSSETT","S OLD CHURCH STREET, OSSETT",WF5 8PZ,(81924) @54650,CC42BHU,2065-07-05,1330298286,D.ALTIQOTIOTNL] . COM, 2038120951, 2946481683, 8450388975, 6698055591

6,MARTA, ALT,MARTA ALT,2031-11-31,5,"0LD CHURCH STREET, OSSETT","5 OLD CHURCH STREET, OSSETT",WFS 8PZ,(01924) 854650,MN42ACQ,2065-11-31,2260028167,M.ALTGOTIOINL] . COM, 2038120952, 2669419714, 8949124150, 6460413071

7,SHEZAN, ALT, SHEZAN ALT,2030-01-66,5,"0LD CHURCH STREET, OSSETT","S OLD CHURCH STREET, OSSETT",WF5 8PZ,(91924) @54650,HJ427HF,2065-01-06,4755412331, 5. ALIQOTIOTNL] . COM, 2038120953, 2577249315, 8979208870, 6417387744

8, CATHERINE, ALLEN, CATHERTNE ALLEN,2032-63-24,1,"LUND HALL, ULVERSTON","1 LUND HALL, ULVERSTON",LA12 9DS,(015395) 17461,RRA2ABT,2065-03-24,5774242412,C . ALLENGOTIOTNL] . COM, 2038120954, 2345124158, 8359119331, 6136265982

9, ELEANOR, ALLEN, ELEANOR ALLEN,2043-62-28,312, "HELMSHORE ROAD, HASLINGDEN","312 HELMSHORE ROAD, HASLINGDEN",B84 4DJ,(@1282) 282313,DD42AUD,2065-02-28,529337802, E . ALLENGOTIOINL] . COM, 2038120955, 2184233507, 8192033958, 5704196578

10, JONATHAN, ALMOND, JONATHAN ALMOND, 2036-67-08,47, "MANLEY ROAD, MANCHESTER™,"47 MANLEY ROAD, MANCHESTER",M16 8HP,(@161) 233 6008,BD42ACQ,2065-07-08,3557139301, . ALMONDGOTIOTNL . COM, 2038120956, 2949484138, 8975359182, 5303131059

11,PAUL, ALMOND, PAUL ALMOND, 2040-62-23,54, "SEVEN SISTERS ROAD, EASTBOURNE","54 SEVEN SISTERS ROAD, EASTBOURNE™,BN22 ONT,(91323) 447430,XY42TAG,2065-02-23,3851379444,P. ALMONDGOTIOTNL] . COM, 2038120957, 2671081719, 8771870163, 5665496247

12, ANGELA, ANDREWS , ANGELA ANDREWS, 2033-89-31,14, "VERNALLS GARDENS, BOURNEMOUTH","14 VERNALLS GARDENS, BOURNEMOUTH",BH1® 7HT,(01202) 083876,NNA2B0G,2065-09-31,2460324984,A. ANDREWSGOTIOTNL] . COM, 2038120958, 2500293476, 8205256161, 597117458
13, LAURA, ANDREWS , LAURA ANDREWS , 2038-82-25,11, "ROWAN CLOSE, KEELBY","11 ROWAN CLOSE, KEELBY",DNA1 8SA,(01469) @13403,G142UEB,2065-62-25,5267483307, L . ANDREWSGOTJOTNL] . COM, 2038120959, 2431429894, 8784187923, 6209010777

14, MATTHEM, ANDREWS , MATTHEW ANDREWS,2044-10-25,11,"ROMAN CLOSE, KEELBY","11 ROWAN CLOSE, KEELBY",DNAL 8SA,(@1469) @13403,G142AEZ,2065-10-25,1649011168, M. ANDREWSGOTIOTNL . COM, 2038120960, 2885063372, 8555147015, 5709291876

15, EMMA, ANSTEAD, EMMA ANSTEAD, 2037-08-02,5, "WOOLLEY CLOSE, HOLLINGWORTH","S WOOLLEY CLOSE, HOLLINGHORTH",SK14 8P, (81457) 487303,HHA2AFZ,2065-08-02,4880336335, E. ANSTEADGOTIOINL] . COM, 2038120961, 2647281878, 9754396535, 5489120096

16, WASEEM, ANWAR, WASEEM ANWAR,2033-16-11,162,"TILEHOUSE LANE, SHIRLEY","162 TILEHOUSE LANE, SHIRLEY",B99 1PW,(@1564) 513664,GHA2BOF ,2065-10-11,1881133247, . ANWARGOTIOTNL] . COM, 2038120962, 2221236846, 8412456397, 5586314733

17, ANN, ARCHER, ANN ARCHER, 2042-01-30,4, "LTLAC WAY, ALLESTREE","4 LILAC WAY, ALLESTREE",DE22 2NX,(@1332) 170713,UV42AUB,2065-01-30, 5229336038, A. ARCHERGOTJOINL] . COM, 2038120963, 2801381263, 9283368671, 6530241391

18,DAVID, ARCHER, DAVID ARCHER,2043-11-12,4,"LTLAC WAY, ALLESTREE","4 LTLAC WAY, ALLESTREE",DE22 2NX,(@1332) 176713,HK42QJE,2065-11-12,261076148,D. ARCHERGOIJOTNL] . COM, 2638120964, 2948075707, 8244400077, 5906271185

19, NORMAN, ARMSTRONG, NORMAN ARMSTRONG ,2633-01-@1,UPPER MATSONETTE,"FRON HOUSE, JUBILEE ROAD, BARMOUTH","UPPER MATSONETTE, FRON HOUSE, JUBILEE ROAD, BARMOUTH",LL42 1EE,(@1341) 801687,FHA20ED,2065-01-

@1,2189178189, N. ARMSTRONGGOTJOINL] . COM, 2038120965, 2817492179, 9413263623, 6606198877

20, TAMMY, ARMSTRONG, TAMMY ARMSTRONG, 2043-12-84,UPPER MATSONETTE,"FRON HOUSE, JUBILEE ROAD, BARMOUTH","UPPER MATSONETTE, FRON HOUSE, JUBILEE ROAD, BARMOUTH",LL42 1EE,(@1341) 801687,MM42BUH,2065-12-

04,2447019534, T . ARMSTRONGGOTJOINL] . COM, 2038120966, 2379174917, 8796029507, 6197036820

21, CAROLYN, ARNOLD, CAROLYN ARNOLD, 2045-86-03,14, "WELL STREET, NEWCASTLE","14 WELL STREET, NEWCASTLE",STS 1BP,(@1782) 761856,GKA42QBG,2065-06-03,2775346060, C. ARNOLDGOTJOINL] . COM, 2038120967, 2007383679, 8748049194, 6329351252

22, NATHANTEL , ASHFORD, NATHANTEL ASHFORD,2034-05-12,65A, "HART ROAD, BENFLEET","65A HART ROAD, BENFLEET",SS7 3PB,(91268) 180635,BC42BDQ,2065-05-12,5352346984,N. ASHFORDGOTIOINL] . COM, 2038120968, 2671498765, 8727285475, 6941342517

23, HEATHER, ASHTON, HEATHER ASHTON, 2030-87-01,WEST GRANGE COTTAGE,"RED HOUSE LANE, SHIPTONTHORPE",”WEST GRANGE COTTAGE, RED HOUSE LANE, SHIPTONTHORPE™,Y043 3PY,(01430) 320768,LNA2UBF,2065-07-

©1,2912175311, H. ASHTONGOTJOINL] . COM, 2038120969, 2560026065, 9166254363, 6244033829

24,JULTE, ASPTNALL, JULTE ASPINALL,2035-67-23,14, WESTBURN TERRACE, SUNDERLAND","14 WESTBURN TERRACE, SUNDERLAND",SRE 9RB,(0191) 728 2545,TV42ZCF,2065-07-23,3206138261,1.ASPTNALLGOTIOINL] . COM, 2038120970, 2505122389, 9787052962, 5333385548
25, BENJAMIN, ASTON, BENJAMIN ASTON,2030-89-04,9@,"GOUGH CRESCENT, POOLE","98 GOUGH CRESCENT, POOLE",BH17 713, (01202) 426115,M0420DE,2065-09-04,1480188568, . ASTONGOTI0TNL] . COM, 2038120971, 2850097953, 8911398795, 520633824

26, MARTINNE , ASTON, MARTINNE ASTON,2042-84-22,9@,"GOUGH CRESCENT, POOLE","98 GOUGH CRESCENT, POOLE",BH17 713,(01202) 426115,PS420AG,2065-04-22,3229395703, M. ASTONGOTIOTNL] . COM, 2038120972, 2297171070, 9911680758, 5109027372

27, MARGARET , ATHERTON, MARGARET ATHERTON,2039-06-18,28,"OVAL ROAD, RUGBY","28 OVAL ROAD, RUGBY",CV22 SLH,(91788) 828008,EE42AGI,2065-06-18,3638143583,M. ATHERTONGOTJOINL] . COM, 2038120973, 2418048544, 9686411703, 5817390908

28, SUSAN, ATKINS, SUSAN ATKINS,2042-05-31,3, "HALF MOON VILLAGE, NEWTON ST CYRES”,"3 HALF MOON VILLAGE, NEWTON ST CYRES",EX5 5AD,(91392) 427328,UX42ABZ,2065-05-31,3430326463,5. ATKINSGOTIOINL] . COM, 2038120974, 2698394803, 8589477685, 6500127218
29,PETER, ATKINSON, PETER ATKINSON,2031-61-31,7,"KAYMILE CLOSE, NEW WALTHAM","7 KAYMILE CLOSE, NEW WALTHAM",DN36 4YB,(@1472) 541261,5V42ACZ,2065-01-31,1841328031,P. ATKINSONGOTIOINL] . COM, 2038120975, 2858153253, 9308316850, 6940429814

30, CARL, AYRES, CARL AYRES,2033-07-28,4, "LLYWELYN CLOSE, CTLMERY","4 LLYWELYN CLOSE, CILMERY",LD2 3GE,(91982) 382260,MPA2ZHD,2065-07-28,1818212941,C. AYRESGOIJOINL] . COM, 2038120976, 2819405214, 8695293854, 5621184786

31,HAROLD, BATLEY, HAROLD BATLEY,2041-03-12,1,"THE BEECHES, RECTORY LANE, UPTON WARREN","1 THE BEECHES, RECTORY LANE, UPTON WARREN",B61 7EL,(@1527) 401671,NN42BQF,2065-03-

12,2287110101,H.BATLEYGOTIOINL] . COM, 2038120977, 2511288901, 9318463873, 6020194086

32,WILLTAM,BAKER, WILLTAM BAKER,2043-69-02,81,"STATION ROAD, CASTLE DONINGTON","81 STATION ROAD, CASTLE DONINGTON",DE74 2HL,(01509) 377256,KA288Q,2065-9-62,2437352802, . BAKERGOTIOTNL] . COM, 2038120978, 2766124137, 8485444636, 5294083139
33,RUSSELL, BALLARD, RUSSELL BALLARD, 2037-07-16,355, "HOSPITAL STREET, BIRMINGHAM","355 HOSPITAL STREET, BIRMINGHAM",B19 2NL,(@121) 383 6786,CEA2BHQ,2065-07-16,1625249234, R . BALLARDGOTJOINL] . COM, 2038120979, 2830031551, 9956465446, 6199410148
34, ANDREW, BANNTSTER, ANDREW BANNTSTER, 2043-7-17,FLAT 3,712 BASSETT ROAD, LONDON","FLAT 3, 12 BASSETT ROAD, LONDON",W1® 611,(020) 7267 4755,EHA28G0,2065-67-17,1992216181,A. BANNISTERGOTIOINL] . COM, 2038120980, 2803318126, 8309490458, 6240313955
35,HAZEL, BARKER, HAZEL BARKER,2034-01-24,72,"LONDON ROAD, DEAL","72 LONDON ROAD, DEAL",CT14 9TP,(@1384) 837304,VY42AZG,2065-01-24,4710200174,H.BARKERGOTJOINL]. COM, 2038120981, 2180436294, 9554282774, 6934409868

36, THOMAS, BARNETT, THOMAS BARNETT, 2045-89-13,81, "GREENSTDE, BOREHAMWOOD”,"81 GREENSIDE, BOREHAMMOOD",WD6 438, (1923) 186254,NP42BUF,2065-09-13,1928012279,T. BARNETT@OT0TNL] . COM, 2038120982, 2715381818, 9323120192, 6500183537
37,DOUGLAS, BARR, DOUGLAS BARR,2034-07-25,THE GROVE,"REDHILL, BEWDLEY”,"THE GROVE, REDHILL, BEWDLEY",DY12 2TD,(@1299) 220721,LN42BOH,2065-87-25,4183423134,D.BARRGOTIOTNL . COM, 2038120983, 2562294600, 8463117214, 6129331819

38, DANTELLE, BARRETT,DANTELLE BARRETT,2043-83-18, THE STABLE,"LETGH ROAD, BRADFORD-ON-AVON","THE STABLE, LETGH ROAD, BRADFORD-ON-AVON",BA1S 2RB,(01225) 085711,W42A0A,2065-03-

18,5959415282, D. BARRETTGOTJOTNL . COM, 2638120984, 2555091157, 8206036202, 6310213398

39,ROSALTND, BARRETT,ROSALTND BARRETT, 2031-6-15,THE STABLE,"LETGH ROAD, BRADFORD-ON-AVON","THE STABLE, LETGH ROAD, BRADFORD-ON-AVON",BA1S 2RB,(91225) 085711,VM42UFG,2065-06-

15,1603157719, R.BARRETTGOTJOTNL . COM, 2638120985, 2698107480, 8546135580, 5456167663

40, THOMAS,, BARRETT, THOMAS BARRETT,2032-12-19, THE STABLE,"LEIGH ROAD, BRADFORD-ON-AVON","THE STABLE, LETGH ROAD, BRADFORD-ON-AVON",BALS 2RB,(81225) @85711,PPA2BZ8,2065-12-

19,5463034390, T.BARRETTGOTJOTNL . COM, 2038120986, 2572108834, 8703271381, 502683977

241 TOHN BARTLE JOHN BARTLE 2043-82-11 7 "NORMAN CLOSE FEl IXSTOWE™ "7 NORMAN ClOSE. FELIXSTOWE™ TIP11 9NO (91394 513884 TUA2AOE 2065-02-11 4310445642 71 BARTI EROTIOINLT COM 2038120987 2856441146 8466034927 6327049010
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Table 1. Naming conventions

Graph entity

Node label

Relationship type

Property

Recommended style

Camel case, beginning with an upper-case
character

Upper case, using underscore to separate

words

Lower camel case, beginning with a lower-

case character

Example

:VehicleOuner rather than

:vehicle_owner

SOWNS_VEHICLE rather than

:ownsVehicle

firstName rather than first_name
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first-name: Patrick
last-name: Scott

age: 34

home-address: Flat 3B,
83 Landor St,
Axebridge,
DF3 0AS

work-address: Acme Ltd,
12 Crick St,
Balton,
DG4 9CD
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data modeling: hide your concepts

Which of my friends live in UK?
MATCH (me:Person{name:'Stefan'})-[:FRIEND]->(buddy)
WHERE buddy.country = “UK”

RETURN buddy

or
MATCH (me:Person{name:'Stefan'})-[:FRIEND]->(buddy),

(buddy)-[:LIVES_IN]-(:Country{code:'UK'})
RETURN buddy
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MERGE (p:Person {name: csv.Person})

MERGE (pr:Product {name: csv.Product})
CREATE (p)-[b:BUYS {date: csv.Date}]->(pr)|
RETURN "Import Successful!"
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v Favorite: 01. Remove ALL Datax

1 //01. Remove ALL Data
MATCH (n) DETACH DELETE n;

ints

2
3

4 // Drop all indexes and const:
5 CALL apoc.schema.assert({}, {
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Unlike traditional databases where an up-front schema is required,
we like to take the approach that data should grow organically
where it can, and be constrained where it must. Constraints act as
a schema for parts of the graph that require stronger governance,
while other parts of the graph can change in a less constrained
way. We call it less-schema rather than schema-less. This approach
gives both flexibility and good governance.

If your query violates a constraint, it will be rolled back, keeping
the data consistent.
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Neo.ClientError.Schema.ConstraintValidationFailed

Node(4) already exists with label "Address’ and properties 'rid® = '61', ‘postcode’ = 'SASS 7BZ'
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¥y Favorite: 02. Create constraints and indexes.*

//02. Create constraints and indexes.

CREATE
CREATE
CREATE
CREATE
CREATE

CREATE
CREATE
CREATE
CREATE

CONSTRAINT
CONSTRAINT
CONSTRAINT
CONSTRAINT
CONSTRAINT

TEXT INDEX
TEXT INDEX
TEXT INDEX
TEXT INDEX

uniqueAddress IF NOT EXISTS FOR (a:Address) REQUIRE (a.addid, a.postcode) IS UNIQUE
uniqueVehicle IF NOT EXISTS FOR (v:Vehicle) REQUIRE (v.vrn) IS UNIQUE

uniqueDriverNo IF NOT EXISTS FOR (d:DriverNo) REQUIRE (d.driverno) IS UNIQUE;
uniquePhoneNumber IF NOT EXISTS FOR (p:PhoneNumber) REQUIRE (p.phonenumber) IS UNIQUE
uniqueEmail IF NOT EXISTS FOR (e:Email) REQUIRE (e.email) IS UNIQUE

idxAddressId IF NOT EXISTS FOR (a:Address) ON (a.addid);
idxAddressPostcode IF NOT EXISTS FOR (a:Address) ON (a.postcode)
idxVRN IF NOT EXISTS FOR (v:Vehicle) ON (v.vrn);

idxBirthCertNo IF NOT EXISTS FOR (b:BirthCertNo) ON (b.birthcertno);
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$ //02. Cre; C’m - S f!d indexes. CREATE CONSTRAINT uniqueAddress IF NOT EXISTS FOR (a:Address) REQUIRE (a.addid, a.postcode) IS..
J+click to copy to main editor
neo4j$ CREATE CONSTRAINT uniqueAddress IF NOT EXISTS FOR (a:Address) REQUIRE (a.addid, a.postcode) IS UNIQUE

neo4j$ CREATE
neo4j$ CREATE
neo4j$ CREATE
neo4j$ CREATE
neo4j$ CREATE
neo4j$ CREATE
neo4j$ CREATE

neo4j$ CREATE

CONSTRAINT

CONSTRAINT

CONSTRAINT

CONSTRAINT

TEXT INDEX

TEXT INDEX

TEXT INDEX

TEXT INDEX

uniqueVehicle IF NOT EXISTS FOR (v:Vehicle) REQUIRE (v.vrn) IS UNIQUE

uniqueDriverNo IF NOT EXISTS FOR (d:DriverNo) REQUIRE (d.driverno) IS UNIQUE
uniquePhoneNumber IF NOT EXISTS FOR (p:PhoneNumber) REQUIRE (p.phonenumber) IS UNIQUE
uniqueEmail IF NOT EXISTS FOR (e:Email) REQUIRE (e.email) IS UNIQUE

idxAddressId IF NOT EXISTS FOR (a:Address) ON (a.addid)

idxAddressPostcode IF NOT EXISTS FOR (a:Address) ON (a.postcode)

idxVRN IF NOT EXISTS FOR (v:Vehicle) ON (v.vrn)

idxBirthCertNo IF NOT EXISTS FOR (b:BirthCertNo) ON (b.birthcertno)

> =

@ @ @ R @ @ @
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- Favorite: 02a. LOAD DB*

//02a. LOAD DB

1

2 LOAD CSV WITH HEADERS FROM 'file:///projectdummydatal0@0.csv' AS line

3 MERGE (p:Person {forename:line.FORENAME, surname:line.SURNAME, fullname:line.FULLNAME, dob:line.DOB})
4 MERGE (a:Address {propid:line.PROPID, address:line.ADDRESS, postcode:line.POSTCODE})

5 MERGE (p)-[:RESIDES AT]—>(a)
6
7
8

MERGE (dl:DriverNo {driverno:line.DRIVERNO})
MERGE_(d1)-[:HAS_ADDRESS]— (a)
MERGE (p)-[:HAS_LICENCE]—(dl)

9 MERGE (v:Vehicle {vrn:line.VRN})

10 MERGE (v)-[:KEPT AT]—>(a)

11 MERGE (p)-[:KEEPER OF {fromdate:line.FROMDATE}]—(v)
12 MERGE [(vi:Vin {vin:line.VIN})

13 MERGE (v)-[:HAS VIN]—(vi)
14 MERGE (e:Email {email:line.EMAIL})

15 MERGE (p)-[:HAS EMAIL]—(e)
16 MERGE (bc:BirthCertNo {birthcertno:line.BIRTHCERTNO})

17 MERGE (p)-[:PRODUCED_BIRTHCERT]—>(bc)

18 FOREACH (x IN CASE WHEN line.PASSPORTNO IS NULL THEN [] ELSE [1] END |
19 MERGE (pn:PassportNo {passportno:line,PASSPORTNO})

20 MERGE (p)-[:PRODUCED_PASSPORT]—>(pn))

21 FOREACH (x IN CASE WHEN line.PHONENUMBER IS NULL THEN [] ELSE [1] END |
22 MERGE _(ph:PhoneNumber {phonenumber:line.PHONENUMBER] )

23 MERGE (p)-[:HAS_PHONE]—>(ph))
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neo4j$ //02a. LOAD DB LOAD CSV WITH HEADERS FROM 'file:///projectdummydatalo

== Added 8978 labels, created 8978 nodes, set 14990 properties, created 10097 relationships, completed after 1691 ms.

Tabe
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//03. Count Nodes by Labels CALL apoc.meta.stats() YIELD labels RETURN labels;

B labels

Tave

A 1

e "Vehicle": 994,

"Email": 973,
"Address”: 982,
"PassportNo”: 1012,
"DriverNo”: 1012,

coe

“PhoneNumber”: 969,
"Vin": 1012,
"BirthCertNo”: 1012,

"Person”: 1012
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3 () matches any node

3 —- matches any relationship

» (:Person)-->() matches any relationship that's outgoing
from a Person node to any other node

3 (:Person)-[:AlB]->() matches either A or B relationship
types outgoing from any Person node to any other node
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Components of a Cypher Query

MATCH path = (:Person)-[:ACTED_IN]->(:Movie)
RETURN path

MATCH and RETURN are Cypher keywords
path is a variable

:Movie is anode labe

:ACTED_IN is a relationship
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neo4j$ //03a. Return ALL data for a single record MATCH path=(Person {surname:"ABRAMS"})-[x..3]1-() RETURN path

Overview >

Node labels

@ CD G CIIIID

Tave

. I o G T
A = CIIID
=}

Relationship types

o] [iss ponco |
[ o]
HAS,AI]DRESS(‘) RESII]ES,A' m

Displaying 9 nodes, 38 relationships.

folcl

a
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neo4j$ //04. Multiple email users MATCH t= (:Person)-[]—(:Email)«[]-(:Person) RETURN t LIMIT 200

coe

Overview

Node labels

@ e
Relationship types

[ -0 | Has emai o) |

Displaying 101 nodes, 212 relationships.
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//04a. More than 2 users of email address

MATCH (p:Person)-[1->(e:Email)

WITH COUNT(DISTINCT p) AS Amt, e

// The value below can be increased to further refine output
WHERE Amt>2

MATCH (p:Person)-[1->(e:Email)

RETURN p,e

Overview

Node labels

@ e
Relationship types

oL canin]

Displaying 23 nodes, 0 relationships.
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1 //0sb. Drill down on target email > o
2 //Mr wilburn is using multiple property numbers for an address!!
3 MATCH t= (:Person)-[]1—(:Email {email: "L.WILBURNGOIJOINLJ.COM"})&[1-()--() RETURN t LIMIT 200

Overview

Node labels

Driverno (6) )1, 1 ) PassportNo (6)

Relationship types

HAs_EMAIL (6) J| PRODUCED_BIRTHCERT (6)
eepeR_OF (6) ] nas_ucence () Jf Resioes_at 6)
PRODUCED_PASSPORT () I KEPT_AT (6)

HAS_ADDRESS (6)

Displaying 32 nodes, 450 relationships.

folcl

a
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neo4j$ //05. Records between dates MATCH p=()-[q:KEEPER_OF]-(v) where q.fromdate > "2065-01-18" and q.fromdate < "2065-01-19" RETURN p »

Q Overview
S

Node labels
@
Relationship types

EEPER OF (1)

Displaying 14 nodes, 14 relationships.

@
o
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//05a. Records between dates plus

g > =
) MATCH p=()-[q:KEEPER_OF]-(v)—()
} where q.fromdate > "2065-01-18" and q.fromdate < "2065-01-19"
+ RETURN p,
Overview >

Node labels
3
:
& D G o
» D D @i
]

Relationship types

[“ov L ozren o J s wn [ err o
D) [T [

Displaying 63 nodes, 112 relationships.





image46.png
1 //06. Birth Certs in a range

o
2 MATCH p= (b:BirthCertNo WHERE b.birthcertno > "2038120964"and b.birthcertno < "2038120986")--(:Person)-[:RESIDES_AT]— e
(:Address)
RETURN p;
Overview
Node labels

A Relationship types
- [0 Y ooz e
=}

RESIDES_AT (23)

Displaying 65 nodes, 46 relationships.
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5 //07. Nodes connected to a Postcode MATCH (n:Address {postcode: "TS8 9FJ"})-[1-() RETURN n

Overview
Node labels

Displaying 2 nodes, 0 relationships.

= ol
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"TS8 9F3"})-[1-() RETURN n

5 //07. Nodes connected to a Postcode MATCH (n:Address {postcode:

neo4j

Bl < m:

HAS_LICENCE
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neo4j$ //08. Multiple persons at property match(x:Person)-[:RESIDES_AT]->(y:Address)< [:RESIDES_AT]-(z:Person) return x,y,z

Overview

Node labels

= CaED
Relationship types

[ 59 | resioes v o2

Displaying 76 nodes, 0 relationships.
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1 //08a. More Than 2 People at Property

2 MATCH (f:Person)-[p:RESIDES_AT]-(h)

3 WITH COUNT() AS Amt, h.postcode as PostCode, h.propid as PropertyID
4 ORDER BY Amt DESC

5 WHERE Amt>2

6 RETURN Amt, PostCode, PropertyID

7
==] Amt PostCode PropertylD
Tae
A 5 TS8 9FJ" "5
et
(=R 3 "RM2 5NT” "2
Cote
3 "WFS5 8PZ" "5
3 "BA15 2RB" *THE STABLE"

3 "M25 3EJ" 5P
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//08b. Retrieving the records [
MATCH (f:Person)-[p:RESIDES_AT]—(h)

WITH COUNT(f) AS Amt, h.postcode as PostCode, h.propid as PropertyID

WHERE Amt>2

MATCH x=(:Address {postcode: PostCode, propid: PropertyID})--()
RETURN x|

Overview

Node labels

@ @ CIIID CIID

.

- Relationship types

o @
case

[Fesocs o e or o]

Displaying 52 nodes, 49 relationships.
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neo4j$ //08c. Drill down on specific address MATCH x=(:Address {postcode: "TS8 9FJ", propid:"5"})—(:Person) RETURN x

Overview

Node labels

Displaying & nodes, 5 relationships.

RESIDES_AT
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1 //09. Number of VIN per Vehicle
2 MATCH (v)-[hv:HAS_VIN]->(vi)
3 WITH COUNT(DISTINCT vi) AS Amt,v AS VRN
4 ORDER BY Amt DESC
5 RETURN VRN, Amt
6 LIMIT 20
6% VRN
G
= 1
Tabe "identity": 5721,
"labels": [
é‘ "Vehicle"
1,
=) "properties”: {
o
"vrn": "WW45ZZA"
i
"elementId": "5721"
¥
1
"identity": 5724,
"labels": [

"Vehicle”

Il
‘Started streaming 20 records after 6 ms and completed after 12 ms.

Amt
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//09a. Retrieving the records

MATCH (v)-[hv:HAS_VIN]—(vi)

WITH COUNT(DISTINCT vi) AS Amt,v.vrn AS VRN
WHERE Amt>2

MATCH x=(:Vehicle {vrn:VRN})-[:HAS_VINI-()
RETURN x

1
2
3
4
5
6

3/
2 S
e
R

Overview
Node labels
@

Relationship types
B ES

Displaying 10 nodes, & relationships.
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//10. Persons same full name

MATCH (v:Person)

WITH v.fullname AS vrnl, collect(v) AS nodelist, COUNT(x) AS cnt
WHERE cnt>2

RETURN nodelist

ORDER BY cnt DESC

@ Overview

Node labels

e @ @D

Displaying 9 nodes, 0 relationships.
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¥ Favorite: 10a. Mark Suspects

1 //10a. Mark Suspect
2 MATCH (p:Person WHERE p.fullname = "LEWIS WILBURN" OR p.fullname

3 SET p:Suspect

"LEWIS X WILBURN")
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neo4j$ //10a. Mark Suspect MATCH (p:Person WHERE p.fullname = "LEWIS WILBURN" OR p.fullname = "LEWIS X WILBURN") SET p:Suspect

JEs]]  Added 6 labels, completed after 39 ms.

Tate
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neo4j$ //10b. Retrieve Suspect MATCH (s:Suspect) RETURN s;

Overview

Node labels

@ D =D

A @ @ Displaying 6 nodes, 0 relationships.
Tt
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neo4j$ //10c. Create Alias Constraint CREATE CONSTRAINT uniqueAlias IF NOT EXISTS FOR (a:Alias) REQUIRE (a.name) IS UNIQUE;

JZ=]]  Added 1 constraint, completed after 62 ms.

Tate
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//10d. Create Alias node attach persons >
CREATE (a:Alias {name:"LEWIS T WILBROUGH"})

WITH a

MATCH (p:Person WHERE p.fullname="LEWIS WILBURN" OR p.fullname="LEWIS X WILBURN")

WHERE NOT EXISTS ((a)-[:HAS_ALIAS]—(p))

CREATE (a)-[:HAS_ALIAS]—(p)

RETURN a, p
Overview
Node labels
@ T

Relationship types

3 o Lissinnso]
48 Appg sl
@
Q
[=}

cs®
S Aling
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If you read from a node along an outgoing relationship to another
node, you get a sensible sentence. A good spot-check to see if the
model is sound is that the nodes and relationships make logi-
cal sense. If you had made errors in this model (for example, Car
DRIVES Person), you’d know that you had some work to do.
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AsciiArt for Nodes

Nodes are surrounded by parenthesis
Qor

Labels, or tags, start with : and group nodes by roles or types
(p:Person:Mammal)

Nodes can have properties

(p:Person {name: ‘Veronica’})
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AsciiArt for Relationships

Relationships are wrapped with hyphens or square brackets
--> O -[h:HIRED]->

Direction of relationship is specified with < >
(p1)-[:HIRED]->(p2) OF (pl)<-[:HIRED]-(p2)

Relationships have properties too

-[:HIRED {type: ‘fulltime’})->
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Patterns

Patterns are drawn by connecting nodes and relationships with
hyphens, optionally specifying a direction with > and < signs.

@=-0O
s> 0)
-0
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»

»

»

REMOVE: Does the opposite of SET:

MATCH (p:Person {name:'Rosa'})
REMOVE p.surname

DELETE: Removes detached nodes and relationships along
with their properties. For example, the following query
removes a FRIEND_OF relationship from Rosa to Karl:

MATCH (:Person {name:'Rosa'})
—[f:FRIEND_OF]->(:Person {name:'Karl'})
DELETE f

DELETE is safe by default. If you try to delete a node that's still
attached to relationships, it will fail. There's also DETACH
DELETE, which removes the entire matched pattern and any
dangling relationships (so use it carefully). The query looks
like this:

MATCH (k:Person {name:'Karl'})
DETACH DELETE k




