Cybercrime is often not understood by many people due to the intricacies of the internet and the new development of technology. Victim support defines cybercrime as “Online crime, or cybercrime, refers to a variety of crimes carried out online using the internet. For example, through computers, laptops, tablets, internet-enabled televisions, games consoles and smart phones” (Victim support, 2023). The national crime agency looks into cybercrime and discusses the point that cyber criminals use their understanding of the internet and databases in order to target those human and security vulnerabilities to steal important data containing passwords and private information (NCA, 2023). With the internet and online social media platforms constantly growing it has become increasingly easy for cyber criminals to target individuals online whilst we as a society are unaware of the threats we face daily. Cyber attacks can be financially devastating and disrupt the trust an individual has in online platforms and technology as a whole. Facebook is one of the most popular social media platforms with over 150 million people singing in each month, according to data in 2012, it is also subject to incessant hackers creating false links to lure users into clicking them and subsequently being hacked (Hofmann & Nadkarni, 2012). Cybercrime can be preformed in a number of different ways and can be incredibly complex because of the databases, codes and algorithms these criminals can manipulate to their own advantage. It is commonly believed that only those of a higher intelligence are able to commit these crimes online due to the complex manner of it all but because of social media and these anonymous online forums these like minded people are able to form a friendship of sorts and learn from each other increasing the problem as it means anyone can perform acts of crime through online sources. 
Social media is growing in popularity daily and society has grown to rely on the media and internet sources to function in day-to-day life. With the ability to connect people across the globe with a simple click it is heavily relied on and used by millions whether that be sharing photos and videos or connecting with family/friends through social media. This does however bear significant security threats and increases the likelihood of becoming victim to cybercrime (Abdallah et al, 2021). The increase in social media platforms has allowed for the increase in cyberbullying and the ability to target individuals through anonymous profiles and comment sections. The coronavirus lockdown period had a heavy contribution to the increase of a variety of social media platforms with millions of people across the globe being locked in their homes and having no other activities to partake in we all took to the internet (Cho et al, 2023). This also includes video calling sites which were used by the majority of companies worldwide in order to keep their businesses running and remain in contact with their employees. This period of time allowed cyber criminals to act in many different ways as the increase of traffic on these sites allowed them to target more individuals and perform acts that may have gone ‘under the radar’ of local law enforcement. An increased use of online platforms saw a huge surge in online frauds, scams and security breaches (Pandey & Pal, 2020). The coronavirus period led to a surge in malicious content being produced online and misinformation was being spread daily (UNODC, 2020). Not only is social media used as a way for these criminals to target individuals, but it is used as a means of communication and possibly recruitment. Through online platforms such as reddit people have the opportunity to join chat forums and threads with like minded people and form a relationship with each other. This is a huge problem as it is not something that can be stopped due to the amount of online traffic it can become difficult for the government and police services to constantly monitor.
Cyberbullying appears in many different forms and can be seen as someone creating a fake profile and spreading false information, posting hateful and degrading comments or sending offensive messages and/or threats. This is a problem frequently faced by schools and firmly shows how online spaces can be used in a harmful way. With the use of online commenting sections people have the ability to spread hateful messages and even threatening behaviour towards individuals and while this is not officially classed as cybercrime by the relevant agencies such as The Crown prosecution service ‘cyber hate’ can often full under the umbrella term of cybercrime (CPS, 2019). Although as stated by the CPS other criminal activity can be woven into the act of cyberbullying such as, harassment or impersonation and are triable under the relevant policies (CPS, 2019). This is highlighted by the home office analysis of hate crime in which they found that at least 2% of hate crimes had an online element during the years of 2017 and 2018 (Home Office, 2018). Whilst cyberbullying may seem like a harmless act it often has a detrimental effect on the individual it is directed at, and the continuing popularity of social media platforms will only mean that hundreds more people are likely to fall victim to this act of harassment. This poses a huge issue for online safety and well-being. The increased popularity creates problems as it is often seen that there is a blurred line between private and public perception of an individual’s life, this could further drive a cyber-criminal into targeting an individual as people often forget that they are constantly at risk of hacking and cyber security breaches. 
Furthermore, there are many spaces online that can be used as place to commit crime one of the most well-known ones is often referred to as the dark web. This consists of a number of chat forums and sites only accessible by specialised web browsers and is a breeding ground for illegal activity partially due to the limited government censorship. The dark web is like an iceberg with many different layers and websites hidden from the ‘visible’ internet. The dark web was home to the infamous illegal marketplace silk road created by cybercriminal Ross William Ulbricht and was only accessible by ‘TOR’ a software which allowed anonymous browsing and made it significantly harder to trace an individual’s online activity (Federal Bureau of Investigation, 2019). These websites grew with popularity and became an increasing problem to law enforcement as it was not known how or where the people accessing these websites were or how they came to access these pages. With software such as ‘TOR’ also referred to as the onion router popping up daily it has become increasingly difficult for law enforcement to gain control of illegal activity online as this software allows people to browse anonymously and is therefore an issue. It is referred to as the onion router as it uses three different layers of encryption (Kaspersky, 2023). The dark web mostly gives people access to private and confidential information such as, email addresses, passwords, home addresses and anything else you can possibly imagine. This creates concern as it has the potential to be a huge security breach and it is extremely difficult to police but with the advancements of technology, we as a society are slowly adjusting to the vastness of cybercrime and developing ways to understand the ways that criminal activity can be hidden.
To conclude it can be highlighted that cybercrime has had the chance to develop and extend vastly over the last few years partially because of the development of technology and the usage of social media platforms heavily increasing over the years. The pandemic of covid-19 had a huge part to play in this as society relied heavily on online chat services and social media platforms to either keep in touch with family and friends or merely entertain themselves. Online spaces are what fuels cybercriminals without them they would not have a platform to perform on or the encouragement to create forums and websites used by other like-minded people, their entire criminal livelihood would be stripped away from them without it. This leads society to question whether these individuals would join the rest pf society in their ‘norms’ or if they would be encouraged down a different road of delinquency and deviance. 
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