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Abstract
The following report explains what is meant by the term Trojan Horse and will go onto explain what they are. It will also explain what Cryptowall ransomware is and what danger it presents to users of personal, small, medium or large networks. The aim of the document is to give an understanding of Trojan Horse malware, ransomware and what can be done to prevent these kind of attacks taking place on your servers and preventing loss of data, potential earnings and confidential information. There are a number of websites referenced through the document which might be of interest following this report.
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1. Introduction

The following report will explain what Trojan Malware is and what harmful action it can inflict on your data or network. Cryptowall Trojan Ransomware will be the focus of the report and how best to protect against Trojan malware.

2. Trojans
2.1 What are Trojans  
Trojan Malware or Trojan Horse is a type of malicious code/software that has been designed to inflict some damage, ransom or to disrupt your data or network. Trojan Horse malicious code/software has been designed to appear as something legitimate. It does this in order to deceive the user into thinking it can be trusted and then inflicts the damage[1].

          2.1.2 How do they work
Trojans appear as a legitimate source such as an email for example, then once opened they will begin to download malware onto the computer and start to inflict damage to your data or network. The type of damage or disruption inflicted can vary depending on the type of Trojan installed [1].

For example an infostealer Trojan will look for data within a computer or network and aim to steal this data either for disruption or for future ransom [1]. 

A Trojan banker will aim at your financial information including what you do online when accessing online banking accounts and will capture bank account details such as account numbers, credit card details and billing information [1].

The Japanese government suffered a Trojan Horse attack in July 2011 allegedly from China. This came after a Politician opened an email attachment which contained Trojan software. It is not known what or how much data was stolen or disruption caused but it was believed that passwords and other data may have been obtained as computers and servers from the lower house of the parliament were infected [2].


2.1.3 How to prevent Trojans

Trojans cannot act unless they are given permission/installed like when an email attachment is opened. This means that one of the simplest ways to prevent a Trojan attack is to not open any attachments or links that cannot 100 percent be trusted or verified; this is somewhat problematic in modern society. However there are numerous other ways to help prevent Trojan attacks.

Ensuring software installed on all systems is updated regularly such as operating systems like Windows. Companies such as Microsoft actively update their software in order to try and detect malware. So by regularly updating the software you ensure that the computers on your network have the most up to date operating systems in place [3].

Ultimately the best defence against a Trojan will be to install anti-virus software onto your systems. According to Techradar.com [4] the top 5 anti-virus software currently on the market are as follows;
1. Bitdefender Antivirus Plus 2019
2. Norton AntiVirus Basic
3. Webroot SecureAnywhere Antivirus
4. ESET NOD32 Antivirus
5. F-Secure Antivirus SAFE

Such software will have to be kept up to date as with the operating systems in order to ensure you have the best protection. It will then regularly scan your systems for any viruses and Trojan software. It will automatically check any attachments, links etc. that are opened and if something is detected then it will aim to prevent the Trojan from causing its intended attack [3].



3. Trojan Ransomware
    3.1 What is Trojan Ransomware

Ransomware is a type of Trojan ransomware or malware that will prevent the user from gaining access to their information stored on their network. The ransomware is designed to request a payment or ransom in order to have access to the information returned and the ransomware removed. The payment will usually be requested via a cryptocurrency or a credit card [5].

See Appenix A [6] 1000 small and medium sized organisations surveyed in June 2017.
 
3.1.2 Should payment be made
Advice from official agencies such as the FBI is that payment should never be made to ransomware cyber criminals as this does not help to prevent further attacks on yourself or others. It may also place you at further risk of additional attacks. 
You should aim to prevent attacks but, in the event of an attack then you should consult an IT specialist for advice [5].

4. Cryptowall Trojan
    4.1 What is Cryptowall Trojan

Cryptowall is a particularly bad type of Trojan ransomware which aims to embed itself into your operating system, such as Windows and hide there. It then gathers all your personal/important data and encrypts it making it impossible for you to access without an encryption key from the cyber criminals [7].  

It then deletes all shadow copies of the files making it virtually impossible for you to restore any previous versions of the data when trying to recover them. As with all ransomware it then asks for payment to be made either via cryptocurrency or credit card. As stated previously, it is never recommended to make any payment however, if payment is made then there is still no guarantee that your data will be decrypted [7].

If after payment an encryption key is provided by the cyber criminals then this process could take quite some time given the amount of data that may have been encrypted. This may also cause further disruption [10]. 

4.1.2 Examples of cyber attacks
In 2017 the NHS was attacked by a ransomware called Wannacry, it attacked a third of all Hospital trusts in the U.K. and 8 percent of all General Practices. It is estimated to have cost the NHS £92 Million pounds in total. The NHS were criticized for using an old operating system of Windows and failing to take proper cyber security precautions [9].

The U.K.’s Police Federation confirmed that in March 2019 their servers in their Surrey, Headquarters. Their databases had been encrypted along with a number of email systems causing disruption. Their backup data had also been deleted [8].

4.1.3 How to protect against Cryptowall
Ensure that your operating system is constantly up to date with the latest version. Older versions may not have been updated to identify risks of malware.

Use anti-virus software so that it can automatically conduct health checks of your systems and prevent malware attacks from attacking. Remember to always keep them regularly updated as with the operating system so that you have the most up to date version.
[bookmark: _GoBack]
Do not open email attachments/links that are not completely trusted, cannot be verified or are from unknown sources.

Regularly backup data in order that it can be restored if anything was to happen to the original data. This is good practice not only in case of cyber-attacks but also in the event of fires or floods etc.

See Appendix B [7].

5. Conclusions
In conclusion it can be seen that Trojan ransomware can be extremely damaging to a network, whether that is of a small, medium or large business or a personal computer. However taking simple preventative measures as stated, can successfully deter attacks from taking place.
For further information regarding ransomware, crypto currency, anti-virus then see Reference/bibliography. Also the below sites could be of interest;
https://www.telegraph.co.uk/technology/0/cryptocurrency/
https://us.norton.com/internetsecurity-malware-7-tips-to-prevent-ransomware.html
https://www.which.co.uk/reviews/antivirus-software-packages/article/how-to-choose-the-best-antivirus-software
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