A critical evaluation of design and implementation of a database system for Swansea Art Emporium

Abstract:

In this report I critically evaluate my design and implementation of a database system for Swansea Art Emporium (SAE). I then move on to highlight the importance of the features included. I also discuss the importance of transaction isolation levels and problem avoidance in implementing a database in a multi-user environment. 
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1. Introduction
Swansea Art Emporium wish to implement a database in creating an online platform for the buying and selling of art. They have requested several features that I have attempted to integrate into the databases design. In this report i will discuss the accuracy of my design, focusing on the Entity Relationship Diagram before then moving on to cover the implementation of my design as a postrgesql database. After discussing the database itself I shall then cover the critical components involved and their importance.

2. Entity Relationship Diagram
Accuracy
Overall I feel that the entity relationship diagram produced for the design of the database reflects the final product well. It incorporates a structure similar to real-world ecommerce databases with user management, artwork cataloging, order processing, review systems, and commissions. There are a few differences that could make the design more efficient such as; 
An alternative way to deal with addresses may be preferred such as the use of a separate address relation that would then allow multiple addresses to be associated with one user. The current design is restricted in this way as a user will only be able to register one address at a time. Also orders cannot be directly linked to an address, they must be linked through user account to contact info.
It is possible that there is a better way to deal with the association of user accounts with artist details and contact details. If using the aforementioned method for addresses it would be better to include all contact information within a central user account relation. However the design that I have included in the ERD, allows any user to register as an artist. This method prevents redundant data from users having to create separate accounts for artist profiles and customer accounts. 
Another change that I would make, to ensure that the features meet Swansea Art Emporiums requirements would be to create a derived attribute in the Artwork table for rating that contains an average rating calculated from the rating column in the reviews relation. 
Normalisation
The design that I have shown in the ERD adheres to at least 3NF normalisation, minimising any redundancies in data. The previously mentioned split of useraccount and contactinfo demonstrates one of the methods utilised in adherence. Along with the ubiquitous presence of primary and foreign keys. 
Cardinality
Overall I believe that the representation of the cardinality of the relationships shown in the ERD is accurate. 
Scalability/Flexibility
Scalability was a focus in the design of this ERD. The modular nature of the design, with separate entities included for images, order items, checkout items etc should allow for easy expansion and updating of the database. 
Clarity
 The ERD shows a clear representation of the final database design. Its layout is logical and tidy, allowing stakeholders to easily interpret the entities, attributes, and relationships involved. 

Conclusion 
Overall the ERD produced is accurate, well structured, and covers all essential and desired aspects requested by Swansea Art Emporium. There are certainly other methods that could be utilised in some areas, particularly in the management of user addresses, but the current design would offer functionality and scalability. 

3. Implementation of the database design

In the implementation of the design outlined in the ERD there were many further database concepts to address, In this section I shall go through each step taken and the related concepts,  highlighting their importance.
Table creation
The first step taken after creating the database itself was to create the tables involved. One aspect of this task that takes careful consideration is the data types and lengths used. I believe that I have appropriately selected datatypes for the attributes of each relation and defined character lengths accurately, particularly for data such as phone numbers etc with pre-determined lengths 
Referential Integrity
After creating all required tables I utilised Alter Table statements to implement foreign key constraints. Once put in place these constraints will require that any foreign key in a table refers to a valid, preexisting row in the parent table that contains the original candidate key [1]. One thing to consider in updating the database would be to add a SET NULL to applicable foreign key definitions to account for the deletion of parent rows in tables whos values are not ultimately deleted such as orders ( we would like to keep a record of all orders even if a user deletes their account).  Cascades could also be useful in the alternative case in which we would like all rows related to a parent row to be deleted if the parent is deleted [2]. Later in this report I will highlight how this has been accounted for in a different way, using Stored functions for deletions. 
Check Constraints
Check constraints are a critical tool in implementing databases. They offer a way to ensure data validity and integrity by allowing us to check that data being added to a column meets requirements that we set, preventing incorrect data that could be harmful to the running of the database. [3] 
One such constraint that I have included in my database design is a check on the Rating column in the Reviews table. For this column to be useful we would ultimately like to present users with a rating out of five for each artwork, however, to do this we must ensure that users are only able to give a value between one and five when reviewing artworks. If we do not do so, they could give any value that fits within the INT data type and make our overall review data out of date. 
Errors in data such as this can be detrimental to the organisation utilising the database, as it may lead them to make incorrect data-driven decisions. 
Subprograms
Within SQL database design subprograms are block of code that allow us to define a set of actions then call them at a later time, providing a set of parameters that will be used in the actions defined. There are two types of subprogram commonly used, One which I have used extensively in my database design, stored procedures, and another called functions that I have not utilised. Stored procedures allow us to carry out several processes and receive many outputs, however functions return just one value. Stored procedures are therefore useful if we wish to quickly perform complex logic and functions are useful if we wish to process data and return a calculated result. 
Subprograms play a pivotal role in preventing redundant code by preventing the re-writing of a process for every instance needed. This repeatability that stored functions provides also ensures that each process is consistent. If all processes for a particular feature utilise the same code, there is less room for human error. They also allow us to adopt a modular approach in designing database processes and increase our ability to update and maintain said processes [4]. 
A key advantage of using stored procedures, particularly within an ecommerce platform such as the Swansea Art Emporium example, is that they facilitate transaction management. Within our example, there are numerous processes that involve a number of steps, such as order processing. We need to be sure of the atomicity of these processes, and by encapsulating all steps within a stored procedure, we ensure that if one step fails the transaction is rolled back and the integrity of our data is maintained [5]. I will go further into the concepts involved in transaction management later in this report.  
Within my database design Stored procedures have been used to implement all necessary create, update, and delete transactions. The logic for each process must be carefully considered.
In order to create a stored function for when a user creates an account, I created a single stored procedure that includes the create operation for both useraccount and contactdetails. I did so as this models the user experience. When using the system, the user should add contact details when creating their account. 
An important consideration, particularly when creating stored procedures for the order, order items and checkout, checkout items relations, was the fact that any change in the respective items relations should be reflected in the order or checkout value. If a user adds or removes an artwork to their checkout/order the checkout/order value should increase or decrease by the value of the artwork. This function was incorporated into the stored procedures.
Cascading deletion was also implemented in several of the stored procedures included. I previously referred to this process when discussing foreign key constraints. To prevent redundant data, when deleting a parent row, in most cases, it is beneficial to delete corresponding rows in other relations. For example, if a user requests the deletion of their account, we need to ensure that all related artist accounts, artworks, images, etc are also deleted. If not, the data will simply sit in the database with no use, taking up valuable space. 



Auditing Feature
Within a dynamic multi-user database system such as an ecommerce database that has any number of changes to its data occurring at any one time, we must devise a way to track these changes in order to preserve the integrity of the data. In order to do this we utilise auditing. Auditing allows us to log changes to data. We can log the time of the change, the nature of the change, the state of the data before the change, who made the change, and more. In the case that we then identify an error, or suspicious change in our data, we can then check the logs and we have full details. 
There are two main components of a database auditing feature. The audit table, and triggers. 
The audit table should contain fields that mirror the data that we wish to audit, along with any additional information that we would like in regards to the data change itself, such as time, user, etc. In the Swansea Art Emporium database I have included an auditing table for both the useraccounts  and contactinfo tables in order to log any changes to a users information. Each of these audit tables logs any create, update, or delete change to the data in their corresponding tables, including a timestamp for the operation. In order to initiate the logging of this data on the occurrence of each of these operations we use Triggers. 
Triggers are a highly useful statement that are ‘triggered’ to execute based on the occurrence of a defined create, update, delete operation. [6] They do this without any arguments. They have many applications other than simply auditing. They can be used to implement complex integrity constraints, create alerts for certain events. In business transactions there is often a need for a CRUD operation to cause an update in another field such as when a sale takes place the figure may need to be added to a total sales figure for the day [7] . 
In the context of auditing, a trigger can be created that executes when a field we wish to audit is modified by an insert, update, or delete operation and creates a row in an audit table with the information about the change that we specify. For the audit tables in SAE’s database two trigger functions were created that execute when any create update or delete operation takes place on the CustomerInfo or UserAccount tables. This allows us to track user activity in regards to their account details. 
Transactions
Within a database, transactions are a step by step process that represents a real-world activity. For example, within SAE’s database the processes of creating a user account, placing an order, or registering as an artist could all be shown as individual transactions. [8] Transactions are a critical part of database design, and aside from their technical function, allow us to understand the database in the context of the real world service and functionality that It provides, giving valuable perspective on database operations. 
Acid
A fundamental concept when discussing transactions is the acronym ACID. ACID represents the four key properties that constitute a transaction. Atomicity, Consistency, Isolation, and Durability. [9]
Atomicity refers to the requirement that all of the operations contained within a transaction are treated as a singular unit that either all execute successfully, or all fail, but no in between.
Consistency refers to ensuring that at the end of a transaction, the database is in a consistent state that maintains all pre-existing rules and constraints set. 
Isolation ensures that all transactions occur independently, and if multiple transactions run concurrently that the end state of the database is the same as if they ran one after another.
Durability states that transactions must be fully committed and altered data must retain changes even in the case of a system crash or some other critical event.
Rollback and commit
The most basic control to maintain adherence to ACID is ROLLBACK and COMMIT. ROLLBACK ensures that if any one part of the transaction fails, the whole transaction is rolled back and no changes are saved. COMMIT on the other hand, runs if the transaction is successful and ensures that the result of the transaction is saved into the database fully. Both of these ensure the atomicity of the transaction. COMMIT also contributes to the durability of the transactions result. [10]
As our database will be utilised in a multi-user environment, and therefore many transactions could potentially be taking place at the same time,  we must pay close attention to transaction concurrency, the issues that it can bring, and the controls that are utilised to prevent those issues. 
Concurrency issues
When multiple transactions are taking place concurrently the concern is that they may interfere with each other, violating the Isolation rule. Three primary errors can be caused by concurrency that we aim to prevent. 
The first of these errors is known as a lost update. Lost updates occur when two processes, (x) and (y), read a record (1)  in the same state, one process (x) updates (1) to (1+X)  but then process (y) then carries out its update creating (1+Y) and committing , overriding the first update by process x and leaving just (1 + Y) rather than (1 + Y + X)  which would be the correct result if both transactions ran in series [5]. 
A second problem that is commonly faced when no concurrency controls are present is the uncommitted dependency problem, AKA a dirty read. This error occurs when one transaction (Y) reads a value (1+X) that has been processed by another transaction (X) before (X) has committed. Transaction (Y) then uses (1 + X) to carry out its process but (X) may never rollback and never commit therefore the product of (Y) will be incorrect.  If the transactions were to run in series then (Y) would only read the result of (X) if it were committed. 
The third and final problem that I will cover is that of the inconsistent analysis problem. This occurs when one transaction (X) reads multiple values (1,2,3) from the database in order to carry out some form of data summary, and while doing so a second transaction modifies one of the values (1,4,3) meaning that the results of (X) will no longer be valid. [11]
Concurrency controls
In order to combat these problems we utilise concurrency controls. There are many forms of concurrency control, including Locking mechanisms, optimistic/pessimistic, timestamp ordering etc. But in this report I will focus on; Isolation levels.  
Isolation levels refer to four levels of visibility that can be allowed to transactions in viewing the changes made by other concurrently running transactions. There are many considerations when deciding what isolation level to choose for a database.  Each offers a different level of data integrity, but with increased data integrity can also come an increased burden on overall performance, an important factor when creating an ecommerce platform. 
The lowest level of isolation is Read uncommitted. This allows transactions to read all intermediate values in concurrently running transactions, meaning that dirty reads are allowed to occur. The lack of control means that it has little impact on performance speed, however transaction accuracy is greatly impacted.
The next isolation level is Read Committed. This level ensures that transactions are only able to read values that have been committed, preventing the dirty read problem. This is more effective that Read uncommitted but issues can still arrive from a transaction (X) reading a different value for the same piece of data if a concurrent transaction (Y) commits while (X) is still running. This is known as a non-repeatable read.
The third isolation level is repeatable read. This level ensures that once a transaction has read a value, all subsequent reads within the transaction will return the same value. This prevents the issues outlined previously but still allows for a problem known as phantom reads, where a transaction can see and incorporate new rows that were created by a concurrently running transaction into its process. 
The fourth and strictest isolation level is Serializable. This level ensures that transactions run totally isolated from each other, producing the same results as they would if running in series. This level prevents the problems that we have highlighted, however as previously mentioned, stringent measures such as this may be detrimental to overall performance and can cause some conflicts between transactions. [12]
When considering what level of isolation to implement in SAE’s database there are therefore a number of factors. The integrity of our data is paramount in an ecommerce system so read uncommitted is not appropriate. While utilising a serializable isolation level is attractive due to its strict nature, the detriment to performance is highly undesirable when attempting to provide service to users such as SAE’s system. We need to find a balance of appropriate isolation and performance. Therefore reado committed or repeatable read are better suited to this context. Read committed is the default level in the DBMS that I have used for SAE’s database. This prevents dirty reads but does still allow some inconsistencies from non-repeatable reads and phantom reads. In SAE’s situation these inconsistencies could cause serious issues in order processing or stock management. Therefore Repeatable read should offer the right balance of isolation and performance. 

Indexing ( ‘Written Element 1’) 
Within relational databases indexing offers us a way to increase the efficiency of data retrieveal in specific situations. This efficiency is crucial for optimum user experience when using a service such as an ecommerce platform like SAE’s. There are numerous data queries that the majority of users will perform that could be potentially slow process if an index is not used. 

The first index that I have implemented on the database is one on userid in on the orders table. Both administrators and users will regularly search for the orders linked to a specific user id. This should therefore speed the process up. 
One process that will be heavily used on SAE’s platform is user login. In order to log in each user must verify their identity using an email address. I therefore have decided to add an index on the email column in the user account table. This will also allow us to quickly retrieve user records, and then their contact information using emails. 

On SAE’s platform, users will frequently browse artworks and artist profiles. They will likely search for artworks by artist meaning that there are likely to be many queries filtering artwork based on artist id’s. By creating an index on the artistid column in the artwork table we can speed up result retrieval. 

A final process that I believe will benefit from the use of a secondary index is the process of retrieving contact information for each user. In order to do this I have implemented an index on ContactID column in the UserAccount table. This will allow our ordering system to link details to user accounts quickly. 
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