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User Guide of UWTSD Birmingham’s Web Application Deployed on the MS Azure Cloud
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Firstly the user sets up a cloud shell storage on the Azure portal to be able to manage Azure resources through a browser-accessible shell for Linux or Windows (Bash or PowerShell). 
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As we can see the resources currently created on the user account are a virtual network, storage account and an Azure Postgre Database.
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There are different options for the user to choose from when selecting a deployment option for Azure PostGRE Database. 
[image: ] 
If chosen a Single server deployment option, then the user must fill out the different options for creating the database instance. 
[image: ]
[image: ]
The system is setup so the user can start working with the bash console. The user then opens bash and runs a command to download a copy of the app locally. As we can see in the example above, the app has already been downloaded locally. 
[image: ]
The above picture shows the next steps of creating a virtual environment for the app which includes running the following commands:
python3 -m venv .venv
source .venv/bin/activate

and then installing the dependencies
pip install -r requirements.txt
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Since the user has already created a local database instance, the next step is to create a .env file which provides information on the credentials with which to connect to the local database instance. The user is using the nano command in bash  to create a new file named env.env where information about database name(restaurant), host (test-uwtsd.postgres.database.azure.com), username (alekzndr@test-uwtsd) and password are provided. Information about the database host and username can be obtained from Azure database overview tab. With the sample app presented here, the user will create two databases restaurant and reviews with the following commands:
flask db init
flask db migrate -m "initial migration"
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In case of successful running of the above commands the user should be able to run the app by typing: flask run 
And then open the app through the browser by connecting to localhost:5000
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The above process is similar for local workstation installation with PowerShell
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In case of local workstation installation with Power Shell, the user then needs to create a web app in Azure. The user needs to input Subscription type and Resource group, name, runtime stack (Python 3.9)., region (nearest to the user), and the respective service plan (Linux plan). 
[image: ]
As seen above the app service is successfully deployed. 
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As seen above in bash the user can connect to the database instance by typing:
psql --host=<server-name>.postgres.database.azure.com \
     --port=5432 \
     --username=<admin-user> \
     --dbname=postgres

Once connected, the user is able to create a database. 
[image: ]
From the connection security tab for a selected Azure database instance, the user can allow or deny public access and also create rules to allow or deny access by specific IP addresses. The user needs to allow access to the database by the web app. 
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The next step in the process is to connect the web app to the database. The user needs to go to the Configuration tab under Settings in the App Service for the specific app and then set the environment variables through which the app is connected to the PostgreSQL server. 
[image: ]
The next step in the process is deploying the application code to Azure.This is possible by using VSCode, Local Git, or using a zip file. 
The option of using local Git is possible by configuring a Git remote from either Azure portal or Azure CLI. The user should access App Service and choose Deploymnet center from the menu on the left. The Source must be chosen as Local Git. 
[image: ]	[image: ]
Once the above settings have been saved the user will be able to see the Git clone URI which is the address of the remote Git repository where the app code will be uploaded. Then the user can go to Deployment center and select the Local Git/FTPS credentials which will be needed when the code is deployed to the remote depository. The credentials are needed for authentication for the first push of the code to the remote repository.  
The next step is to configure a Git remote in the root directory of the application by using the command: 
git remote add azure <git-deployment-url>
 
where the git URL provided above should be used instead of <git-deployment-url>
the next step is to push the code from the local repository to the Azure repository with the command 

git push azure main:master

afterwards, the app database should be migrated by creating an SSH session from Azure portal App Service and the database models can then be migrated into the database schema. When the flask app is deployed to Azure App Service, the database tables are created automatically in the Azure PostgreSQL. 
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Requesting a Cloud Shell.Succeeded.
Connecting terminal...

aleksandar@Azure:~$ git clone https://github.com/Azure-Samples/msdocs-flask-postgresql-sample-app

#fatal: destination path ‘msdocs-flask-postgresql-sample-app' already exists and is not an empty directory.

aleksandar@Azure:~$ #dir
aleksandar@Azure:~$ dir

clouddrive msdocs-flask-postgresql-sample-app
aleksandar@Azure:~$ cd msdocs-flask-postgresql-sample-app
aleksandar@Azure:~/msdocs-flask-postgresql-sample-app$ dir

app.py Flask-2.2.0-py3-none-any.whl

azureproject importlib_metadata-4.12.0-py3-none-any.whl

CHANGELOG.md itsdangerous-2.1.2-py3-none-any.whl

click-8.1.3-py3-none-any.whl Jinja2-3.1.2-py3-none-any.whl

CONTRIBUTING.md LICENSE.md

env.env MarkupSafe-2.1.1-cp37-cp37m-manylinux_2_17_x86_64.manylinux2014_x86_64.whl

aleksandar@Azure:~/msdocs-flask-postgresql-sample-app$ ||

migrations
models.py
__pycache__
README .md
requirements.txt
static

templates
typing_extensions-4.3.0-py3-none-any.whl
Werkzeug-2.2.1-py3-none-any.whl
zipp-3.8.1-py3-none-any.whl
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aleksandar@Azure:~/msdocs-flask-postgresql-sample-app$ python3 -m venv .venv
aleksandar@Azure:~/msdocs-flask-postgresql-sample-app$ source .venv/bin/activate

(.venv) aleksandar@Azure:~/msdocs-flask-postgresql-sample-app$ pip install -r requirements.txt

Requirement already satisfied: Flask in ./.venv/lib/python3.7/site-packages (from -r requirements.txt (line 1)) (2.2.0)

Requirement already satisfied: Flask-Migrate in ./.venv/lib/python3.7/site-packages (from -r requirements.txt (line 2)) (3.1.0)

Requirement already satisfied: Flask-SQLAlchemy in ./.venv/lib/python3.7/site-packages (from -r requirements.txt (line 3)) (2.5.1)

Requirement already satisfied: flask wtf in ./.venv/lib/python3.7/site-packages (from -r requirements.txt (line 4)) (1.0.1)

Requirement already satisfied: psycopg2 in ./.venv/1lib/python3.7/site-packages (from -r requirements.txt (line 5)) (2.9.3)

Requirement already satisfied: python-dotenv in ./.venv/lib/python3.7/site-packages (from -r requirements.txt (line 6)) (0.20.0)

Requirement already satisfied: SQLALchemy in ./.venv/lib/python3.7/site-packages (from -r requirements.txt (line 7)) (1.4.39)

Requirement already satisfied: itsdangerous>=2.0 in ./.venv/lib/python3.7/site-packages (from Flask->-r requirements.txt (line 1)) (2.1.2)

Requirement already satisfied: Jinja2>=3.@ in ./.venv/lib/python3.7/site-packages (from Flask->-r requirements.txt (line 1)) (3.1.2)

Requirement already satisfied: importlib-metadata»=3.6.0; python_version < "3.10" in ./.venv/lib/python3.7/site-packages (from Flask->-r requirements.txt (line 1)) (4.12.0)

Requirement already satisfied: Werkzeug>=2.2.0 in ./.venv/lib/python3.7/site-packages (from Flask->-r requirements.txt (line 1)) (2.2.1)

Requirement already satisfied: click>=8.@ in ./.venv/lib/python3.7/site-packages (from Flask->-r requirements.txt (line 1)) (8.1.3)

Requirement already satisfied: alembic>=0.7 in ./.venv/lib/python3.7/site-packages (from Flask-Migrate->-r requirements.txt (line 2)) (1.8.1)

Requirement already satisfied: WIForms in ./.venv/lib/python3.7/site-packages (from flask wtf->-r requirements.txt (line 4)) (3.0.1)

Requirement already satisfied: greenlet!=0.4.17; python_version >= “3" and (platform machine == “aarch64” or (platform machine == “"ppc64le” or (platform machine == "x86_64" or (platform_mac
ine == “amd64" or (platform machine == "AMD64" or (platform machine == "win32" or platform machine == "WIN32")))))) in ./.venv/lib/python3.7/site-packages (from SQLAlchemy->-r requirements.
xt (line 7)) (1.1.2)

Requirement already satisfied: MarkupSafe>=2.0 in ./.venv/lib/python3.7/site-packages (from Jinja2>=3.@->Flask->-r requirements.txt (line 1)) (2.1.1)

Requirement already satisfied: zipp>=0.5 in ./.venv/lib/python3.7/site-packages (from importlib-metadata>=3.6.0; python_version < “3.10"->Flask->-r requirements.txt (line 1)) (3.8.1)
Requirement already satisfied: typing-extensions>=3.6.4; python_version < "3.8" in ./.venv/lib/python3.7/site-packages (from importlib-metadata>=3.6.0; python version < "3.10"->Flask->-r re
uirements.txt (line 1)) (4.3.0)

Requirement already satisfied: importlib-resources; python_version < "3.9" in ./.venv/lib/python3.7/site-packages (from alembic>=0.7->Flask-Migrate->-r requirements.txt (line 2)) (5.9.0)
Requirement already satisfied: Mako in ./.venv/1ib/python3.7/site-packages (from alembic>=0.7->Flask-Migrate->-r requirements.txt (line 2)) (1.2.1)

(.venv) aleksandar@Azure:~/msdocs-flask-postgresql-sample-app$
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return ctx.invoke(self.callback, **ctx.params)

File "/home/aleksandar/.venv/1lib/python3.7/site-packages/click/core.py"”, line 760, in invoke
return __callback(*args, **kwargs)

File "/home/aleksandar/.venv/1lib/python3.7/site-packages/click/decorators.py”, line 26, in new_func
return f(get_current_context(), *args, **kwargs)

File "/home/aleksandar/.venv/1lib/python3.7/site-packages/flask/cli.py"”, line 354, in decorator
app = __ctx.ensure_object(ScriptInfo).load_app()

File "/home/aleksandar/.venv/1lib/python3.7/site-packages/flask/cli.py"”, line 312, in load_app
app = locate_app(import_name, None, raise_if_not_found=False)

File "/home/aleksandar/.venv/1lib/python3.7/site-packages/flask/cli.py"”, line 218, in locate_app
__import__(module_name)

File "/home/aleksandar/msdocs-flask-postgresql-sample-app/app.py"”, line 15, in <module>
app.config.from_object('azureproject.development')

File "/home/aleksandar/.venv/1lib/python3.7/site-packages/flask/config.py", line 227, in from_object
obj = import_string(obj)

File "/home/aleksandar/.venv/1lib/python3.7/site-packages/werkzeug/utils.py"”, line 610, in import_string
__import__(import_name)

File "/home/aleksandar/msdocs-flask-postgresql-sample-app/azureproject/development.py”, line 10, in <module>
dbuser=os.environ[ 'DBUSER'],

File "/usr/lib/python3.7/os.py", line 678, in _ getitem__
raise KeyError(key) from None

KeyError: 'DBUSER’
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dous PouerShell
Copyright (C> Microsoft Corporation. A1l rights reserved.

[ry the new cross—platform PowerShell https://aka.ms/pscore6

S C:\Uindous\systend2> Git clone https://github.con/Azure-Sanples/nsdocs—Flask-postgresql-sanple-app
Cloning into ’msdocs—f lask-postgresql-sanple-app’ . . .

unable to access ’https://github.com/Azure-Sanples/nsdocs—f lask-postgresql-sample-app/’ : Could not resolve hos
Windous\systend2> Git clone https://github.con/Azure-Samples/nsdocs—f lask-postgresql-sanple-app
Cloning into ’msdocs—f lask-postgresqi-sanple-app’ .- -
remote: Enunerating objects: 187, done.
cemote: Counting objects: 108% (57,273, done.
cemote: Compressing objects: 186% (19/19). done.
Receiving objects: 68% (73/18Pused 8 (delta 85, pack-reused 80Receiving ohjects: 66z <71/107)
Receiving objects: 108 (187187), 30.66 KiB ! 101.88 KiB/s, done.
Resoluing deltas: 108z (48/48). done.
S G:\iHndous\systen32> cd msdocs—f lask-postgresql-sanple—app
Windows\systendZ\nsdocs—F lask-postgresql-sanple-app> cd.- -
Windous\systend2> cd
Windous> cd..
> Git clone https://github.com/Azure-Sanples/nsdocs—f lask-postgresql-sanple-app
destination path ’nsdocs—f lask-postgresql-sample-app’ already exists and is not an empty directory.
> cd nsdocs—#lask-postgresql-sample-app
:\msdocs—f lask-postgresql-sanple-app> py —n venu .venu
>> Jvenu/scripts/activate
uinu) PS Ci\medocs—flask
Requirenent already
Requirenent already
Requirenent already
Requirenent already
Requirenent already
Requirenent already
Requirenent already
Requirenent already
Requirenent already
Requirenent already
Requirenent already
Requirenent already
Requirenent already
Requirenent already
Requirenent already

github.con

anple-app> pip install —» requirements.txt
msdocs—£ Lask-postgresql-sanple-app\.venu\lib\site-packages (from —» requirements.txt (line 1>) ¢2.2.8)
Flask-Migrate in ¢:\nsdocs—F lask-postgresql-sanple—app\.venu\libxsite-packages (From —r requirements.txt C(line 2>> (3.1.8)
Flask-SQlA1cheny in c:\nsdocs—flask-postgresql-sample-app\.venu\lib\site-packages CFrom —r requirements.txt (line 3> (3.5.1)
£lask_wtf in c:\medocs—f lask-postgresql-sample-appn.venuNlib\site-packages (from —r requirements.txt C(line 4 (1.8.1)
Ppsycopg? in ©:\medocs—f lask-postgresql-sanple-appy.venvlib\site-packages (From —r requirements.txt <line 5> <2.9.3)
python—doteny in_c:\nsdocs—f lask-postgresql-sanple-app\-venu\librsite-packages (From —r requirenents.txt Cline 3> (8.20.8>
§QLAlcheny in c:\msdocs—f lask-postyresql-sanple-app\.venuslib\site-packages (From —r requirements.txt (line P>) <1.4.39)
Jinja2>=3.8 in c:\nsdocs—flask-postgresql-sanple-appn.venu\lib\site-packages (From Flask—>-r requirements.txt <line 13> (3.1.2)
©click>=8.0 in c:\mdocs—f lask-postgresql-sanple-app\.venuslib\site-packages (From Flask->-r requirements.txt Cline 1)) <8.1.3)
itsdangerous>=2.0 in c:\nsdocs-flack-postgresql-sample-apps.venv\lib\site-packages (From Flask->-r requirements.txt <line 1>) (2.1.2>
Werkzeug>=2.2.0 in c:\nedocs—f lask-postgresql-sanple-appn.venu\lib\site-packages (from Flask->-r requirements.txt <line 1)) <2.2.13
alembic>=8.7 in ci\nsdocs—flask-postgresql-sanple-app\.venv\lib\site-packages (From Flask-Migrate—>—r requirements.txt (line 23 (i.8.1>
UTPorns in c:\nsdgcsf lask postgresal sample appyvenySlib\site packages (From flagk wtf sw requivenents-txt Cline 43 301
14.17 in_ci\nsdocs—f lask-postgresql-sanple venuIib\site-packages (From SQLAlchemy—>—r requirements.txt (liné 23> (1.1.2)
hdoos—F Lask-postaresdl-samplo-app-veno\libog 1te-packages (From alembic>=0:7-3Flack-Migratesor requirenents. xt (iine 23> (1.2.1>
Requirenent already colorana_in c:\nsdocs—f lask-postgresql-sanple-app\.venuN\lib\site-packages (From click>-8.8->Flask->—r requirements.txt Cline 1> (8.4.5)
Requirenent already MarkupSafe>=2.@ in c:\nsdocsf lask-postgresql-sample-app\.venv\lib\site-packages (from Jinja2>=3.8->Flask->-r requirements.txt (line 1>> <2.1.1>
Cenu> PS Ci\msdocs—Flask-postgresql-sample-app> dir

Directory: Ci\msdocs—Flask-postgresql-sanple-app

LastUriteTine Length Name
03,/08,2022 ~github
03/08/2022 “veny.

03/08/2022 azureproject
03/08/2022 migrations
03/08/2022 static
03/08/2022 tenplates
03/08/2022 118 lenv_exanple
03/08/2022 1928 lgitignore
03/08/2022 4519 app.py
03/08/2022 148 CHANGELOG.nd
03/08/2022 4817 CONTRIBUTING.nd
03/08/2022 104 eny.eny
03/08/2022 1160 LICENSE.nd
03/08/2022 1648 models.py
03/08/2022 2142 README.nd
03/08/2022 86 requiréments.txt

msdocs—F lask-postgresql-sanple-app) nano_ enu.eny
msdocs—F lask-postgresql-sanple-app> flask db init
>> f£lask db migrate —m
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Loading config.development and environment variables from .env file.
Tracehack (most recent call last>:
File “C:\Users\koush\AppData\Local\Prograns\Python\Python318\librunpy.py”. line 196, in _run_module_as_main
return _run_code<code, main_globals, None,
File Users\koush\AppData\Local\Prograns\Python\Python318\lib\runpy.py”. line 86, in _run_code
execcode, run_globals)
File msdocs—F lask-postgresql-sanple-app\.venu\scripts\flask.exeN_main__.py"”, line 2, in <module>
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msdocs—F lask-postgresql-sanple-app\-venu\lib\site-packages\click\core.py”, line 768, in invoke
_callback(xargs, xkuargs)
nsdocs—f lask-postgresql-sanple-app\.venv\lib\site-packages\click\decorators.py”, line 26, in new_func
£(get_current_contextl), xargs, <kuargs)
msdocs—F lask-postgresql-sanple app\.veny\lib\site-packages\flask\cli.py”, line 354, in decorator
_ctx.ensure_ohject(Scriptinfo).load app()
Snsdocs—F lask-postgresql-sanple-app\-venv\lib\site-packages\flask\cli.py"”. line 312, in load_app
locate_appCinport_nane, None. raise_if_not_found-False)
nsdocs—F lask-postgresql-sanple-apps-venu\lib\site-packages\flask\cli.py
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nsdocs—f lask-postgresql-sanple—app\app.py”; line 15, in <module>
app, config. from_ohject{’ azureproject.develapnent” >
File msdocs—f Lask-postgresql-sanple-apph.venu\lib\site-packages\flask\config.py”, line 227, in from_ohject
obj = import_stringCohy>
File
_inport__Cinport_nane>
File “C:\nidocs-f lask-postgresql-sample-app\azureproject\developnent.py”, line 10, in <module>
dbuser=os .environ[’ DBUSER’ 1,
File Usérs\koush\AppData\Local\Prograns\Python\Python318\1ibNos .
raise KeyErrorckeyd from None
KeyError: ’DBUSER’

line 1657, in invoke

line 1484, in invoke

line 218, in locate_app

", line 679, in _getiten__

:\nsdocs—f lask-postgresql-sanple-app\-venu\lib\site-packages\werkzeug\utils .py”, line 618, in import_string
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aleksandar@Azure:~$ cd msdocs-flask-postgresql-sample-app

aleksandar@Azure:~/msdocs-flask-postgresql-sample-app$ psql --host=test-uwtsd.postgres.database.azure.com --port=5432 --usern
ame=alekzndr@test-uwtsd --dbname=postgres

Password for user alekzndr@test-uwtsd:

psql (14.3 (Debian 14.3-1.pgdglee+1l), server 11.16)

SSL connection (protocol: TLSv1.2, cipher: ECDHE-RSA-AES256-GCM-SHA384, bits: 256, compression: off)

Type "help" for help.

postgres=> CREATE DATABASE restaurant;
ERROR: database "restaurant" already exists
postgres=> CREATE DATABASE reviews;

CREATE DATABASE

postgres=> I
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