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The shift of computer networks towards cloud computing and its impact on the industry

 The idea for computing in the “cloud” or in other words - computing as a public utility,  is introduced to the public back in the early 1960s of the 20th century  by John McCarthy. During the 1990s, Internet-based computer utilities represented by different search engines, electronic mail services, publishing platforms along with newly emerged social media have been used by people and have become inseparable part of  human’s life. From provisioning remotely services to single end-users, the computing utilities are now offered on an enterprise level by industry pioneers like Amazon Web Services (AWS) and Salesforce. AWS in particular, is the first cloud computing provider to deliver storage, computing resources and management functionalities remotely. At the same time networking industry starts using  the term cloud from the perspective of the cloud as a network utility that helped transfer data via connecting an end point or local network to the wide area network – “the Cloud” and the transmitting these data to another endpoint.[1]
Over the last few decades, the term "cloud" has been defined in a variety of ways, but its fundamental meaning has always focused on the provision of on-demand network access to a pool of shared computing resources that could be configured and made available to customers "as-a-service." These services may be provided with little to no management effort and with little to no service provider involvement.[2] 
A cloud computing definition identifies the fundamental characteristics and advantages that are shared by all clouds, despite the fact that cloud services may differ in their specifics. 
The following are the primary characteristics of cloud computing services from the viewpoint of service users:
· The web services are hosted by the cloud provider. The hardware and software are purchased, installed, and maintained by the latter  and located at facility provided by them. Thus, the companies are saving on the usual significant capital costs and mitigate the troubles which they would otherwise have.
· Using a web interface, self-service. Without requiring some help from the cloud service provider,  customers can start particular service functions and be in control regarding the consumed amount of service from the website which provision those services. 
· Pay for use. Users of services only pay for the features they  use. When compared to the traditional method, where on-site IT capacities are configured for maximum demand scenarios and then frequently underused, this can result in significant cost savings. 
· Scalability without limitations. Most of the cloud computing vendors of those services have the necessary infrastructure to offer their services efficiently scaled. This means that for customers of cloud services, company expansion or sporadic spikes in service usage may be easily handled by the cloud. [3]

Based on the aforementioned characteristics, we may draw the conclusion about the fundamental business factors that encouraged enterprises to use cloud-based technologies, enabling the realisation of their operational requirements for automation.

Capacity planning

In the context of cloud computing and cloud management and planning the current and expected future requirements for IT resources, capacity means the maximum work volume that IT resource could provide in a measured period of time. If an increased demand  for IT resources is not provisioned with the necessary capacity or it is over-provisioned, either way an inefficiency of the system will occur, in first case causing none or poorly delivered services while in the second leaving resources unutilised.

Cost reduction 

The desire for cost reduction is directly connected with the overhead created due to unused IT resources. When the company grows rapidly, the IT resources that should be provisioned usually are assessed by the largest amount of them that will be necessary. This increases the capital costs of deployment, as well as the costs management and maintenance of the IT resource which often doesn’t correspond to the actual business growth. The gap created between the up-front capital investments and the resources’ actual usage is detrimental to the company.

Organizational Agility

Organizational agility is a key indicator of a company's capacity to react to changes in external and internal environmental conditions, which are essential for commercial success. When a company's IT infrastructure is constrained in its ability to scale due to inadequate capacity planning or inadequate capital funds, it is unable to adapt to usage deviations in an appropriate manner. This is an illustration of the need of organizational agility.[4] 

All these benefits for the industry created by the cloud computing wouldn’t be possible without the internetworking as a primary infrastructure responsible for delivering cloud services. There are two types of internetworking architecture based on the way internal and external end-users access IT services. The network architecture connecting On-Premises IT resources and internal and external end-users relies on corporate network, while the one that establishes connectivity between Cloud-Based IT resources and external and internal end-users provides access through the cloud provider’s internet connection.[5]



The role of network professionals and its evolution to meet the technical challenges of the cloud

Businesses require skilled people to link various IT environments in order to achieve hybrid and multi-cloud installations. Thus, the position of cloud network engineer is appealing. 
The function of the network engineer is continuously changing as a result of the complexity of today's networks. The position of network engineer is developing in many ways and will likely encounter additional difficulties in the years to come. Agile network operations are essential due to the increasing investments in security, cloud computing, and software-defined networking (SDN). It is crucial to accelerate the development of network engineers due to the serious problems that companies are experiencing and how they affect both the network engineer and the enterprise.[6]
First most urgent problem is the exponential growth and unprecedented complexity of networks. Engineers are becoming aware that the old techniques of network administration are insufficient to support their projects as networks continue to evolve. Cybersecurity, change management, and outdated manual methods for monitoring networks can no longer keep up with demand. In addition to the difficulties of manual workflow, network engineers are compelled to develop new skills in order to keep pace with the changing network.[7]
Another significant issue is the lack of insight engineers have into their networks, particularly when businesses move from physical networks to virtual and SDN environments. A network engineer's most valuable resource is documentation, yet almost every business struggles with how static documentation can keep up with a changing network.  Today's networks are extremely complex, making it time-consuming to manually create network diagrams. As a result, problem-solving takes longer and has longer-lasting effects on security or compliance. Obsolescence is  a problem as well, considering the time it might take to document a network. 
Many professional network engineers still use primitive tools as a primary means of troubleshooting networks. This means that many companies still rely on the expertise of a single network engineer to  fix complex network problems or respond to cybersecurity incidents. When an issue does occur, this dependency leads to decreased efficiency and a longer time to resolve it.  If too much time is spent trying to find and locate the organization's expert to complete the task, network security would be particularly at risk.[8] 
Considering all these challenges sitting in front of every organization and in particular the employees responsible for managing these issues within enterprise IT infrastructure, a set of features drawing the modified role of the contemporary cloud network engineers could be defined.
The qualifications required now for a network engineer role to fulfil its tasks should include dealing with cloud networking technologies and architecture, while placing a higher emphasis on professional skills like communication and focus more on acquiring  scripting and coding abilities. With a more expansive notion of network management looming in the future, cloud networking technologies and cloud architectural skills will be essential for scaling up. Communication is even more crucial in the era of remote workers. Network administrators—previously seen as the problem solvers—are depending more and more on their interpersonal skills to help end users, wherever they may be. Today, effective network management requires a combination of these essential technical abilities and professional competencies. [9]



RESTful  WEB services and their role in facilitating technical challenges of the cloud

Cloud services represent a complex architecture of vast number of networks connected between each other and provisioning at the same time the resources allocated on nodes (servers) part of this networks and the access to these resources delivered to the clients (users).
 How can we ensure that user requests routed to many servers are in sync so that the user receives consistent contents regardless of which server responds to these requests?
There are two ways this could be handled – by stateless or by stateful services.[10]

Stateless Service

No contextual information is kept by a stateless service. The request contains all the data that is necessary to process a work item. This request is accepted, dealt with, and then everything is forgotten. A stateless service still frequently has to keep track of contextual data in between queries, though. Someone else must remember states since the service is incapable of doing so. Getting the client to recall the state is one approach to do this. The alternative is to use an external database to store the query's content. It's simple to achieve high availability for stateless servers. Which server manages the request is irrelevant. A new server is created and added to the server pool when one dies. Like all other server instances, the new server instance either doesn't require any context information or retrieves context data from the external storage, depending on the situation. 
There are two main drawbacks in using stateless servers. The first, is that an external storage need to be used and thus the performers slow down as a result and the second - this storage need also to cover the requirements for high availability.[11]

Stateful Service

Contextual data, or states, are cached on the server by stateful services. Since the state may be recovered if the server is restarted, it is saved on disc rather than in memory. To ensure that every server has the same consistent view of the state, the state is duplicated across all servers. States on the servers have the potential to be substantially consistent, requiring that a change be acknowledged by all active servers (or a majority of servers) before it is actually recorded. States can also be ultimately consistent, which enables updates to be spread progressively among servers such that all servers finally have a consistent picture of the state.
Although constantly managing stored contextual information may looks like overhead, there are certain benefits for this to be done. The absence of external storage necessity improves performance and allows for simpler architecture. Other benefits brought by stateful services might be the shorten development cycles and increase in storage and backup flexibility (no need for centralised database as each server keeps the data locally).[11]

RESTful or Representational State Transfer services are key element in building any solution, based on cloud architecture.
According to Dr. Roy Fielding – the man behind the REST architectural design, there are four main constraints that were considered while developing the technology. He followed principles observed in internetwork as a system of independently distributed assets, without being aware of any resources or the server locations where the resources are hosted.[5]
· Separation of resource from representation. The coupling between resources and representations must be loose. A data store or a section of code, for instance, may be a resource, but an XML or JSON result set or an HTML page could be the representation. 
· Manipulation of resources by representations . If the client has authorization to do so, a representation of a resource with any connected metadata has enough information to edit or remove the resource on the server. 
· Self-descriptive messages . The information in each message is sufficient to explain how to process it. The command "Accept application/xml," for instance, instructs the parser to anticipate that the message's format is XML. 
· Hypermedia as the engine of application state (HATEOAS). The only way the client communicates with apps is through hypermedia (e.g., hyperlinks). The depictions reflect the hypermedia apps' current condition. 

In order to communicate with one another and transmit data using HTTP methods, the REST architectural approach for developing web services leverages the HTTP protocol.
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Description automatically generated]Creating, retrieving, updating, and removing data are just a few examples of the fundamental data manipulation tasks that may be efficiently performed with this technique. [12]



Software Define Networks - industry adoption, protocols and implementation

OpenFlow

Initially Software Define Networks start their rise, and are adopted by the networking industry in virtue of the OpenFlow protocol. The protocol in its significant part is developed by infamous Martin Casado by the time he studies and works on his PhD at Stanford University. Later he will become Senior Vice President of VMware.  The main function of this protocol is to decouple network devices control plane ( “brains” of a network device) from data plane (the application-specific integrated circuits (ASICs)), responsible for packet-forwarding. In order to directly affect packet forwarding, the low-level protocol  modifies flow tables. Attributes of the management plane, such as authentication or SNMP parameters, were not meant to be interacted with by OpenFlow. Nevertheless, historically, OpenFlow wasn’t the first protocol used for separation of the control functions and intelligence from network devices. Prior to OpenFlow creation there are few technologies that have implemented same functionality. Some of them are Forwarding and Control Element Separation  (ForCES), Active Networks, Routing Control Platform (RCP), and Path Computation Element (PCE).[6]
The main motivation for Casado to create a protocol such as OpenFlow is that by the time there were no technology to provide the flexibility  for configuring and managing end-devices. The need for network programmability and a single point from where network devices could be managed dynamically was the engine that directed Casado in his research and success with OpenFlow implementation.
Network Functions Virtualization

NFV, or Network Functions Virtualization, is not a complicated idea. It means transferring operations that are typically delivered as hardware and delivering them as software instead. Virtual machines that serve as routers, firewalls, load balancers, IDS/IPS, VPNs, application firewalls, and any other service or function are the most prevalent instances of this. A monolithic piece of hardware may now be divided into N separate pieces of software, or virtual appliances, thanks to NFV. From a gadget viewpoint, these smaller ones become much easier to use. [6]

Virtual switching

Virtual switches are really software-based switches that are part of the hypervisor kernel and provide local network access between virtual computers (and now containers). Similar to any physical switch equivalents, they provide capabilities like link aggregation, SPAN, and sFlow as well as functionalities like MAC learning. While these virtualized switches are often integrated larger all-inclusive SDN and network virtualization systems, they nevertheless function as switches on their own. Virtual switches are crucial even if they are not a solution themselves. [6]

Network virtualization

The solutions providing network virtualization have been used as synonyms for SDN solutions for some time. Examples of such solutions are Nuage’s Virtual Service Platform (VSP), Juniper’s Contrail, and VMware’s NSX .
Administrators may now migrate virtual machines between domains without having to reconfigure the underlying network when using network virtualization software. The software creates a network overlay that supports the use of several virtual network layers on top of a single physical network backbone. Using network virtualization (NV), a single physical network may be subdivided into many independent virtual networks, or numerous physical networks can be grouped into a single virtual, software-based network. 
One or more of the main advantages of network virtualization may be the reduction of network provisioning time from weeks to minutes, improved network security within the data centre, and increased operational efficiency through the automation of manual tasks. [13]




Network automation

More  use cases for implementing APIs in the network environment will keep developing as they continue to advance. Network automation is a top contender to soon benefit from the programmable interfaces offered by contemporary network devices with an API. In a broader sense, network automation encompasses more than simply automating network device configuration. The most prevalent misconception about network automation is correct, however employing APIs and programmatic interfaces may automate and provide much more than simply pushing configuration settings. [14]

SD-WAN


The Software-Defined Wide Area Network, or SD-WAN, is a virtualization solution that may connect and expand commercial networks over large geographical distances. Wide area networks (WANs) take advantage of various types of connectivity, such as multiprotocol label switching (MPLS), wireless, broadband, virtual private networks (VPNs), and the internet, to grant users in remote offices the ability to access business applications, services, and resources and to work from any location. In order to maintain high speeds and increase connectivity, software-defined wide area networks (SD-WAN) monitor the performance of WAN connections and optimises traffic.[15] 

These technologies explain just a portion of the stack of virtualized network solutions that have opened the way for the widespread acceptance and deployment of software-defined networks. Utilization of software-defined networks (SDNs) has resulted in improved optimization and automation of networks by capitalising on the capabilities of modern network programmability solutions. In addition, the decoupling of software from hardware made it feasible to employ inexpensive commodity technology and optimise the infrastructure, which in turn created a whole new sector worth billions of dollars. [13]


The utilisation of common standards and data formats for achieving high interoperability


Similarly, to how routers and switches require defined protocols to communicate, apps must be able to agree on some form of syntax in order to share data. Applications can accomplish this by utilising common data formats such as JSON and XML (among others). Applications must agree not just on how data is presented, but also regarding how it is arranged. Data models establish the structure of data contained in a certain data format. 
When data have to be moved out or be imported into an application, the need for more abstract and portable data format may occur. There are many cases in which a non-programmer needs to have access and to operate with specific data as well as programmer might need to extract and use certain date for another application comfortably without being obliged to create new data constructions from scratch just to reuse already existing data content. Many third-party user interfaces (UIs), also, are utilised to interact with public cloud providers. This is made feasible (albeit simplified) by common data formats.[16]

JASON

JSON is created at a period when web developers need a lightweight communication method between web servers and apps placed within web pages. Although, XML existed at the time, it proved to be too “clumsy” to handle the ever-increasing demands of the internet. JSON, or JavaScript Object Notation, became popular in the early 2000s. It was designed to be a simplified form of XML that would work better with the data models used by well-known computer languages. Despite the fact that it's side issue for data formats, many people believe that it is more sentient. 
The specifics of JASON format consist of curly brackets used to wrap s key-value pair, representing an object. The concept of objects is widely spread among programming language and is actually the core of the architecture of any modern object-oriented programming language. Another characteristic of the format is that the key in the key-value pair is always string similar to the linear data structure dictionary. JSON is a lighter, less verbose, and more user-friendly format than XML. It is also simpler to read and write. It works well for online data exchange in most situations. But XML still has certain benefits. For instance, it enables metadata placement within tags and improves mixed content handling, particularly when mixed node arrays need intricate expressions. [17]
The popularity and usability of REST standard along with the human-readable and lightweight structure of JASON allows the providers of APIs to deliver data easily from  different apps running on different vendors’ devices, thus achieving high interoperability.
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