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[bookmark: _Toc222850211]Introduction
The basic systems of software known as operating systems manage the computer hardware and provide the application programs with the required services. They provide an interface between users and the hardware of the computer, making it possible to distribute the resources effectively, in terms of security and stability. This report examines the key functions of operating systems that include process management, memory management, file system organisation, device control, security mechanism and networking functions. It also demonstrates the use of Windows and Linux command-line tools and scripting techniques in practice in order to automate the administration processes. The report describes and shows how operating systems have played a role in the modern computing world using theoretical explanations and the use of operating systems.


[bookmark: _Toc222850212]Task 1 – Key Functions of Operating Systems
Windows operating system is the program that provides the interface that is required between the computer equipment and its users [1]. They manage resources of the system and can offer efficient, secure, and stable computing environments. An operating system is also involved in the control of the processes, distribution of memory, storage, coordination of devices, imposition of security, and networking [2].
Process Management
Process management also allows the running of different programs so that they do not conflict. The operating system determines processes and executes those using algorithms, and also terminates processes as required [2]. This is functionality that may be viewed in Windows, in Task Manager.
Practical Demonstration:
1. Press Ctrl + Shift + Esc
2. Open the Processes tab
3. Observe CPU, memory, and background processes
[image: ]
[bookmark: _Toc222483933][bookmark: _Toc222844012]Figure 1: Task Manager – Processes tab
The various scheduling mechanisms used in the operating system are the First-Come-First-Serve and Round Robin that are used to achieve fairness and eliminate starvation [3]. Without a proper process scheduling, the performance of the system would decline.
Memory Management
The memory management controls the RAM and virtual memory. OS will also ensure that there is sufficient memory available to each process, and the memory space of other processes is not shared.
Practical Demonstration:
1. Open Task Manager
2. Select Performance - Memory
[image: ]
[bookmark: _Toc222483934][bookmark: _Toc222844013]Figure 2: Memory performance view
The virtual memory aids in increasing the physical RAM through disk storage, where huge applications can be executed [4]. It is possible with good memory management to enhance both the multitasking and responsiveness of the system.
File System Management
The data will be placed and organized in the file system in the ordered formats, such as the NTFS file system in Windows and the ext4 file system in Linux [5]. It is able to manage file permissions, metadata, and storage allocation.
Practical Demonstration:
1. Press Win + X
2. Select Disk Management
3. Observe partitions and file system types
[image: ]
[bookmark: _Toc222483935][bookmark: _Toc222844014]Figure 3: Disk Management window
The file system will provide the ability to prevent any corruption of data and ensure data integrity due to the orderly organization of storage and indexing [6].
Device Management
This communication is done through device management to enable communication between the drivers and the operating system.
Practical Demonstration:
1. Press Win + X
2. Select Device Manager
3. Expand hardware categories
[image: ]
[bookmark: _Toc222483936][bookmark: _Toc222844015]Figure 4: Device Manager View
Drivers that work between hardware and the OS kernel to enable hardware such as printers and graphics cards to function correctly [7].
Security and User Management
OS provides security controls, such as authentication and authorization policies, to protect the resources within the system.
Practical Demonstration:
1. Open Command Prompt
2. Type: net user
[image: ]
[bookmark: _Toc222483937][bookmark: _Toc222844016]Figure 5: net user command output
The access control and the level of user privilege do away with the unauthorized manipulation of the system.
Networking
In operating systems, the use of networking protocols such as TCP/IP enables communication between devices.
Practical Demonstration:
1. Open Command Prompt
2. Type: ipconfig /all
[image: ]
[bookmark: _Toc222483938][bookmark: _Toc222844017]Figure 6: IP configuration output
Networking support helps the systems to access both the local and global networks in an effective and secure way.


[bookmark: _Toc222850213]Task 2 – Windows CLI Commands
Windows operating systems have powerful command-line interfaces, including Command Prompt (CMD) and PowerShell, which allow the administrator to be capable of managing the system resources [8]. Unlike graphical interfaces, CLI tools are more efficient in their implementation and may be automated with the capability to manipulate the system on a micro level. They are usually applicable to system administration, troubleshooting, and cybersecurity. Windows CLI gives precision in communicating with the operating system in monitoring processes, managing files, the network, user control, and task scheduling. The example below demonstrates the application of various commands in order to manage the operations of the system effectively and support the process of standard administrative work [9].
Process Management
To display all running processes, type the tasklist command.
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[bookmark: _Toc222483939][bookmark: _Toc222844018]Figure 7:tasklist output
To terminate a specific process forcefully, type the taskkill /PID 2489 /F command.
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[bookmark: _Toc222483940][bookmark: _Toc222844019]Figure 8: taskkill output
PowerShell command shows details of process information using the Get-Process command.
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[bookmark: _Toc222483941][bookmark: _Toc222844020]Figure 9: Get-Process output
Such commands will allow the administrators to identify and govern the activity of the systems.
File and Directory Management
Type dir/w command, it show lists directory contents in a wide format.
[image: ]
[bookmark: _Toc222483942][bookmark: _Toc222844021]Figure 10: Lists directory
mkdir TestFolder
Creates a new folder.
Remove-Item TestFolder –Recurse
Deletes a folder and its contents.
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[bookmark: _Toc222483943][bookmark: _Toc222844022]Figure 11: Make Directory
The following commands demonstrate that it is possible to manipulate file system structures with CLI.
Network Monitoring
ping google.com
[image: ]
[bookmark: _Toc222483944][bookmark: _Toc222844023]Figure 12: Ping Command
Tests connectivity to a remote host.
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[bookmark: _Toc222483945][bookmark: _Toc222844024]Figure 13: netstat command
 netstat –ano
Presents active associations and process-id associations.
These are highly requisite commands that are applied to troubleshoot the network.
Task Scheduling
schtasks /query
[image: ]
[bookmark: _Toc222483946][bookmark: _Toc222844025]Figure 14: Displays scheduled tasks
These tools allow automation and system administration.
[bookmark: _Toc222850214]Task 3 – Linux CLI Commands
Linux OS comprises good command-line functionality based on the Bash shell. Linux CLI provides access to the system kernel, unlike graphical interfaces, which have been discovered to provide an accurate level of control with regard to administration. System administrators like Bash as it allows an individual to automate tasks, script, and trace system resources [10]. The Linux services are Pandian process control, file management, network diagnosis, user and scheduling task management that offer an efficient and flexible computing system management environment. The following instructions represent the practical application of the basic Linux administration tools in real life.
Process Management
ps –aux
[image: ]
[bookmark: _Toc222483947][bookmark: _Toc222844026]Figure 15: Network processes
Shows all the network processes, user rates, CPU rates, and the memory rates.
· The top command gives real-time monitoring of the system, CPU, and RAM.
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[bookmark: _Toc222483948][bookmark: _Toc222844027]Figure 16: Top Command
These orders permit the relevant tracking and management of the systems.
File and Directory Management
· ls –l command lists files with detailed permissions, ownership, and size.
[image: ]
[bookmark: _Toc222483949][bookmark: _Toc222844028]Figure 17: Ls Command
· mkdir test command creates a new directory named “test”.
· rm -r test command deletes a directory and its contents recursively.
· chmod 755 file.sh command changes file permissions to allow execution.
[image: ]
[bookmark: _Toc222483950][bookmark: _Toc222844029]Figure 18: Make a directory
These commands indicate that Linux is a model system of permission and file management.
Network Monitoring
· The ifconfig command displays network interface configuration.
[image: ]
· ping google.com command tests connectivity to a remote host.
[image: ]
· netstat –tuln command shows active listening ports and network services.
[image: ]
[bookmark: _Toc222483951][bookmark: _Toc222844030]Figure 19: Shows active listening ports
User Management
· sudo useradd testuser command creates a new user account.
· sudo passwd testuser command sets or changes the user password.
[image: ]
[bookmark: _Toc222483952][bookmark: _Toc222844031]Figure 20: Add User
Task Scheduling
crontab –e
[image: ]
[bookmark: _Toc222483953][bookmark: _Toc222844032]Figure 21: Task Scheduling
Via the cron table editor, code the automated programs.
Linux CLI is more controlling than Windows CLI, and therefore it is well-adaptable and rich for the system administrator [10].



[bookmark: _Toc222850215]Task 4 – Windows Batch Scripts
Windows Batch scripting can be used to execute simple command-line instructions automatically to automate repetitive tasks [10]. The code is saved in a file having an extension of .bat and is executed by Command Prompt. These are supporting variables, user input, arithmetic, loops, and conditional statements. This is demonstrated by the following scripts that depict the practical automation in windows operating system.
Script 1: Simple Calculator
Within this script, the input of the user is received, and the values typed in the script are inserted into variables, arithmetic functions occur, and the result is presented.
@echo off
set /p num1=Enter first number:
set /p num2=Enter second number:
set /a sum=%num1% + %num2%
echo Result = %sum%
pause
How to Run:
1. Open Notepad.
2. Paste the code.
3. Save as calculator.bat.
4. Double-click the file to execute.
[image: ]
[bookmark: _Toc222483954][bookmark: _Toc222844033]Figure 22: Code in Notepad
[image: ]
[bookmark: _Toc222483955][bookmark: _Toc222844034]Figure 23: Command execution output
The script demonstrates how to achieve user input, variables, and arithmetic calculation in the Batch program.
Script 2: Folder Creator Loop
The script is a form of automatic generation of different folders that depend on the user input in the form of a loop.
@echo off
set /p count=How many folders?:
for /l %%i in (1,1,%count%) do (
mkdir Folder%%i
)
echo Folders created!
pause
How to Run:
1. Save as foldercreator.bat.
2. Run the file.
3. Enter the number of folders to create.
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[bookmark: _Toc222483956][bookmark: _Toc222844035]Figure 24: Code
[image: ]
[bookmark: _Toc222483957][bookmark: _Toc222844036]Figure 25: Created folders in the directory
One has loop structures and automated repetitive work of the file system, as observed in this script.
[bookmark: _Toc222850216]Task 5 – Linux Bash Scripts
The Linux operating systems are highly automated in terms of the usage of Bash (Bourne Again Shell) scripting. Bash scripting allows the user and system administrator to develop an organized series of commands that they can directly execute in the terminal. These are scripts that are stored in the form of text files, normally with a suffix of.sh, and can be called by providing them with executable rights. Some of the most important features of programming that are available with Bash are variables, user input manipulation, conditionals (if, else), loops (for, while), and operator arithmetic.
All these factors ensure that users can be able to automate administrative tasks such as user administration, file backups, system monitoring, and process control. This will save much manual work and increase efficiency in Linux management. Bash scripts also enable one to organize the system in a better way since it standardizes routine operations. Bash scripts are widespread in system administration, DevOps, cybersecurity, and server management contexts since they are flexible and can test directly against the kernel operating system [11].
Script 1: Simple Calculator
#!/bin/bash
read -p "Enter first number: " num1
read -p "Enter second number: " num2
sum=$((num1 + num2))
echo "Result = $sum"
How to Run:
1. Create file:
2. nano calc.sh
3. Paste the script.
4. Save and exit.
5. Make executable:
6. chmod +x calc.sh
7. Run:
8. ./calc.sh
[image: ]
[bookmark: _Toc222483958][bookmark: _Toc222844037]Figure 26: Script in editor
[image: ]
[bookmark: _Toc222483959][bookmark: _Toc222844038]Figure 27: Terminal execution output
This script is the way to access variables, user input, and arithmetic operation are accessed in bash.
Script 2: User Checker
#!/bin/bash
read -p "Enter username: " user
if id "$user" >/dev/null 2>&1; then
    echo "User exists"
else
    echo "User does not exist"
fi
How to Run:
1. Save as usercheck.sh.
2. Run:
3. chmod +x usercheck.sh
4. ./usercheck.sh
[image: ]
[bookmark: _Toc222483960][bookmark: _Toc222844039]Figure 28: Script
[image: ]
[bookmark: _Toc222483961][bookmark: _Toc222844040]Figure 29: Execution output
The analysis of the existence of the users by the system to be analyzed is commanded by the conditional statements of this script.
Automation: One such case of automation is the scripts in these windows and in Linux. According to them, scriptwriting is important in managing the system because it minimizes the number of manual activities as well as enhancing the performance [12].


[bookmark: _Toc222850217]Conclusion
The operating systems are quite effective in the management of hardware and software resources. The functions of operating systems are system stability and performance, as the operating systems process scheduling, memory allocation, file management, securitizing and providing network services.
The Windows command line environment and Linux command line environment differ greatly. On the one hand, Windows is organized around a set of administrative tools (Batch and PowerShell), on the other hand, Linux is open to the flexibility and strength of control based on Bash. Linux is likely to have more system-level control.
The scripting activities demonstrate how to reduce work repetition and automate to increase productivity. He or she is considered an IT specialist since familiarity with the operating systems, as well as the CLI tools, is the foundation of system administration and cybersecurity.


[bookmark: _Toc222850218]References
[1] V. Syrris and D. Geneiatakis, “On machine learning effectiveness for malware detection in Android OS using static analysis data,” Journal of Information Security and Applications, vol. 59, p. 102794, Jun. 2021, doi: https://doi.org/10.1016/j.jisa.2021.102794.
‌[2] A. S. Thyagaturu, P. Shantharama, A. Nasrallah, and M. Reisslein, “Operating systems and hypervisors for network functions: A survey of enabling technologies and research studies,” IEEE Access, vol. 10, pp. 79825–79873, 2022. [Online]. Available: https://ieeexplore.ieee.org/iel7/6287639/6514899/09844719.pdf
[3] A. Agcaoili, T. Taiwo, O. Ferguson, and R. Ouzir, “CPU scheduling: A study of the first come first serve and round robin approaches,” 2022. [Online]. Available: https://www.researchgate.net/profile/Osabhie-Ferguson/publication/379022676_CPU_Scheduling_A_Study_of_the_First_Come_First_Serve_and_Round_Robin_Approaches/links/65f61bafc05fd268801aedc6/CPU-Scheduling-A-Study-of-the-First-Come-First-Serve-and-Round-Robin-Approaches.pdf
[4] J. Nestor and Z. Yin, “Work in progress: A visualization aid for learning virtual memory concepts,” in Proc. 2022 ASEE Annu. Conf. & Exposition, Aug. 2022. [Online]. Available: https://peer.asee.org/40560.pdf
[5] O. O. Oyewole and J. F. Joseph, “A comparative analysis of ext4 and NTFS: Performance, security, and reliability features,” Multidisciplinary Journal of Engineering, Technology and Sciences, vol. 1, no. 1, 2024. [Online]. Available: https://www.nigerianjournalsonline.org/index.php/MJETS/article/download/3585/3376
[6] N. S. Sulaiman and M. A. Hilmi, “Avoiding Data Loss and Corruption (Towards File Integrity Monitoring),” International Journal of Synergy in Engineering and Technology, vol. 5, no. 2, pp. 99–109, 2024, Accessed: Feb. 24, 2026. [Online]. Available: https://www.tatiuc.edu.my/ijset/index.php/ijset/article/view/222
[7] E. Udoh and E. Umoh, “Keywords: Operating System, Imperatives, Computer Component, Function, Abstraction & Arbitration,” Computer Users Journal of Computer Science Review and Engineering | JCSRE, vol. 1, no. 1, pp. 1–12, 2022, Available: https://airjournal.org/jcsre/wp-content/uploads/sites/40/2022/02/JCSRE-1.1-1-12-.pdf
[8] S. R. Madamanchi, “Modern approaches to Unix automation: Shell scripting, configuration management, and security,” International Journal for Research in Applied Science & Engineering Technology (IJRASET), vol. 13, no. 6, pp. 3190–3201, 2025. [Online]. Available: https://www.researchgate.net/profile/Abubakr-Hameed/publication/393356479_Modern_Approaches_to_Unix_Automation_Shell_Scripting_Configuration_Management_and_Security/links/686657f207b3253fd1cbe219/Modern-Approaches-to-Unix-Automation-Shell-Scripting-Configuration-Management-and-Security.pdf
[9] V. Menon, “How Unix command-line tools are being used to streamline and automate customer relationship management systems,” 2023. [Online]. Available: https://www.researchgate.net/profile/John-Mathew-26/publication/394520809_How_Unix_Command-Line_Tools_Are_Being_Used_To_Streamline_And_Automate_Customer_Relationship_Management_Systems/links/68a1dab56327cf7b63d720cf/How-Unix-Command-Line-Tools-Are-Being-Used-To-Streamline-And-Automate-Customer-Relationship-Management-Systems.pdf
[10] O. Nyarko-Boateng, I. K. Nti, A. A. Mensah, and E. K. Gyamfi, “Controlling user access with scripting to mitigate cyber-attacks,” Scientific African, vol. 26, p. e02355, 2024, doi: https://doi.org/10.1016/j.sciaf.2024.e02355
‌[11] S. Rapeli, “Understanding the role of Unix shell in software development and developer experience,” 2024. [Online]. Available: https://aaltodoc.aalto.fi/bitstreams/98c0f503-5e25-4257-8bd5-3f4a7072f31f/download
[12] M. T. Awan, “Linux vs. Windows: A Comparison of Two Widely Used Platforms,” Journal of Computer Science and Technology Studies, vol. 4, no. 1, pp. 41–53, Jan. 2022, doi: https://doi.org/10.32996/jcsts.2022.4.1.4.
‌


[bookmark: _Toc222850219]Appendix
Appendix 1 Basic Commands
[image: ]
[bookmark: _Toc222844041]Figure 30: Basic Commands
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Appendix 3 Linux OS CLI Command
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Appendix 4 Windows OS Script
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[bookmark: _Toc222844044]Figure 33: Windows OS Script
Appendix 5 Linux OS Script
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ps -aux
USER PID %CPU XMEM  VSZ  RSS TTY STAT START ~ TIME COMMAND

root 1 0.1 0.3 25068 12504 ? ss  01:00 /sbin/init splash

root 2 0.0 0.0 o 02 s o1 [kthreadd]

root 3 0.0 0.0 o 02 s o1 [pool_workqueue_release]
root 4 0.0 0.0 o 02 < o1 [kworker/R-rcu_gp]

root 5 0.0 0.0 o 02 < o1 [kworker/R-sync_wq]

root 6 0.0 0.0 o 02 < o1 [kworker/R-kvfree_rcu_reclain]
root 7 0.0 0.0 o 02 < e1: [kworker/R-slub_flushwa]
root 8 0.0 0.0 o 02 < o1 [kworker/R-netns]

root 12 0.0 0.0 o 02 1 0 [kworker/u8:0-ipv6_addrconf]
root 13 0.0 0.0 o 02 < 01: [kworker/R-mn_percpu_wq]
root 1% 0.6 0.0 o 02 s o1 [ksoftirqd/e]

root 15 0.0 0.0 o 02 1 0 [rcu_preempt]

root 16 0.0 0.0 o 02 s o1 [rcu_exp_par_gp_kthread_worker/0]
root 17 0.0 0.0 o 02 s o1 [rcu_exp_gp_kthread_worker]
root 18 0.0 0.0 o 02 s o1 [migration/0]

root 19 0.0 0.0 o 02 s o1 [idle_inject/0]

root 20 0.0 0.0 o 02 s o1 [cpuhp/0]

root 21 0.0 0.0 o 02 s o1 [cpuhp/1]

root 22 0.0 0.0 o 02 s o1 [idle_inject/1]

root 23 0.0 0.0 o 02 s o1 [migration/1]

root 2 0.6 0.0 o 02 s o1 [ksoftirgd/1]

root 25 0.0 0.0 o 02 1 1 [kworker/1:0-pm]

root 31 0.0 0.0 o 02 s o1 [kdevtmpfs]

root 32 0.0 0.0 o 02 < o1 [kworker/R-inet_frag wq]
root 33 0.0 0.0 o 02 1 1 [rcu_tasks_kthread]

root 3% 0.0 0.0 o 02 1 0 [rcu_tasks_rude_kthread]
root 35 0.0 0.0 o 02 1 0 [rcu_tasks_trace_kthread]
root 36 0.0 0.0 o 02 s o1 [kauditd]

root 37 0.0 0.0 o 02 s o1 [khungtaskd]

root 38 0.0 0.0 o 02 s o1 [oom_reaper]

root 39 0.2 0.0 o 02 1 1 [kworker/u9:1-Flush-8:0]
root 4 0.0 0.0 o 02 < o1 [kworker/R-writeback]

root 41 0.3 0.0 o 02 1 0 [kworker/u9:2-ext4-rsv-conversion]
root 42 0.3 0.0 o 02 s o1 [kcompactdo]

root 43 0.0 0.0 o 02 SN 01 [ksnd]

root 4 0.0 0.0 o 02 SN 01 [khugepaged]

root 45 0.0 0.0 o 02 < 01 [kworker/R-kblockd]

root 46 0.0 0.0 o 02 < o1 [kworker/R-blkcg_punt_bio]
root 47 0.0 0.0 o 02 < o1 [kworker/R-kintegrityd]
root 48 0.0 0.0 o 02 s o1 [ira/9-acpi]

root 50 0.0 0.0 e 07 1< o1 [kworker/R-tpm_dev_wq]
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top - 01:35:36 up 34 min, 1 user, load average: 1.62, 2.32, 2.71
Tasks: 190 total, 5 running, 185 sleeping, @ stopped, zombie

%Cpu(s): 2.5 us, 31.3 sy, 0.0 ni, 21.1 id, 13.5 wa, 0.0 hi, 31.7 si, 0.0 st
MiB Mem : 3919.3 total,  579.7 free, 1385.6 used, 2258.0 buff/cache

MiB Swap:  4094.0 total, 3851.6 free,  242.4 used. 2533.7 avail Mem

nessusd

R 12
° R o kworker/u9: 1+ext4-rsv-conversion
0 s 0. kswapdo
0 1 0. kuorker/u10:2-flush-8:0
910 root 20 0 352864 105556 57676 S 2 Xorg
2530 ethical 20 0 656592 62548 47688 S 1 qterninal
2687 root 20 o ° ° oR o kworker/u9:3+flush-8:0
42 root 20 o 0 0 0s 0. kcompactda
14 root 20 o ° ° oR o ksoftirqd/0
1786 ethical 20 0 297136 30892 21032 S 0. wrapper-2.0
2133 root 0 -20 ] 0 o1 0. kuorker/1:0H-kblockd
2470 root 20 o 0 0 01 0. kuorker/u9:0-writeback
872 redis 20 0 74580 12268 7380 S 0. redis-server
1656 ethical 20 © 215600 3224 2904 S 0. VBoxClient
1727 ethical 20 © 561392 99300 66460 S 2. xFumd,
2671 root 0 -20 0 ] o1 0. kuorker/0: 1H-kblockd
24 root 20 o 0 0 0s 0. ksoftirqd/1
699 root 20 0 357544 3160 2984 S 0. VBoxservice
1129 root 20 o 0 0 o1 0. kuorker/u10:5-events_unbound
1649 ethical 20 0 215084 3236 2968 S 0. VBoxClient
1673 ethical 20 © 215272 3520 3084 S 0. VBoxClient
1961 root 20 o 318888 8968 7788 S 0. upoverd
2648 root 20 o 0 o o1 0. kuorker/0:2-events
2686 ethical 20 © 10724 5736 3564 R o top
1 root 20 0 25068 12020 9444 S 0. systend
2 root 20 o ] ] 0s 0. kthreadd
3 root 20 o 0 0 0s 0. pool_workqueue_release
4 root 0 -20 0 0 o1 0. kuorker/R-rcu_gp
5 root 0 -20 0 0 o1 0. kuorker/R-sync_uq
6 root 0 -20 0 0 o1 0. kuorker/R-kvfree_rcu_reclaim
7 root 0 -20 0 0 o1 0. kuorker/R-slub_flushwq
8 root 0 -20 0 0 o1 0. kuorker/R-netns
12 root 20 o 0 0 o1 0. kuorker/u8:0-ipvé_addrconf
13 root 0 -20 0 0 o1 0. kuorker/R-mm_percpu_wq
15 root 20 o 0 0 o1 0. rcu_preempt
16 root 20 o 0 0 0s 0. rcu_exp_par_gp_kthread worker/o
17 root 20 o 0 0 0s 0. rcu_exp_gp_kthread_worker
18 root rt o 0 0 0s 0. migration/o
19 root  -51 0 0 0 0s 0. idle_inject/o
20 root 20 o 0 0 os 0. cpuhp/0
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docker@: flags:

etho: flag:

(ethical® kali)-[~]
ifconfig

099<UP, BROADCAST , MULTICAST> mtu 1500
inet 172.17.0.1 netmask 255.255.0.0 broadcast 172.17.255.255
ether 02:42:e3:37:45:65 txqueuelen 0 (Ethernet)

RX packets 0 bytes 0 (0.0 B)

RX errors 0 dropped 0 overruns 0 frame 0

TX packets 0 bytes 0 (0.0 B)

TX errors 0 dropped 10 overruns 0 carrier @ collisions 0

163<UP, BROADCAST, RUNNING, MULTICAST> mtu 1500
inet 192.168.0.70 netmask 255.255.255.224 broadcast 192.168.0.95
inet6 fes0::f39F:9314:186:c058 prefixlen 64 scopeid 0x20<link>
ether 08:00:27:15:2c:19 txqueuelen 1000 (Ethernet)

RX packets 654948 bytes 990347725 (944.4 MiB)

RX errors 0 dropped 0 overruns 0 frame 0

TX packets 63241 bytes 5318185 (5.0 MiB)

TX errors 0 dropped 0 overruns 0 carrier 8 collisions 0

: flag:

3<UP, LOOPBACK, RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0

ineté ::1 prefixlen 128 scopeid 0x10<host>

loop txqueuelen 1000 (Local Loopback)

RX packets 8 bytes 480 (480.0 B)

RX errors 0 dropped 0 overruns 0 frame 0

TX packets 8 bytes 480 (480.0 B)

TX errors 0 dropped 0 overruns @ carrier 0 collisions 0
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[(ethical®kali)-[~]
netstat —tuln
Active Internet connections (w/o servers)

Proto Recv-Q Send-Q Local Address Foreign Address State

udp 0 © 192.168.0.70:bootpc 192.168.0.65:bootps ESTABLISHED
Active UNIX domain sockets (w/o servers)

Proto RefCnt Flags Type state I-Node Path

unix 3 L1 STREAM  CONNECTED 13932  /run/user/1000/at-spi/bus_0
unix 3 [ STREAM  CONNECTED 13761

unix 3 [ STREAM  CONNECTED 10264

unix 3 L1 STREAM  CONNECTED 15207  /run/user/1000/gvfsd/socket-a2J34uPv
unix 3 [ STREAM  CONNECTED 13989

unix 3 L1 STREAM  CONNECTED 14518  @/tmp/.X11-unix/X0

unix 3 L1 STREAM  CONNECTED 13467  /run/user/1000/pipewire-0
unix 3 [1 STREAM CONNECTED 14267  /run/dbus/system_bus_socket
unix 3 L1 STREAM  CONNECTED 10731  @/tmp/.X11-unix/Xe

unix 2 [ DGRAM 13469

unix 3 [ DGRAH CONNECTED 8194

unix 3 [ STREAM  CONNECTED 14054

unix 3 L1 STREAM  CONNECTED 13853  @/tmp/.X11-unix/Xo

unix 3 [ STREAM  CONNECTED 13587

unix 3 [ STREAM  CONNECTED 15475

unix 3 L1 STREAM  CONNECTED 13816  @/tmp/.X11-unix/Xo

unix 3 L1 STREAM  CONNECTED 13372 /run/systemd/journal/stdout
unix 3 [ STREAM  CONNECTED 15362

unix 3 [ STREAM  CONNECTED 14863

unix 3 L1 STREAM  CONNECTED 7597  /run/systemd/journal/stdout
unix 3 [ STREAM  CONNECTED 14821

unix 3 [ STREAM  CONNECTED 14552

unix 2 [ DGRAN CONNECTED 11913

unix 3 [ STREAM  CONNECTED 13731

unix 3 [1 STREAM CONNECTED 13429 /run/dbus/system_bus_socket
unix 3 L1 STREAM  CONNECTED 8269  /run/systemd/journal/stdout
unix 3 L1 STREAM  CONNECTED 15510 /run/systemd/journal/stdout
unix 3 L1 STREAM  CONNECTED 14222  /run/user/1000/at-spi/bus_0
unix 3 [ STREAM  CONNECTED 14131

unix 3 L1 STREAM  CONNECTED 13829  @/tmp/.X11-unix/Xe

unix 3 [ STREAM  CONNECTED 15092

unix 3 [ STREAM  CONNECTED 10352

unix 3 [ STREAM  CONNECTED 13774

unix 3 [ STREAM  CONNECTED 15206

unix 2 [ DGRAM 7831

unix 2 [ DGRAH CONNECTED 7666

unix 3 [ STREAM  CONNECTED 19213

unix 3 L1 STREAM  CONNECTED 14498  @/tmp/.X11-unix/x0

unix 3 L1 STREAM  CONNECTED 12277  /run/user/1000/bus




image23.png
Session Actions Edit View Help

r—(ethical®kali)-[~]

sudo useradd testuser
[sudo] password for ethical:

—(ethical® kali)-[~]
L$ sudo passwd testuser

New password:
Retype new password:
passwd: password updated successfully

r—(ethical®kali)-[~]
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(ethical® kali)-[~]
E‘ crontab -e

no crontab for ethical - using an empty one
Select an editor. To change later, run select-editor again
1. /bin/nano —— easiest
2. /ust/bin/vim.basic
3. /ust/bin/vim.tiny

Choose 1-3 [1]: 1
No modification made
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@echo off

set /p num2=Enter second number
set /a sun=¥numl% + %nun2%
echo Result = %sun%

pause
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[Enter second numbex:69
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@echo off
set /p count-How many folders?:
for /1 %%i in (1,1%count%) do (
mkdir Folderi%i

)

echo Folders created!
pausel
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!‘/b)n/bash
num1

read -p "Enter first number:
read -p "Enter second number: " num2
sun=$((num1 + num2))
echo "Result = $sun”
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—(ethical® kali)-[~]
L$ nano calc.sh

—(ethical® kali)
% nano calc.sh

—(ethical® kali
% chmod +x calc.sh

—(ethical® kali)
~$ 1s -1 cale.sh

~1

—ruxruxr-x 1 ethical ethical 127 Feb 20 02:09 calc.sh

—(ethical® kali)-[~]
L$ ./calc.sh

Enter first number: 54
Enter second number: 33
Result = 87

r—(ethical®kali)-[~]
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[ oiunano 7 usercheck.sh e
#1/bin/bash
read -p "Enter username: " user

if id "$user” >/dev/null 2>81; then
echo "User exists”

else
echo "User does not exist”

£
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—(ethical® kali)-[~]
L$ nano usercheck.sh

—(ethical® kali)-[~]
% chmod +x usercheck.sh

—(ethical® kali)-[~]
$ ./usercheck.sh

Enter username: root
User exists

—(ethical® kali)-[~]
$ ./usercheck.sh

Enter username: test
User does not exist

r—(ethical®kali)-[~]
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AlMode All Videos Images Shopping Shortvideos Forums More ~  Tools ~

+AIOverview )

Here are some basic and essential Command Line Interface (CLI) commands for both
Windows (Command Prompt) and Linux, organized by
function. @ Amazon Web Services (AWS) +1

What is a CLI? - Command Line Interface
Explained - AWS

Each major operating system has a slightly

File System & Directory Management 5 different way of access the command line.

@ Amazon Web Services (AWS)

Description @ Windows Command (CMD)  Linux Command
What is CLI - W3Schools
Change director d d
9 "y < < Table_title: Basic Linux CLI Commands Table_content: header:
| Command | Description | row: | Command: Is | Description:
Go up one level o .. o ..
W W3Schools
List files/directories dir 1s
Introduction to the command-line
Print current directory cd (or chdir) pwd interface - HonKit
Note: ‘pwd" stands for ‘print working directory".
Create directory mkdir (or md ) mkdir * Current directory: Windows. command-line. ...
(@ Django Girls
Remove directory radir (or rd) rmdir (or rm -r for non-empty)
Copy files copy o Show all

Move files move mv
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Use of Windows OS CLI commands
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The Windows Command Line Interface (CLI), accessed via Command Prompt
(cmd.exe ) or PowerShell, is a powerful text-based tool used for system
administration, automation, troubleshooting, and advanced tasks not easily
accessible through the graphical user interface (GUI). @ Microsoft Learn +2

Accessing the Command Line
+ Windows + R: Press the Windows key and R, type cmd, and press Enter .

+ Search Bar: Type "Command Prompt" or "cmd" into the Start menu search bar and
select the application.

+ Run as Administrator: For system-level commands, right-click "Command Prompt"
in the search results and select "Run as administrator”. @ Amazon Web Services (AWS) +2
Essential Windows CLI Commands

Below are some common commands used for daily operations, networking, and system
management. For detailed information on any command, you can type the command
name followed by /? (e.g., dir /2 ). @ AmazonWeb Services (AWS) +2

File and Directory Management

ists files and subdirectories within the current directory.

X & @ Q & i

What is a CLI? - Command Line Interface
Explained - AWS

What is a CLI? A command line interface (CLI) is
a software mechanism you use to interact with...

@ Amazon Web Services (AWS)

Windows CMD Commands Every MSP
Should Be Using - SuperOps

21 Feb 2026 — Windows CMD Commands for
MSPs. While modern tools handle the heavy.

& SuperOps

OS Commands on Windows -
GeeksforGeeks

12 Feb 2026 — OS Commands on Windows * OS
commands in Windows allow users to perform.

26 GeeksforGeeks

Show all
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Use of Linux OS CLI commands
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The Linux Command Line Interface (CLI), or terminal, allows users to interact with the
operating system using text-based commands. This method offers greater efficiency,
control, and automation capabilities compared to a graphical user interface

(GUI). @ freeCodeCamp +2

Core Concepts

« Shell: The shell (e.g., Bash) is the program that interprets the commands you type
and passes them to the operating system's kernel for execution.

« Syntax: Commands often follow the structure: command [options] [arguments] .

« Case Sensitivity: Linux commands are case-sensitive (e.g., pwd works, PuD does
not).

» Getting Help: The man command (short for manual) provides detailed
documentation for most commands (e.g., man 1s). ® Ubuntu+2

Essential Commands

Here are some of the most frequently used Linux commands, categorized by
function:

The Linux command line for beginners |

Ubuntu

1. Overview. ... This tutorial has been updated
and replaced by The Linux command line for...

@ Ubuntu

Linux Command Line Tutorial - How to

Use Common Terminal ...
18 Oct 2022 — Why Learn the Linux Command

Line? There are lot of reason why you should

@ freeCodeCamp

Introduction to the Linux

Command Line Interface

You will learn what the CLI's, its...

6 Server Academy-

Show all
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Windows OS scripts, primarily using PowerShell (.ps1) and Batch (.bat) files, are text- . -
based command sequences used to automate repetitive tasks, manage system PowerShell Scripting: Definition, Use =
configurations, and deploy software across Windows environments. They are critical Cases, and More el
for system administration, such as user management, network settings, and registry Erp = S_°me Comnon US_E Cases:
edits, significantly reducing manual effort and ensuring consistency in system e ey s ey Al
maintenance. @ EC-Council +2 @ EC-Council

Key Uses of Windows Scripts: Windows PowerShell Scripting Tutorial for

« System Automation & Maintenance: Automating tasks like daily backups, cleaning Beginners - Netwrix
up logs, or managing services (start, stop, restart). 20 Dec 2023 — Advanced Scripting Techniques
. As you become more comfortable with...

: Applying consistent settings (Registry keys,
environment variables) across multiple computers, often using Group Policies, and
automating software installations.

) Netwrix

What is Windows Scripts? Competitors,
Complementary Techs & Usage

« Active Directory Management: Creating, deleting, or modifying user accounts and

groups. 24 Nov 2025 — Windows Scripts are typically text files
. S : Running specialized scripts to fix issues like Network containing a series of commands for the Windows operating...
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Linux OS scripts, commonly known as shell scripts, are programs that automate
tasks by executing a sequence of commands in the shell command-line interpreter.
They are essential for system administration, software development, and general
productivity in Linux and other Unix-like environments. @ Coursera +2

Key Uses of Linux OS Scripts

« Automation of Repetitive Tasks: Scripts save time and reduce human error by
running routine jobs like file cleanup, software installations, system updates, and
backups as a single automated process.

+ System Administration and Monitoring: System administrators widely use scripts
for tasks such as managing user accounts, monitoring system health (CPU, memory,
disk usage), checking server availability (e.g., via ping commands), and generating
reports.

« Process Management: Scripts can start, stop, or monitor processes and services
(e.g., a database or web server).

« File Manipulation: They are used for complex file and directory management,
including organizing directories, modifying permissions, searching for patterns
within files (using grep ), and archiving/compressing data (using tar and gzip ).

« Environment Setup and Configuration: Scripts can be used to set up development
environments, configure server settings, and define environment variables, ensuring

What Is Shell Scripting? - Coursera A
15 Oct 2025 — What Is Shell Scripting? ... Shell 1
scripting is 2 powerful tool commonly used... i

@ Coursera

What is a Shell Script and How Does it
Work? - TechTarget

20 Nov 2024 — What is a shell script and how
does it work? ... A shell script is a text file that.

© TechTarget

What can we do with a shell script? - Quora

3 Aug 2018 — * Since you quoted the term “Shell Script”, I'm
assuming that you already know that shell scripting is used i...

Q Quora
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