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introduction

As a trainee or practising primary teacher the area of e-safety is challenging, gvolving gnd
complex. You will need to be aware of the vast range of technologies and anline services
children of primary age are using. These technologies change with trends and often r_xave
functional features that can create potential risks. How the profession and you as a trainee
respond in terms of e-safety education requires careful consideration of a number of a-spect’s;
for example, balancing of risk and the need to inform and educate in relation to children's
ages. Many aspects are problematic, for example, Facebook requires users to bg 13 years
of age but many teachers will know of children in their class who have an onlme proﬁle
on this or a similar social networking site whilst at primary school. A similar tension ex.\sts
when considering how filtered access to the internet is within school compared to potentrgny
open access at home. Your role may extend to educating parents about e-safety alongside
children.

The first step in preparing yourself as a professional is to understand your responsib\'litiesl in
relation to e-safety in terms of the Teachers’ Standards and requirements of thg contuputmg
programmes of study that come into place in September 2014, Your school setting will ha\{e
policies and protocols that it is essential far you to locate and underste_md. Each school wu}!
have several policy documents including an Acceptable Use Policy relatl_ng to staff and pgpif
use of the internet on school premises, protocols for safeguarding pupil data and hancAihrng
disclosures made by children. Always ensure you act in accordance with the agreed policies
at the schoel you are working in and be aware that these may vary between your placement
schools.

When you embark on e-safety education with children, preparation is essential. You need
to be familiar with the technologies, benefits to learning, potential risks, be able to ]ocatle
age-appropriate tried and tested resources and know how to handle a disclosure should this
arise.

'Internet provision in school

Schocls will use a recognised Internet Service Provider (ISP) or Reg]ongl quadband
Consortium (RBC) to purchase access for their school; age-related filtering will be‘ln plalce
which is actively monitored (Ofsted, 2014, p 8). Internet access has EVO|\:’E‘!d over time with
many schools moving towards what is known as a managed Sy;tem.l\mnally there wés a
temptation for schools to have locked down systems that were highly filtered and sanitised
versions of the internet; sometimes sites could only be accessed if they had been unblocked
one by one. On the one hand this was very reassuring for schools in terms. of e-safety, how-
ever; one unforeseen consequence was that many educationally valid websites yvere blocked,
Similarly, it was argued that in terms of e-safety education chiidren were not being presented
with a realistic experience similar to what they would face at home and this approach could
in fact be putting children at greater risk. Hence, there has been a shift tow&llrdsA mgnagﬁd
systems, negating some of the risks of accessing inappropriate material, and highlighting tf e
importance of empowering children to understand risks and how to keep themselves safe.
Ofsted reported that:
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Pupils in the schools that had ‘managed’ systems had better knowledge and
understanding of how to stay safe than those in schools with ‘locked down’
systems. Pupils were more vulnerable overall when schools used locked down
systems because they were not given enough opportunities to learn how to assess
and manage risk for themselves.

(2014, p 4)

Meeting your professional responsibilities

In order to meet your professional responsibilities you need a clear understanding of: your
role as detalled by the Teachers’ Standards, the new national curriculum requirements,

digital safeguarding protocols and key policy documents, for example, a school's Acceptable
Use Policy.

RE el To
Teachers’ Standards

Ofsted detail a school's e-safety responsibilities as 'to protect and educate pupils and staff in
their use of technoiogy’ and ‘to have the appropriate mechanisms to intervene and Support
any incident where appropriate’ (2014, p 4). This underscores the principle that e-safety pro-
tocols and e-safety education is a responsibility of all trainees, teachers and adults working
In 2 school and not just the computing subject leader or the domain of discrete computing
sessions. Ofsted will look for a whole-school consistent approach (2014, p 8). Nor should you
view e-safety education as a one-off topic, it should be an on-going process throughout Key
Stages 1 and 2 and visited regularly, for example, via assembiies, pastoral time, personal,
social and health education lessons (Ofsted, 2014, p 4). Technology is used across the cur-
riculum and often class teachers are best placed to handle issues that are potentially sen-
sitive with their learners as they know them best. As a trainee you should always talk with
your class teacher about any plans you have for including e-safety aspects in your teaching.
You will need to know about experiences they have had to date, whether there are any child
protection issues or additional sensitivity required. Even when using well-established edu-
cational materials which are categorised by age you need to ensure you have viewed the
materials in full in advance and discussed any concerns with your class teacher. You shouid
be aware that access to technology and the internet can vary widely at home for the chil-
dren n your care, Hopefully your plans will complement plans already in place at your school
although you should be prepared to respond to queries or concerns as they arise. As soon
s you begin visiting a new school placement ask to see the e-safety policy documents to
ensure you are clear about the school’s éxpectations of your professional conduct in relation
1o e-safety and safeguarding more generally. It would also be worth enquiring about any staff
training opportunities whilst you are on placement and whether any parent education ses-
sions are planned that you could attend whilst training at the school.

Your overarching aim should be to empawer children to keep themseives safe by helping
them to understand the benefits and risks involved with technology in a balanced and fact-
ually accurate way. Be truthful but not scaremongering and ensure there is always time for
children to discuss and question both you and their peers. You should remember to include
discussing the benefits to learning and leisure technology can bring and maintain perspective
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on the dangers and risks. The goal is not to terrify or dissuade children from using technology
but to enable them to make informed choices and manage risk. The Teachers' Standards,
under which you must operate, make reference to ‘having regard for the need to safeguard
pupils” wellbeing' with respect to personal and professicnal conduct (DfE, 2011, p 10). A
teacher's subject knowledge is crucial and again this is echoed in the Teachers’ Standards in
relation to having a secure knowledge of curriculum areas, keeping up to date and having a
critical understanding of developments (DfE, 2011, p 7). Ultimately during training and post
qualification these are your legal obligations as a professional. Keeping up to date requires
career long continuing professional development and ideally this area of your expertise
should be visited annually as technology and trends evolve. Ofsted has been critical about

* the ‘extent and quality of training for staff in schools’, specifically that it is often not system-

atic and the impact is not comprehensively monitored (2014, p 5). As this is such a crucial
area you are strongly recommended to make the most of your school training by undertaking
your own professional development activities starting with some of the resources suggested
in this chapter. :

ofFFuvcE B ENE 40

E-safety has been a priority area in primary education for several years and ma_ﬁ)Tprofes-
sionals welcomed the explicit statements that have been included in the national curriculum
2014 programmes of study for computing. At Key Stage 1 pupils should be taught to: ‘use
technology safely and respectfully, keeping personal information private; know where to go
for help and support when they have concerns about materfal on the internet’ (DfE, 2013,
p 189). Further at Key Stage 2 pupils should be taught to ‘use technology safely, respect-
fully and responsibly; know a range of ways to report concerns and inappropriate behaviout'
(DfE, 2013, p 189). It Is crucial that you listen to the children in your care, their experiences
and views as this will help ensure your e-safety education is relevant and will have impact.
Data is available for national trends but within a locality, school, class or sub-group particular
software applications may well be favoured over others. Favourite websites spread quickly
amongst groups as there is a natural tendency for children wanting to conform and fit in with
their peers.

National curriculum requirements

In summary, for you to be able to teach the e-safety components specified in the national
curriculum, you must:

. be able to identify the technologies the children you are working with are typically
using both at school and at home;

. have a good understanding of the functionality of these technologies and
applications even if it is your preference not to use them personally in your
professional or personal life;

. understand privacy settings and the notion of leaving a digital footprint when any
data is shared onling;

. be aware of the benefits and potential risks inherent in these technologies;

. be aware of how concerns can be reported as bath a professional and as a child:
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be aware of netiguette, responsible and respectful enline protocols and be able to
model and communicate these to learners;

have a mechanism, personally and within the school context, for keeping up to date.
Critical questions

» How prepared are you to teach the e-safety components of the computing
programmes of study listed above?

» Identify any knowledge gaps you currently may have. Use this chapter and the
suggested further reading and resources to ensure you have a sound grasp of
the key areas listed.

Digital safeguarding

You should be aware of legal and school based procedures for the digital safeguarding of pupil
data. You need to know how to legally and appropriately access, update, store and retrieve
any digital data that identifies personal information about the children in your care both on
and off school premises. Ofsted highlights the key area of management of personal data in
inspection guidance based on the Data Protection.Act 1998. Inadequate practice is detailed
as where personal data js unsecured or not encrypted, especially if taken from the school site
(2014, pp 8-9). Whilstthere is a responsibility on schools to have clear protocols in place and
ensure all staff are aware, as a visiting trainee you are recommended to make direct enquir
ies about what is permissible or not. One area where there is great variation between school
practice is in relation to accessing and copying personal educational plans for children with
special educational needs or disabilities (SEND)

Critical questions

» What guidance have you already received at your training institution in relation to
digital safeguarding protocols?

» In particular what do you know about:

- gaining permission to take digital photographs, how to pixelate identifying
features, etc;

- accessing and storing pupil data?
Generic guidance is often contained in course and placement handbooks. If you

are unable to locate this information, it is a valid question to ask of your tutors.

Each time you visit a schaol ask what personal information about children you are
permitted 1o have access to, whether you are allowed to copy that information and
remove it from schooi premises, and if you are to photograph and record children.

Acceptable Use Policies

The schools you visit will have a number of policies where e-safety may be highlighted, for
example, behaviour, safeguarding and anti-bullying policies (Ofsted, 2014, p &8). As you read
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through the following sections it should become clear to you why e-safety has a specific men-
tion in these contexts. One key document you should ensure you gain access to and fully
understand when starting at a new school is the Acceptable Use Policy (AUP). Each school
must have their own AUP that details how internet services are provided within that setting,
details of filtered or managed systems, key information for parents and guidelines for use by
staff and pupils, A partnership approach involving teachers, children, governgrs and parents
is key to developing mutual understanding. A key issue is whether these policies are updated
regularly to take account of new technologies and trends. Importantly AUPs should point out
positive uses of technology rather than being simply a list of don’ts (Becta, 2009, p 31).

Becta outlined hasic principles for an AUP including:

. be clear and concise;

. reflect the setting;

. encourage end-user input;

. be written in a style and tone appropriate to the end-user;

. promote positive uses of new and emerging technologies;

. clearly outline acceptable and unacceptable behaviours when using technology
and network resources provided by the school;

. clearly outline acceptable and unacceptable behaviours when using personal
technologies on school premises or networks;

. clearly outline what network monitoring will take place;

¥ clearly outline the sanctions for unacceptable use;

. be regularly reviewed and updated;
. be widely, and regularly, communicated to all stakeholder groups.

(Becta, 2009, pp 30-2)
Critical questions

Critically evaluate the AUP of a school you have visited. These are often available
online via the school’s website,

» Are the responsibilities of all parties made clear?

» Are conduct expectations clear and are consequences for breach identified?

» When was it last updated?

» Are current trends in technoiogy and application use reflected?

» If you have the opportunity ask children what their understanding and opinion is.

During an inspection Ofsted may ask similar questions of pupils, for example: ‘can J’fw tell
me one of the rules your school has for using the internet?’ or ‘can you describe the risks of
posting inappropriate content on the internet?’ (2014, p 13).
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Identifying and understanding risk and
potential dangers

Overview

This section of the chapter is designed to give you the basic information regarding risk neces-
sary to meet your professional responsibilities; it is not exhaustive but will give you some
insight into unfamiliar topics and a useful framework to organise your thinking, Sexual risk,
cyberbullying and commercial risks are explored in some detail alongside an exploration of

what is meant by a digital footprint and the positive and negative implications of this data
trail.

In 2007 Dr Tanya Byron was commissioned by the UK government to undertake a comprehen-
sive review on e-safety, in particular the internet and video games, and provide guidelines for
industry and educational establishments amongst others. Byron ‘approached ciassification
of the online risks to children in terms of content, contact and conduct in line with a mode!
developed by the EU Kids Online project’ originally by Hasebrink et al published in 2007
(2008, p 4). Many national bodies have since adopted this classification of risk, for example,

Ofsted classifies e-safety as encompassing three areas of risk: content, contact and conduct
(2014, p 4):

. content: being exposed to iliegal, inappropriate or harmful material;
. contact: being subjected to harmful online interaction with others;

. conduct: personal online behaviour that increases the likelihood of, or causes harm.

Table 9.1 Opportunities and risks for children online

Condent:

1 Contact:
Child as recipient

Child as participant

Conduct:
Child as actor.

Educational resources

Education learning
and digital literacy.

Contact with others who share | Self-initiated or collaborative
Cne's inferests learning

P: Global information Exchange among Intsrest

Concrate lorms of civic
engagement v | groups

engagement

Creal Diversity of resources Being Invitadinspired 1o create | User-generaled content creation

or participate

Opportunities

Identity and Advice (personal/health/ Soctal networking, shared

Values

Source: Livingstone, S., and Haddon, L. (2008} EU Kids Cnline:

Expression of identity

aroomed

social connection sexual etc) experiences with others
Commercial ing, sparn, Te ing personal Gampling, illegal downioads,
infermation hacking

Aggressive Violent/gruesome/ Being bullied, harassed Bullying or harassing another
%’ hatetul content or stalked
[

Sexual Pornegraphicmarmful Mesting strangers, being Greating/uploading

sexual conent

pornographic material

Racist, biasad info/atvice
(eg, drugs)

Self-harm, unweicome
persuasion

Providing advice eq, suicide/

pro-anorexia

Kids Online. Availabie at http://eprints.ise.ac.uk/24372/

Final Report, LSE, London: EU
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The EU Kids Online model reproduced below provides a balanced overview of onlin.errisks and
opportunities for children considering them in three possible roles: reclp\ent,' partu:lpant‘ aﬂd
actor. Considering these three roles encourages us to think beyond the child as the w.ctlm
and consider how the child might be involved in, for example, cyberbullying. Encc.)uragmg'ly
this multiple perspective is echoed in the terminology adopted in the new computing currlc-
ulum, ie children should be taught to be respectful and responsible users. Further, 'ti?e risks
identified were categorised as either commercial, aggressive, sexual or values by Livingston
et al, giving a comprehensive matrix for thinking about e-safety.

Sexual risks

Sexual risks are often the dimensicn that reaches the headlines most frequently and can
include;

. a child (recipient role) accessing, intentionally or unintentionally, materials which are
pornographic or highly sexualised and not age appropriate;

. a child (participant role) having unwanted contact with strangers or known pgrsons
and being stalked or groomed. Grooming can be defined as ‘a_ DVrOCG‘SS by which a
persaon prepares a child for abuse with the specific goal of gaining access to the -
child, their compliance and maintaining secrecy’ (Craven et al, 2008). The grooming
process itself can take a variety of forms including ‘bribery, gifts, flattery, th.reats,
blackmail, sexvalised games and desensitisation via exposure pornographic
materials and/or child abuse images online or using a webcam' (CEQP, 2014);

. a child (actor role) themselves creating, uploading and/or sharing inapprgpriate
and/or sexual material including images online or via text known as. ‘sext{ng or SGII
(self generated indecent image). In particular, it is vital to explore with chlldrer"n thfat
once an image is shared digitally it cannot be recalled or deleted V\{hen an action is
regretted. The image could be static or recorded by either party using a webcam. If
the image is of a third party this in itself has legal implications and may be part of
cyberbullying activities (see discussion below).

Cyberbullying

The risk of aggressive online behaviour can also prove very tra umatic‘for children and young
adults. Many professionals will have heard of the term of cyberbullying and how new tech-
nologies can mean that bullying can take place 24 hours & day, se.vem days a week.beyond
the school day. A range of platforms may be utilised including mobile phones, v\febsz.ltes, for-
ums, social media and networking, making It key that you know how these applications and
tools work even if you are not a user in your own personal life. Without this detailed L.mow-
ledge you will not be able to easily fulfil your professional responsibility to educate children
about them.

A particularly troubling dimension with cyberbullying is that the perpetrator can fairly egsiiy
remain hidden or anonymous to the victim; sometimes imitating another person. Combmgd
with the anonymity dimension the time and space dynamics can be far-reaching, traumatic
and terrifying for the victim with little opportunity for escape or respite. Teachers have also
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been victims of cyberbullying and sensible precautions will be discussed In Chapter 10. Key
to both children who are recipients of cyberbullying and those who are actors involved in the
bullying, is education about what constitutes cyberbullying, preventative strategies, collect-
ing evidence, reporting instances and potential consequences. Sometimes those initiating
the cyberbullying may not think through the consequences of their actions initially and lack
awareness of the devastating impact their actions may have on the recipient. Whilst bullying
is not a new phenomenon, the scale and potential audience, alongside the disconnection

from the physical world technology brings, means that as a trainee teacher you need to have
an up-to-date awareness of the issue.

Beatbullying is an international charity seeking to support and educate about bullying, includ-
ing cyberbullying, and defines it as ‘when someone uses technology, like the internet or a
maobile phone, to deliberately hurt, humiliate, harass, intimidate or threaten someone else’
(www.beatbullying.org). Further, cyberbuilying can take many forms, including; ‘unpleas-
ant or threatening texts or emails, posting abusive messages online, posting humiliating
or embarrassing videos or pictures online, spreading rumours, setting up or contributing

to a hate site or group, imitating someone else and prank calling, texts or messages' (www.
beatbullying.org).

CASE STUDY
Cyberbullying dilemma

Whiist on placement, trainee Isla is approached by a Year 5 girl from her class at break time.
The girl is upset as the previous evening she received a SMS text message on her mobile
phone saying unkind things. The message did not say who it was from and she did not rec-
ognise the number. She has been worrying about who has sent it and whether it is someone

she knows at school. She deleted the message but is worried there might be another one
tonight.

Critical questions
» Is this a case of cyberbullying?
» What criteria wouid Yyou use to help you decide?
» What initial advice would you give the child?
» What follow-up actions woulg You take?

The Thinkuknow Cybercafe resource at www.mmkuknow.co.uk/SflO/cybercafe/

CyberfCafe-Base/ contains a number of text message scenarios that may help you
decide on your responses.

Commercial risks

Commercial risks to children are often overlooked but you need to be able to support chil-
dren in understanding the possible risks and how to respond appropriately. The nternet
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often requires age information when signing up on sites however the lack of viable checks
often lead children to sign up as older than they actually are. Anybody with an email address
is familiar with the volume of spam and unsolicited mail received. You need to provide
children with some informed guidance about illegal downloading sites and the potential
consequences. Copyright in relation to music and film in particular is an area where aware-
ness-raising of ownership and intellectual property is needed. This topic was explored in
Chapter 7. In relation to e-safety consider whether you are a good role mode! for the children
you are working with.

Educating children to be critical of web-based information extends beyond everyday lessons
and should cover whether material is biased, racist or prejudicial also. There is also a worry-
ing occurrence of sites promoting self-harm or pro-anorexia for example. Whilst teenagers
may be at the greatest risk some awareness amongst primary teachers seems sensible.

Digital footprints

Relevant to many of the potential dangers outlined in the previous section is helping children
to understand that activity online leaves a digital footprint. From a positive perspective this
provides an evidence trail when reporting abuse. On the negative side this means an indi-
vidual loses ownership of a digital artefact, for example, a photo, when it is posted online as
they cannot be certain another person has not saved a version.

An important strategy you need to educate children about is that a digital data trall exists that
can be collated and shared with a responsible adult when reporting the problem. Children
need to understand that whatever is said, posted, shared or written online leaves a digital
footprint or trail that can be tracked. Once an image is published no one can be sure it has
not been accessed and downloaded by another party. Many social networking profiles reveal
information about a person's location, school attended, friends, hobbies, etc, and unless
appropriate privacy settings are applied to restrict access, this information is essentially
public. Educating parents about their own online profiles and what is revealed about their
children is also important if you are involved in a parent education event (CEOP, 2014). A
thought-provoking analogy from one of the CEOP videos features a young girl posting & photo
and details about herself on an online profile and asking children to recognise that the real-
world equivalent would be handing out a flyer of the same information to unknown members
of the public. Your role as a teacher is to facilitate children understanding the real-world
equivalent of some of their online behaviours. You also need to understand levels of risk that
certain action or inaction may create and know how to effectively minimise risk without neg-
ating the many benefits invelved with online social interaction.

Children’s use of technology

Qverview

This section gives an overview of research on the patterns of technology use by children of
primary age and explores social networking, instant messaging and games consoles includ-
ing communication functions.

E-safety and digital safeguarding « 143

Over time an increasing range of devices allow internet access, including laptops, tablet
computers, smartphones, fixed and portable games consoles, televisions, PCs and other
handhe\d devices. Previously many families may have relied upon children accessing the
internet via the family computer located in a communal space; however, now these methods
of access are greater, smaller, more portable and WiFi enabled. As a result a greater number
of children may be accessing the internet more frequently and in private on devices that are
personalised where they may be the sole user. These trends are likely to continue to grow.
This presents problems for some adults, including parents and teachers, who may feel dis-
connected or less aware than the children they are responsible for. Ofcom in 2013 reported
that only four in ten parents have parental controls installed at home and around half of
parents perceive their child as knowing more about the internet than they do.

Spme tr.amee and practising teachers reading this chapter will be in danger of thinking this
discussion relates primarily to teenagers and only a small minority of older primary school
children. However, data from Ofcom in 2013 suggest some surprising trends.

Children aged three to four years old:

. 28% use a tablet computer at home;

L 12% of this age range use a tablet computér to go oniine;

. 58% of this age range played games online at least weekly.
Children aged eight to eleven years oid:

. 18% owned a smartphone;

. 18% owned a tablet computer;

G schoolwork/homework is the most commonly mentioned internet activity carried out
at least weekly 75%, followed by games 54% and information 45%;

- making and receiving voice and video calls (Skype or Facetime) has increased
to 10%;

. 5% photo sharing websites such as Flickr, Instagram and Snapfish;

. about 22% have an active profile on a social networking site such as Facebook,
Bebo or MySpace;

. 83% of 8- 11 year olds say they are confident about how to stay safe onfine;

. 4% say they have experienced online bullying in the last year;

. 17% say they use the internet mainly in their bedroom.
(Ofcom, 2013, pp 4-9)

Social networking

Popular social networking sites including Facebook, Twitter and Instagram allow users to
create a profile. A profile can contain a range of personal information including combinations
of: name, age, address, contact details, emall address, phone numbers, photographs, likes,
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dislikes, hobbies, links to or embedded photo albums or videos, When accessed via smart-
phone devices the geo-location services, if enabled, can locate a user in time and space.
Individuals can build up a friend list that typically contains a mix of people they know in the
real world and those they only know in the virtual world. Usually only an email address is
required to set up an account which makes it very easy to create false accounts. Friendship
requests can be sent and received. What is particularly confusing to many children is the
desire to be popular and amass a large friend list even if this involves people they do not
know in the real world or have had limited contact with.

Key to using social networking sites in a safe way are privacy settings. By default these settings
are often set on public when signing up and creating a profile. The user is actively required
to change the settings themselves and may also need to do this for different functions within
the site, for example, photo access and newsfeed updates, and to regularly check settings,
as changes are fairly frequent on these platforms. Currently on Facebook privacy settings
can be applied to who can access/see information about and updates posted and who can
make contact. In relation o access settings, options include: public, friends, only me, close
friend or family lists. Similarly basic or strict filtering can be applied to contact permissions
alongside options such as everyone and friends of friends. A detailed understanding of the
implications and nuances of each is important.

The concepts of friends and to friend someone have very unique and specific meanings in
social networking terms and the implications need to be fully understood. Inviting someone,
or accepting an invitation from a person, to add o a friend list means that individual will sub-
sequently see everything on a profile, past and future, where the privacy setting has been
set to visible to friends. Often children's friend lists contain a mixture of people they know in
the real world and people they only know online. Another common privacy setting is visible
to friends of friends, meaning that people not known to the owner can view their information
and updates. This functionality could potentially mean a great deal of personal information
could be harvested by an unknown person.

Facebook reguires users to be 13, but other than entering an appropriate date of birth no
other checks are in place. Facebook does have a Family Safety Centre at www.facebook.
com,/safety/ offering advice for parents and those working with children. Location based
services on phones are often embedded in applications such as Facebook and locate an
individual In time and space.

There are also social networking sites targeted at younger audiences, a popular example is
Club Penguin (www.clubpenguin.com). Club Penguin offers children of all ages a range of
games, activities and opportunities to chat with other users. The child uses a penguin avatar
they can customise and earn coins by playing games. The site has some inbuilt safety fea-
tures, including: live moderators and filtered chat, an ad-free environment and some parental
tools. There are an estimated 300 million users of this Disney-owned site (CECP, 2014, p 8).

Instant messaging

Instant messaging is about communicating in real time either within ancther application or
using a specific tool. Instant messaging can allow file transfers including photographs and
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become web chat when a webcam is attached and activated. When a webcam is being used
it is important to be aware that images can be recorded and later manipulated. When using
instant messaging children should be reminded that: it is not advisable to swap files when
you don't know who the other person is; to use a screen name that is gender neutral; be
choosy about who to include on their list of contacts: not to give personal details; and use the
safety features of their instant messaging software, eg block or ignore unwanted contacts.

Games consoles

Some teachers and parents may be unaware that popular games consoles connect to the
internet, allow contacts to be built and both synchroncus and asynchronous discussion
to take place. Children who are at home in a safe and relaxed environment can feel pro-
tected, have a false sense of security and let their guard down. There are also well-being
considerations for teachers to be aware of such as gaming addiction, overuse and children
self-reporting long hours of game playing the evening before.

Reporting abuse and sources of support for children

Ofsted’s inspection guidance on e-safety enquires about a school’s ability to *have appropri-
ate mechanisms to intervene and support any incident' (2014, p 4). Further, a key feature
of good or outstanding practice specifies robust and integrated reporting routines where
school-based reporting routes via designated staff are clearly understood and used by the
whole school, and there is effective use of peer mentoring and support including clearly sign-
posted channels (Ofsted, 2014, p 8) such as report abuse buttons (eg CEOP). Inadequate
practice would include children not being aware of how to report a problem (p 9). Sample
questions for children are also included:

- If you felt uncomfortable about anything you saw, or if anyone asked you for your
personal details such as your address on the internet would you know where to go
for help?

. If anybody sent you hurtful messages on the internet or on your mobile phone would
Yyou know who to tell?

(Ofsted, 2014, p 13)

Critical question

Afurther question for staff and pupils directly relates to cyberbullying: “are there clear
reporting mechanisms with a set of actions in place for staff or pupils who feel they
are being bullied online?” (Ofsted, 2014, p 14)

» Consider how children in your class would respond to these sample questions.

Child Exploitation and Online Protection Centre (CEQOP) button

One well-established reporting mechanism is via the Child Exploitation and Online Protection
Centre (CEOP) Report Abuse button.
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The CEOP button enables children and young people, parents, carers and
professionais to report any concerns they may have about potential grooming
and suspicious child sex offender activity online. It provides a direct line to report
to CEOR.

(CEOPR, 2014, p 3)

Children under 11 are encouraged to report to a trusted adult who can help them com-
plete the online information (CEOP, 2014, p 3). Once the button has been pressed you are
taken to a page where navigation can be chosen according to age or parent/carer status.
If immediate help is needed calling 999 is recommended. There are also other sources of
support available, for example Childline and Cybermentors, offering children the oppor-
tunity to obtain advice from other children who have undergone specialist training. Advice
screens are written in a child-friendly way offering both further sources of information or a
further button to make an actual report where details of the incident or concern will need
to be completed.

CEOP add-ons are available for all internet browsers to facilitate children only ever being one
click away from being able to report concerns and CEOP has its own Facebook page, www.
facebook.com/clickceop. Instructions for adding the CEOP button to a school website can be
obtained through the Thinkuknow website following registration.

Handling disclosure

For a trainee the thought of a child making a disclosure can be a nerve-wracking time. Each
school will have precise protocols in place including designated members of senior staff. You
should always consult the school you are in for this information. The guidance included here
is based on information provided in CEOP Ambassador training and is not meant fo replace
localised procedures but offer some generic common-sense advice in the event that your
e-safety session brings forth an unexpected disclosure from a child.

Should a child make a disclosure directly to you:

. keep calm;
. reassure the child;

. consider who else can hear;

. listen carefully;

. do not ask leading questions or promise confidentiality;

. inform the school’s child pratection officer (CPQO) or deputy for safeguarding without
delay;

. remember to record the child’s words as accurately as possible as soon as you can.

Time, date and sign the recording.
(CEQOP, 2014)
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Critical points

Ofsted (2014) has a sample list of guestions for all staff members that You as a
trainee teacher need to be abie to answer confidently and positively on each school
placement.

» Have you had any training that shows the risks to your pupils' online safety?

» Are there policies in place that clearly demonstrate good and safe internet practice
for staff and pupils?

» Are there sanctions in place to enforce the above palicies?

» Do all staff understand what is meant by the term cyberbullying and the effect it can
have on themselves and pupils?

» Are there clear reporting mechanisms with a set of actions in place for staff or pupils
who feel they are being bullied online?

» Does the school have any plans for an event on Safer Internet Day? (This is an
annual event, which has been going for some time, so schools that participate will
know about the event.)

Further reading and useful resources

. Know IT All for Primary School Teachers ‘is an award winning resource designed especially for
primary school staff to help them understand important e-safety issues and how to get the
most out of the internet’: www.childnet.com/resources/know-it-all-for-primary.

. ‘CEQP's Thinkuknow programme provides a range of free educational resources — films,
lesson plans, presentations, practitioner guidance, games and posiers - to professionals
working with chiidren and young people’: www.thinkuknow.co.uk/.

. Cross et al reported that '16% of children with a Statement of Special Educational Needs,
while no more likely than their peers to be cyber-bullied overall, are significantly more h‘kéiy
to be targets of persistent cyber-bullying (harassment that is repeated and ongoing over a
period of weeks or months to years)' (2012, p 15), Targeted resources for use with children
are available at KnowlITAll for Teachers - SEN: www.childnet.com/resources/know-it-all-for-
teachers-sen,

. The Beatbullying website also offers individualised support via the ‘I need to talk’ option with
the options to access a cyber mentor for support, to send an urgent message to a counsellor
or visit the support forum: www.beatbully\‘ng.org/about_this_site/whatjs_cyberbuEIyiﬂg/.
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