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Digital forensics is a constantly evolving field of science that, although it is relatively new compared to other fields, has evolved considerably over the last couple of decades.  A general description of digital forensics is the identification of computer based criminal activities and the subsequent acquisition, investigative and documentary/evidential activities that are required to solve criminal digital crimes [1].With the advancement of digital technology, the term ‘computer based’ is no longer strictly accurate with the range of digital devices available that can now be used to commit digital crime extending to mobile devices such as phones and tablets with access to email and cloud storage and even cloud services that can run code without direct use of the traditional computer.
Whilst digital forensics is a function that is used to combat digital crime, the perpetrators have become more aware of such methods and tools. This has given rise to ‘anti-forensics’ where criminals have devised various methods to combat the use of forensics tools to capture evidence and hence avoid criminal prosecution/punishment. These mechanisms to hide or destroy evidence include secure deletion, where deleted data is overwritten with random data to make recovery impossible, or hiding using steganography, where data is hidden within another file making it difficult to find using traditional established forensics tools such as EnCase, Forensics Tool Kit (FTK) and Autopsy [2].
The use of ‘anti-forensics’ methods forces both the manufacturers of digital forensic tools and forensic investigators to maintain current knowledge of these methods of avoidance.  The developers of the tools need to keep enhancing the capability of the tools themselves and also means that tools become more specific in their purpose, such email, steganography detection etc.  The next section of this paper identifies and analyses some commonly used tools employed to gather and forensically preserve evidence to assist in convicting digital criminals.
The second section of this document is based on a case study of a digital theft scenario detailed in the assignment brief.  It describes the potential theft of a document by an employee and the steps required to attempt recovery of the missing file whilst maintaining evidence integrity that would be required if there was a subsequent criminal case. Two of the forensic tools analysed in the research section were used as examples.
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As part of this assignment, research was carried out into a variety of popular tools currently in use if the digital forensics investigation field.  There are a large number and wide scope of tools available with many different uses from the traditional large-scale forensic tools such as EnCase and the Forensic Tool Kit (FTK) to very specific tools that solely attempt to identify signs of anti-forensics, such as the Indicators of Anti-Forensics (IOAF) tool [3].
The following tools were researched in order to analyse and categorise them.  The tools are not directly comparable as they have different capabilities and functions, depending on the particular case but they are all commonly used digital forensic tools. 
· Autopsy
· FTK Imager
· Email Examiner (EMX)
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Autopsy is an open-source Windows based forensics tool that can be used to investigate different types of digital media, including mobile devices. It is supported by a company called Basis Technology who provide product support and training. The tool is widely used by hundreds of thousands of professionals from many aspects of digital forensics such as law enforcement, national security, litigation support, and corporate investigation.
It is a storage media investigation solution that as an open-source tool, has an extensible plug-in architecture which allows additional modules to be developed and added to the base platform.  This approach to the structure of the platform gives greatly increased flexibility with existing add on modules already having been created.  Examples of existing modules are for video triage and also a law enforcement bundle that gives access to Project Vic, a collaborative effort consisting of multiple agencies sharing data by aggregating image data using image hash values allowing rapid identification of victims and perpetrators, and also integration with the C4P hash database of pictures and video files [4].  The product manufacturer supplies a development guide to help users create their own plug-in modules, for example to use on pooled disk storage rather than individual independent disks [5], allowing for a very flexible tool.
At the time of writing, the current available Autopsy version is v4.19.3 and is very straightforward to install.  It has an easy-to-use graphical user interface that allows creation and building of cases much like other competing mainstream commercial products such as FTK or Encase.  Cases can be worked on by individuals or in a collaborative manner using Autopsy’s Central Repository feature. An example case within the product can be seen in Figure1, below.
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Figure 1: Sample Autopsy case image
The tool can analyse different types of media including local disks and disk image files as well as coming with features that include keyword search, hash matching, registry analysis, web analytics.  The tool is not capable of creating images of disks itself so another tool, such as Forensic Tool Kit Imager, would be required to take images of suspect disks prior to investigation.
As the sample case image in Figure 1 shows, the tool organises the discovered files into different categories such as different file types, deleted files, size categories etc.  Autopsy has a number of default ingest modules and allows for creation of additional ingest modules by third parties. A list of the standard ingest modules is shown below, in figure 2.
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Figure 2: Autopsy standard ingest  modules
There is also built-in reporting capability within the tool which summarises the findings from disk image or local disk scans into an easy-to-read report which can be generated in various formats such as HTML, Excel, and some other formats.
The product supplier also offers extensive product documentation as well as costed training and support for the product making it a very viable forensic tool both professionally and commercially.
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Forensic Tool Kit (FTK) is a commercial closed source forensic product that is widely used globally by many sectors of law enforcement and business from banking to technology, including very large companies such as Microsoft and AstraZeneca.  FTK and FTK Imager are produced by AccessData and, unlike its partner product the full FTK toolset, Imager is free to download and use.  It is a comprehensive data preview and media imaging tool that is recognised globally as a legally accepted and acknowledged product for such use in court cases.
Current version of FTK Imager available at the time of writing is 4.7.1.2. It is easy to install and use with a subset of the features available for the full FTK package but still has some key functions in a much smaller footprint.  It is particularly useful where cost is a major consideration and could be used in conjunction with low cost or free analysis/case packages such as Autopsy.  Imager does not have case type functionality so needs a separate tool for the deep analysis and case building capability. This combination would result in a much lower cost than purchasing the full FTK or EnCase packages.
The key imaging functions can be seen in the figure below form the actual interface.
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Figure 3: FTK Imager functions

The tool can create forensic images from many different media types and at multiple levels within the filesystem on those media including: 
· An entire physical disk, i.e. multiple partitions.
· Logical disk level, i.e. a single partition.
· Individual or multiple folder level.
· Even at an individual file level.
Another forensically critical feature of the tool is the ability to create hashes. These can be at file level, image level and at disk level, allowing verification that an image has remained unaltered since acquisition.  The product supports Message Digest 5 (MD5) and Secure Hash Algorithm (SHA-1) hashing functions. 
As Imager is a lightweight, limited scope tool, it can be used portably [6].  The key files can be copied to a USB stick and the stick can then be plugged in to another computer and the tool can be run that way, rather than a full installation within the host operating system.  Note that this would still require a write-blocker to be in place.

[bookmark: _Toc101899281]Paraben’s Email Examiner

The Paraben EMX product tool is a closed source (commercial) forensic tool specifically for investigation and analysis of another substantial area of forensic investigation, email data.  It is one of the leading product in the email forensics field and is produced and supported by Paraben Corporation who specialise in digital forensics, amongst other technology areas. EMX is part of a forensic suite produced by Paraben called P2C which is a more comprehensive forensic tool that can manage much larger cases and allows collaborative working on cases. EMX is smaller scale for use with specific email stores only.  A list of the typical email stores that EMX can investigate are shown in the sample list (in the figure below) from the current version of the tool, which more geared toward personal usage email formats.  For enterprise type email investigations there is an enhanced version called E3 EMX which integrates with enterprise level email platforms such as Microsoft Exchange and O365.
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Figure 4: Examples of email sources

EMX is a straightforward tool to install and configure on the Windows platform with very few options whilst installing.  The product can work at a case level which allows creation of a new case that includes levels of detail such as unique case name, investigator name and other properties to allow distinct case management. Once the case is created then evidence can be added in the form of the email stores listed previously.  For forensic integrity of the mail stores, an image of the original data should be used for the import and analysis procedure, not the original data itself.
The tool has comprehensive capabilities fir investigating email including [6]:
· Extensive search capabilities.
· Keyword indexing.
· Content analysis.
· Recovery of deleted emails, including attachments.
· Graphic data management.
· Ability to read different language text displayed in images using optical character recognition (OCR).
· Reporting
A sample of the EMX interface with a sample case and evidence can be seen in the figure below.
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[bookmark: _Hlk101889265][bookmark: _Hlk101889292]Figure 5: EMX with an open case file and mounted evidence file (Outlook PST)


The three different forensic investigation products that have been analysed are summarised in the below table.
	
	Autopsy
	FTK Imager
	Paraben EMX

	Category
	Image analysis
	Image creator
	Email Investigation

	Software model
	Open
	Proprietary
	Proprietary

	Function/capability
	Extensible digital forensics kit with collaborative capabilities.
	Data preview and imaging tool
	Email investigation tool with extensive detection capabilities


Table 1: Comparison analysis of the three forensic tools
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In order to investigate the sabotage scenario detailed in the assignment, a fairly generic forensic process was followed based on seven industry standard steps for this type of investigation scenario [7]:
· Preparation involves ensuring that all required people, equipment, and processes are ready for the investigation to start, e.g. set up of lab.
· Identification is the actual detection of the incident or activity.
· Collection of all relevant data using established secure/safe techniques.
· Preservation ensures that proper process of evidence gathering is carried out and, in criminal cases, a chain of custody is created and maintained.
· Examination involves the investigation of the collected digital evidence to identify required data.
· Analysis is looking at the context and content of the collected evidence to establish relevancy.
· Presentation is the final stage which includes the preparation of unbiased/neutral report documents.
The first two steps, preparation and identification are assumed to have already been completed as part of the scenario.  As part of the preparation, it is assumed that a Chain of Custody document was created.  The remaining five steps are encompassed in the following description of the methodology used to investigate the theft of the design.
From the scenario description it appears that prior to the engagement of Barry Lynch to carry out a full forensic investigation, the computer has been searched by CEC staff looking for the missing design file(s). Therefore there is a possibility that the search activity and use of the computer by others could potentially have compromised evidence and/or overwritten files.  This could make recovery more difficult and expensive or even impossible.
It has been assumed that this is not the case and the following steps were carried out in order to investigate the suspect device and to attempt recovery of the missing file(s).
It is integral to the whole procedure to comply with legal process in case of later legal proceedings that the Chain of Custody document created during the preparatory phase is updated throughout [8]. The following forensics methodology would be used to securely investigate and potentially recover the missing file(s) from the suspect’s computer. 
· Take statements form Rob’s colleagues as witnesses and to help gather any non-digital evidence and information.
· Initial review of suspect computer.
· If the suspect device is powered on, then some evidence gathering can be carried out to capture volatile information such as obtaining a copy of the memory contents and recently used file paths.
· There is a risk of changing the contents of the disk and compromising the integrity of the evidence.  This risk must be balanced against the potential valuable forensic information that would be lost by just shutting the machine down.
· Oncec any evidence gathering work is complete then perform an orderly shutdown of the operating system, e.g. Start menu, pweor off in Windows or ‘shutdown’ command in Linux.
· Computer is in a powered off state.
· Take possession of the evidence.
· Using appropriate measures, such as anti-static precautions, remove the hard drive(s) from the computer and label.
· Remove any externally attached devices.
· Label all evidence to be removed.
· Securely package the hard disk(s) in anti-statics bags and protective packaging along with any externally attached storage devices or mobile devices.
· Remove from the scene.
· Securely transport the device(s) to the forensic investigation laboratory.
· Prior to leaving site, optional action:
· With all storage removed from the suspect device, power the device on to check the clock time in the BIOS as this will be used for the timestamps for files on the drive imformation. It cannot be assumed that the actual time matches the computer time.
· At the forensics lab, Prepare the hard drive for forensic investigation.
· Connect the hard drive to a forensics investigation computer, using a hardware write blocker to avoid any alteration or overwriting of any data on the suspect drive, as recommended by the FTK Imager documentation.
· Any other external devices can be imaged in a similar way, again ensuring that write blocking is in place.
· Using the Forensic Tool Kit Imager (FTK) tool, take a bit stream image of the drive using the Imager tool.  FTK Imager has a verify option that creates MD5 or SHA1 hashes to verify that the newly created image of the disk matches the hashes of the physical disk.  This verfies exact match to ensure integrity of the source disk for evidential purposes. Ensure that hashes are created.
· Investigate/analyse the hard drive image using Autopsy:
· The design software used to create the mobile phone interface designs was identified as Autodesk Maya.  Research was carried out using the Maya product documentation on the Autodesk web site and it was found that the file extensions used for Maya design projects can be .ma or .mb. Using this information in conjunction with the Autopsy forensic software the drive image would be investigated, initially looking specifically for files with these file extensions.
· On the forensic investigation computer, within the Autopsy software, create a new case and mount the hard disk image created previously as read only in order to access and investigate the filesystem. It must be mounted as read only to maintain image integrity for evidential (hash matching) and legal purposes.   
· Using Autopsy, the drive image file can then be searched for LNK files which can identify the path and location of files that have been opened on the suspect computer. This could highlight where the original file was located and also if it was moved to external storage and subsequently opened from there.  This is often useful in cases where files have been stolen or are missing.
· Investigation of what, if any, USB storage devices have been connected to the computer can be extracted from the registry by examining the registry DAT files within the disk image filesystem.  This information could include information such a make and model.
· Further investigation should carried out in of some of the more common forensic areas including (but not exhaustive):
· General file system, including the user’s profile folders.
· Recycle bin
· Detection of deleted files.
· Analysis of the registry DAT files to identify potential alternative file paths and usage such as USB sticks and cloud storage.
· Slack space.
· The most likely place to find the missing file would be as a deleted file which could potentially be recovered if not been over written or even in the recycle bin on the image disk, which again could be recovered using the Autopsy tool.
· The file if recovered successfully can then be copied to an encrypted storage device and be securely returned to the CEC organisation.
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Screenshots of the sample Autopsy forensic report have been included in case of difficulties with viewing the separately uploaded Web based report in Moodle.

[image: Graphical user interface, text, application

Description automatically generated]
Figure 6:  Forensics report title page
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Figure 7: Suspect deleted files.
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