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I used to go through various data analysis techniques for better understanding security and data manipulation triggers of database management systems assignment. This assignment is based onto the use of SQL query for creating the triggers that is described onto the assignment. For doing this assignment I go through the system setup firstly for running trigger I used Microsoft SQL server management studio for writing trigger queries.  A trigger is used for security purpose because it helps to store the records of database or we can say it store logs of database, monitor all ongoing activities into a database. A trigger is executed automatically for data definition and data manipulation SQL statement.
In this assignment I used the mentioned to-rent-estate agent database or implemented the trigger that demonstrating an essential comprehensive requirement for securing a database by maintaining a log table so that the database user or we can say to-rent-estate agent aware from any ongoing activities.
This assignment consists of two tasks. Task 1 is all about implementation of trigger while task 2 have report part in which I need to discuss about benefits of implementing triggers regarding security purpose also answer some general questions. In task 1 I write down SQL queries or implementing triggers on to-rent-estate-agent database that were mentioned in the TriggerQuery.sql file.
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Answer a.

In this part of the report, I explained how sales and Audit data table used to detect any DDL or DML statement in To-rent estate agent database. The audit table of to-rent data base stores the information like id, date of transaction, user name, and details about the which SQL statement is implemented that we can clearly see in the below screen capture.
[image: ]
The above result that we obtained in the audit table I got with the help of following trigger query.
Trigger query for insert on lease table:

use To_rent_DB
go
create or alter trigger AfterINSERTTrigger on lease for insert as
begin
    DECLARE @data XML
    DECLARE @SPID VARCHAR (max)
    DECLARE @PostTime VARCHAR (max)
    DECLARE @UserName VARCHAR (max)
    DECLARE @event_type VARCHAR (max)
    DECLARE @us VARCHAR (max)
    SET @data = EVENTDATA ()    
    Set @UserName = User_Name ()   
    insert into PRGPropertyAudit (AuditID, ID, date_of_transaction, user_name, details)
    VALUES (       
         CONVERT (nvarchar (100), FLOOR (RAND () * (25-10+1)) +10),
         CONVERT (nvarchar (100), FLOOR(RAND () * (25-10+1)) +10),
         CONVERT(nvarchar(100),getdate ()),      
         CONVERT(nvarchar(100),CURRENT_USER),      
         CONVERT(nvarchar(100),'Insert')
        );
    end;

Trigger query for delete on lease:

use To_rent_DB
go
create or alter trigger AfterDELETETrigger on lease for DELETE as
begin
    DECLARE @data XML
    DECLARE @SPID VARCHAR (max)
    DECLARE @PostTime VARCHAR (max)
    DECLARE @UserName VARCHAR (max)
    DECLARE @event_type VARCHAR (max)
    SET @data = EVENTDATA()
    
    insert into PRGPropertyAudit(
     AuditID,ID, date_of_transaction,user_name,details
 )
 VALUES(       
      CONVERT(nvarchar(100), FLOOR (RAND () * (25-10+1))+10),
      CONVERT (nvarchar (100), FLOOR (RAND () * (25-10+1))+10),
      CONVERT (nvarchar (100),getdate ()),      
        CONVERT (nvarchar (100),CURRENT_USER),      
        CONVERT (nvarchar (100),'DELETE')
 );
end;

Trigger query for update on lease:

use To_rent_DB
go
create or alter trigger AfterDELETETrigger  on lease for UPDATE as
begin
    DECLARE @data XML
    DECLARE @SPID VARCHAR(max)
    DECLARE @PostTime VARCHAR(max)
    DECLARE @UserName VARCHAR(max)
    DECLARE @event_type VARCHAR(max)
    SET @data = EVENTDATA()
    
    insert into PRGPropertyAudit(
     AuditID,ID, date_of_transaction,user_name,details
 )
 VALUES(       
      CONVERT(nvarchar(100), FLOOR(RAND()*(25-10+1))+10),
      CONVERT(nvarchar(100), FLOOR(RAND()*(25-10+1))+10),
      CONVERT(nvarchar(100), getdate()),      
        CONVERT(nvarchar(100), CURRENT_USER),      
        CONVERT(nvarchar(100), 'UPDATE')
 );
end;

with the help of above DDL or DML trigger queries I monitor every ongoing activities of these tables even I create a separate table for storing the information about these changes.

Answer b.

In this part of the report, I discussed how trigger helps me to know about any create, alter, drop query statement onto the database. For tracing these statement implementations onto the data base, I create a trigger query. This trigger query helps me to store any ongoing changes record into a separate table this is one the most important advantage that I gained with the implementation of trigger. 
This screen capture shows the trigger query that I used:[image: ]
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Answer a.    
Discussion about the term’s transaction and concurrency of DBMS.
Transaction:
Transaction in Database Management systems can be defined as logical unit of work. Transactions in DBMS represents the real-world events. In Database Management System, a transaction is an execution of the program. The transaction that are executed by the user needs to be managed by the database management system. Sometimes because of performance issues, a Database Management System needs to interleave the transactions or actions.
Transaction is a part of a program under execution at a particular instant of time. At the time of execution, the data can be read or updated. There are ACID properties of the transaction. The ACID properties stand for Atomicity, Consistency, Isolation and Durability. A transaction has many statues during execution. For example, Active state, partially committed, failed and committed.
Active state is the starting state of transaction, in this state a transaction is in active state.
Partially committed is the state in which all the statements are executed but the transaction is yet to be committed.
In failed state a transaction cannot be proceeded anymore.
Committed state is the state in which the transaction is completed successfully.

Concurrency:
Concurrency is the capacity or activity of a database to allow several users to operated multiple transactions simultaneously to access the data. The one of the most important aspects of transaction and concurrency control management is the handling of concurrent executions in DBMS. Concurrent execution is execution of more than a single transaction at the same time. The database also handles partial or partially committed transactions and failed transaction in concurrency control. 
The DBMS uses two types of protocols to ensure the database concurrency:
1. Lock- based protocol: The protocol applies lock to implement restrictions to maintain consistency. Transactions are needed to obtain locks to access the data.
2. Timestamp- based protocol: run time conflicts transactions are ordered in advanced in time-stamped protocols.

Answer b.

ACID Properties in DBMS are useful for transaction. It fulfils all the requirements needed at a time for executing a secure or transparent transaction. Data integrity is preserved using the ACID properties of the transactions. 
The ACID properties in DBMS are specified below:
Atomicity: Atomic property of a Transaction means either all operations or none operation is reflected back or completed in a transaction. All transactions must be atomic in nature.
Consistency:  The consistency property gats preserved if a transaction is executed in an isolation. It means that transaction variables can’t be changed by other transaction. Isolation is must for a transaction to execute.
Isolation: It is possible for transactions to be executed concurrently but each transaction must be totally unaware of the other transactions.
Suppose there are two different transactions. If we name them transaction Ti, then, any Tk transaction must be executed before or after the transaction Ti.
Durability: The modifications made to the database continue indefinitely after a transaction is executed successfully, even though there are system fails.
Answer c.
Concurrency control:
Concurrency control is the process to manage the transactions like updating, deletion, insertion in the multiprocessing of the database system. It allows the many transactions for accessing the database system in same time. He concurrency control is used to ensure the following problems to be resolved:
· Lost Updates
· Unrepeatable read
· Dirty read
Lost update Problem:
In this update problem the transactions of two types access the same data in the same database and perform such operations that creates ambiguity for the database to enter the incorrect value.
Let’s consider an example:
If there are two transactions T1 and Transaction T2 both wants to read the same type of record and access the same database and update it, then the first updation that the S1 did was over-written by the S2.

[image: A picture containing graphical user interface
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The transaction- A is T1 and transaction- B is T2.
At t1 time- T1 transaction read the value of the X.
At t2 time- T2 transaction read the value of the X.
At t3 time- T1 transaction modify by writing the value of the X on the base of the value present at the t1.
At t4 time- T1 transaction modify the value of the X on the base of the value present at t2.
So, at the time t4 when t2 is updated a database item the t1 entry was overwritten.
Unrepeatable read problem:
It occurs when an item in the database is updated but because of some reasons transaction fails and the item that is updated or accessed by the user any other transaction preceding it gets reflected back into the database.
Let’s consider an example:
T1 updates an item or record into the database, and that is read by the transaction T2. 
T1 aborted and T2 has now the value of the unstable database.

[image: ]

At t1 time- TB transaction writes the value of the X.
At t2 time- TA transaction read the value of the X.
At t3 time- TB transaction rollback so it changes the X value to prior to T1.
Such transaction knows as Dirty transaction as transaction read the dirty value that had not being updated into the database.

Unrepeatable read problem:
This problem occurs when the transaction will calculate aggregate function with a set of the data while the others transactions is being updated data in the database.
In this problem, like example
Transaction T1 read the records then complete processing in Transaction T2 is updating the records, if now the transaction T1 reads the data, then the new value present in the data will inconsistent with previous one.
Let take an example that two transactions operated on three accounts:
[image: ]
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Transaction - Transaction A is the total sum in the balances;
Transaction - B transfers the net amount of 50. The amount in Transaction B is transferred to Account 3 to the Account 1. The Results will be obtained by the Transaction- A of 550. The Transaction A is incorrect. The database now is now in the inconsistent state. The inconsistent state is because the total sum is 600.
 Answer d.
Two phase locking protocol: 
This protocol works in the following manner that I explained in the steps: 
1. Whenever any transaction wants to execute, they need the permissions for the lock that they need.
2. Transactions gets all needy lock after that it starts releasing his first lock.
3. In this step the transaction starts releasing all those lock that they acquired in starting.
Its name gives us more clear definition about its work like it consists of two phase namely growing phase and the shrinking phase.
· Growing phase: The growing phase contains the transactions that are tried to acquire lock.
· Shrinking phase: The sinking phase is the phase in which the transactions are tried to release the lock that are acquired in growing phase.
The working of these two phases is independent to each other.
Example: 


[image: ]

Above screen capture demonstrate the working of 2PL.
for Transaction 1: Starting steps till 3 represents growing phase while lock point is at step 3 after that till last step it is in shrinking phase.
for Transaction 2: Starting steps till 6 represents growing phase while lock point is at step 6 after that till last step it is in shrinking phase.
Just because of these two phases it avoids the problem of dirty read because in 2PL transaction value can’t be read by another transaction until it release his lock that’s why transaction can be rollback in that duration without misinterpreting the another transaction values. 
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With the help of this assignment, I know how I can enhance the security of database or monitor the changes that is ongoing onto the database. This assignment gives me understanding of trigger implementation with the help of SQL query. This assignment also helps me for getting the insights of concurrency control protocol its problem and types detailed knowledge. I also know about the transaction insights in details with the help of these concurrency control problem like dirty read, unrepeatable read, lost update etc. I learned so many things from this assignment. This assignment developed my skill to one more level.
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