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This report aims to provide information on ransomware; the damage it can do to the company, and a backup strategy to protect it. It will assess the advantages and disadvantages of the approach given.
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To understand what ransomware it is necessary to have a basic understanding of what malware and viruses are as ransomware is a specific type of malware. Malware, or malicious software, has become a catch-all term for several different types of infections. Some install themselves and create a simulated infection, corruption, or hardware failure, tricking you into purchasing their product to resolve the issue [1]. Ransomware falls under this category. A computer virus is a malicious code or program designed to spread from one computer to another, like how a flu virus spreads from host to host [2]. 
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This is done by attaching itself to files, documents or links; a common way would be advertisements as your browsing on the web (malvertising) or in emails, commonly in spam (malspam). Then there is a Trojan virus. This type of malicious software tricks you into installing it, disguised as a real, operational program [3]. Should your system get infected by ransomware, there are not many options to take; it is strongly advised to never pay the ransom as it will encourage future attacks. However, if it does make its way into your system, it is recommended that you disconnect from the internet to stop it spreading and use a trusted anti-virus to purge the system as of the malware if it is able too, however the likelihood of getting back the encrypted data is low.
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In a ransomware attack, you won't be able to access your device as it may lock you out of using it and the data stored on it because the files are encrypted. You can be asked to contact the attacker via an anonymous email address or follow instructions on an anonymous web page, to make payment in a cryptocurrency as this form of currency can be difficult to trace back to the criminal organization orchestrating the attacks. The attackers may also threaten to leak the data they steal [4]. 
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Cryptowall is a type of ransomware and will be used as a detailed example to explain what ransomware can do, how you can get infected, how to prevent being infected, how to get rid of the malware and any additional information that will be important to know.
When you get infected with cryptowall it will encrypt your files and open a prompt explaining how to pay for a decryption program. In the background, it can also hide itself in the operating systems of your computer, delete copies of your files and gain access to your passwords and bitcoin wallets [5][6].  As previously stated, the most common ways to get this type of ransomware would be spam and phishing emails, malicious advertisements, using a Trojan. 
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 Documents, presentation and personal such as music, video or even photos, it can access these on the machine you’re using, external drives like a memory stick as well as cloud-based storage. Newer versions will also encrypt the files’ names to create confusion and desperation to give in to the demands quicker. 
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While financial may be the most obvious impact if you give into the demands to purchase the decryption, not paying can also lead to financial impact due to data breaches perhaps forcing the company to start from scratch and work being done or through customers losing confidence in the company by not protecting their data the company stores, resulting in them going to a different company for their needs. As previously stated, it is very difficult to regain your files should they become encrypted and even if you do it can make you more vulnerable to future attacks should you pay to get the decryption key, if paying for said key works at all and they don’t demand more money after sending the original sum or fail to decrypt the files. Once the ransomware has infected your device it will stay on there until it is removed. You should never pay the ransom.
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When it comes to ransomware the best way of dealing with the threat would be prevention, this can be achieved via good knowledge, carefully web browsing and up to date and reliable anti-virus software. Mandatory training is recommended as well as best practice safety strategies, not only to protect us from malicious malware attacks but also common disaster scenarios that can be mitigated by implementing these strategies. 
Although good backups are no longer enough as a defensive strategy against a ransomware attack, they’re still critical to the ransomware recovery process. Reliable and well-tested backups give a ransomware victim options. With no backups, or backups that can’t be restored, most organizations have very few options for recovery. In contrast, if an organization has confidence in its ability to restore from backups, they’re empowered to make a more nuanced decision. The organization won’t necessarily need to pay to decrypt files, so they must determine the sensitivity of the data exfiltrated by the ransomware actor [7].
[bookmark: _Toc213984623]“3 different places” rule
The “3 different places rule” could help save time and money in the event a disaster should happen that could remove access to your data, whether that be through malicious malware attacks, unfortunate accidents, fire or water damage and natural disasters. 
With the previously mentioned training in place and reliable anti-virus software the primary, working data would be stored will be on company devices within company offices as having to access or move data on a day-to-day basis would impact efficiency for the company.
The second recommended place would be cloud backup, a third-party company sells its services of storing and protecting your data on an offsite location however it can still be accessed through the internet at any given time or place provided access to the internet is possible, increasing accessibility for employees and giving the option to work away from the company offices if needed. Not only will this protect against unfortunate accidents such as hardware failure or human error of accident deleting work from the main device, it will also protect data from events such as fire or other natural disasters occurring. It can help with collaboration between employees due to the easy access of data. This method is also easy to use as when the data is saved (with the option of being automatically saved in most cases) there will be no additional steps required to transfer your data as internet access will be all you need. However, this method can still be vulnerable to cyber-attacks. Recovery of the data depends on the amount of data stored and internet access speeds.
My final recommendation is to save data on external hard drives. This provides a source of back up data that is not connected to the internet in the event of a ransomware attack, however procedures will need to be in place to prevent ransomware accessing the device. The proposed strategy for this would be for employees to have an external hard drive with at least 2 terabytes of storage they are responsible for that should be kept offsite except when they should perform an incremental back-up work data which will happen on the last working day of the week. Due to the storage space being finite, it is recommended that employees go through the data on a monthly basis and delete out-of-date or irrelevant data. Before connecting the external hard drive employees must run an anti-virus scan on the device they transfer data from. The cons of this method would be hard drives are more vulnerable to physical damage, wear and tear, failure and short lifespans. There is a security risk of the drives being lost or stolen as well as the possibility of the data being corrupted.
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While Ransomware can be potentially devastating it is preventable through a strategy put in place and good knowledge and practices given to employees. No method is fool proof but having diverse back-ups and multiple options available to access and back up lost data can save the company time and money and retain the trust and confidence of its customers.
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