Worksheet 3 - Managing and Maintaining Network Resources Using Network Policy and Security Practices.
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[bookmark: _Toc70426548]Introduction

[bookmark: _Toc70426549]Task 1 – Understanding NTFS and Share Permissions:
To show that stage of configuration has been completed correctly, the below table contains screenshots of work completed, along with annotations. 
	Screenshot/ Evidence
	Annotation 

	[image: ] [image: ]
	Illustration shows that the logged-on user account is a domain admin account.

	[image: ]
	After navigating to This PC, and selecting the C: drive, right clicking and selecting new folder.

	[image: ]
	Naming the folder “Dept_Important_Docs”.

	[image: ]
	Creating the file, inside of the directory created.

	[image: ]
	Entering the properties for the created directory, and navigating the security tab.

	[image: ]
	In the advanced tab of properties, the message to the left is displayed after selecting disable inheritance.

Here remove inherited permissions is selected.

	[image: ]
	Screenshot shows warning message regarding no users having permissions, and that there are not any permission entries for the share.

	[image: ]
	Here the current logged on user is selected to add permissions for, after selecting check names the directory is checked to confirm username is correct.

	[image: ]
	Here full control is selected for the user.

	[image: ]
	The properties of the file contained in the folder show that the permissions are inherited and the user has full control to the file.

	[image: ]
	A separate non-admin user, John Smith (JS123456), has been added with restricted permissions.

	
	



After assigning the correct permissions, the admin user can open the file and add text, then save the text document. 
John, the user with more restricted permissions, is also able to write into the file and save it. This is because the write option was selected when assigning permissions. However, John would not be able to delete the file as the account does not have modify permissions, where as the admin user does. The below screenshot demonstrates this:
[image: ]
Share Permissions
The next task required a share to be created on Server 1, the below screenshots display the process.
	Screenshot/ Evidence
	Annotation 

	[image: ]
	Under server manager, file and storage services, the new share has been selected.

	[image: ]
	SMB Share – Quick file share profile is selected.

	[image: ]
	The local server is selected as server, and the C: volume is also chosen.

	[image: ]
	The share is created, local path and remote path is available below.

	[image: ]
	Share settings are set correctly.

	[image: ]
	Permissions set for one user, this process was repeated for a second user also. 

	[image: ]
	The following settings are shown at the confirmation page before finalising creation of the share.

	[image: ]
	After logging into client 1, this PC is right clicked followed by map network drive.

	[image: ]
	The drive settings are entered, to map the network drive.

	[image: ]
	The share is available alongside the C: drive under This PC.

	
	



[bookmark: _Toc70426550]Task 2 - Utilising Group Policy Management Console to better facilitate network object management:
Task number 2 requires group policy objects to be created so that specific policies are in place for user to better administer control over user and computer objects. Stages required for configuration are show below:
	Screenshot/Evidence
	Annotation

	Removing Control Panel Access

	[image: ]
	After right clicking, nwtrader.msft domain under AD Users & Computers and selecting new Organisational Unit, the prompt displayed is presented. After inputting the name and clicking ok, the object is created.

A user is then created in the OU, creating a user has been evidenced in task 1, so further screenshots are not included.

	[image: ]
	The new GPO is created under the Non Admin Users OU.

	[image: ]
	Navigating the properties of the GPO, to find the settings to stop access to the control panel for the users.

	[image: ]
	Screenshot shows that the policy is enabled to prevent access to the control panel.

	[image: ]
	Group policy has been updated using the command displayed.

	[image: ]
	After logging on as the user in the non-admin OU, trying to launch the control panel presents the following message.

	[image: ]
	Logging on to the same machine, with a different user account, which does not have the GPO applied presents the control panel as is displayed.

	Removing Access to command prompt

	[image: ]
	Steps were repeated from the earlier evidence, to create a GPO. Settings this time prevented access to the command prompt.

	[image: ]
	After logging onto client VM, and trying to run command prompt, the following message is displayed.

	Removeable Drive Access

	[image: ]
	The policy setting displayed is enabled for the created policy by following the same process as previously demonstrated.

	[image: ]
	After inserting a virtual disc into the optical drive, the image illustrates that access is denied as per the policy being applied.

	No Unauthorized Software Installs

	[image: ]
	Client computer object has been moved to the newly created OU.

	[image: ]
	The prohibit setting is selected and enabled.

	[image: ]
	When trying to install software, the operation requires elevated privileges, e.g. a domain admin, to be able to install the software. This is because the policy forces per-computer installs instead of per-user.

	Enforcing a password policy

	[image: ]
	The settings displayed are applied the default domain policy.

	[image: ]
	The screenshot shows that the password entered is less than 10 characters (6).

	[image: ]
	This message is displayed when trying to create the user, with a password than does not meet the requirements

	[image: ]
	Next a passphrase is entered, which is like a sentence with spaces in between words and longer than 10 characters. 

This creates the account with no issue.

	
	

	
	

	
	




[bookmark: _Toc70426551]Task 3 – Observational Tasks:
[bookmark: _Toc70426552]Explain the main differences between local permissions and file shares.
[image: ]Share and local permissions are most efficient when utilised together to secure files/folders in a network. They differ however regarding the level of control they allow for managing levels of security. Share permissions offer 3 specific levels of access, full control, Change, Read. 
Local permissions will be referring to NTFS permissions, as drives formatted with FAT/FAT32cannot assign file level permissions. “NTFS permission provide more granular access controls but are more difficult to apply and manage than share permissions”. [1]. The permissions are more “granular”, because there are a few more options that are available to administrators when giving users or groups access to a folder, this is displayed in the screenshot below and to the left. 
Where share permissions only offer three options, NTFS permissions has double the amount of options which can be assigned to users. 
Another difference is that Share permissions will always apply to network users, where as NTFS permissions can apply to local and network users.
Both have their uses, a specific use for share permissions could be where the file system is formatted with FAT32. In this case share permissions would be the only way to assign access, as this could not be implemented at a local level.
NTFS permissions could be used at a machine, where local users mainly log onto the machine as well as for specific folders within a share which should only be access by specific users.
Netwrix [2] advise “When share and NTFS permissions are used simultaneously, the most restrictive permission always wins.”. This means that if at share level a user has full control, but at the NTFS level they only have read access, the user would only have read rights to the folder as it is the lower-level permission of the two assigned.
On the other hand, if the share permission had read rights given to the user, but at the local level the user has full control, the user would again only have read rights as this is the most restricted permission of the two assigned at the different levels.
To summarise, share permissions are easier to manage, but do not allow such a high level of control over permissions. Whereas NTFS permissions allow more complex permissions to be assigned, but as a result are also more complex to manage. 
[bookmark: _Toc70426553]

Describe the role of Group Policy Management in the network environment.
In a network environment, especially within a corporate environment, group policy management is fundamental in establishing a secure way of working alongside share and local permissions which were discussed earlier. 
Group policy differs to the earlier discussed permissions for shares and NTFS systems, as they deal with resources on a network, whereas group policy “provides the centralized management and configuration of operating systems, applications and users’ settings in a Microsoft Active Directory environment “Jennifer LuPiba [3] advises. This is achieved assigning a group policy object (GPO), to an active directory organisational unit (OU), group, or even a whole domain. The group policy object will contain changes to default settings, such as polices highlighted earlier in the document including preventing access to the command prompt and preventing certain users’ ability to install software.
Group policy can enhance control for an administrator, by limiting which group of users has access to what within a computer system. Some examples for typical use are below:
 Often non-IT literate users can pose a threat to security just as much as external threats. A policy could be assigned to the general users OU, where the users are blocked from having access to powerful administrative tools, such as command or control panel. If a user in this OU were to click a link in a phishing email, which contains malicious software, their user account would not have the correct rights to install software. Therefore, the risk would be mitigated as the software cannot run and cause further harm. 
Users who required access to admin tools would be placed in a different OU, where the policy would not be applied, as a result they would be able to access administrative tools.
Other examples of policies which can protect an organisation would be a computer policy which would enforce the encryption of external drives. This policy means that data removed from computer systems is encrypted so has some level of protection. The policy could go even further, and prevent removeable storage being used at all, if a company were really concerned about the data contained on their machines.
Another common group policy which is applied at the domain level (applies to every object in the domain), is password complexity. This policy will make sure that users’ passwords are not too simple to be guessed.
One last example use, would be authentication. A group policy can be used to provide users with an 802.11 wireless certificate. This would mean if a user should be able to access the wireless network, then, the certificate will be installed onto their machine and allow them to authenticate to a radius server and be allowed to access the wireless. Also, the SSID will be added to their machine, along with other settings needed to connect. This means that security is enhanced as only authenticated users and computers can access the wireless. 
As has been highlighted group policy can change any setting that is available in a windows operating system, for this reason it is extremely useful for administrators to control their network environment alongside active directory. A simple summary from Michael Fudge JR [4]is that:
 “LIKE FRIES TO A CHEESEBURGER, GROUP POLICY IS THE PERFECT ACCOMPANIMENT TO MICROSOFT ACTIVE DIRECTORY”
[bookmark: _Toc70426554] 
Give some examples of sound ‘password’ principles in modern network environments.
Passwords are still a fundamental aspect of security throughout any network, despite Bill Gates claiming back in 2004 that “people are going to rely less and less on passwords”. Therefore, it is important to have good password principles in place. Some password principles are discussed below:
· Password should never be stored in plain text – This is a simple principle which should be obvious to even non-technical users of computer systems. If a password is in plain text, it can be easily stolen and misused to gain entry computer systems and information. Active directory will store passwords as a hash. A hash is achieved through the process of hashing. Hashing “is the technique to perform one-way transformation of the input password to convert it into a fixed length random output.” [5]. 
· Passwords should be unique and not simple to guess. When passwords are easy to guess or a common password, they are often already on lists of exploited passwords which are used by cyber criminals to try and ‘brute-force’ their way into an account by trying every password on these lists, along with the target user account. These lists are created because of previous data breaches. Danny Palmer [6] advises that a list revealed by the UK National Cyber Security Centre, contained “23.2 million accounts” with the password “123456”. This would be simple to crack by tools which will try all different combination of numbers and words.
· Following on from the above point password complexity should be enforced by group policy. As discussed earlier this will force users to chose passwords which are more unique, by ensuring the password is a certain length, contains certain properties like special characters. The password complexity should be carefully chosen however, as if passwords are too complex non-IT literate users may write down the password on a post-it note. This is of course not advised. Password complexity can also be set to not allow passwords which appear on lists of compromised passwords which are available from companies such as google.
· A solution to counteract password complexity is the use of a password management software. The NCSC [7] “recommend the use of password managers for secure storage wherever appropriate. As well as providing secure storage, password managers can help users by generating and auto-filling passwords when required”.
· Password in the modern age should be partnered with another method of authentication to ensure extra security. This is known as Multi factor authentication. Many applications will now set this as a requirement, users can use apps which generate a one-time passcode, or receive an SMS to a previously selected mobile device. 
In summary passwords should be too complex to guess, and not contain sequential numbers or names of football teams and other popular words. To best utilise passwords, they can be coupled with a second form of authentication. 
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