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[bookmark: _Toc159588320]Introduction
[bookmark: _Toc159588230]This report will examine a hypothetical situation involving the establishment of a network between Swansea and London. It will begin by exploring the application of Hypervisors to create a virtual network and determining the most suitable type of hypervisor for this scenario. Subsequently, the report will look into IP addressing, the transmission of data between devices, and the integral roles played by Routers and Switches in facilitating these processes.
The final sections of the report will focus on the scenario itself, providing a step-by-step walkthrough of the network setup, including any testing and troubleshooting conducted to ensure the proper functioning of the network.
[bookmark: _Toc159588321]Hypervisor
A hypervisor is specialized software enabling users to create and run virtual machines (VMs). There are two main types: Type 1 and Type 2. The following sections will outline the pros and cons to each.
[bookmark: _Toc159588322]Type 1 Hypervisor
A Type 1 hypervisor is run on the physical hardware and directly controls the resources and storage as well as network interfaces. 
“The Type 1 hypervisor doesn't have to load an underlying OS. With direct access to the underlying hardware and no other software” [1]
Key benefits of using a type 1 hypervisor is that it promotes excellent performance, scalability for enterprise environments and good security and are generally compatible with a wide range of hardware. Some disadvantages include limited functionality as they are simple set ups with few features. It can be expensive in terms of licensing costs and it lacks advanced management features. [2]

[image: type 1 Hypervisor example with virtual machines and physical server][bookmark: _Toc159588340]Figure 1 - Type 1 Hypervisor
Source: https://phoenixnap.com/kb/what-is-hypervisor-type-1-2


[bookmark: _Toc159588323]Type 2 Hypervisor
A Type 2 hypervisor operates within the operating system of a host machine. The host manages the hardware resources unlike the Type 1. 
“It relies on the host machine’s OS to undertake certain operations like managing calls to the CPU, managing network resources, managing memory and storage”. [1]
The benefit of Type 2 Hypervisors is that they’re easy to install, usually have a user-friendly interface and capable of operating on various operating systems boasting a large variety of hardware. The ease of use makes it good for those who are working on small scale virtualisation projects as its convenient and cost-effective. Some drawbacks include lower performance compared with Type 1 and they are more prone to security risk and errors as they are dependent on the host machine to operate properly. [3]
[image: What is a Hypervisor? Types of Hypervisors Explained (1 & 2)]
[bookmark: _Toc159588341]Figure 2 – Type 2 Hypervisor
Source: https://phoenixnap.com/kb/what-is-hypervisor-type-1-2
[bookmark: _Toc159588324]Chosen Hypervisor for the Project
I plan to make use of a Type 2 hypervisor for my practical project due to its compatibility with the required small-scale setup and its straightforward installation on a host machine. Specifically, I'll be utilising Oracle VirtualBox for its user-friendly interface and proven track record as reliable software.
[bookmark: _Toc159588325]IP Addressing 
[bookmark: _Toc159588326]How does data get from one computer to another on the Internet and what is the role of IP addresses in the transmission of data on the Internet?
Data travels through the internet in packets. A packet is surrounded by a wrapper which contains information about the data within the packet, what sort of data it is and how it fits in with data in other packets. It also contains origin and destination information in the form of IP addresses. 
An example would be sending an email, the message may be split into several packets which take different paths through the internet. Even though they take different paths, they will end up in the same destination because of the information contained within the wrapper. [4]
“This is different from the traditional phone system, which creates a dedicated circuit through a series of switches… That's not the case with traffic across IP networks. If one connection should fail, data can travel across an alternate route.” [4]
[bookmark: _Toc159588327]How do you think routers and switches work on the Internet to facilitate the flow of data between different networks?
[bookmark: _Toc159572580][bookmark: _Toc159588240][bookmark: _Toc159588328]Switches
A switch is used to build networks, it has multiple ports for ethernet connections, and it can recognise devices due to its storing of MAC Addresses in its table. 
“They [Switches] connect multiple devices, such as computers, wireless access points, printers, and servers; on the same network within a building or campus.” [5]
Switches only work in Local Area Networks and help direct traffic to devices on the network. Its ability to recognise devices reduces unnecessary traffic on the network. [6]
[bookmark: _Toc159572581][bookmark: _Toc159588241][bookmark: _Toc159588329]Routers
Where switches are used to build networks, Routers are used to connect networks. They determine the best path and direct data to the correct destination.
“A router can connect networked computers to the Internet, so multiple users can share a connection. Routers help connect networks within an organization or connect the networks of multiple branch locations.” [5]
The router is the gateway to the network, its biggest difference is that it reads IP addresses. A packet that reaches a router will be inspected by the router to determine whether the IP address matches any device on the network, if it does not match, the packet will be passed to the next router.
[bookmark: _Toc159588330]Group Activity (Team 4)
A group discussion exercise was held in the UWTSD Swansea Campus on the 8th of February 2024. The written points of what was discussed can be found in Appendix A of this document and reflection of what was discussed below.   
[bookmark: _Toc159588243][bookmark: _Toc159588331]Reflection
IP Addressing is a fundamental aspect of networking and serve as a backbone for public and private networks. On private IPs allow communication between devices and on private networks while public IPs enable communication over the internet. IP addressing contributes to the addressing and identification of devices, routing of data packets, encapsulation, and support of IPv4 and IPv6 which facilitates end to end connectivity. 
Transmission Control Protocol (TCP) and User Datagram Protocol (UDP) are two communication protocols used in networks. 
TCP establishes a connection before any data is exchanged to ensure that data reaches its intended destination. TCP conducts error checks and can resubmit missing or lost packets which promotes a reliable data transfer. TCP is most advantageous where accuracy of data is a priority such as file transfers and emails.
In contrast, UDP is a protocol that focuses on delivering data packets quickly without ensuring a reliable connection beforehand. Some data may be lost in transfer and there is no mechanism for catching loss and resubmitting as is done in TCP protocol. UDP is suited to streaming of video such as CCTV live feed. [7]
[bookmark: _Toc159588332]Troubleshooting Networks
[bookmark: _Toc159588245][bookmark: _Toc159588333]Network Testing and Troubleshooting Techniques.
Efficient network troubleshooting is important for business resilience, preventing costly downtime, data breaches, and malware attacks. Large organizations usually have teams dedicated to handle a range of network issues. 
Network management systems (NMSs) are key to troubleshooting as they continuously monitoring things such as connection speed and bandwidth. NMSs keep track of network events, collect data, and help teams identify the problem areas so they can mitigate. [8]
Companies have a suite of tools to help with Network testing and troubleshooting however here are some more simple but practical troubleshooting techniques that can be used in both a business and home setting. 
1. Check Hardware – Ensure that the hardware is connected properly, that there are no defects, and everything is switched on. Power cycle the devices by turning it off and on again.
2. IP Config – Open the command line prompt in windows and type ‘ipconfig’. If the computer’s IP address starts with ‘169’, this means that it’s not been allocated a valid IP from the router. Type ‘ipconfig /release’ then type ‘ipconfig/renew’ to request a new IP address. If the problem persists, try plugging the computer into the router using an ethernet cable. If this step is successful, then there is an issue with the router.
3. Use Ping and Tracert – If you have a valid IP address as the problem may lie between your router and the internet. You can use ping a server like Google by typing ‘ping 8.8.8.8 into the command line prompt to determine if the ping is returnable. If you want more detail, you can use the command ‘tracert 8.8.8.8’ to see each step between the router and the google server. This may help pinpoint the exact point at which the problem arises.
4. DNS Check – Type the command ‘nslookup’ to find out if there is a problem with the server you are attempting to look at.
5. Contact ISP – If the above steps have been completed and the problem still persists, contact the internet service provider to let them know you are having issues as they may be able to tell you if there is an outage in the area. It is also possible to use outage maps to see if there are issues that affect your internet.
6. Check Virus and Malware Protection – Check the virus and malware software on your computer to check that nothing is preventing the network from running as it should.
7. Review Database Logs – Review database logs as a database at capacity or malfunctioning could cause network performance issues. [9]


[bookmark: _Toc159588334]Practical – Set up Network
[image: A diagram of computer servers
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[bookmark: _Toc159588342]Figure 3 - Network Topology
[bookmark: _Toc159588335]Setup
Below is a sequence of steps of how the network topology above was set up using a Type 2 Hypervisor
1. Download the Type 2 Hypervisor (Oracle VirtualBox)
2. Set up a machine with Windows Server installed. Call this machine ‘Swansea Server’.
3. Set up a machine with Windows 10 installed. Call this machine ‘Swansea PC’.
4. Open the settings of the Setting for Swansea Server and change adapter 1 and adapter 2 from LAN to Internal Network.
[image: A computer screen shot of a computer

Description automatically generated][bookmark: _Toc159588343]Figure 4 - Configure Network Adapter

5. Repeat the previous step for Swansea PC.
6. Run both machines and complete the installation steps as prompted.
7. Open the Machines and configure the IP in the network adapter settings. 
a. Swansea Server IP: 192.168.1.10
b. Swansea PC IP: 192.168.1.20
[image: A screenshot of a computer
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[bookmark: _Toc159588344]Figure 5 - Configure IP Addresses
8. Use IP config to check that the IP addresses are correct. 
a. In this case the server had a 169 IP address. I restarted the machine which fixed the issue. 
[image: A screenshot of a computer
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[bookmark: _Toc159588345]Figure 6 - IP Config
9. Check the connection between both machines by using the ping command followed by the IP address. The connection was successfully made between Swansea Server and Swansea PC. 
a. Error: The firewall settings will need to be adjusted prior to this otherwise the ping will not work. 
[image: A screenshot of a computer
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[bookmark: _Toc159588346]Figure 7 - Successful Ping
10. Following the successful ping above, a clone was made of the Swansea Server and Swansea PC and renamed them to be London Server and London PC.
11. The IP Addresses were set to the following:
a. London Server: 192.168.3.10
b. London PC: 192.168.3.20
[image: A screenshot of a computer
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[bookmark: _Toc159588347]Figure 8 - Configure IP Addresses
12. Repeat steps 8 – 9 to complete.
[bookmark: _Toc159588248][bookmark: _Toc159588336]Check Firewall Settings on Swansea Server and Swansea PC
On the server machine, I went to the windows defender firewall settings and unchecked the ethernet in the Domain Profile, Private Profile and Public Profile tabs.
[image: A screenshot of a computer
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[bookmark: _Toc159588348]Figure 9 - Change Firewall Settings
This has no effect on the ping as it still showed as timing out when pinging from the server to the PC. I changed the same firewall settings on the Swansea PC which resulted in a successful ping from the Server to the PC.
[bookmark: _Toc159588337]Conclusion
The Swansea Server successfully connected with the Swansea PC, and the London Server established a successful connection with the London PC. However, attempts to establish a connection between the Swansea and London Servers were unsuccessful. Further investigation and troubleshooting are necessary to resolve this issue.
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There are private IP addresses and public IP addresses.
The two types of IP addresses are IPV4, and IPV6.

IP addresses operate primarily within the Internet Layer,
and here's how they contribute to data transmission:

1. Addressing and Identification

2. Routing

3. Data Packet Encapsulation

4. Supporting Multiple Network Types

5. Facilitating End-to-End Connectivity

6. Support for IPv4 and IPv6

Q107

Anonymous 2/8/24 9:29AM

There are private IP addresses and public IP addresses. Private IP
address can transfer communication internally and are assigned
to local devices in the network. Public addresses are assigned by
your ISP and can be accessed directly over the internet.

Anonymous 2/8/24 9:30AM
A switch connects multiple devices over the network and a
router connects multiple switches and their networks.

Anonymous 2/8/24 9:33AM

The internet backbone is the main infrastructure of the internet,
it comprises of long distance communication lines between
different networks and regions.Usually fibre-optic cables.

Anonymous 2/8/24 9:35AM

In the TCP/IP model, which is the foundational framework for
most modern network communications, IP addresses play a
crucial role in the data transmission process. The TCP/IP model
has four layers: Link Layer, Internet Layer, Transport Layer, and
Application Layer.

Anonymous 2/8/24 9:36AM
Messages are broken down into packets. Packets contain a
header and a payload. the header contains destination and
source IP addresses. A router will look at the destination IP
address and its routing table to decide the next hop, a packet
will traverse many routers and networks on its way to the

destination IP address. Packets will not necessarily take the same
route to the destination address.

Anonymous 2/8/24 9:40AM

TCP (Transmission Control Protocol) is used for messages such
as email, if packets are dropped they are resent. UDP (User
Datagram Protocol) is used for time sensitive applications such
as gaming or VolP.




