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[bookmark: _Toc868117573]Introduction
[bookmark: _Int_Q5OCEIhJ]In this assignment, I was given two tasks, the first is to research into data security and compliance and discuss multiple ways why modern organisations should create an environment that protects, detects, reacts and safeguards applications. The second task is to implement the research done in the first task to design and discuss my own approach to information security for a company in a case scenario.


[bookmark: _Toc469865468]Task 1 – Research in Data Security and Compliance
I will be discussing a few ways how an organisation can ensure a safe workplace environment.
[bookmark: _Toc2042982642]Security Technologies
[bookmark: _Int_XBIJPuno][bookmark: _Toc2101743689]VPN
There are multiple security technologies that can be utilised by organisations and regular users alike, the first of which is VPN (Virtual Private Network).
[bookmark: _Int_mkbRjB9Y][bookmark: _Int_8HE9y9Of]The way that VPNs work, is by masking the user’s IP address and other information like their location and personal information, via an encrypted tunnel [1], so all the data that is sent from the device through this private service instead of the user’s internet provider [1]. A VPN is used as a safeguard or protection system against bad actors that intercept information via the network, so a VPN would essentially mitigate such threat from occurring [1].
Here is an image that summarises the key advantages of using a VPN:
[image: ][1]
VPNs may also aid in the flow of data/information through the internet, as internet service providers can and may throttle (lower the internet speed) its users to ensure that their services are always online [2].
[bookmark: _Toc1242506945]Access Control
[bookmark: _Int_JT3h5s1B]Another way that organisations can protect themselves is by using Access Control, this essentially limits what certain users can and cannot do on the network/device [3] based on their device, location of access, role in the organisation and other factors are all considered [3].
[bookmark: _Int_H5oqRU5t]There are different types of access control that are used by organisations today, these are:
· Discretionary access control (DAC)
· Owners of a protected system grant access to users at their own discretion, those that they trust essentially. [3]
· Role Based access control (RBAC)
· Users are given access to data they need to perform their job based on their role within the organisation. [3]
· Mandatory access control (MAC)
· “Users are granted access in the form of clearance” [3] that is regulated by the higher-ups in the organisation which slowly but uniformly expand in scope. [3]
· Attribute based access control (ABAC)
· This model grants access to users based on certain conditions, like the user’s attributes, time of access and access location. [3]
[bookmark: _Int_3eMkT5uK]Access control is essentially a safeguard against bad actors that wish to do harm to an organisation via data breaches or data leaks. [3]
[bookmark: _Toc1969495444]Firewalls
I will lasty discuss Firewalls in the section, Firewalls is a way to protect both devices and the network from malicious attacks [4].
Here is what Firewalls can do on a network/device to help protect it:
· Packet Filtering
· Analyses then filters the data coming in and out of the network. [4]
· Proxy Service
· Filters messages at the application layer. [4]
· Stateful Inspection
· Tracks and monitors active network connections to then filter data and protect from any data risks. [4]
· Next Generation Firewall (NGFW)
· Inspects data packets at the application level. [4]
[bookmark: _Int_EhpuD4oF]Firewalls focus on protecting devices/systems on the network from malware and application layer attacks [4], Firewalls also come with an integrated system of intrusion prevention system (IPS) [4] which deals with any attacks/threats that occurs on the network unlike the intrusion detection system that mainly warns of any attack/threat that has been found.
Next Generation Firewalls, a better version of regular Firewalls, can quickly and seamlessly react and detect any threat or attack that may occur on the network [4], of which protection of the whole network is very vital, no matter how big or small an organisation may be.

[bookmark: _Toc294849841]Physical Security
Physical Security is used to deter any potential intruders from entering the premises of an organisation illegally or to prevent any bad actors doing malicious/illegal activity. [5]
[bookmark: _Toc1839652283]Deterrence Methods
Deterrence methods is used to deter any potential attacker and convince them that the organisation has strong defences. [5]
[bookmark: _Int_sODdubsH][bookmark: _Int_Dyj8D8Cn]Physical barriers are a method to deter potential attacks, this utilises fences, walls and vehicle barriers as a basic form of security, which is mainly used to slow down or prevent intruders [5]. This can also be used in a more aggressive way by using barbed wire, razor wire or even metal spikes on top of tall fencing around the perimeter of a building with signs of “do not enter” [5], which this can also act as a phycological deterrent against these intruders [5]. There is a downside to using physical barriers as it may not be possible in urban environments or even be aesthetically acceptable by surrounding organisation (like shopping malls or businesses) [5].
Spikes on top of a wall to prevent/deter people from climbing over:[image: ][5]
[bookmark: _Toc1029054751]Intrusion Detection and Surveillance
Intrusion detection and surveillance is self-explanatory, as this focuses on ways of detecting and alarming the organisations security of an attempted break in [5].
[bookmark: _Int_RBhHnX0u]Intrusion detection has ways of detecting break ins in different ways, be it motion sensors, glass break detectors or contact sensors [5], they all have different uses, and their effectiveness may vary. These alarms can also be very prone to false positives, where an intruder may intentionally trip the alarm and test the response time of the security [5]. A work around this issue is to have either an eyewitness or video surveillance to prevent many of these false positives [5].
Surveillance cameras are a necessity for all organisations as not only can it catch intruders' red handed, but it also provides evidence of any bad actors within the personnel and can then be promptly fired with video evidence.
An example of what security cameras could look like:
[image: ][5]
[bookmark: _Toc1904192098]Access Control
Lastly for Physical Security is access control, even though this has been mentioned above for security technologies, there are also physical aspects to access control.
The simplest and most common physical access control for organisations are gates, doors and locks [5] that all require a key to enter, of which only certain personnel possess, this is mechanical access control.
There is also electronic access control, which has its own set of advantages and disadvantages, but I will first discuss some of systems found in organisations.
· Access credentials
· These include access cards, fobs or badges that are read by certain card readers (for appropriate access credentials) to access certain doors. [5]
· Door locks
· Electrical door locks are used to lock doors until it receives a confirmation signal from a card reader to open. [5]
· Event logging
· Systems can also record and store activity of access of doors, uses of card readers or the tripping of alarms, useful for auditing and troubleshooting purposes. [5]
Security personnel may also be present at certain access points [5] to identify employee’s or visitor's badges, it may not be commonly used, but if used with electronic access control which fetches the user's data that has just used a fob or badge for access, bad actors can then be easily caught and apprehended.

[bookmark: _Toc250017903]Security and Personnel
For an organisation to fully utilise all security measures to ensure their data is well protected, they will need to have the right people employed, of which personnel security is for.
The goal of personnel security is to minimise the exploitation of legitimate access to assets from bad actors that intend to use these assets for nefarious means through the use policies and procedures [6]. A way to mitigate bad actors, otherwise known as insiders in this line of work, is to do a pre-employment screening.
[bookmark: _Toc1918257881]Pre-employment Screening
[bookmark: _Int_JOq4Zo8S]The intent to these screenings is to fully identify the applicant by various methods to understand if they will be of security concern [6], and this is mainly to protect other employees and ensure a safe work environment. 
Here is a list of what an organisation should do in terms of what they need to check in an applicant:
· Identity
· Knowing who is being employed is necessary, the applicant can provide official identification of a passport, driving license etc., or proof of their digital footprint [6].
· Qualifications and Employment
· With stated qualifications of the applicant, an original certificate should be required from the applicant and a check on the issuer of the certificate to ensure its legitimacy [6].
· With an employment check, contacting past employers of the of the applicant can help with ensuring their work experience is authentic and helps with confirming the applicant’s personal details [6].
· Criminal Record
· Not a necessity, but knowing what criminal acts an applicant has done could help in understanding the possible risks could occur [6].
· Role specific check
· [bookmark: _Int_k2QD5Etm]Depending on the job the applicant is applying for, certain checks will need to be made, an example of this could be if the job will be handling the organisation’s or a department’s funds, a check into how they manage finances will be needed [6].
· Overseas check
· If the applicant worked/lived overseas, documentation of such should be provided if possible but can be difficult as different countries have different regulations managing personal security [6].
While these checks are focused on employing new people, they do not consider the people that already work at the organisation, so checks should also be made on current working personnel [6]. Most insiders are employees that had no ill intentions during employment or when joining the organisation, but their loyalty has changed to another organisation and wishes for their current workplace to crumble [6].
[bookmark: _Toc1330873631]Investigation
With that said, investigations will need to be carried out on working employees and staff [6] to ensure their access is not misused and their loyalty is upheld.
Depending on how organisations deal with employees or staff based on accusations, could lead to an unpleasant working environment [6] and if the organisation does nothing, fails to make appropriate investigations and does not perform any form of disciplinary actions [6] to disruptive or disloyal employees, it could potentially create an environment for the employees to completely disregard organisation’s policies [6].
[bookmark: _Toc975225331]Security Culture
[bookmark: _Int_vOpSfXNS][bookmark: _Int_4DCu8eyU]To ensure a proper security within the workforce, it is important for the employees to understand what a possible threat could be and how they can deal with the threat [6]. By doing so, the employees have an important role they can fulfil within the deterrence, detection and the prevention of threats to their security [6].
Having a solid foundation for a security culture with appropriate policies and procedures, with good hands-on training with the employees is what separates a good organisation from a bad one, and if the organisation is clear with the following;
· Their current vision or goals for the future [6]
· The actual changes that can/will take place and their scale of it [6]
· The communication between of their changes to their consumers and stakeholders [6]
Will ensure that the employees have high trust towards the organisation and will work towards a better working environment.

[bookmark: _Toc319839559]Security Framework
Lastly for this section, I will cover security frameworks and how they work, what they are and how they can be useful to organisations.
[bookmark: _Toc2023884873]What are security frameworks?
To simplify, security frameworks are a blueprint that defines policies and procedures to manage risks and vulnerabilities in an organisation [7]. Security frameworks are a standardisation of security for systems, devices and networks and can be customised by the organisation to fulfil certain business regulations or solve security problems [7]. With a security framework, an organisation can easily create policies and procedures [7] for their employees to follow.
[bookmark: _Toc1428530288]How to pick the right security framework?
[bookmark: _Int_vjHx0gop][bookmark: _Int_nPnmQxtV]Different factors and conditions are considered by an organisation when choosing a security framework, these could be decided based on the industry they are in, compliance requirements and other possible factors [7]. For a healthcare organisation, a security framework they could be using is ‘HITRUST’ whereas a trading organisation could be using ‘COBIT’ whilst each of the organisations are complying to regulations [7].
[bookmark: _Toc2086988262]Security standards and frameworks
[image: ][7]
[bookmark: _Int_kh7jB6XC]The image above quickly summarises the number of frameworks, standards and regulations an organisation may follow or use.
[bookmark: _Toc146874199]ISO/IEC 27000 series
The ISO/IEC 27000 series, also known as ISO27K [8], is a set of security standards set by ISO (international Organisation for Standardization) and IEC (International Electrotechnical Commission) to provide the best security practices [8] for organisations to follow in terms of security management [8]. There are currently 63 published standards in the ISO27K that all relate to “information security, cybersecurity and privacy protection”, I will list some, but the rest can be found in the source [8]:
· ISO/IEC 27000 - “Information security management systems” [8]
· ISO/IEC 27005 - “Guidance on managing information security risks” [8]
· ISO/IEC 27040 - “Storage security” [8]
[bookmark: _Toc873842074]NIST SP 800-53
NIST SP 800-53 is a special publication that provides a mapping of the subcategories in NIST’s Cybersecurity Framework (CSF) and Privacy Framework (PF) to the SP 800-53 core controls [9].
[bookmark: _Int_ugdjxW8e][bookmark: _Int_lyYJbZpu]This publication provides organisations with certain functions that each have different categories and subcategories, with each focusing on possible activities an organisation can partake in.
Some categories mentioned in the publication are:
· Asset Management
· Governance
· Risk Assessment
· Data Security

[bookmark: _Toc260494383]Conclusion
To summarise this section, organisations my take different approaches to deal with certain problems, but these are the most used by organisations today, be it security frameworks, employment policies, access controls or physical security, every organisation uses one or more methods to ensure protection of their assets, how they can react to problems, how to safeguard from potential threats or detect the threats.


[bookmark: _Toc1654845076]Task 2 – Case Scenario
[bookmark: _Int_iHjblXSJ]In this task, I have a case scenario of designing and discussing my own approach to meet the needs of an organisation's new information security unit named StresSolution (SS). I will break up this task into different sections and discuss each one and why they are all important to be implemented.
[bookmark: _Toc1966209703]Organisation Structure
This section may be the most important out of the other section that will be mentioned, since without a proper structure of hierarchy in roles for an organisation, can lead to a lot of miscommunication and lead to a lot of panic.
A simple structure of roles is important, as each role has their own jobs that need to be fulfilled and each role then knows who to ask when in the need of help.
Here is what an organisation's inner structure may look like:
[image: ][10]
[bookmark: _Int_iR1VrAOM]Even though the image shows a simple structure, it is just that. With a clear structure like this, roles can be assigned to employees, from the top being CEO, then Managers and Specialists to lastly employees/staff, as the employees are the ones doing most of the hard work, so them knowing who to ask is vital, due to not everyone will know how to deal with a certain problem.
Here is a quick explanation for each role:
· CEO
· The manager of managers, the ones that lead everyone and discuss the plans and the future of the organisation.
· Manager
· [bookmark: _Int_SURONG96]Essentially the CEOs of a specific department, they give out tasks to specialists and employees and discuss the plans the CEO has talked about.
· Specialist
· Specialists are the ones that know more than your normal employee and would be the first person an employee would talk to if they are troubled with any ongoing issue.
· Employee
· The main workforce of any company/organisation no matter how big or small it may be, they do the most diverse of jobs be it customer support to doing basic routine maintenance of hardware.
With a structure like this, conveying problems and issues to upper management to be dealt with and conveying information to employees on what to do should be done with much greater ease compared to an organisation that is not so organised.

[bookmark: _Toc877442474]Policies and Procedures
Policies are guidelines for employees to follow on what they are allowed and not allowed to do in the work environment of the organisation whilst Procedures are the steps the employee should take to not break the policy. The policies may cover on what an employee is allowed during break hours and during work hours, like smoking or the use of mobile phones.
When establishing policies, they must be clearly clarified towards all working staff, from employees to managers, these policies most commonly take the form of a Code of Conduct [12], of which it covers:
· Attendance and absence of employees
· Dress code
· What is appropriate behaviour
· The interaction with consumers
· Reporting of employee misconduct
· And more (available in source [12])
[bookmark: _Int_yEVN09Yj]A Code of Conduct may not be the only thing that an organisation needs, they will most likely need more polices in place for when employee harassment occurs, be it the harassment of an employee's race/background or even their culture.
I will now provide an example of what a policy may look like for the reporting of employee misconduct;
· Reporting of Employee Misconduct Policy
· An employee following policies will cause no harm to others or the organisation, but an employee that does break work policies can damage the reputation of the organisation or make the working environment not feel safe. The reporting of misconduct is advised.
· Misconduct
· Employee misconduct leads to disruptive behaviour within the working environment that hinders other employees working capabilities.
· Reporting procedure
· An employee filing a report against another employee must provide the following:
· Employees credentials with what policy was broken
· Evidence of the policy being broken
· Consequences
· Depending on the number of reports filed for a given employee breaking policies, a set of punishments will be given;
· Denial of access to certain areas of the organisation
· Pay cuts
· Termination from the workplace
With a set way of structuring policies and how an employee may follow them, will lead to compliant employees and great working environment.

[bookmark: _Toc700354397]Laws and Ethics
This part may be the toughest part for certain organisations depending on how they work and what their intentions are.
Each organisation needs to make and keep an ethical climate for all employees to work in, that being;
· Good and clear information with no ounce of lies hidden within [13]
· Not disregarding safety of employees to chase after larger financial gains [13]
· Not withholding vital information from employees that would clearly help them [13]
These are some areas that organisations may falter in, especially when financial gain is the main topic they talk about as some organisations do pursue profits over the happiness of employees and the conditions of their work environment. If you can ensure that your employees are treated fairly and are rewarded for their effort, you can see their commitment and productivity increase [13] due to the way they are treated, ethically.
Here are some points that an organisation should avoid doing:
· Taking shortcuts [13]
· Having a business model that prioritises profits over consumer satisfaction [13]
· Paying suppliers (for goods or services) late [13]
By avoiding certain red flags, you can ensure your organisation has a good reputation with its shareholders, as it ensures that your organisation can be trusted and is safe to be funded in.
If the organisation is not doing any illegal activities, such as forced labour, and is ensuring every employee is treated equally and fairly, it will reflect on your standing as an organisation and showing that consumers can trust you and know that your product/service is worth buying or using.

[bookmark: _Toc1821017478]Risk Management
[bookmark: _Int_S5Pdg4Al]Managing risk for the new security unit is going to be vital, by ensuring you have a step-by-step process for managing and assessing risks, you can mitigate and out right stop certain problems before they grow into larger ones.
Here are the steps that should be taken when managing risks:
1) Identification of the risk [14]
[bookmark: _Int_Eh5Tbxjy]Knowing the possible risks before they can happen is great, meaning that you can already prepare defences before it can happen and can easily log viable solutions. What if you do not know the possible risks? Then having a plan on how to effectively and efficiently find and identify risks, can reduce any possible threats that could occur.
2) Analysing the risk [14]
[bookmark: _Int_PYcPCE4k]Once you have a risk, you will need analyse a few aspects of it, mainly the occurrence and severity of the risk. Each risk is handled differently, as a financial risk is different to a technical risk, so once you have understood the capabilities of the risk, you can then plan on how to deal with the risk.
3) The priority of the risk [14]
This process happens whilst analysing the potential risk, having a list of risks based on their occurrence and severity can help in prioritising which risk should be handled first.
4) Treatment of the risk [14]
[bookmark: _Int_DV8ojZSD]Once you have come with plans for your potential risks, once the risk does arrive you will be ready with treating it. If the risk is of the ones you were not prepared for, you should follow the previous steps with upmost care, as a failure of treating the risk could lead to further disruption in the work environment of other employees.
5) Monitoring of the risk [14]
Once everything is settled, every risk that has been encountered or not, should have its own file on how it should be dealt with. Keeping a close eye on the network and its subsidiary systems is vital, as even the same risk could occur due to constant development of malicious malware and methods of attacks.
By following these steps in managing risks can lead to a better future for the organisation, as ensuring the security unit is safe and protected from potential attacks, ensures safety for the rest of the organisation.

[bookmark: _Toc1038918739]Contingency Plans
Having a contingency plan is like having a plan for the worst to happen, which can be at any point in time. These plans aim at mitigating the issues that have occurred as much as possible, so it does not burden more of the workforce by disrupting their time of work.
When it comes down to contingency plans with information security, it is plans on how to backup and then recover the data when needed most, so I will discuss a plan to be used:
· Multiple Backups
Having data stored on the cloud, main server of the organisation and on the device used is very essential, this means that there are 3 saved instances of what is being worked on, can be more if the organisation has the storage space to spare. Routine backups should be done and maintained at all times.
If the device that has any work being done, ends up either corrupted through unknown means or hacked, there are backups for that device before that incident has occurred so work can continue as usual.
Having multiple backups not only apply to devices, but whole systems or networks if their backed up correctly, so having a backup of such for when a hacker or insider does something more malicious than just disrupting work but rather an entire department, the organisation would still have backups to ensure everything would be in working condition.
[bookmark: _Toc1859814247]Future Planning
[bookmark: _Int_ZyJrF1gz]A singular plan will not be enough to stop all issues an organisation may encounter, so having a plan to create contingency plans is extremely useful, so the following image will summarise some possible risks that could happen:
[image: ][11]
This is a rough structure of planning for contingency plans that should be used to help the organisation ensuring that an undisruptive working environment is upheld.

[bookmark: _Toc529361416]Protection Mechanisms
A protection mechanism is an insurance of safety for an organisation, be it the network, devices and systems connect to the network or the general method of protect your employees. Protection mechanisms can range from simplicity to complexity, but there is a limit to how simple or complex a mechanism may be, as if it is too simple, too many vulnerabilities are present for bad actors or hackers to abuse and if it is too complex, many loopholes may arise and could become hard to fix due to the mechanism's complexity.
I will be discussing two main ways of making sure the new security unit is well protected:
1) Firewalls
[bookmark: _Int_PDoHJH2G][bookmark: _Int_TP6HY4pM][bookmark: _Int_59i65MGs][bookmark: _Int_yPBiNTha]Firewalls are a part of everyone's network, but the range of protection it provides varies on how the firewall is configured and what version of the firewall is being used. Having a specialist know how properly configure a firewall is vital to the organisation's overall security, as a firewall provides IDPS (intrusion detection and prevention system) that can be utilised, preventing any malicious packets on the network be constantly monitoring the network for such activity.
Firewalls can be utilised in what an employee may use the internet, preventing simple form of malicious attack by stopping the employees from visiting unsecure and harmful websites and then having the event logged for evidence and future preventions.
2) VPNs
VPNs are great tool for keeping the employees, and inherently the organisations, safety by ensuring that a secure and private connection is established with the internet. VPNs are easy to use and configure depending on the VPN provider but allows any data and information to be transmitted without any hacker sniffing out these packets due to the VPN’s encryption, making VPNs an ideal tool to protect data transmission.
[bookmark: _Int_w5uW7OOw]These methods should be used extensively throughout the organisation and the new security unit, ensuring that safety of the network, devices and subsystems and of the employees is well maintained.

[bookmark: _Toc1191755718]Governance and Planning for Security
This section is a small rehash of what has already been mentioned but put more into perspective of what should be done and achieved.
To govern a proper secure environment, hiring or promoting employees to be as security specialists/leaders for this security unit is vital, as assigning leaders that know what to do when the worst happens and having specialists at hand to enact on security procedures for certain problems reduces the overall disruption of the organisation.
These leaders would create plans made from the Risk Management section and utilise any tools at hand from the Protection Mechanisms section to analyse all problems and deal with them appropriately. This specialised team would report to upper management on what has entailed and make further plans to mitigate future incidents from occurring.

[bookmark: _Toc753755465]Conclusion
If StresSolution follows this plan and ensures that the working environment for all employees is secure and safe, having a well organised working structure for employees follow, using the right technological tools and by being ethical towards all employees, the organisation will prosper.
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