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A mobile device allows communication between users on radio frequencies. It can also be used to
send multimedia content, email, and do much more using the Internet.

Task 1: Securing Android Devices from Malicious Applications

Malwarebytes Security app provides full functionality to protect your Android device. Using up-to-
the-minute intelligence, you can scan your apps on demand or at the interval of your choice.

Lab Scenario

Android's growing popularity has led to increased security threats, ranging from
vpical malware to advanced phishing and 1D thefr techniques. Many security
software companies have launched their security apps to help Android users to
deal with these issues that will cover all requirements including a group ot
complete security suites with anti-thefr capabilities.

The penetration tester will scan for any unsecured settings vour device may have
and will advise accordingly. The Privacy Advisor, on the other hand, scans and
lists all the installed apps and categorizes them under three categories: apps that
may cause costs, apps that may harm vour privacy and apps that may access the
Internet. You can sort the categories to vour own needs using the icons at the
bottom. The Spam Protection is a straightforward ver effective call, and SMS
filter, and the recently added App Protection will lock anv app vou want with an
alphanumeric password.

Lab Objectives

The objective of this lab is to help students learn to:

" How to scan for malicious applications and files on Android mobile
devices

"  How to uninstall malicious applicatiﬂns

»  How to delete the malicious files
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Pre- Activity exercise

To carry out the lab, you need:
e Android emulator running on virtual machine
e A web browser with Internet access
e Administrative privileges to run tools

Overview of Lab

Malwarebvtes Security automartically scans apps as vou install them. This and-virus
funcdonality helps vou to avold unwanted software which can lead to dara loss and
unexpected costs. [t also protects vour device from arracks via USSD or other special
codes. Moreover, if vour device is lost or stolen, a remote lock or wipe will shield vour
personal informadon from pryving eves.

Activity:
1. Launch Android bEmulator and clhick Play Store icon on the Home
Screen.

2. Make sure that google account has added it to the Play Store; if not, create
a new one and add the account.
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3. In the Play Store search bar, tvpe Malwarebytes Security and seclect
Malwarebytes Security: Antivirus & Anti-Malware, as shown in the
screenshor.
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4. The application informartion is displaved, click INSTALL to start the
installation of Malwarebytes Security. You can also read further by
scrolling down

o
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Malwarebytes Security: Antivirus & Anti-Malware
Mataarchytes
30 ME
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n-app purchases

This app may not be optimized for your devics
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5. Once the applicadon is installed, click OPEN to launch it

AMMAalhwwiarahy/Fac

Malwarebytes Security: Antivirus & Anti-Malware
Malwarebytes
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6. Malwarebyres welcome screen appears, swipe m view the next screen.

Waktome to Maklwarebytes Premium trizl

ay protection against ransomware, infections, and unautharzed sur
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In the nexrt screen click Got It m start Malwarebyres.

Enjoy 30 days of Premium

8. Malwarebytes will ask the user for permission to access the files. Click Give
permission.

Note: If a system pop-up appears asking for permissions, click ALLOW.

Malwarebytes needs some permissions to protect your device

T Storage & Files

Give permission
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9. Weleome to vour premium trial window appears, click MY DASHBOARD.

Welcome to your
Premium ftrial

Premium gives you real-time protection and much more to keep your device safe.

MY DASHEOARD WHY PREMIUM
— S— a

10. The Malwarebytes dashboard appears, under the Last Device scan heading
click SCAN NOW 1o launch a malware scan on vour Android machine.

Critical iIssues Tounad!
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11. The program scans vour device, and threat window opens. Here yvou will see
all the malware (if any) found on vour device. Click Remove selected button
m remove the detected malware from vour device.

# Desclect al threats
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12, A confirmaton window pops up, click OK to confirm the removal of
malware.

Confirmation

Do you want to remove selected item?

CANCEL

13. Main Acovity window pops up, click OK to uninstall the malicious app from
vour device,

£ MainActivity

Do you want to uninstall this app?

CANCEL
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14. Now navigate back w vour dashboard and scroll down to find Device
Administrator is not enabled heading. Under this heading click the Enable
Device Administrator burton.

= Dpashboard

Uipckate database

Dwvice Adminkilrater @ ot enabled

Enable Device Administrator

Usager ACeess not anabhed

Open Usage Access settings

15. About Administration window pops up, click DO IT NOW.

o About Administration

Device Administrator rights let us do a large number of things to protect your device.

We use this permission for Anti-Ransomware remediation, to carry out any SMS
commands that you might send and to enable Real Time Protection through file
monitoring.

This permission also protects Malwarebytes from being uninstalled by malicious apps

trying to control your device.

DO IT NOW
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16. You will be maken to Actovate device administrator? Window, click Activate
this device administrator. Now Malwarebytes has admin privileges and will
keep a real-ime check on vour device for malware and other threats.

Activate device administrator?

Activating this administrator will allow the app Makwarebyles 1o parfonm the follewing operations

Erase all data
Erasethitablets data without warning by performng a factony dota rese

Change the scresn lock
Changs the soreem ook
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Lab Analysis

Analyze and document your results related to this lab exercise. Provide your opinion
of vour target’s secutity posture and exposutre.
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