In a residential care home, digital safety is essential to protect residents’ information. Staff should always use secure logins with strong, unique passwords and never share them with anyone. Computers and devices must be locked when not in use to prevent unauthorised access. Emails should only be sent through secure systems, and staff should be careful not to open links or attachments from unknown senders. All documents containing personal or medical information must be stored safely, either in password-protected files or secure digital systems, and never saved on personal devices. Patient confidentiality must always be maintained by discussing information only with authorised staff and keeping digital records private and up to date. Regular training and reminders help everyone stay aware of these responsibilities.


Secure Logins
☐ Use a unique and strong password for each account (mix of letters, numbers, and symbols)
☐ Never share login details with anyone
☐ Log out or lock computers when leaving the workstation

Email Safety
☐ Only open emails from known and trusted senders
☐ Do not click on suspicious links or attachments
☐ Check email addresses carefully for spelling errors or fake domains

Document Storage
☐ Save care records and sensitive files in secure, password-protected folders
☐ Do not download or store work documents on personal devices
☐ Regularly back up files to the approved secure server or cloud system
☐ Delete or archive old files according to data protection policies

Patient Confidentiality
☐ Discuss resident information only with authorised staff
☐ Ensure screens are not visible to visitors or other residents
☐ Keep printed documents locked away when not in use
☐ Follow GDPR and confidentiality policies at all times

General Digital Practice
☐ Attend regular digital safety and data protection training
☐ Report any data breaches or suspicious activity 
☐ Keep software and antivirus protection up to date

