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	Learning Outcomes tested
(from module syllabus)

	Develop a systematic understanding of the syntax, semantics, concepts and principles of web programming for complex web applications

	Deploy web programming techniques, design patterns, frameworks and/or application platforms

	Critically evaluate the techniques and technology used in the development of web applications
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TASK DESCRIPTION



(Lecturer – please insert task(s) / questions / what the student must do, here)

Guidance

IN THE ELECTRONIC SUBMISSION OF THE REPORT, ALL THE CODE SHOULD BE INCLUDED IN THE APPENDIX FOR MARKING

PART A (UNDERSTANDING)

Investigate the use of design patterns in the development of web applications. Choose two design patterns and create PHP examples that demonstrate their use (excluding those mentioned below).

One pattern that has become very important is the MVC design pattern. Discuss the purpose of this pattern and evaluate its benefits and drawbacks.

PART B (IMPLEMENTATION)

You are required to build an object oriented PHP web application of your choice for displaying content stored in a database using OOPs techniques such as inheritance that demonstrate an understanding of their use in PHP.

The application must include examples of:

1. Navigation between multiple pages with data being sourced from the database
2. Provision of standard CRUD operations
3. Searches to find individual items and filters to find groups of items
4. Obtaining additional information for displayed items

Users of the website must login, and all searches for information must be logged. The process of by which the log is created must allow for future changes in requirements i.e. the implementation must be flexible enough to support different methods of logging the access to the website. For example, this may involve writing logs to the database or emailing failed attempts to login to an administrator. Therefore, you should use the Observer Design pattern.

Provide evidence of testing. 

	GUIDANCE FOR STUDENTS IN THE COMPLETION OF TASKS



(Lecturer – please insert guidance for students here. Please link the task to the five common assessment criteria overleaf)

Research-Informed Literature

· Not applicable

Knowledge and Understanding of Subject

	PART A 
	%Max
	Marks

	Investigation of design patterns
	30
	

	Investigation of MVC
	20
	



Analysis

· Not applicable

Practical Application and Deployment


	PART B 
	%Max
	Marks

	Quality of website and techniques used
	30
	

	Login system (Observer pattern) 
	15
	

	Software testing
	5
	




Skills for Professional Practice

· Not applicable
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This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

Page 5 of 6


	Common Assessment Criteria Applied
	Marks available
	Marks 
awarded

	1. Research-informed Literature 
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	0
	

	2. Knowledge and Understanding of Subject
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	50
	

	3. Analysis
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	0
	

	4. Practical Application and Deployment
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	50
	

	5. Skills for Professional Practice 
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	0
	

	




























	
	

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	%

	
	Up to one week late
	
	

	
	1st/2nd/3rd attempt?
	1st
	




	
BACHELORS COMMON ASSESSMENT AND MARKING CRITERIA



	
	OUTRIGHT FAIL
	UNSATISFACTORY
	SATISFACTORY
	GOOD
	VERY GOOD
	EXCELLENT
	EXCEPTIONAL

	Assessment Criteria
	0-29%
	30-39%*
	40-49%
	50-59%
	60-69%
	70-79%
	80-100%

	1. Research-informed Literature 
Extent of research and/or own reading,  selection of credible sources, application of appropriate referencing conventions 
	Little or no evidence of reading.
Views and findings unsupported and non-authoritative.
Referencing conventions largely ignored.
	Poor evidence of reading and/or of reliance on inappropriate sources, and/or indiscriminate use of sources.
Referencing conventions used inconsistently.
	References to a limited range of mostly relevant sources. Some omissions and minor errors.
Referencing conventions evident though not always applied consistently.
	Inclusion of a range of research-informed literature, including sources retrieved independently. Referencing conventions mostly consistently applied.
	Inclusion of a wide range of research-informed literature, including sources retrieved independently.
Selection of relevant and credible sources.  Very good use of referencing conventions, consistently applied.
	A comprehensive range of research informed literature embedded in the work. Excellent selection of relevant and credible sources. High-level referencing skills, consistently applied.
	Outstanding knowledge of research-informed literature embedded in the work. Outstanding selection of relevant and credible sources. High-level referencing skills consistently and professionally applied.

	2. Knowledge and Understanding of Subject
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	Major gaps in knowledge and understanding of material at this level. Substantial inaccuracies.
	Gaps in knowledge, with only superficial understanding. Some significant inaccuracies.
	Evidence of basic knowledge and understanding of the relevant concepts and underlying principles. 
	Knowledge is accurate with a good understanding of the field of study.
	Knowledge is extensive.  Exhibits understanding of the breadth and depth of established views. 
	Excellent knowledge and understanding of the main concepts and key theories. Clear awareness of challenges to established views and the limitations of the knowledge base.
	Highly detailed knowledge and understanding of the main theories/concepts, and a critical awareness of the ambiguities and limitations of knowledge.

	3.  Analysis
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	Unsubstantiated generalisations, made without use of any credible evidence. Lack of logic, leading to unsupportable/ missing conclusions. Lack of any attempt to analyse, synthesise or evaluate.
	Some evidence of analytical intellectual skills, but for the most part descriptive. Ideas/findings sometimes illogical and contradictory. Generalised statements made with scant evidence. Conclusions lack relevance.
	Evidence of some logical, analytical thinking and some attempts to synthesise, albeit with some weaknesses.
Some evidence to support findings/ views, but evidence not consistently interpreted.
Some relevant conclusions and recommendations, where relevant
	Evidence of some logical, analytical thinking and synthesis. Can analyse new and/or abstract data and situations without guidance.
An emerging awareness of different stances and ability to use evidence to support the argument.
Valid conclusions and recommendations, where relevant
	Sound, logical, analytical thinking; synthesis and evaluation. Ability to devise and sustain persuasive arguments, and to review the reliability, validity & significance of evidence. Ability to communicate ideas and evidence accurately and convincingly.
Sound, convincing conclusions / recommendations.
	Thoroughly logical work, supported by evaluated evidence. High quality analysis, developed independently or through effective collaboration.
Ability to investigate contradictory information and identify reasons for contradictions.
Strong, persuasive, conclusions, justifiable recommendations.
	Exceptional work; judiciously selected and evaluated evidence. Very high quality analysis, developed independently or through effective collaboration.
Ability to investigate contradictory information and identify reasons for contradictions.
Highly persuasive conclusions

	4. Practical Application and Deployment
Effective deployment of appropriate methods, materials, tools and techniques; extent of skill demonstrated in the application of concepts to a variety of processes and/or contexts; formulation of innovative and creative solutions to solve problems. 
	Limited or no use of methods, materials, tools and/or techniques.
Little or no appreciation of the context of the application.
	Rudimentary application of methods, materials, tools and/or techniques but without consideration and competence. Flawed appreciation of the context of the application.


	An adequate awareness and mostly appropriate application of well-established methods, materials, tools and/or techniques.
Basic appreciation of the context of the application.

	A good and appropriate application of standard methods, materials, tools and/or techniques.
Good appreciation of the context of the application, with some use of examples, where relevant.

	A very good application of a range of methods, materials, tools and/or techniques.
Very good consideration of the context of the application, with perceptive use of examples, where relevant.
Evidence of some innovation and creativity. 
	An advanced application of a range of methods, materials, tools and/or techniques.
The context of the application is well considered, with extensive use of relevant examples.
Application and deployment extend beyond established conventions.  Innovation and creativity evident throughout.
	Outstanding levels of application and deployment skills. Assimilation and development of cutting edge processes and techniques.

	5. Skills for Professional Practice 
Demonstrates attributes expected in professional practice including: individual initiative and collaborative working; deployment of appropriate media to communicate (including written and oral); clarity and effectiveness in presentation and organisation.
	Communication media is inappropriate or misapplied.
Little or no evidence of autonomy in the completion of tasks.
Work is poorly structured and/or largely incoherent.
	Media is poorly designed and/or not suitable for the audience. 
Poor independent or collaborative initiative.
Work lacks structure, organisation, and/or coherence
	Can communicate in a suitable format but with some room for improvement. 
Can work as part of a team, but with limited involvement in group activities. 
Work lacks coherence in places and could be better structured.
	Can communicate effectively in a suitable format, but may have minor errors.
Can work effectively as part of a team, with clear contribution to group activities. 
Mostly coherent work and is in a suitable structure.
	Can communicate well, confidently and consistently in a suitable format.
Can work very well as part of a team, with very good contribution to group activities. 
Work is coherent and fluent and is well structured and organised.
	Can communicate professionally and, confidently in a suitable format.
Can work professionally within a team, showing leadership skills as appropriate, managing conflict and meeting obligations.
Work is coherent, very fluent and is presented professionally.
	Can communicate with an exceptionally high level of professionalism. 
Can work exceptionally well and professionally within a team, showing advanced leadership skills.
Work is exceptionally coherent, very fluent and is presented professionally.
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Design Patterns in Web Application Development
For a lot of data oriented problems that exist in the current world and the number of distributed users and computing used, a web based application is the best solution to handle the underlying requirements. The design of such a system should be simple, scalable, and flexible. Any web based system is generally designed for a wide variety of end users with different skill levels, hence it should be simple so that it is east to adopt. The requirements of these systems keep on changing with time and might require expansion, hence a scalable solution should be provided. A web based system should also be flexible to handle the complex domain where these systems are employed. To cope with this challenging task a lot of web based frameworks are architecture design patterns are developed by a lot of developers and are available to programmers to gets hand on with this task. A web service framework is a standardised method by which different web components interact or invoke different operations. The software components are structured using the architectural design patterns. An example of the web architecture available to designers is the Microsoft .NET framework. The details of these frameworks are presented in the following sub sections. 
1. Web Service Frameworks
Some of the available and commonly used web service frameworks are presented here. 
1.1 Simple Object Access Protocol

It is a frame work developed by Microsoft with and underlying XML framework and designed to work with the HTTP development (Mohamed et al, 2012), (Nein, 2014). The SOAP service provides and interface between the sender and a requestor to pass messages in the form of XML files which are defined based on fixed language rules identified by the World Wide Web Consortium (W3C). The constrium has developed a language known as the Web Services Description Language (WSDL) (Mulligan & Gracanin, 2009). The messages passed in this interface are both synchronous and asynchronous, where synchronous messages are transmitted using the remote procedure call. The service providers also register with public directories known as the Universal Discovery, Description and Integration (UDDI) registry, which is accessed by those who are interested in using the services or the requestors.  The requestor accesses this directory, where the information is stored in WSDL files and this information is used the SOAP interface to activate services (Dezhgosha & Angara, 2005).

1.2 Remote Procedure Call (RPC) 

RPC is based on the distributed objects movement which focuses on network object communications in object-oriented systems. Most Service-Oriented Architectures (SOAs), which aims to standardise the way in which applications access services, make use of RPC.  RPC views the server as a container of procedures which the client can call upon. RPC, like SOAP, makes use of UDDI repositories to store information regarding available services. It also makes use of SOAP messages to call procedures. Procedures are in verbal form. (Feng, Shen, & Fan, 2009).  RPC elements in SOAP were gradually replaced with the exchanging of XML files as discussed previously, (Mohamed & Wijesekera, 2012). 

1.3 REpresentational State Transfer (REST) 

REST is a much more lightweight Web service framework than SOAP and RPC; it has a more concise style in terms of implementation as well as operation, (Song, Xu, & Liu, 2010). The framework uses the CRUD principle which has only four different behaviours: Create, Read, Update and Delete. REST works through the Hypertext Transfer Protocol (HTTP) and the four CRUD operations map easily to HTTP methods: GET, POST, PUT and DELETE. These operations are atomic; they cannot be decomposed further. REST development reduces the complexity of the system and increases the scalability. In REST every resource has a unique URL to identify it, these URLs can have operated upon by any or all of the HTTP commands, (Mulligan & Gracanin, 2009). REST clients are able to easily retrieve and work with very specific resources on any server it is connecting to.  REST uses a stateless communication protocol, which means that all client requests are independent of other requests and each contains all the information required for the server to fully understand the request, (Mohamed & Wijesekera, 2012). REST requires the following of the architecture: 

· Requests are stateless 
· The system is a client-server model
· Responses are cacheable 
· A layered system is used to improve scalability, performance and security 
· Resources have unique names and valid access points 
· All resources are accessed through a uniform HTTP interface 
· Resource representations are interconnected with URLs 

A RESTful system is one in which Web services make use of HTTP and REST principles. 

2. Architectural Design Patterns 
2.1 Multilayer 
Layers are a logical grouping of components that represent software, where the layers are separated in a multi layered architecture. These layers are provided with the ability to communicate with each other in addition to other applications for the success of a web application. Each layer is designed is a way to specialise for a specific task. In case a task is complex the layer is further divided into sub layers to make the task more manageable (Wang & Burge, 2010). The web design pattern uses multiple type of layers out of which three are most commonly used. The presentation layer is the layer responsible for the front end which include what is shown to the user and their interaction with the application. The functionality of the system is implemented in the business layer, where various components are used to implement the system logic. The data used in the application, both local data stored on the network is handled by the data layer. 

In a layered architecture, the splitting of the layers is performed by using tiers, where a tier is a computing machine to which the layer is assigned. In a single tier architecture, all the layers are assigned to a single computing machine. A client server model is used in a two-tier architecture, where the presentation and business layers are generally assigned to the client and the data layer is assigned to the server. A more distributed system uses a three-tiered architecture, where the presentation layer is assigned to the client, the business and data layers are implemented on the server and the data layer is also implemented a specialised database server (Microsoft, 2014). 

2.2 Presentation-Abstraction-Control (PAC) 
This is an architectural design pattern which is specifically designed for those system which are interactive. In a complete system the varying nature of functionality is implemented n the form of multiple functions which are handled my multiple agents (Thung, et al, 2010). The layers used in this model including the presentation, abstraction and control layers are designed and split between agents such that they are completely independent, for example, the main functionality of the agent is separated from the user interface of the same agent. In term of programming, the agents are developed and operated independently, but they interact to generate views. To achieve this goal, the agents are split in to top, intermediate and lower layers. These layers allow the development of data layers that are independent of the interface layers. The layers are designed to allow communication among themselves. The design is modular and makes sure that the changes in one layer such as control, does not affect the other layers such as presentation and abstraction. 

2.3 Model-View-Controller (MVC) 
One of the most commonly used design pattern is the model view controller pattern, that follows an object-oriented paradigm and is well suited for object oriented development (Prajapati et al, 2009). The details of MVC are presented in section 4. 

3. Critical Analysis 

3.1 Service Frameworks 

The RPC framework is limited due the way the semantics are designed (Feng, et al, 2009), hence the use of XML file exchange or REST is preferred (Mulligan et al, 2009). The major reason is the scalability of the REST framework, since it uses a uniform interface based on HTTP and CURD. It is also observed that REST gives superior performance when compared to other frameworks on mobile devices (Mulligan et al, 2009). The REST framework is also more secure, since it uses the HTTP security system (Feng, et al, 2009).  Scalable, interoperable, and simpler interfaces have been designed which are also flexible using many many RESTful Web services (Mulligan et al, 2009). 

3.2 Design Patterns 
The multi-layered approach is quite popular in most Web applications, with the number of layers depending on the particular application. Both PAC and MVC can be, and often are, implemented on top of a multi-layered architecture. The approach helps with system modularity; by splitting up the system into layers each layer can be developed independently of the others. It also allows the system to extend across multiple machines. Ultimately the use of a layered architecture is dependent on the system being developed. 
MVC and PAC do have a number of similar properties. They both split the system into three sections, they each have a control layer and a layer that handles the presentation of the system. The main difference between the two is that they handle input and output differently as well as synchronisation, (Thung, Ng, Thung, & Sulaiman, 2010). In MVC output is handled independently from both the model and view layers whereas in PAC output is handled in the presentation layer alone. The presentation layer also handles the input. 
4. Model View Controller
A weel defined architecture for building application which can be easily maintained and tested in known as the the Model View Controller framework (Pattern, 2003). MVC is an object-oriented design pattern which relies on three layers namely, model view and controller. The model layer is used for representing the application data encapsulating the logic used in the system and the data. The view layer is responsible for handling the user interfaces and the controller layers implements the logic running behind the application and control the sequence of operations (Thung, et al, 2010). The purpose of adopting this system is generally to separate the user interface from the parts of the application which handle the system functionality and data. The objective is to provide developers the comfort, where changing any single layer will not affect the operation of other layers and hence result in systems which are scalable and adaptable (Worral et al, 2011). A brief description of the layers is presented in the following subsections. 
4.1 Model
The Model is the brain of this configuration and is responsible for taking decision, querying and updating the databases and implementing complex algorithms. A model is not aware of the view or the HTML interfaces. 
4.2 View
The user interface is represented in the model by View. The view has the capability to query the model. In a web based application there can be multiple views, and is generally tendered in the form of HTML pages. 

4.3 Controller
The controller section handles the incoming requests from HTTP in a web environment. The input to a controller are the user actions on the View. The task of the controller is to convert the incoming requests to actions which are performed by the model. The View handles the response.
4.4 Pros and Cons of MVC
It helps in page flow by separating the users from the page flow. The change of the layout s very simple to achieve. The views do not know anything about the underlying code. The user interface can stay intact even when design changes are required in the model. At the same time, it is difficult to decide what part of the code should go where and needs some experience. There can also be some coupling between the view and the model which can affect the design. In terms of programming using the MVC model relies on a lot of objects and could sometime result in a cluttered code.   
5. Conclusion
A detailed overview of different architectures used in the web application design are presented.  These architectures have specific advantages and can be utilized in various application areas. The choice depends on the web services frame work used and the underlying architectural design pattern. Model view controller is a commonly used architecture for designing web applications. The major feature of this architecture is the modular design, where the three components including model, view and controller have their well-defined roles. The final choice of the framework and architecture should be made by evaluating the overall pros and cons in the context of the problem that is being solved.   
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Appendix
The following PHP code is used to query the SQL database
while($row = mysql_fetch($dataread, MYSQL_A))
{
  $username = $row['username'];
  $mailID = $row['mailID'];
  $webA = $row['webA'];
  $details = $row['details'];
  $time_stamp = $row['times_tamp'];
  
  
  $username = htmlspecialchars($row['username'],ENT_QUOTES);
  $mailID = htmlspecialchars($row['mailID'],ENT_QUOTES);
  $webA = htmlspecialchars($row['webA'],ENT_QUOTES);
  $details = htmlspecialchars($row['details'],ENT_QUOTES);
  
  echo "  

      User Name: $username

      Email Address: $mailID

      Web Address: $webA

      Other Details: $details

      Time: $time_stamp
    

  ";
}

mysql_c($con);

?>
The following code is used for navigating between pages (code modified from https://www.sourcecodester.com/php/4806/php-page-navigation.html, accessed on 5/01/2018)
<?php

include('ps_pagination.php');


//Connect to mySQL database

$conn = mysql_connect('localhost','root','');
if(!$conn) die("Failed to connect to database!");
	$status = mysql_select_db('my_DB', $conn);
	if(!$status) die("Failed to select database!");
	$sql = 'SELECT * FROM tbl1';
	$pager = new PS_Pagination($conn, $sql, 5, 15);
	$rs = $pager->paginate();
?>
	<h1 style="text-align:center">Page Navigation in PHP</h1>
	<table width="400" border="1" align="center">
		<tr>
			<td width="150" bgcolor="#CCCCCC"><p>Name ID</p></td>
			<td width="250" bgcolor="#CCCCCC">Name</td>
		</tr>
<?php
	while($row = mysql_fetch_assoc($rs)) {
?>
		<tr>
			<td><?php echo $row['S.No'] ?></td>
			<td><?php echo $row['Name'] ?></td>
		</tr>
<?php	
	}
?>
	</table>
<?php
	//Display the navigation
	//echo $pager->renderFullNav();
	echo '<div style="text-align:center">'.$pager->renderFullNav().'</div>';
?>
The screen shots for creating CURD based tables are shown below.
[image: ]
Figure 1. Creating a table
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Figure 2. Connecting to the database.
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Figure 3. Create an index file for PHP
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Figure 4. A screen shot for the HTML view file. 

The logging of the login attempts is performed using the observable design pattern and the following code is used. 
interface Logger {
	public function attachO ($type, ObserverLogin $observerLogin);
	
	public function notifyAdmin($type);
}
class loginObserver implements Subject {
	public $title = '';
	public $webiste = '';
	private $_observersLogin = array();
	public function construct($title_, $website_) {
		$this->title = $title_;
		$this->website = $website_;
	}
	public function attachO ($type_, ObserverLogin $observerLogin_) {
		$this->_observersLogin[$type_][] = $observerLogin_;
	}
	public function notifyAdmin ($type_) {
		if (is set($this->_observersLogin[$type_])) {
			for each ($this->_observersLogin[$type_] as $observerLogin) {
				$observerLogin->update($this); 
			}
		}
	}
	public function login () {
		$this->notifyAdmin('User Logged');
	}
}
The login attempts are observed by using this code.

<?php
interface ObserveLogin {
	public function log(ObserverLogin $login);
}
class logLogin implements OberverLogin {
	public function update (Subject $login_) {
		$activity = "'{$login_->title}' just logged.";
		echo $activity;
	}
}
This code records the login activities. 

<?php

require './observelogin.php';
require './observelogin.php';
$title 	= 'Name';
$website = 'web title';
$loginattempt = new login ($title, $website);
$observer = new loginObserver();
$login->attachObserver ('logged in', $observer);
$login->logged();
?>
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CREATE TABLE “crud” (

“id” int(11) NOT NULL,

“first_name” varchar(255) NOT NULL,

“last_name” varchar(255) NOT NULL,

“gender” varchar(255) NOT NULL,

“age’ varchar(255) NOT NULL,

“email_id> varchar(255) NOT NULL
) ENGINE-InnoDB DEFAULT CHARSET-latinl;

ALTER TABLE “crud”
ADD PRIMARY KEY (“id");

-- AUTO_INCREMENT for table “crud”

ALTER TABLE “crud”
MODIFY “id™ int(11) NOT NULL AUTO_INCREMENT;
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<?php
Sconnection = mysqli_connect('localhost’, 'root’, 'password')

if (!Sconnection){

die("Database Connection Failed” . mysqli_error(Sconnection))

Sselect_db = mysqli_select_db(Sconnection, 'project');
if (!Sselect_db){
die("Database Selection Failed” . mysqli_error($connection));
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