[image: C:\Documents and Settings\qlt-aj\Local Settings\Temporary Internet Files\Content.Word\TSD_swan2013.jpg]	      [image: C:\Users\arya\Documents\logo\fwdnewuniversityandschoolofappliedcomputinglogos\image005.png]


THE USE OF FORENSIC EVIDENCE CORRELATION, METADATA EXTRACTION AND ANALYSIS TO CONSTRUCT AN ACCURATE TIMELINE

by
Helen Louise Frey


Supervisor: Dr Carlene Campbell
Second Marker: Dr Kapilan Radhakrishnan

Project submitted as part of the requirements for the award of BSc (Hons) Computer Networks &
Cyber Security

April 2020
[image: ]

ABSTRACT
Today, digital devices are more and more present in illegal activities and it is the job of the forensic investigators to find the trail of digital fingerprints, via artefacts and metadata, in these devices to establish whether it was in fact used in a crime. Cyber-crime takes many forms from ransomware to destruction of property. The purpose of this project is to establish a timeline of events that occurred on two hard drives that have had attacks of some sort perpetrated on them. 
Timelines represent a visual form of chronological events that link the metadata of an event within a computer to an event in the ‘real world’.
To understand what is required to enable the project to succeed, research was undertaken on forensic investigators and forensic tools, cyber-attacks, the psychology of hackers and the possible impact that miscalculations or misinterpretation of the acquired analysis could have. 
Two hard drives were to be given to the author to investigate and if this was not possible then a testbed would be created to enable a third-party cyber-security expert to launch an attack to simulate the real-life hard drives.
The investigation took place on both a Linux and a Windows operating system and metadata were found on both that indicated an attack had taken place. This metadata was extracted, analysed, and correlated to create a timeline of events. It was found that an initial breach was by a Camaleon trojan. This was followed by HTTP Remote, ShellCode Binding, CSRF and Alchemy exploits on the Linux machine. The MsAsDesc trojan allowed for activity to be monitored and recorded. Access Control Lists permitted privilege escalation and new users were added with Root privilege. The Windows computer was accessed, files were deleted, folders were created, populated and then exfiltrated and the web server was also compromised.
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[bookmark: _Toc38704079]INTRODUCTION
[bookmark: _Toc38704080]1.1	Introduction 
Digital devices have become pervasive in society today and means that some form of digital evidence could be present in all types of illegal activities. It is the task of law enforcement to investigate digital crime and establish whether a crime has been committed using digital artefacts. New challenges are being faced as the increase of devices and volume of data together with the different platforms and encryption create new technological paradigms eg cloud computing and the Internet of Things. The large amount of data related to any cyber incident makes creating timelines extremely complex. 
The purpose of this project is to use forensic tools and methodology to establish a timeline of events from two hard drives that have had a cyber-attack launched on them.
Timelines assist in the reconstruction of events to determine the chronological order of actions that occurred around that event, as there is usually a series of them preceding an incident. The legal community uses dates and times as they represent a definite link between the little known world of computer metadata and the real world [1]. Timeline analysis uses metadata and other artefacts to assist in the determination of causality that is put into a report to assist civil and criminal proceedings by prosecutors, civil litigators, insurance companies, corporations, law enforcement officials, expert witnesses and individuals, so this report could assist them in better understanding what timelines are and how they are created [2],[3],[4].
0. [bookmark: _Toc36908883][bookmark: _Toc38704081]Aim
The aim is to use forensic evidence correlation, metadata extraction and analysis to construct an accurate timeline of an attack that has been launched over a virtual network.


[bookmark: _Toc36908884][bookmark: _Toc38704082]Objectives
To ensure the success of this project, the following objectives will be instrumental in its completion.
· Research forensic investigators and forensic tools.
· Research the impact of miscalculations and misinterpretation of the data during the analysis.
· Research cyber-attacks and the psychological mindset of the hacker.
· Conduct an experiment on a compromised machine and detect, extract, and analyse metadata.
· Create a timeline based on the analysis of events.

The experiment will be a success if can be proved, through forensic extraction, analysis, the correlation of metadata and the creation of a timeline of events, that an attack has taken place.
It is assumed that this experiment and investigation will take place in the United Kingdom (UK) and therefore be subject to UK legislation detailed in Chapter 2.


[bookmark: _Toc36908886][bookmark: _Toc38704083]RESEARCH & LITERATURE REVIEW
0. [bookmark: _Toc36908887][bookmark: _Toc38704084]Introduction
Chapter 2 will cover the research required to complete the project. The computer forensics section will investigate the methodology of forensic investigators and the resources available to discover, analyse, and interpret data. Virtual machines will be examined to understand where and how the experiment will take place. The mentality of a hacker will be explored to deduce where the attack may go and what they are looking for and cyber-attacks will be researched so that the experiment can be analysed in a scientific, credible manner. Forensic tools, timestamps and timelines will allow the author to better understand this field and utilise the information to implement experimental strategies and metadata extraction more effectively.
[bookmark: _Toc36908888][bookmark: _Toc38704085]Computer Forensics
Computer forensics is the process of preserving, analysing, and interpreting data from a computing device that has been used in an incident or crime in a scientific manner [5]; impartially inspecting digital sources in a legally acceptable manner. This includes the authority to collect the evidence through either a warrant or written permission from the legal owner of the device, and the producing a report to reflects the findings, that is capable of being presented in a court of law [6],[7], [8]. 
A device could have been used to research a physical crime such as a bank robbery or terrorist attack or to gain unauthorised access to a company’s server to steal confidential information. Digital examples also include threatening emails, fraud, or the insertion of malicious software for the purpose of destruction or ransoms. An investigation takes the form of a hypotheses of what course of events took place and a scientific methodology to prove events did or did not take place on that device by the person or persons in question [6].
Digital devices leave a trail of digital fingerprints in the form of metadata that can be used as evidence to prove an event and can be used as evidence in judicial proceedings. Examples of digital fingerprints are deleted file fragments, web browser caches, backup files, process logs and many more [9]. One of the problems facing investigators is the increasing amount of data that requires analysing [10].  Figure 1 shows the average page per Gigabyte of storage [3], [5], [11]–[16].
[image: ]
[bookmark: _Toc37672219][bookmark: _Toc37672333][bookmark: _Toc37672445][bookmark: _Toc37838351][bookmark: _Toc38704231]Figure 1: Common File Types Size [13]
[4] and [7] concur on a list a general methodology of forensic examination as follows in Figure 2: 
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[bookmark: _Toc37672220][bookmark: _Toc37672334][bookmark: _Toc37672446][bookmark: _Toc37838352][bookmark: _Toc38704232]Figure 2: Methodology of Forensic Evidence Gathering [7],[4]
Once a report has been created, it can be used in civil and criminal proceedings by prosecutors, civil litigators, insurance companies, corporations, law enforcement officials and individuals for various reasons including fraud, homicide, discrimination or harassment cases, theft, misappropriation of trade secrets, or warrant preparation [4].
[bookmark: _Toc36908889][bookmark: _Toc38704086]2.2.1	Computer Forensics Legislation
In the United States of America, Daubert or Frye are the main standards held for the validity of forensic evidence in court. In 1990 the UK Government appointed The Law Commission to create a consultation paper for evidentiary reliability. In 2011 this was made into a report that recommends legal reforms pertaining to expert opinion [21] [22] [23] [24][footnoteRef:1]. It states: [1:  (Law Com No 325)] 

a person may be qualified to give expert evidence by virtue of study, training, experience or any other appropriate means [24].
It is crucial therefore that an incident handler or forensic investigator is competent by suitable training and accreditation. It should be noted that incident handlers are not permitted to present their findings in a court of law, only forensic investigators are qualified to do this [25],[26]. 
[bookmark: _Toc36908890][bookmark: _Toc38704087]2.2.2	Code of Practice
The International Organization for Standardization (‘ISO’) and the International Electrotechnical Commission (‘IEC’) have worldwide standardization on guidelines for many things including incident investigation and have prepared a set of standards. 
ISO/IEC 27043:2015 explains that the main principle of digital investigations is the ability to recreate the same result under the same conditions [27]. 
These standards encompass processes from the pre-incident preparation to the 
appropriate identification, collection, acquisition, preservation, analysis, interpretation and presentation of evidence … up to and including returning evidence for storage or dissemination [27]. 
It further states that:
… the forensic report should be written in simple language and should be clear, concise, and unambiguous. It should, also be readable by a wide audience including, but not limited to, a judge, jury, accused, lawyers, prosecutors, company management team, shareholders and employees [28].
ISO/IEC 27000:2018 where an attack is defined as an
attempt to destroy, expose, alter, disable, steal or gain unauthorized access to or make unauthorized use of an asset [29].
These standards should be used with existing standards: ISO/IEC 27035, ISO/IEC 27037, ISO/IEC 27042 and ISO/IEC 27041 [28].
The United States (US) Secret Service’s Best Practices for Seizing Electronic Evidence general principles are set out in Figure 3: 
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[bookmark: _Toc37672221][bookmark: _Toc37672335][bookmark: _Toc37672447][bookmark: _Toc37838353][bookmark: _Toc38704233]Figure 3: The Secret Service Best Practices [30]
Whilst international standards are important it is also essential to take into consideration the Legislation of the country concerned. There are a variety of Acts that relate to evidence seizure and investigation procedures in the UK. These include but are not limited to: 
· Forensic Science Quality Standards in the UK 2019 [31].
· Codes of Practice and Conduct for Forensic Science Providers and Practitioners in the Criminal Justice System 2016 [32].
· The Investigatory Powers Act 2016 [33].
· Data Retention and Investigatory Powers Act 2014 [34].
· Association of Chief Police Officers (ACPO) Good Practice Guide For Digital Evidence 2012 [35].
· Association of Chief Police Officers Good Practice and Advice Guide for Managers of E-Crime Investigation [13].
· Regulation of Investigatory Powers Act 2000 [36].
· The Computer Misuse Act 1990 [37].
· The Police and Criminal Evidence Act 1984 [38].
In October 2017 the United Kingdom Accreditation Service (UKAS) made it compulsory for UK forensic laboratories to be accredited. The main professional body in the UK for forensic practitioners is the Chartered Society of Forensic Sciences [39]. 
[bookmark: _Toc36908891][bookmark: _Toc38704088]2.2.3	Consent
Written lawful authority must be obtained before any evidence is seized in the form of a warrant or managerial consent outlining the scope of the search [14].
[bookmark: _Toc36908892][bookmark: _Toc38704089]2.2.4	Crime Scenes
Once the crime scene has been established, photographs or videos should be taken of the device. Checks needs to be made on the ports, whether the device is ‘plugged in’ and charging and if there is anything in the ports. This evidence should also include the capture of the device screen and particular attention should be paid to the time and date of the device to see if it has been tampered with or changed in any way from Coordinated Universal Time (UTC). Notes should be taken documenting the state of the device and surrounding elements.
[bookmark: _Toc36908893][bookmark: _Toc38704090]2.2.5	Chain of Custody
A Chain of Custody document should be created at this stage. This document contains the chronological trail of who collected, handled, controlled evidence, or analysed it at all stages of the investigation. This document can be a vital piece of evidence in a court and must confirm the validity of seizure, transfer, storage and condition of retrieved evidence [32], [40]–[42]. This document stays with the original evidence. Once a copy of the device in question has been collected the original device goes into judicial custody together with the chain of custody document and a new chain of custody document is created for the copy. An example chain of custody document can be found in Appendix I.
[bookmark: _Toc34141270][bookmark: _Toc36908894][bookmark: _Toc38704091]2.2.6	Faraday Equipment
Faraday equipment is designed to shield or prevent digital devices from radio waves entering or leaving the device so that they are not read, modified, or deleted after seizure whilst in custody. However, during this time the device continuously tries to make contact with the wireless network and thereby draining the battery and it may not therefore be possible to keep the device in a live state [43], [44].
[bookmark: _Toc34141271][bookmark: _Toc36908895][bookmark: _Toc38704092]2.2.7	Data Acquisition
When a device has been logged into evidence, the procedure is to make a copy of the device and only work on the copy, keeping the original in police (or other) evidence lockers. The copying procedure is called disk imaging and is copied bit-by-bit[footnoteRef:2]. All investigatory procedures take place on the digital copy using a variety of forensic software (‘tools’). Hash values are taken before and after the disk imaging and again on the copy after the forensic examination to prove that nothing had been modified. [6],[45].  [2:  “‘bit’ is a contraction of the term ‘binary digit’ and is the fundamental unit of computing. A bit copy refers to a sequential copy of every bit on a storage medium, which includes areas of the medium ‘invisible’ to the user’” [45]] 

[bookmark: _Toc34141272][bookmark: _Toc36908896][bookmark: _Toc38704093]2.2.8	Hashing Algorithms
Hashes are the most used encryption methods to prove that data has not been modified. A hash is an algorithm that transforms an input of data of any length and produce an output of a fixed length that are computationally infeasible to invert, meaning that it is almost impossible to create the input if the only data is the output. Common hashing algorithms are Message Digest 5 (MD5), Secure Hash Algorithms: SHA1 and SHA2. [46]–[48].
[bookmark: _Toc34141273][bookmark: _Toc36908897][bookmark: _Toc38704094]2.2.9	Write Blockers
Write blockers are tools that permits read-only access to devices thereby preventing data from being modified or added to during the examination. They monitor and filter both input and output commands and intercept (block) modifying commands [45], [49], [50].
[bookmark: _Toc36908898][bookmark: _Toc38704095]2.2.10	Live Data Acquisition
If on arrival at the crime scene, the device is on, keeping it on is essential as turning it off may lose crucial information or data could be misinterpreted where continuous updates are being logged (eg run times) so live acquisition is required to capture volatile data. Other cases involve network environments where there is more than one user on the account and there is only the right to have one user’s data copied. To do this a simple application is run of the device to copy (acquire) the data and keep it on the investigator’s data repository [51].
However, by doing this (inserting a USB drive) the investigator is potentially contaminating a crime scene by changing or adding to the data. This needs to be documented and included in the report to explain or justify in a court to guarantee that the evidence is still admissible [45]. 
[bookmark: _Toc34141275][bookmark: _Toc36908899][bookmark: _Toc38704096]2.2.11	Forensic Reporting
Once an investigation has been completed a report should be written. This is presented to the person that requested the investigation. The report should be written in a non-technical manner so that anyone reading it could understand it without prior knowledge of forensics as set out in 2.2.2. The report should contain information on the data requested, the methodology used, what data was found, if any, and its relation to the investigation. The tools and techniques used during the investigation should also be documented. The report should contain a conclusion of any correlation of events [28], [51]. 
[bookmark: _Toc36908900][bookmark: _Toc38704097]2.2.12	Metadata
Digital artefacts come in the form of metadata which is relevant information about data that allows for the nature and features of data to be identified. In information systems, metadata is ubiquitous, and most software packages are driven by metadata: information pertaining to the creation, name, date, time and subject to name but a few. Metadata is usually created automatically by the software being used at the time and the processing tends to include elements such as who created the file, the size and extension [28].
According to The National Information Standards Organization there are four types of metadata: descriptive, administrative, structural and mark-up language, as can be seen in Figure 4 [28]. 
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[bookmark: _Toc37672222][bookmark: _Toc37672336][bookmark: _Toc37672448][bookmark: _Toc37838354][bookmark: _Toc30671091][bookmark: _Toc38704234]Figure 4: Types of Metadata [28]
· Descriptive metadata relates to finding or understanding resources.
· Administrative metadata is split into three subsections: technical, preservation and rights. Technical deals with resource creation, how to render or decode it. Preservation is the support and management / emulation of files eg checksum or hash and Rights deals with the intellectual property rights attached to the content of the data.
· Structural metadata is the relationships within the data for example a table of contents with pointers to content within a document.
· Mark-up Languages is different because it mixes metadata with content and web pages usually have metadata embedded as search engines use this to build enormous indexes to find search results and relationships between them [28].
[bookmark: _Toc34141286][bookmark: _Toc36735708][bookmark: _Toc38704098]File Systems: Primary and Extended Partitions
The Master Boot Record (‘MBR’) contains an executable code known as ‘bootloader’ that loads the Operating System (OS) kernel into Random Access Memory (‘RAM’) together with a ‘Partition Table’
A logical partition is a block of sectors for undifferentiated storage space that are managed by file systems. Most file systems use mass storage volumes as files (blocks of storage volumes where data is contained) and directories which indexes in a hierarchical structure both child and parent directories. In some OS, directories are known as folders. 
Internal file systems are a collection of algorithms that translate logical file operations to physical storage, use tables to associate directory/file names with the corresponding blocks of storage space containing the file contents and its corresponding metadata, (file attributes and block locations, permissions, create, access and write dates, owner groups, Access Control Lists (‘ACL’) location and file size. The blocks are allocated as contiguous groups or sectors known as allocation units or clusters, linked list or list linked using an index (DOS File Allocation Table ‘FAT’) [52].
There are many systems but generally partitions can be referred to as New Technology File System (‘NTFS’) which is part of the Master File Table, ext4 partitions (4th generation of Linux extended file system) UNIX file system, FAT/FAT32 shown in Figure 5.
[bookmark: _Toc30671093][image: ]
[bookmark: _Toc37672223][bookmark: _Toc37672337][bookmark: _Toc37672449][bookmark: _Toc37838355][bookmark: _Toc38704235]Figure 5: Master File Table [52]
A cluster is a fixed minimum amount of allocated space for a file and cannot be separated. When a file is allocated to a cluster, the assigned space would be rounded to an integer. If there is space after the data has been incorporated, then this space is referred to as ‘slack’ [52]–[56].
[bookmark: _Toc34141277][bookmark: _Toc36908901][bookmark: _Toc38704099]Time and Date Structures
[bookmark: _Toc36908902][bookmark: _Toc38704100][bookmark: _Toc34141278]2.41	Complementary Metal Oxide Semiconductor
The Complementary Metal Oxide Semiconductor (CMOS) sometimes known as  
Real-Time Clock (RTC), CMOS RAM, Non-Volatile RAM (NVRAM), Non-Volatile BIOS memory, or complementary-symmetry metal-oxide-semiconductor. [1] 
is the term used to describe the on-board semiconductor chip that calculates current time with a simple clock function. Applications and desktop operating systems use calls to access this clock and date function [57], [58].
[bookmark: _Toc34141279][bookmark: _Toc36908903][bookmark: _Toc38704101]2.4.2	32-bit Windows/DOS Time Format
This time format is stored in a 32-bit (4 byte) structure (in packed format so that the bit values can cross the byte boundary) as follows in Figure 6:
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[bookmark: _Toc37672224][bookmark: _Toc37672338][bookmark: _Toc37672450][bookmark: _Toc37838356][bookmark: _Toc38704236]Figure 6: 32-bit Windows/DOS Time Format  [58]
[bookmark: _Toc36908904][bookmark: _Toc38704102][bookmark: _Toc34141280]2.4.3	C/Unix Time Format
Stored in a 32-bit format C/Unix time is a date-time format that expresses the number of milliseconds passed since 00:00:00, 1 January 1970 and is generally found on Unix-based systems [58], [59].
[bookmark: _Toc36908905][bookmark: _Toc38704103][bookmark: _Toc34141281]2.4.4	HFS/HFS+ Time Format
HFS and HFS+ are timestamp variants associated with Macintosh Apple file systems date/time format. Also known as Mac OS timestamp and Apple timestamp and is stored as a 32-bit unsigned integer, which is the number of (non-leap) seconds since 00:00:00 on 1 January 1904 [58], [60].
[bookmark: _Toc34141282][bookmark: _Toc36908906][bookmark: _Toc38704104]2.4.5	Registry
On a Windows Operating System, time is found in the system’s registry. In Windows ME/XP, the time zone bias is the active time plus or minus UTC. The TimeZoneInformation registry key stores information relating to daylight savings defined as DaylightStart or StandardStart [58].
[bookmark: _Toc34141283][bookmark: _Toc36908907][bookmark: _Toc38704105]2.4.6	Microsoft Internet Explorer
[bookmark: _Hlk37516032]Internet Explorer (versions 5.5 and 6) maintains records of web page addresses known as Uniform Resource Locator (URL) and the date and time that this page was accessed, in UTC. There are three main index.dat files: history, cookies and cache [58].
[bookmark: _Toc34141284][bookmark: _Toc36908908][bookmark: _Toc38704106]Timestamps
A timestamp is the time recorded in a log, file or register that identifies when data is created, added to, modified, removed, or transmitted. There are some inconsistencies with experts in the digital forensic field.  For this report the definition of key terms are set out in Figure 7:
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[bookmark: _Toc37672225][bookmark: _Toc37672339][bookmark: _Toc37672451][bookmark: _Toc37838357][bookmark: _Toc38704237]Figure 7: Timestamps [61]
Events in the digital world can be related to each other in a cause and effect relationship and these can then be linked to events in the physical realm using timestamps. If the timestamps used are from the same system, then they will differ from real time in a consistent manner, but it becomes more complex to relate or interpret timestamps from related computers as although they are systematically synchronised to UTC computers inherently go slightly faster or slower than ‘real time’ depending on the quality of the quartz crystal or environmental influences for example temperature [62].
[bookmark: _Hlk37516061]As not many computers are completely isolated, external timestamps from the internet would also have to be taken into consideration making it difficult to synchronise [62], [63]. The Network Time Protocol (NTP) uses specialised hardware such as Global Positioning System (GPS) receivers and/or atomic clocks to synchronise time over networks [62]. 
Differences it timestamps may occur due to clock skew and drift, location, time zone offsets, and clock manipulation. Another challenge with timestamps is that they can be forged or altered using forensic countermeasure tools [64].
Some artefacts such as index.dat and setupapi.log store their times in local system time not UTC. To recover data timestamps with UTC all of these would need to be converted into UTC and then once a timeline has been created it would need to be converted into local time [51].
[bookmark: _Toc34141285][bookmark: _Toc36908909][bookmark: _Toc38704107]Timeline
Event reconstruction is the process of inputting a series of events, that have been analysed and evaluated from data acquired on digital evidence, and to output a timeline that illustrates this sequence of events. Whilst data recovery has been well-researched, little work has been done on the analysis and evaluation processes [65].
According to [5] humans perceive text serially whilst graphic images are perceived perceptually; therefore humans can visually interpret and understand images, charts or video quicker than reading a textual description. Having a clear image through event reconstruction is essential in digital investigations as it can help people to correlate events between the real world and the metadata [58],[65].  
Once the event has been reconstructed on a timeline, a broad overview of the incident together with when it transpired can assist with inferences about who did what and when and can assist with suspects being eliminated from the enquiry or whose activities need to be looked into further [66], [67].



[bookmark: _Toc34141287][bookmark: _Toc36908911][bookmark: _Toc38704108]Network Forensics
A working definition of Network Forensics was first applied in 2001 at the first Digital Forensic Research Workshop and is defined in Figure 8:
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[bookmark: _Toc37672226][bookmark: _Toc37672340][bookmark: _Toc37672452][bookmark: _Toc37838358][bookmark: _Toc38704238]Figure 8: Working Definition of Network Forensics [68]. 
One of the major differences in network forensics is the volatility of data. Network forensic analysis use traffic data that has been harvested from a network involved in criminal activities or that has been the victim of a cyber-attack. The objective is to find communication or manipulation of data that has been performed by a human by, for example, using keywords. Timelines can be established using the network events that are logged by the control systems. Network forensic analysis can also be used to track breaches, intrusions or other security issues. [68], [69] [70].
[bookmark: _Toc34141288][bookmark: _Toc36908912][bookmark: _Toc38704109]Network Intrusion Detection Systems
[bookmark: _Hlk37516074]Intrusion Detection Systems (IDS) use signatures or anomalies to detect attacks. Signature based detection use specific patterns of bytes in network traffic and these are known as signatures. Signature based IDS look for known malware patterns however are not designed to detect new patterns.
Anomaly based detection is used to detect unknown signatures. Machine learning is used to create activity models and is used as a base. If an anomaly is found in this base, then an alert is generated. 
There are two types of Intrusion Detection Systems: 
· [bookmark: _Hlk37516085]Network Intrusion Detection Systems (NIDS) are placed strategically within networks to examine traffic from all network devices, for example a subnet where firewalls are to see if someone is attempting to crack the firewall. The traffic is matched to known attacks to determine if abnormal behaviour is detected and alerts are sent to the relevant administrator. 
· [bookmark: _Hlk37516096]Host Intrusion Detection Systems (HIDS) are intrusion detection systems run on independent devices or hosts on a network. Only the device or host’s traffic is monitored. They tend to be used on mission critical devices and would be checked for analytical system file changes based on previous ongoing snapshots (no changes would be expected on these types of devices). Were any suspect behaviour found an alert would be sent to the Administrator [71].
[bookmark: _Toc34141289][bookmark: _Toc36908913][bookmark: _Toc38704110]Forensic Tools
There are many forensic tools to assist investigators in analysing events, some of which will be described in detail below. They tend to focus on recovering hidden or deleted data and not much work has been done on how to analyse and evaluate collected data into a timeline. The event reconstruction is usually done manually by the investigator. With rapidly growing systems and interconnected networks these events can easily reach hundreds of thousands of entries [72]. The choice of tool is dependent on the investigation and where the data is located. A list of forensic tools can be found in Appendix II. Autopsy/The Sleuth Kit and The Forensic Toolkit (FTK) are outlined below as these are the tools that will be used to carry out the project. 
[bookmark: _Toc34141296][bookmark: _Toc36908920][bookmark: _Toc38704111]2.9.1	The Sleuth Kit (+ Autopsy)
[bookmark: _Hlk37516108]The Sleuth Kit is a Graphical User Interface (GUI) that works on top of the Sleuth Kit. It is capable of timeline analysis, file system analysis, hash filtering and keyword searching. It is open source and The Sleuth Kit works with Linux and Autopsy works with Windows [30], [73].
[bookmark: _Toc38704112][bookmark: _Toc34141292][bookmark: _Toc36908916]2.9.2 	Forensic Toolkit
FTK is a Windows based software created by Access Data [74], [75]. They indicate that it is the only software forensic solution that uses a ‘single case database’ to create an overall image of an event [74]. It uses multi-core CPUs for a distributed processing approach. It covers email parsing, file decryption, data carving, visualisation through a timeline construction, cluster graphs and geolocation [76]. 

[bookmark: _Toc34141305][bookmark: _Toc36908929][bookmark: _Toc38704113]Forensic Countermeasures and Tools
Anti-forensic or counter-forensic means to compromise the availability or usefulness of evidence [77] thus making investigations more difficult. This can be done by using tools or techniques to interfere with or destroy, delete, reformat or defragment the data [78]. Tools such as Norton Utilities allow hackers to change the date/time stamp undetectably [79].
[80] explains that these techniques are done knowingly and intentionally illustrated by the names of the software to obstruct the investigation.
	… with names such as ‘Evidence Eliminator’ it is clear that the person wanted evidence eliminated! [80]
[bookmark: _Toc36908930][bookmark: _Toc38704114][bookmark: _Toc34141306]2.9.1	Linux dd
Linux dd is a very powerful command-line tool that comes by default on the majority of Linux, Unix and Unix-like operating systems. This can be both a forensic investigative tool using the modified version on sourceforge.net or a countermeasure as it can forensically wipe a drive with two lines of command (by converting all the binary data to zeros)  [73], [81].
[bookmark: _Toc34141307][bookmark: _Toc36908931][bookmark: _Toc38704115]2.9.2	Meterpreter and Timestomp
One of the best ways to hamper an investigation is to make detection impossible. Meterpreter does this by not touching the filesystem as it loads into the memory without writing to the disk leaving minimal artefacts. One of the post-exploitation modules in Meterpreter is Timestomp. Figure 9 illustrates a file with an original creation, accessed and modified time and date [1].  
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[bookmark: _Toc37672227][bookmark: _Toc37672341][bookmark: _Toc37672453][bookmark: _Toc37838359][bookmark: _Toc38704239]Figure 9: Modified, Accessed and Changed (MAC) times [1]



Figure 10 shows that the creation date has been changed to 1999 using Timestomp.
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[bookmark: _Toc37672228][bookmark: _Toc37672342][bookmark: _Toc37672454][bookmark: _Toc37838360][bookmark: _Toc38704240]Figure 10: Meterpreter and Timestomp have been introduced [1]
In Figure 11, Timestomp has ‘zeroed-out[footnoteRef:3]’ all the MAC times and although it is obvious that the machine has been tampered with, it still makes the investigation process a lot harder and more expensive [1]. [3:  1 January 1601 is the base file date of the Microsoft Windows Active Directory and time is calculated from this time in one hundred nanoseconds from this base time.] 
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[bookmark: _Toc37672229][bookmark: _Toc37672343][bookmark: _Toc37672455][bookmark: _Toc37838361][bookmark: _Toc38704241]Figure 11: Tiimestomp put MAC times to zero [1]
In a paper by [78] six counter forensic tools were examined and the results are set out in Appendix III.
[bookmark: _Toc34141308][bookmark: _Toc36908932][bookmark: _Toc38704116]The impact of miscalculations and misinterpretation of data during the analysis of the sequence of events.
According to the Association of Chief Police Officers’ Managers Guide “Good Practice and Advice Guide for Managers of e-Crime Investigation"
All software has ‘bugs’ (minor programming anomalies) which can cause the erroneous reports of what appears to be fact, a date and time for instance [13]. 
[bookmark: _Hlk37516125]Tool-testing by the National Institute of Standards and Technology’s (NIST) (2015b) Computer Forensics tool-testing Project was initiated in 2000 in conjunction with the list set out in Figure 12.
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[bookmark: _Toc37672456][bookmark: _Toc37672344][bookmark: _Toc37672230][bookmark: _Toc37838362][bookmark: _Toc38704242]Figure 12: List of NIST Partners [17]
The issues surrounding tools and their testing is that they are unable to keep up with the new versions of the tools that exist, and that they are limited in scope. This makes it implausible to suggest that the tools will not misinterpret data or miss it entirely  [17], [82], [83]. 
A criminal investigation in the United Kingdom (UK) concerning child abuse images describes the possible impact of misinterpretation of data. The defence suggested that the police had introduced the images onto the suspect’s device after seizure of the computer, which is what had been recorded by the timestamps, to incriminate the suspect. This was because the time zone bias had not been considered and there was an 8-hour difference. This was found during a re-examination and the suspect was charged accordingly [58].
Other misinterpretation can occur when software packages usually known as adware or spyware install mechanisms that allow the device to be scanned or to insert files unknowingly on the target computer. This can cause data to enter onto a device without knowledge or consent that if found could point to the owner being convicted of a crime they did not commit [79].
[bookmark: _Toc34141309][bookmark: _Toc36908933][bookmark: _Toc38704117]Virtual Machines
[bookmark: _Hlk37516140]A Virtual Machine (VM) is a simulation of a computer file, usually referred to as an image. In simple terms it is a software application that behaves as if it was its own self-contained computer inside another computer. It therefore runs its own operating system that does not have to be the same as the host machine.
The VM has its own virtual device drivers that act as though they are interfacing real hardware whereas they are communicating via the host’s operating system to get access to the physical hardware as illustrated in Figure 13 [84], [85].
[image: Image result for virtual machine]
[bookmark: _Toc37672231][bookmark: _Toc37672345][bookmark: _Toc37672457][bookmark: _Toc37838363][bookmark: _Toc38704243]Figure 13: Virtual Machine Conceptualisation [86]
[bookmark: _Toc38704118]2.12.1	Sandboxing
The definition of sandboxing is the running of suspicious code or programs in a virtual, isolated environment. This ensures that the code/program is contained. The distinction between virtualisation and sandboxing is that sandboxing restricts the network access to the Guest Machine thereby limiting the ability to spread and contaminate the host operating system [69], [84].
[bookmark: _Toc36908935][bookmark: _Toc34141311][bookmark: _Toc38704119]2.12.2	Virtual Machine Software 
VMware Workstation was chosen to create a testbed for an attack to be hosted as it is a sandboxed environment. VMware was used to run the forensic examination as it is an open-source, cross-platform virtualisation product that allows multiple operating systems from Windows, Linux, or Mac OS.
[bookmark: _Toc36908936][bookmark: _Toc38704120]Cyber-Attacks
Companies are using more online communication and collaboration tools in business and privately. The plethora of communication tools available create new ways to attack using social engineering. Highly sensitive documents and information are shared in cloud services with little thought of security. Users are known only by email addresses or their virtual profile and become trusted collaborators [87], [88]. Social engineering is the most frequent attack and can be described as follows, Figure 14:
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[bookmark: _Toc37672232][bookmark: _Toc37672346][bookmark: _Toc37672458][bookmark: _Toc37838364][bookmark: _Toc38704244]Figure 14: Social Engineering [89].
Mitnick during his ‘The Art of Deception’ speech suggests that 
The weakest link in security is always the human factor: humans, he says are easy to manipulate in industrial sabotage and theft [89].
The Milgram Shock Experiment shows that ordinary people will obey figures of authority and is an ingrained behaviour [90] and allows social engineering to be so successful as subordinates can be tricked by imposter executives into passing on either apparently innocuous or sensitive information. 
0.1.1 [bookmark: _Toc34141314][bookmark: _Toc36908937][bookmark: _Toc38704121]Phishing
Phishing is the most common social engineering attack and can be divided into sub-categories. A list of phishing attacks can be found in Appendix IV.
[bookmark: _Toc38704122]2.13.2	The Metasploit Framework
The Metasploit Framework was a Perl-based portable network tool and was converted to Ruby in 2007 when it was acquired by Rapid7. This framework is an open source exploit and development tool that includes over 1,677 exploits over 25 platforms and carries nearly 500 payloads [91] that include those listed in Figure 15:
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[bookmark: _Toc37672233][bookmark: _Toc37672347][bookmark: _Toc37672459][bookmark: _Toc37838365][bookmark: _Toc38704245]Figure 15: List of Payloads in Metasploit [91]S
There are two types of exploits in Metasploit, active and passive. Active exploits continue to run on a host until they are completed and then they exit eg brute force attacks will exit when the shell opens. Passive exploits work by waiting for incoming hosts and exploit them on the connection period eg web browsers [92]. 
[bookmark: _Toc38704123]2.13.3	The MITRE ATT&CK Framework
The MITRE ATT&CK Framework (MAF) set out in Appendix V is a comprehensive Matrix of techniques and tactics used by defenders in the cyber-security community. It categorises attacks, gives procedural examples together with detection and mitigation measures [93]. 
[bookmark: _Toc34141315][bookmark: _Toc36908938][bookmark: _Toc38704124]2.13.4	Shellcode
Shellcode is payload code that usually starts a command shell whereby the attacker can control the computer. Shellcode can be remote or local depending on where the attacker is in relation to the compromised machine [94]. Socket-reuse shellcode is used to bypass firewalls. By using ‘bindshell’ and ‘connect back’ shellcodes it is possible to bind the shellcode to the socket connection where the exploit originated thereby identifying it’s file descriptor [95], [96].

[bookmark: _Toc36908940][bookmark: _Toc34141317][bookmark: _Toc38704125]2.13.5	Privilege Escalation
Privilege Escalation occurs when attackers exploit a design flaw, bug, or error in configuration in an operating system or application to gain access to resources reserved for administrators. The current user’s limitations are overridden and the attacker can move either vertically in the hierarchy to, for example, systems administrator or system user, or they can move horizontally to, for example, the accounts department [97].
[bookmark: _Toc36908941][bookmark: _Toc38704126][bookmark: _Toc34141318][bookmark: _Toc36908942]2.13.6	Cross-Scripting Exploits
These work by injection of client-side scripts into web browsers of their victims. This malicious code that is in the legitimate web page is then the vehicle to deliver the malicious code to the users when they accidentally trigger the payloads [98], [99].
Another aspect of cross-scripting exploits are cookie extraction and impersonation. This works as shown in Figures 16 and 17.
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[bookmark: _Toc37672234][bookmark: _Toc37672348][bookmark: _Toc37672460][bookmark: _Toc37838366][bookmark: _Toc38704246]Figure 16: Cross-Scripting Exploit [100]
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[bookmark: _Toc37672235][bookmark: _Toc37672349][bookmark: _Toc37672461][bookmark: _Toc37838367][bookmark: _Toc38704247]Figure 17: How to use Cross-Scripting [100]
[bookmark: _Toc34141321][bookmark: _Toc36908945][bookmark: _Toc38704127]2.13.7	Zero Day Attacks
[bookmark: _Hlk37516152]When coding programs there are usually mistakes, called bugs and can be exploited by attackers. Once the bug is known to be a vulnerability it is registered by MITRE as a Common Vulnerability or Exposure (CVE) and is given a Common Vulnerability Score to indicate the risk it could potentially cause a business. A Zero Day Attack is an attack that takes place on the same day as the vulnerability is discovered and exploited before it can be corrected.
[bookmark: _Toc34141316][bookmark: _Toc36908939][bookmark: _Toc38704128]2.13.8	Watering Holes
Watering Holes, also known as drive-by attacks spread malware by planting malicious scripts in PHP or HTTP code on webpages. Anyone visiting this site will become a victim of the script and inadvertently download the malware onto their machine [101].
[bookmark: _Toc38704129]2.13.9	Network Based Attacks
Networks can be vulnerable due to protocols, applications, and data transfer. To enable this to be possible the attacker must do a reconnaissance of the victims’ network and gather as much information as possible. Networks are scanned and/or mapped to find vulnerabilities; port scanning is where an open port is found. Network attacks can be active or passive. Packet sniffing and mapping are passive and are used for information gathering [102].
[bookmark: _Toc38704130]2.13.10	Viruses
A computer virus is a malicious self-replicating software program that can insert itself and spread through files and systems, infecting them. A list of viruses can be found in Appendix VI.
[bookmark: _Toc34141319][bookmark: _Toc36908943][bookmark: _Toc38704131]2.13.11	Worms
Worms are self-contained programs that are usually spread functional copies of themselves through systems without the necessity of hosting its code on a program [103], [104]. 
[bookmark: _Toc34141320][bookmark: _Toc36908944][bookmark: _Toc38704132]2.13.12	Trojans
Trojans hide their malicious code in authentic programs. Although they can launch attacks themselves, they are often used to open back doors into the system that can be exploited by hackers. Unlike viruses, Trojans do not replicate.
[bookmark: _Toc34141322][bookmark: _Toc36908946][bookmark: _Toc38704133]2.13.13	Password Attacks
Passwords are most user’s first defence against unauthorised access. Password attacks come in many forms 
· Physical: looking through a desk or under a keyboard to see if it has been written anywhere. 
· Social engineering: to see if they will give it you inadvertently.
· Dictionary: commonly used words from a dictionary are systematically run through the system to see if any are a match.
· Brute force: an algorithm is used to repeat alpha numerical combinations until one is found [101], [105].
[bookmark: _Toc34141323][bookmark: _Toc36908947][bookmark: _Toc38704134]2.13.14	Malware
Malware is a name made up of a combination of the words malicious and software, and is any code where, once inserted into a system, will do any one or combination of actions such as gather/delete data, disrupt operations, display advertisements, or crash the system. Examples of malware can be found in Appendix VII.

[bookmark: _Toc34141324][bookmark: _Toc36908948][bookmark: _Toc38704135]Psychology of Hackers
Psychological profiling, although mainly used for solving murders, can be applied to interpret evidence after a cybercrime. According to profiling rules there is a distinct relationship between the act committed and an offender’s personality. Once a profile has been created it allows a trap to be put in place to catch a serial offender based on their motivation, aims and culture [106]. 
However, the taxonomy of hackers has little empirical studies/data [107], [108] and the generic term ‘hacker’ requires breaking down into useful categories. Rogers suggests nine categories [108]:
· Novices are people with limited computer/programming skills and rely on pre-written tool kits to perform attacks. Usually younger people whose motivation is ego and thrill-seeking. 
· Cyber Punks have more computer/programming skills and can write simple scripts and they comprehend the system they are going to attack. The cyber punk has malicious characteristics such as junk mail spamming, defacing web pages. The theft of credit card numbers and fraud are also usually done by this type. [109].
· Internals are the least publicised although they have the potential for the greatest risk for impact and cost of attacks from embezzlement or selling of trade secrets to destruction. These people tend to be disgruntled employees that use their access privileges within their employment to attack their own company infrastructures. As IT professionals or administrators their computer/programming skills are high. Motivation is usually revenge.
· Petty Thieves, as the name implies use hacking to further their illegal pursuits. They have no interest in publicity as this can be detrimental to their success. As technology has moved their targets (naïve people, credit cards, banks etc) so they must learn new skills to commit the crime or con. Their motivation is financial although revenge can also be put in this category.
· The Old Guard are people who tend to have a complete disregard for personal property although no criminal intent. They are ideological with good technical skills. They write code and scripts that are used by others but rarely by themselves. They encourage the use of their scripts by posting them within the hacker community. The primary motivation for this category is intellectual stimulation and curiosity.
· Virus Writers whilst included in Roger’s taxonomy they are considered an anomaly and it is his belief that this may be a sub-group, as people usually grow out of this deviant behaviour as they approach their thirties. He also suggests that more research is required for this to be a category.
· Professional Criminals are a step-up from the petty thief group and use their technical prowess in their criminal activities. They are motivated by financial gain and tend not to be caught or come to the authorities’ attention. They are highly skilled in technical expertise and are psychologically, chronologically, and developmentally mature. Often criminal groups employ this type of hacker to further their goals.
· Information Warfare are people that attack or defend against attackers. This group have state sponsored technology-based traditional and non-traditional warfare training, are highly skilled and their motivation is patriotism.
· Political Activist was included in the taxonomy to balance the circumplex [108].
However, what Rogers appears to have missed was the hackers with mixed intentions that break into systems, usually to make information public and highlight illegal behaviour within organisations [110].
[111] states that technical knowledge is no longer a basic requirement to become a cyber-criminal as relatively ‘user-friendly’ scripts can be acquired and launched that create great amounts of damage. Figure 18 shows attack sophistication versus technical knowledge.
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[bookmark: _Toc37672236][bookmark: _Toc37672350][bookmark: _Toc37672462][bookmark: _Toc30671102][bookmark: _Toc37838368][bookmark: _Toc38704248]Figure 18: Attack sophistication versus technical knowledge [111]

[bookmark: _Toc34141325][bookmark: _Toc36908949][bookmark: _Toc38704136]Related Work
Timeline analysis has been studied by many researchers that have looked for better ways to analyse timelines and their approaches to this have been many and varied. 
Temporal data extraction has been around since 1999 using tools such as Grave-Robber that extracted file system timestamps and then used Mactime to read them which was incorporated into the Coroner’s Toolkit [112]. Mactime went on to become part of The SleuthKit. Most attempts at creating extended timelines has been focused on individual parsing scripts that deals with a specific file format. 
Visual representations of timelines have been investigated by Florian Buckholz in 2005 with Zeitline that can import events from a variety of different sources to visually create one or more timelines of events. Although released to the public in its unfinished format, it has not been completed or added to since 2006. Bolt Olsson in 2009 created CyberForensics Timelab but has not released this to the public [12],[113].
In 2009, Mastering the Supertimeline by Kristinn Gudjonsson using Log2timeline altered forensic analysts’ approach to parsing data structures by recursing through the different directories automatically which until then had been accomplished manually, thus reducing investigative time and analyst resources which the author considers aids the investigation process [114], [112]. 
It appears that the desirable outcome is to make an automated process that will avoid the time consuming manual analysis currently used to correlate events [113]. Other automated timeline reconstruction has been covered by [2], [18], [115], [116]. The author agrees that automated analysis will enhance the way investigations are carried out in the future.


[bookmark: _Toc34141326][bookmark: _Toc36908950][bookmark: _Toc38704137]RESEARCH METHODOLOGY
0. [bookmark: _Toc34141327][bookmark: _Toc36908951][bookmark: _Toc38704138]Introduction 
This chapter will cover the methodology required to get the project completed. It will include how to conduct a literature review, the research philosophies and approaches necessary and the procedures and techniques that will be employed to ensure that this project proceeds in a timely manner [117], [118].
[bookmark: _Toc34141328][bookmark: _Toc36908952][bookmark: _Toc38704139]Methodology
To understand the methods that needed to be employed to find metadata from an analysis of forensic evidence and create a timeline it was imperative that research be undertaken using books and journals from reliable sources such as Science Direct, IEEE etc. The areas needed to be covered were forensics, forensic evidence gathering methodology, forensic tools, virtual machines, hacker mentality and attacks, metadata, timestamps, counter forensic measure tools and timelines. 
[bookmark: _Toc36908953][bookmark: _Toc38704140]Research Philosophy
Research philosophy deals with a set of beliefs that guide action [117] and how data should be collected and analysed [118]. The intention is to take a compromised hard drive into a virtual environment and make a timeline of the event using metadata extraction, correlation, and analysis. Metadata will be retrieved from the hard drive using a variety of tools, this data will be examined, analysed, and used to create a timeline. As this project will be experiment based the method used will be positivism [119]. The positivist viewpoint is that “causes determine effects or outcomes” [117] meaning that an outcome is determined by variables and these can be changed and the effects can be documented. Reliability and validity are key components to the value of the experiment. Primary data will be collected from the experiment and will be analysed to ensure that the timeline is as accurate as possible.




[bookmark: _Toc34141330][bookmark: _Toc36908954][bookmark: _Toc38704141]Research Approach
According to Creswell and Creswell there are three elements that form the research approach as set out in Figure 19.
[image: ]
[bookmark: _Toc37672237][bookmark: _Toc37672351][bookmark: _Toc37672463][bookmark: _Toc30671104][bookmark: _Toc37838369][bookmark: _Toc38704249]Figure 19:  Interconnection of Worldviews, Design and Research Methods [117]
Deductive methods are best suited to the positivist approach by allowing a hypothesis to be statistically tested to see if the results achieve a level of probability [120]. Quantitative data, will be used to discover tangible outcomes. Empirical data will be collected via an experiment, the results will be measured and a conclusion will be made [121].
[bookmark: _Toc34141331][bookmark: _Toc36908955][bookmark: _Toc38704142]Procedures and Techniques
The mono method will be applied as only one research approach will be used for the experiment which will be conducted on virtual machines [122]. Once the experiment has taken place and the metadata extracted, analysed, and correlated with the timeline created, the success of the experiment can be determined.
[bookmark: _Toc34141332][bookmark: _Toc36908956][bookmark: _Toc38704143]Time Horizons
This project will require data to be captured with a cross-sectional timeline as the project is short term [123]. A Gantt chart will be created and updated periodically to assist with any timing issues and can be found in Appendix IX.
The revised Gantt chart shows that the new project proposal was 3 months after the first and as the hand in date does not change, work schedules had to be changed accordingly. This was then updated again when the compromised disk was unavailable, and the testbed was required as per the contingency plan set out in 3.7 below. The updated Gantt Chart can be found in Appendix X.
[bookmark: _Toc34141333][bookmark: _Toc36908957][bookmark: _Toc38704144]Risk Assessment & Contingency Plan
The biggest risk for the project is obtaining a compromised machine as they are usually part of a current investigation or kept as evidence. Therefore, a contingency plan was put in place whereby a compromised disk would be created. The author would create a virtual testbed compromising one Windows 7 Server and one Linux based server representing the company that is to be attacked. The attack would be carried out by an expert in cyber-security thus enabling the disks to be as realistic as possible and the attack and data retrieved, exfiltrated or deleted would be unknown to the investigator so the test would be scientifically sound. 
Should this not be possible a corrupted disk would be used from the National Institute of Standards and Technology library.
Other potential risks have been minimised by using a virtual network thus ensuring that no part of the attack can compromise a physical network or university machine. 
Backups of all data relating to the project will be maintained at different locations to ensure that no problem occurs should data be compromised or corrupted.
[bookmark: _Toc34141334][bookmark: _Toc36908958][bookmark: _Toc38704145]Conclusion
The preparation of a strategy will allow the research and the experiment to progress effectively through each stage and keep the work flowing in a logical manner. Once this section has been completed work will start on the design and implementation of the virtual network and how the attack can be tracked.


[bookmark: _Toc34141335][bookmark: _Toc36908959][bookmark: _Hlk36551992][bookmark: _Hlk37343582][bookmark: _Toc38704146]DESIGN & IMPLEMENTATION
0. [bookmark: _Toc36908960][bookmark: _Toc38704147]Problem Formulation
A company called Manes Winchester was experiencing difficulties with their networked machines and asked that a forensic examination take place to determine if their network had been breached and/or compromised by a cyber- attack. If this was the case, to make a report and timeline. 
0. [bookmark: _Toc38704148]Background
A copy of a hard drive was to be sent to the forensic investigator from the Company for investigation. However, as this was unable to be provided within the time frame of the project the contingency plan set out in Chapter 3.7 was implemented.
A virtual testbed was created, to simulate the Company’s network. A professional ethical hacker was asked to attack the testbed to create compromised hard drives. This was done without the author having any knowledge of what transpired to make the experiment as authentic as possible.
[bookmark: _Toc36908961][bookmark: _Toc38704149]Design 
Figure 20 shows the design of the testbed illustrating the Company’s network and the attackers network. 
On the right-hand side of Figure 20 is the Company’s network that contained one Linux and one Windows operating system server. The group of devices, called a Local Area Network (LAN) was connected to the Internet through a firewall that is designed to protect the system from unauthorised access. The router in the middle of the figure depicts an Internet Service Provider that connects the Company’s network to the Internet and thereby to the attacker’s LAN.



[image: ]
[bookmark: _Toc37672238][bookmark: _Toc37672352][bookmark: _Toc37672464][bookmark: _Toc37838370][bookmark: _Toc38704250]Figure 20: Virtual Network

[bookmark: _Toc38704150]Implementation of Testbed
0.4.1 [bookmark: _Toc38704151]VMware Workstation Installation
The testbed was created in a virtual environment which was used for the security reasons set out in Chapter 2.12. VMware Workstation was chosen as it allows multiple operating systems to be managed, including Windows and Linux. It also has many options to run different networking feature such as private, shared, or isolated networks.
The setup of VMware Workstation is set out below. Figure 21 shows the download of WMWare from the Internet. The .exe file can be seen in the bottom left-hand section as having downloaded and the right-hand side shows the program being installed.
[image: ]
[bookmark: _Toc37672239][bookmark: _Toc37672353][bookmark: _Toc37672465][bookmark: _Toc37838371][bookmark: _Toc38704251]Figure 21: VMware Software Download
Figure 22 illustrates VMware Workstation’s Setup Wizard[footnoteRef:4] that will allow for the standard set up or this can be customised. The program was set up under C:\Program Files (x86) under its own standard packaging (VMware). [4:  A wizard is an interface feature that guides users through the installation of a software program one step at a time.] 

[image: ]
[bookmark: _Toc37672240][bookmark: _Toc37672354][bookmark: _Toc37672466][bookmark: _Toc37838372][bookmark: _Toc38704252]Figure 22: Installation of VMware Workstation Software

Figure 23 illustrates the process that is visible whilst the installation Wizard installs the package on the base machine, showing the status bar of how far along it is in the process at any given time.
[image: ]
[bookmark: _Toc37672241][bookmark: _Toc37672355][bookmark: _Toc37672467][bookmark: _Toc37838373][bookmark: _Toc38704253]Figure 23: Installing VMware Workstation (ii)
Figure 24 shows that the Wizard has finished the installation of VMware and can be exited by selecting the ‘Finish’ button.
[image: ]
[bookmark: _Toc37672242][bookmark: _Toc37672356][bookmark: _Toc37672468][bookmark: _Toc37838374][bookmark: _Toc38704254]Figure 24: Installation of VMware Workstation Complete



[bookmark: _Toc38704152]4.4.2	Virtual Testbed Creation
The creation of the virtual machines was documented, once again using the inbuilt software wizard. The questions asked in Figure 25 are the configuration type and when the installation of the operating system should take place. The radio buttons clicked were typical configuration and that the operating system would be installed at a later stage.
[image: ]

[bookmark: _Toc37672243][bookmark: _Toc37672357][bookmark: _Toc37672469][bookmark: _Toc37838375][bookmark: _Toc38704255]Figure 25: Creation of Virtual Machine

Figure 26 illustrates the installation choice of Linux as the guest OS, the virtual machine name as Ubuntu and the location of the guest machines under C:\UsersVirtualMachines.
[image: ]

[bookmark: _Toc37672244][bookmark: _Toc37672358][bookmark: _Toc37672470][bookmark: _Toc37838376][bookmark: _Toc38704256]Figure 26: Linux Machine

Once the virtual machine was created the guest OS was installed as illustrated in Figure 27. The image on the right shows the various component parts of Kali being installed, indicating the progress.
[bookmark: _Toc37672245][bookmark: _Toc37672359][bookmark: _Toc37672471][bookmark: _Toc37838377] [image: ]
[bookmark: _Toc38704257]Figure 27: Installation of Operating System – Linux


Figure 28 documents the creation of user and password on the Linux OS with the choice of name for the current creation being Kali.
[image: ]
[bookmark: _Toc37672246][bookmark: _Toc37672360][bookmark: _Toc37672472][bookmark: _Toc37838378][bookmark: _Toc38704258]Figure 28: Username for the Kali Machine
Figure 29 illustrates the virtual Linux machine in the VMware Workstation configured ready to be used in the attack.

[image: ]

[bookmark: _Toc38704259]Figure 29: Finished Kali Linux Virtual Machine

The installation of the OS continued with the choice of a Windows system being selected. Figure 30 documents the guest operating system selected and where the Windows OS would be installed from.
 [image: ]
[bookmark: _Toc37672247][bookmark: _Toc37672361][bookmark: _Toc37672473][bookmark: _Toc37838379][bookmark: _Toc38704260]Figure 30: Creation of Windows Machine
Figure 31 shows the creation of the Windows virtual disk, with the installation of the Windows 7 Operating System.
[image: ]
[bookmark: _Toc38704261]Figure 31: Creation of Windows Disk
Figure 32 is the Windows virtual machine ready to be powered on in its virtual environment giving details of the memory, processors and other information concerning the chosen configuration. The right-hand side shows the Windows machine finally installed ready for the attack.
[image: ] 
[bookmark: _Toc37672248][bookmark: _Toc37672362][bookmark: _Toc37672474][bookmark: _Toc37838380][bookmark: _Toc38704262]Figure 32: Installation of Windows Operating System
A firewall was created using Untangle as the OS. Figure 33 illustrates Untangle being installed onto a virtual guest system.
[image: ]
[bookmark: _Toc38704263]Figure 33: Untangle Installation
[bookmark: _Hlk37516246]Figure 34 documents the firewall network installation that enables it to connect to an external network. This network was called vmnet3.

[bookmark: _Toc37672249][bookmark: _Toc37672363][bookmark: _Toc37672475][bookmark: _Toc37838381][image: ]
[bookmark: _Toc38704264]Figure 34: Bridged for External Network

Figure 35 shows the Company’s virtual network in the VMware Workstation. The conditional settings for the Web Server is also shown in Figure 35 with the Transmission Control Protocol[footnoteRef:5] (TCP) being routed through port 8080 instead of port 80 which will be used for the HTTP Apache Web Server. [5:  The rules used to interconnect network devices so that they can communicate through the Internet.] 




[image: ]
[bookmark: _Toc37672251][bookmark: _Toc37672365][bookmark: _Toc37672477][bookmark: _Toc37838383][bookmark: _Toc38704265]Figure 35: Example of Firewall Conditions
Once the network and firewall had been set up, it was tested to see if the connections worked. A ping is where one computer queries a separate computer, on the same network, to determine if there is a connection. Figure 36 demonstrates that the device being contacted is responding, showing that it has Internet access. The area underlined shows that the ‘pings’ were successful, as there were 4 packets sent, 4 received and 0 lost, which means that no packets were dropped during the test connection therefore the connection is stable. 

[image: ]
[bookmark: _Toc37672252][bookmark: _Toc37672366][bookmark: _Toc37672478][bookmark: _Toc37838384][bookmark: _Toc38704266]Figure 36: Testing Connectivity

Figure 37 illustrates the Apache 2 Web Server being activated in Kali Linux using the command line interface by first checking the status of Apache2 and then activating it by typing ‘service apache2 start’.


[image: ]
[bookmark: _Toc37672253][bookmark: _Toc37672367][bookmark: _Toc37672479][bookmark: _Toc37838385][bookmark: _Toc38704267]Figure 37: Apache2 Server being Activated
The creation of the virtual machines was repeated, once for the attacker’s network and once for the Company’s network.
[bookmark: _Toc38704153]Attack
The testbed was finalised, and the cyber-security expert was contacted to create an attack. As it was to be realistic, the expert was given ‘carte blanche’ to simulate any attack of their choice so that the author would be unaware of what had transpired or its timelines. 
[bookmark: _Toc38704154]Implementation of Forensic Toolkits
[bookmark: _Toc34141340][bookmark: _Toc38704155]4.6.1	Autopsy/The Sleuth Kit
The Autopsy/Sleuth Kit software was installed on the virtual machine to enable an analysis to take place. This package was chosen as it has a timeline analysis system, uses RegRipper to identify USB devices and documents that were accessed recently. It supports common file systems, for example, NTFS, FAT12, FAT16, FAT32, ExFAT and UFS (Chapter 2.3). Figure 38 illustrates the download with the set-up Wizard starting and the next instant being finalised as there appeared to be no processing required on the installation before being ready for use.
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[bookmark: _Toc37672254][bookmark: _Toc37672368][bookmark: _Toc37672480][bookmark: _Toc37838386][bookmark: _Toc38704268]Figure 38: Autopsy Download and Set-Up
[bookmark: _Toc38704156]4.6.2	Hash Tool
For the hashing algorithm to be used Hash Tool was installed. Figure 39 shows the Hash Tool Wizard starting and offering a selection of components. The main program was selected.
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[bookmark: _Toc37672255][bookmark: _Toc37672369][bookmark: _Toc37672481][bookmark: _Toc37838387][bookmark: _Toc38704269]Figure 39: Installation of HashTool (i)
Figure 40 offers the choice of installation location. C:\ProgramFiles(x86)Hash Tool was chosen. Also shown is the completion of the Tool set-up.
[image: ]

[bookmark: _Toc37672256][bookmark: _Toc37672370][bookmark: _Toc37672482][bookmark: _Toc37838388][bookmark: _Toc38704270]Figure 40: Installation of Hash Tool (ii)
Figure 41 shows the Hash Tool installation complete, ready to be used for the hash sum check.
[image: ]
[bookmark: _Toc37672257][bookmark: _Toc37672371][bookmark: _Toc37672483][bookmark: _Toc37838389][bookmark: _Toc38704271]Figure 41: Hash Tool Installation Complete

4. [bookmark: _Toc38704157]Forensic Tool Kit Imager
[bookmark: _Hlk37516272]Forensic Tool Kit (FTK) Imager is a forensic investigative tool suite that allows for electronic devices to be investigated. This was installed with the FTK Imager Wizard as shown in Figure 42. The status of the installation is also shown.

[image: ]

[bookmark: _Toc37672258][bookmark: _Toc37672372][bookmark: _Toc37672484][bookmark: _Toc37838390][bookmark: _Toc38704272]Figure 42: FTK Installation (i)

The FTK Install Wizard required the destination, in this case it was C:\Users\User\ Documents\Tools where it would install in its own wrapper. This was the final step in the installation process. Figure 43 documents these steps
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[bookmark: _Toc37672259][bookmark: _Toc37672373][bookmark: _Toc37672485][bookmark: _Toc37838391][bookmark: _Toc38704273]Figure 43: FTK Installation (ii)


[bookmark: _Toc38704158]4.6.4	HashCalc Tool
The HashCalc Tool was set up to establish the correct hashing algorithms were run to ensure that the drives were an exact copy. Figure 44 shows the set-up Wizard ready to install.
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[bookmark: _Toc37672260][bookmark: _Toc37672374][bookmark: _Toc37672486][bookmark: _Toc37838392][bookmark: _Toc38704274]Figure 44: HashCalc Installation (i)
Figure 45 documents the end of the installation process, HashCalc was now ready to be used. 
[image: ]
[bookmark: _Toc37672261][bookmark: _Toc37672375][bookmark: _Toc37672487][bookmark: _Toc37838393][bookmark: _Toc38704275]Figure 45: HashCalc Installation (ii)
[bookmark: _Toc36908971][bookmark: _Toc38704159]
ANALYSIS & EVALUATION OF COMPROMISED DISK
0. [bookmark: _Toc36908972][bookmark: _Toc38704160]Introduction
A forensic examination was required on hard drives to see what had taken place as the Company was having technical difficulties, including but not limited to missing documents and speed issues. It is assumed that contact with the IT Department of the company concerned would be available to check what programs were run or updated as part of their normal schedule, so that they can be eliminated without parsing the data first.
[bookmark: _Toc38704161]Forensic Procedures
[bookmark: _Toc38704162]5.2.1	Authorisation
The letter of authorisation, received from the owner of Manes Winchester (the Company), following the procedural rules set out in Chapter 2.2.3 (Figure 46), was verified for the general scope of the investigation.
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[bookmark: _Toc37672262][bookmark: _Toc37672376][bookmark: _Toc37672488][bookmark: _Toc37838394][bookmark: _Toc38704276]Figure 46: Letter Authorising Forensic Investigation

[bookmark: _Toc36908965][bookmark: _Toc38704163]5.2.2	Chain of Custody Document
Figure 47 is a chain of custody document that was created once the hard drive was received from its owner as outlined in Chapter 2.2.5.
[image: ]
[bookmark: _Toc37672263][bookmark: _Toc37672377][bookmark: _Toc37672489][bookmark: _Toc37838395][bookmark: _Toc38704277]Figure 47: Chain of Custody Document

[bookmark: _Toc36908966][bookmark: _Toc38704164]5.2.3	Forensic Copy 
A bit-by-bit copy was made of the virtual disks using Autopsy with its write blocker enabled following procedures explained in Chapter 2.2.7. A hashing algorithm was run (Chapter 2.2.8) using the Hash Tool to be matched against the copied file to prove it had not been changed, Figure 48, is the Linux disk shown as the Server file and again as FMP.001 in the Autopsy system.

[image: ]

[bookmark: _Toc37672264][bookmark: _Toc37672378][bookmark: _Toc37672490][bookmark: _Toc37838396][bookmark: _Toc38704278]Figure 48: Hashing Algorithm Check for Linux Machine

FTK Imager was used for the Windows disk and shows that the hash results for the imported disk are a match to the original, Figure 49.
[image: ]
[bookmark: _Toc37672265][bookmark: _Toc37672379][bookmark: _Toc37672491][bookmark: _Toc37838397][bookmark: _Toc38704279]Figure 49: Hashing Algorithm Check for Windows Machine

The copied hard drives were returned for safe keeping in a special vault protected against electronic tampering together with the chain of custody document, duly updated. A new chain of custody document was created with the copied disk as per Chapter 2.2.5.
[bookmark: _Toc38704165]5.2.4	Compromised Hard Drive
The hard drive was taken to a forensic laboratory and inserted into a forensically sterile machine to ensure that no contamination from any other data would occur. This machine was set up in a virtual environment to sandbox it from corrupting data on the base machine, Chapter 2.12.1. 
[bookmark: _Toc38704166]The Linux Disk
[bookmark: _Toc38704167]5.3.1	Creation of Autopsy File
A new case was created in Autopsy for the Linux disk as shown in Figure 50.

[image: ]
[bookmark: _Toc38704280]Figure 50: New Case in Autopsy
The case reference FMP.001, as shown in Figure 51, gives this case its unique reference for legal purposes so that it could not be confused with other files being worked on in the laboratory.

[image: ]
[bookmark: _Toc37672266][bookmark: _Toc37672380][bookmark: _Toc37672492][bookmark: _Toc37838398][bookmark: _Toc38704281]Figure 51: New Case with FMP.001 as the reference

Figure 52 sets out further information for the case file’s creation such as the expert’s details which would be required if the case went to court to establish which expert worked on the disk and was responsible for the findings together with their contact details should it be necessary to discuss the findings with them.
[image: ]
[bookmark: _Toc37672267][bookmark: _Toc37672381][bookmark: _Toc37672493][bookmark: _Toc37838399][bookmark: _Toc38704282]Figure 52: Examiner's Details Added

Figure 53 illustrates the type of data source that needs to be added to the case file. The VM was selected as the Linux disk was virtual.
[image: ]
[bookmark: _Toc37672269][bookmark: _Toc37672383][bookmark: _Toc37672495][bookmark: _Toc37838401][bookmark: _Toc38704283]Figure 53: Select Type of Data Source
Figure 54 shows the source of the data input, which is Ubuntu (Linux) and the .vmdk indicates that it is a virtual machine.
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[bookmark: _Toc37672270][bookmark: _Toc37672384][bookmark: _Toc37672496][bookmark: _Toc37838402][bookmark: _Toc38704284]Figure 54: Virtual Machine Linux Data Source

Figure 55 was where the ingestion modules were selected for Autopsy to examine, these analyse data from the data source – the Linux machine.
[image: ]
[bookmark: _Toc37672271][bookmark: _Toc37672385][bookmark: _Toc37672497][bookmark: _Toc37838403][bookmark: _Toc38704285]Figure 55: Ingestion Modules Choice

Autopsy created a database ready for the hard drive and all its component parts to be held, shown in Figure 56.
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[bookmark: _Toc38704286]Figure 56: Database Creation in Autopsy

[bookmark: _Toc36908974][bookmark: _Toc36908975][bookmark: _Toc38704168]Time and Date
Figure 57 is the screen capture of the time and date on the Linux machine and shows that this had not been tampered with, although there is a time difference of 3 minutes, covered in Chapter 2.3.
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[bookmark: _Toc37672272][bookmark: _Toc37672386][bookmark: _Toc37672498][bookmark: _Toc37838404][bookmark: _Toc38704287]Figure 57: Time and Date Difference

[bookmark: _Toc38704169]Results and Discussion: Analysis of Linux Disk
The logs were examined and analysed to ascertain if any changes had been made. The logs were either created by the Company’s IT Department in the course of their work or by an external attacker. They would be used to determine if there had been a breach and what had been done by the attacker.
Figure 58 illustrates the Ubuntu (Linux) source file imported into the Autopsy tool and highlights volume 2 where most of the changed logs were found.
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[bookmark: _Toc37672273][bookmark: _Toc37672387][bookmark: _Toc37672499][bookmark: _Toc37838405][bookmark: _Toc38704288]Figure 58: Files on the Linux Disk

[bookmark: _Toc36908976][bookmark: _Toc38704170]Exploit Logs
The exploit logs were analysed first. An exploit is a computer system attack that takes advantage of system vulnerabilities or even software code [124].
There were 64 exploit folders found under the exploitdb tab, shown in Figure 59 some with no entries, others with 45.  
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[bookmark: _Toc37672274][bookmark: _Toc37672388][bookmark: _Toc37672500][bookmark: _Toc37838406][bookmark: _Toc38704289]Figure 59: Excerpt of Exploitdb

Although there were many types of exploit in the directory, not all the exploits were used, the following is a list of some of the exploits that were found.
[bookmark: _Toc38704171]5.5.1	Camaleon 
Figure 60 shows the download of Camaleon which is a trojan as defined in Chapter 2.13.11. Camaleon can be used as a back door, meaning that they are downloaded and installed without the owner’s knowledge or consent and can be accessed from external devices [125]. They run silently in the background and can:
[image: ]
Common detection includes the pc working slower than normal and the home page having changed. Camaleon can change Internet settings or redirect searches to unwanted websites. There could be popups appearing or even emails that have been sent from the user’s account attaching viruses without knowledge or consent [125]. The file showing that this was installed, also shows that it was later deleted, Figure 60. This exploit falls under the External Remote Services MAF category.
[image: ]
[bookmark: _Toc37672275][bookmark: _Toc37672389][bookmark: _Toc37672501][bookmark: _Toc37838407][bookmark: _Toc38704290]Figure 60: Camaleon Exploit

[bookmark: _Toc38704172]5.5.2	Alchemy CMS 4.1 Exploit
Figure 61 details the downloading of Alchemy CMS 4.1, a cross-scripting exploit that was found, whereby cookie extraction and impersonation becomes possible or injection of client-side scripts into web browsers, making them attack/payload carriers, as explained in Chapter 2.13.15. This comes under the Defense Evasion section and the Steal Web Session Cookie under the Credential Access section of the MAF.


[image: ]
[bookmark: _Toc37672276][bookmark: _Toc37672390][bookmark: _Toc37672502][bookmark: _Toc37838408][bookmark: _Toc38704291]Figure 61: Alchemy Installation

[bookmark: _Toc38704173]5.5.3	Meterpreter Exploit
Meterpreter is an attack payload from Metasploit, discussed in Chapter 2.9.2 and 2.13.2 respectively, that provides an interactive shell for the attacker to explore the machine and execute code without triggering alarms. Most  attacks using specific payloads create new files that trigger antivirus software [126], [127] and because Meterpreter does not create the files it does not trigger the antivirus software. Figure 62 shows that Meterpreter was downloaded, so the intention was to launch an attack without triggering the antivirus software and alerting the IT Department that there was an attack happening and also sets out the executable code for the payload (attack). 
[image: ]
[bookmark: _Toc38704292]Figure 62: Meterpreter Exploit
Figure 63 documents the Metasploit Framework on the Company’s system.
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[bookmark: _Toc37672277][bookmark: _Toc37672391][bookmark: _Toc37672503][bookmark: _Toc37838409][bookmark: _Toc38704293]Figure 63: Metasploit Exploit
[bookmark: _Toc36908977][bookmark: _Hlk36819371][bookmark: _Toc38704174]5.5.4	NGINX Request Heap-Based Memory Corruption Exploit
Figure 64 depicts the NGINX Heap Corruption exploit, which is a critical vulnerability using buffer underflow where remote attackers can execute arbitrary code within the software or create a denial of service. 
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[bookmark: _Toc37672278][bookmark: _Toc37672392][bookmark: _Toc37672504][bookmark: _Toc37838410][bookmark: _Toc38704294]Figure 64: NGINX Exploit
[bookmark: _Toc38704175]5.5.5	Privilege Escalation via ‘Impersonate’
This exploit comes under the Privilege Escalation section in the MAF. This feature allows the escalation of privileges of authenticated user to Administrator via a critical security issue as illustrated in Figure 65 [128].
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[bookmark: _Toc38704295]Figure 65: Privilege Escalation

[bookmark: _Toc38704176]Secure Shell Protocol 
[bookmark: _Hlk37516304]Secure Shell (SSH) Protocol is a secure, encrypted connection whereby system administrators can communicate between client and server, remotely control computers and even transfer files [129]. Linux machines do not have SSH Servers by default so one was installed to allow remote access. Figure 66 illustrates that openssh-server was created and subsequently deleted.
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[bookmark: _Toc37672279][bookmark: _Toc37672393][bookmark: _Toc37672505][bookmark: _Toc37838411][bookmark: _Toc38704296]Figure 66: OpenSSH-Server 
To get the ssh daemon to start automatically on boot-up it was configured with ‘update-rc.d -f ssh enable 2 3 4 5’ which listens on the 0.0.0.0 address [130]–[132]. This was found as per Figure 67 in the root file.  The system needs to be rebooted before it will work.
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[bookmark: _Toc37672280][bookmark: _Toc37672394][bookmark: _Toc37672506][bookmark: _Toc37838412][bookmark: _Toc38704297]Figure 67: Open SSH on Start-up

[bookmark: _Toc36908978][bookmark: _Toc38704177]Daemon Logs
Daemon logs were investigated as they show information about running systems and application daemons, programs that usually run in the background.
Figure 68 illustrates “The canary thread is apparently starving” which is a warning that the rtkit threads are not allowing other threads and processes to get enough processor time and rtkit is monopolising the Central Processing Unit which does not allow real-time priority processes to be carried out. Three threads were demoted to allow other processes to run quicker.
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[bookmark: _Toc37672281][bookmark: _Toc37672395][bookmark: _Toc37672507][bookmark: _Toc37838413][bookmark: _Toc38704298]Figure 68: Daemon Logs (i)

User 132 was found, and it was confirmed by the Company’s IT Department that this is not an official username, so any log found using this account was not authorised. Figure 69 illustrates that priority for processing threads is given to ‘user 132’ at nice level minus 11 and RT priority 5. This is connected to the scheduler that controls what thread is executed and for how long, minus 20 gets the highest priority whilst plus 100 is the lowest. 
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[bookmark: _Toc37672282][bookmark: _Toc37672396][bookmark: _Toc37672508][bookmark: _Toc37838414][bookmark: _Toc38704299]Figure 69: Priority given to User 132


[bookmark: _Toc36908979][bookmark: _Toc38704178]Authentication Logs
Figure 70 shows the documents in the /var/log list. The auth.log (authentication logs) were of interest as they track authorisation requests, including failed log-in attempts. 
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[bookmark: _Toc37672283][bookmark: _Toc37672397][bookmark: _Toc37672509][bookmark: _Toc37838415][bookmark: _Toc38704300]Figure 70: var/log/auth.logs

Brute force attacks use dictionaries or algorithms that repeat alpha numerical combinations until one is found as detailed in Chapter 2.13.12. Brute force attacks use a lot of processing power which is why priority was given to user 132. Figure 71 illustrates brute force attempts to log in via ports 56716, 56680 and many more which failed as they had not yet found the correct password. The attacker has chosen non-standard ports to try and avoid proxies or firewalls that have not been configured correctly and relates to ‘Uncommonly used Port’ for Command and Control under the MAF. There are at least 20 attempts at 7:45:32 so this had to have been done with a password cracker such as Ophcrack. It is noteworthy that the user has access to and was using ‘root’. This is a Credential Access attack under the MAF.
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[bookmark: _Toc37672285][bookmark: _Toc37672399][bookmark: _Toc37672511][bookmark: _Toc37838417][bookmark: _Toc38704301]Figure 71: Login Attempts using Different Ports
[bookmark: _Toc36908980][bookmark: _Toc38704179]DPKG Logs
DPKG is a package manager that can install, build and remove packages but it cannot automatically download and install them [133]. DPKG logs are kernel logs for packages that have been installed or removed using dpkg commands, shown in Figure 72. These were checked to determine what software packages had been downloaded/installed. The software packages that were installed are set out in Chapter 5.15.
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[bookmark: _Toc37672286][bookmark: _Toc37672400][bookmark: _Toc37672512][bookmark: _Toc37838418][bookmark: _Toc38704302]Figure 72: DPKG Log
5.9.1	DPKG Diversions
Figure 73 was taken from the var/backups/dpkg.diversions.0 log. File diversions are used to force dpkg packages to install outside their normal package installation areas, making it difficult for IT Departments to discover that they had been installed [134].
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[bookmark: _Toc37672287][bookmark: _Toc37672401][bookmark: _Toc37672513][bookmark: _Toc37838419][bookmark: _Toc38704303]Figure 73: DPKG Diversions
Figure 74 illustrates that Wireshark the network protocol analyser has been disabled. This would stop an administrator being able to see any network traffic which could identify for example, Ophcrack being used.
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[bookmark: _Toc37672288][bookmark: _Toc37672402][bookmark: _Toc37672514][bookmark: _Toc37838420][bookmark: _Toc38704304]Figure 74: Wireshark Disabled

[bookmark: _Toc36908981][bookmark: _Toc38704180]ShellCode
Figure 75 illustrates the shellcode with bind instructions, explained in Chapter 2.13.3 that can bypass the firewall using socket connections. This was bound on the Transmission Control Protocol ‘TCP’ Port 8000 which is commonly used for VMware applications, audio streams and as an alternate HTTP port, although some firewalls use it for HTTP web administration [135]. 
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[bookmark: _Toc37672289][bookmark: _Toc37672403][bookmark: _Toc37672515][bookmark: _Toc37838421][bookmark: _Toc38704305]Figure 75: ShellCodes with Bind Instructions

[bookmark: _Toc36908989][bookmark: _Toc38704181]Debconf
Debconf is a database of questions that puts the answers in a package stored in dpkg/info. Figure 76 is an excerpt of a list of 9,221 dpkg files that have been questioned and the answers reviewed, and many have subsequently been deleted. The deletions are categorised in the MAF under the Obfuscated Files or Information section.
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[bookmark: _Toc37672290][bookmark: _Toc37672404][bookmark: _Toc37672516][bookmark: _Toc37838422][bookmark: _Toc38704306]Figure 76: DPKG Info

[bookmark: _Toc36908990][bookmark: _Toc38704182]ETC Folder
The /etc folder is a central location for all the system configuration files [136]. Figure 77 shows 354 files that have been changed, such as ipsec.conf.dpkg-new and then deleted to remove any trace of what changes have occurred in the configuration system. This falls under the Obfuscated Files or Information section in the MAF.
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[bookmark: _Toc37672292][bookmark: _Toc37672406][bookmark: _Toc37672518][bookmark: _Toc37838424][bookmark: _Toc38704307]Figure 77: ETC Folder

[bookmark: _Toc36908991][bookmark: _Toc38704183]Free Desktop Account
Figure 78 illustrates the attempts to get the ‘user list’ from ‘freedesktop account’. The user list is populated with the names and unique ID numbers of users as they would appear in a Passwords window. This is a definite attempt to get user information and falls under the Account Discovery category of the MAF.
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[bookmark: _Toc37672293][bookmark: _Toc37672407][bookmark: _Toc37672519][bookmark: _Toc37838425][bookmark: _Toc38704308]Figure 78: Freedesktop User List

[bookmark: _Toc38704184]Software Package Installations
[bookmark: _Toc36908982][bookmark: _Toc38704185]5.15.1	Access Control Lists
Figure 79 is an excerpt from the log var/backups/dpkg.status and shows that an ‘ACL’ package was installed that allows the manipulation of access control lists, discussed in Chapter 2.3.  Figure 79 also shows the successful installation of adduser. This allows for the creation and removal of new users, giving privilege access that they would need to be able to move and do things in the same was as an administrator (Chapter 2.13.4). The MAF has classified this as Account Manipulation under the Credential Access and Persistence section.
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[bookmark: _Toc37672294][bookmark: _Toc37672408][bookmark: _Toc37672520][bookmark: _Toc37838426][bookmark: _Toc38704309]Figure 79: Access Control List Program Installation
[bookmark: _Toc36908983][bookmark: _Toc38704186]5.15.2	The Advanced Linux Sound Architecture Package
[bookmark: _Hlk37516317]The Advanced Linux Sound Architecture (ALSA) Topology configuration package was installed as illustrated in Figure 80. ALSA is used for audio input and output hardware, it can capture digital audio [136]. Figure 80 also shows the installation of the Alsa Use Case Management program for the audio drivers to start listening to various types of audio devices, from recorded meetings, telephone calls, Bluetooth connections to headphones and many more [135].
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[bookmark: _Toc37672295][bookmark: _Toc37672409][bookmark: _Toc37672521][bookmark: _Toc37838427][bookmark: _Toc38704310]Figure 80: ALSA Programs Installed

PulseAudio works in conjunction with ALSA and works like a proxy between Linux and Windows that can send sound data between computers. Figure 81 shows that pulseaudio.socket was a success and that it was used with user 132. This is categorised in the MAF as Audio Capture within the Collection of data section.
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[bookmark: _Toc38704311]Figure 81: PulseAudio Succeeded
[bookmark: _Toc36908984][bookmark: _Toc38704187]5.15.3	Aircrack-ng
[bookmark: _Hlk37516330]Figure 82 shows an excerpt from the log var/backups/dpkg.status.0 displaying the installation of a Wired Equivalent Privacy/WiFi Protected Access (WEP/WPA) – also known as Wi-Fi Security Key - cracking tool that can recover a password key either by gathering encrypted packets and backtracking or by brute force. It can also take power for the cracking process from other threads. This was illustrated in Figure 63 ‘canary thread starving’ in Chapter 5.8.
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[bookmark: _Toc37672296][bookmark: _Toc37672410][bookmark: _Toc37672522][bookmark: _Toc37838428][bookmark: _Toc38704312]Figure 82: Cracking Tool Installation

[bookmark: _Toc36908985][bookmark: _Toc38704188]5.15.4		Amass
Figures 83 and 84 set out the installation of a package called ‘amass’ that is used for network mapping which will allow the attacker to understand the layout of the physical connections within the Company’s network. It also contains DNS enumeration which is used to locate DNS servers together with their corresponding records. These servers contain computer names, usernames and IP addresses of the targeted systems, Chapter 2.13.12. These two attacks fall under the Discovery sector of the MAF.
 

[image: ]

[bookmark: _Toc37672297][bookmark: _Toc37672411][bookmark: _Toc37672523][bookmark: _Toc37838429][bookmark: _Toc38704313]Figure 83: Installation of Amass with Wordlists and DNS Name Altering Capacities

Amass is also used for information gathering and can collect data from a variety of sources as set out in Figure 84:
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[bookmark: _Toc37672299][bookmark: _Toc37672413][bookmark: _Toc37672525][bookmark: _Toc37838431][bookmark: _Toc38704314]Figure 84: Amass Information Gathering Techniques
[bookmark: _Toc36908986][bookmark: _Toc38704189]5.15.5		The Apache HypterText Transfer Protocol Web Server Program
Figure 85 illustrates an httpd Apache HypterText Transfer Protocol Web Server program with the provision of httpd-cgi. This is a Common Gateway Interface that defines how a web server interacts with external content-generating programs thus allowing dynamic content to be uploaded on the web site [129]. This could allow trojans, worms or virus to be placed on the website to be downloaded by the Company’s clients without their knowledge, known as watering holes, Chapter 2.13.7.
Figure 85 also reveals that a ssl-cert is recommended. This means that the Secure Sockets Layer, encryption protocols, are not being currently used. The encryption protocols are used on the Internet to provide secure information exchange and certificate information, giving the user assurance concerning the identity of the website [93].
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[bookmark: _Toc37672300][bookmark: _Toc37672414][bookmark: _Toc37672526][bookmark: _Toc37838432][bookmark: _Toc38704315]Figure 85: Apache HTTPD Installation

[bookmark: _Toc36908987][bookmark: _Toc38704190]5.15.6		GNOME Virtual File System and GnuPG Cryptographic Agents
[bookmark: _Hlk37516376]Figure 86 shows that GNOME Virtual File Systems (GVFS) were mounted and a certificate management daemon was employed [137] under ‘user 132’. GVFS allow for access to remote resources for files and folders using many different protocols eg http, ftp, obexftp. It can also monitor devices and volumes of interest on remote machines [138].
A GnuPG cryptographic agent which can be seen being installed successfully in Figure 86 is like the TCP/IP pipe which is bi-directional, and a server listens for a connection from clients and accepts them. They do not have a port number and IP address, instead they have a file name that acts as their address. Applications that do not normally use networks can open/read or write data directly to the server rather than the disk [139]. This falls under the Data from Local System under the MAF.
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[bookmark: _Toc37672301][bookmark: _Toc37672415][bookmark: _Toc37672527][bookmark: _Toc37838433][bookmark: _Toc38704316] Figure 86: Daemon Logs (ii)

[bookmark: _Toc36908988][bookmark: _Toc38704191]5.15.7	Assistive Technology Service Provider Interface
[bookmark: _Hlk37516394]The Assistive Technology Service Provider Interface (AT-SPI) system is loaded successfully which could allow screen-reading and scripting interfaces that can interact and query graphical user interfaces, Figure 87 [139]. This could be used in conjunction with the ALSA program.

[image: ]
[bookmark: _Toc37672302][bookmark: _Toc37672416][bookmark: _Toc37672528][bookmark: _Toc37838434][bookmark: _Toc38704317]Figure 87: GPG-Agent Browser Socket Success
Figure 88 has ‘user 132’ listening for the passphrase to the web browser and ‘ssh’ so that they could be captured [140]. It can also be seen that the user is listening on D-Bus User Message Bus Socket and reaches the targeted socket. 
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[bookmark: _Toc37672303][bookmark: _Toc37672417][bookmark: _Toc37672529][bookmark: _Toc37838435][bookmark: _Toc38704318]Figure 88: Listening on Web Browser
[bookmark: _Toc36908992][bookmark: _Toc38704192]‘Root’ Directories
Root is a special account in Linux and is used for system administration. It is the most privileged user and can access all commands and files, including installing software, file ownership changes and much more [135]. Account manipulation has taken place, Figures 89 and 90, from the .bash file show that the move (mv) command has been used to change the placement of the Alpha documents and placed into a file called Root/documents/Alpha. Other directories have been created - ‘Beta’, ‘Charlie’, ‘Delta’ and ‘Hotel’ using the make directory command (mkdir). The ftp command is then used to send these directories to an external source: 192.168.0.5 port 2121. The exfiltrated documents are what the attacker was looking for.
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[bookmark: _Toc37672304][bookmark: _Toc37672418][bookmark: _Toc37672530][bookmark: _Toc37838436][bookmark: _Toc38704319]Figure 89: Making Directories and Exfiltration

Figure 90 shows the use of the rm command to remove the folders after sending them using the File Transfer Protocol (ftp) followed by the IP address to where they were sent together with the port number, in this case 2121. Also contained in the list of removed documents is an SQL dump which would contain a record of table structures from a database – usually used for database backups.
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[bookmark: _Toc37672305][bookmark: _Toc37672419][bookmark: _Toc37672531][bookmark: _Toc37838437][bookmark: _Toc38704320]Figure 90: Removing Directories after Exfiltration








[bookmark: _Toc36908993][bookmark: _Toc38704193]Ophcrack
Figure 91 details the Ophcrack application which is a password cracker for Windows using Rainbow Tables[footnoteRef:6] and was installed on the Company’s Linux Server to enable the Windows Server to be breached. This was done just after the Wireshark application was disabled to stop this breach being noticed by the administrator. [6:  When passwords are encrypted it is extremely difficult for them to be decrypted. Once encrypted it is the encrypted password that is checked against a stored hash value for validity. Rainbow Tables are a database that stores plain text passwords with their corresponding hash values, and it is the hash values that are checked against the password entries.] 
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[bookmark: _Toc37672306][bookmark: _Toc37672420][bookmark: _Toc37672532][bookmark: _Toc37838438][bookmark: _Toc38704321]Figure 91: Ophcrack


[bookmark: _Toc36908994][bookmark: _Toc38704194]Windows Disk Analysis
[bookmark: _Toc38704195]5.18.1	Creation of FTK File
The Windows Disk was examined using the FTK Imager tool. The disk was imported into the FTK suite. Figure 92 documents the evidence being brought into case FMP.001 as evidence number 2 (the Linux disk was evidence number 1) with the examiner details and description making the evidence unique. The selection of the source path is also  illustrated.
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[bookmark: _Toc37672307][bookmark: _Toc37672421][bookmark: _Toc37672533][bookmark: _Toc37838439][bookmark: _Toc38704322]Figure 92: FTK importing Windows Disk

Figure 93 documents the creation of the disk image within FTK. The destination folder for the disk image was selected together with the image filename.
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[bookmark: _Toc37672308][bookmark: _Toc37672422][bookmark: _Toc37672534][bookmark: _Toc37838440][bookmark: _Toc38704323]Figure 93: Windows Import Finalised

[bookmark: _Toc38704196]Time and Date
Once it was apparent that there had been a breach on the Windows system, as found with the Ophcrack on the Linux system, the time difference was checked with the main operating system and was found to be at 5.49 AM on 11 March 2020 whilst UTC was 12.49 on 11 March 2020, Figure 94. Therefore, it is confirmed that the hard drive under examination is 7 hours in advance of UTC. 
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[bookmark: _Toc37672309][bookmark: _Toc37672423][bookmark: _Toc37672535][bookmark: _Toc37838441][bookmark: _Toc38704324]Figure 94: Time and Date Difference
[bookmark: _Toc38704197]Results and Discussion: Analysis of Windows Disk
The Windows disk was examined using both FTK Imager and Autopsy toolkits.
[bookmark: _Toc38704198]5.20.1	Exfiltrated Folders
The folders and documents that were exfiltrated using the Linux system were looked for on the Windows system. Figure 95 shows that the folders were on the system and had been deleted. However, the files contained within the folders had not just been created and had been on the Company’s system for some time, this constitutes exfiltration and impact through data deletion under the MAF. 
Lateral Movement within the system as defined in the MAF is now confirmed as the attacker went from the Linux to the Windows machine.
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[bookmark: _Toc37672310][bookmark: _Toc37672424][bookmark: _Toc37672536][bookmark: _Toc37838442][bookmark: _Toc38704325]Figure 95: Exfiltrated Folders
[bookmark: _Toc38704199]5.20.2	Djoin.exe
Djoin.exe is an executable, meaning that the OS detects that it runs a program. Djoin allows offline domain joins on the reboot of a computer. As this file has been deleted it is impossible to recreate what domain was connected. Figure 96 documents the Djoin.exe. This would be a Web Service issue under the Command and Control Section of the MAF.
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[bookmark: _Toc37672311][bookmark: _Toc37672425][bookmark: _Toc37672537][bookmark: _Toc37838443][bookmark: _Toc38704326]Figure 96: Djoin.exe

[bookmark: _Toc38704200]5.20.3	MpAsDesc.dll.mui
The MpAsDesc.dll.mui was found after a keyword search on the word ‘exploit’. Some websites suggest that this is a trojan (outlined in Chapter 2.13.11) whilst others have said that it is part of the Windows Defender system. [141] states that this trojan causes the computer to freeze or become extremely slow, give application errors, destroy file systems and more. On investigation into the program it details that it contains Adware, Spyware and much more as outlined in Figure 97.
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[bookmark: _Toc37672313][bookmark: _Toc37672427][bookmark: _Toc37672539][bookmark: _Toc37838445][bookmark: _Toc38704327]Figure 97: Exploit

On further investigation, Figure 98, it becomes clear that the details included within the program suggest that ‘This program is dangerous’ and

· records user activity
· silently informs a server when it has been installed
· self-propagates over a network connection
· monitors user information such as keystrokes
· can hide programs or bypass security.

The program also suggests that it be put in ‘quarantine’ and ‘removed’. As the details are difficult to read in Figure 98, Figure 99 was created and is a copy.
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[bookmark: _Toc38704328]Figure 98: MpAsDesc.dll.mui Exploit

[image: ]
[bookmark: _Toc38704329]Figure 99: Exploit Details

[bookmark: _Toc38704201]5.20.4	KTMUTL.exe
The ktmutl.exe file is the Kernel Transaction Management Utility and has been deleted to cover up the fact that it could be linked to a zero-day attack (Chapter 2.13.6) known as CVE-2018-8611 and comes under Enterprise in the MAF, Figure 100.
CVE-2018-8611 is a race condition that is present in the Kernel Transaction Manager due to improper processing of transacted file operations in kernel mode.  This vulnerability … can lead to a full Remote Command Execution exploit chain … in web browsers [142].
It creates running issues on devices if it is disabled or deleted as it is used by computer programs to enable them to work correctly [143].
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[bookmark: _Toc37672315][bookmark: _Toc37672429][bookmark: _Toc37672541][bookmark: _Toc37838447][bookmark: _Toc38704330]Figure 100: Deletion of Kernel Transaction Management File
[bookmark: _Toc38704202]5.20.6	User Content Suspected
Autopsy flags different types of possible issues, Figure 101. The folder called ‘User Content Suspected’ selects files that have EXIF (Exchangeable Image File) metadata. EXIF metadata can be manipulated so Autopsy brings this to the attention of the investigator so that it can be examined to check if it is what it says it is [144]. In this case all the photographs were images that had no issues.
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[bookmark: _Toc37838449][bookmark: _Toc38704331]Figure 101: User Content Suspect
[bookmark: _Toc38704203]5.20.7	Extension Mismatch Detected
Figure 102 illustrates extension mismatch detection whereby the file called CNBE4_0.DAT instead of being a .DAT file is a .jpg. This means that instead of being a file that stores generic information on an application it is in fact a gif file which is an image. This could be a way of hiding images. The .bmp file is another type of image that is a bitmap file that contains graphic data that can be used independently to display devices [144].
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[bookmark: _Toc37838450][bookmark: _Toc38704332]Figure 102: Extension Mismatch Detected
[bookmark: _Toc38704204]5.20.8	Encryption Suspected
Figure 103 documents the documents that have been encrypted. Autopsy selects these files as there is a high entropy, meaning that the measure of randomness is too high suggesting encryption [144]. This is interesting to forensic investigators as data is usually encrypted before being exfiltrated.
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[bookmark: _Toc37838451][bookmark: _Toc38704333]Figure 103: Encryption Suspected
[bookmark: _Toc38704205]Conclusion & Timeline
The investigation took place on both a Linux and a Windows operating system and metadata were found on both that indicated an attack had taken place. This metadata was extracted, analysed, and correlated to create a timeline of events.
There was a definite breach of the Company’s network when the Camaleon, the HTTP Remote, ShellCode Binding, CSRF and Alchemy exploits were downloaded/installed on 15 February 2020. Alchemy and Camaleon are trojans that allow ‘back door’ entry into the network from a remote device. This was where the attack initially started on the Linux machine illustrated in Figure 104.
This would have caused the Company issues such as slower working of PCs, change of Internet settings, unwanted popups and many more. The cross-scripting software in Alchemy would allow for payloads to be set up to be triggered when their web page was accessed. This is known as a watering hole type attack where the CSRF exploit was used.
HTTP remote exploit would allow the attacker to pretend to be a legitimate client and let HTTP server vulnerabilities be exploited.
The Shellcode binding would allow the firewall to be bypassed by binding with the socket connection on TCP Port 8000, commonly used for HTTP web administration.
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[bookmark: _Toc37672317][bookmark: _Toc37672431][bookmark: _Toc37672543][bookmark: _Toc37838452][bookmark: _Toc38704334]Figure 104: Timeline for 15 February 2020

Figure 105 documents the MpAsDesc trojan being installed and this can record user activity, inform a server, self-propagate over network connections, monitor user information eg keystrokes, hide programs or bypass security. The Djoin executable joint offline domains after reboot and a new guest user was added that required no password.
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[bookmark: _Toc37838453][bookmark: _Toc38704335]Figure 105: Timeline of 21 February

The 3 March is set out in Figure 106. This shows the installation of a SSH Server as there is not one in the system by default. This will allow remote communication between the ‘attacker’ and the server. 
This was followed by a manipulation in the Access Control List (ACL) which would allow privilege escalation that change permissions, giving access to the Company’s entire network. 
The ACL used in conjunction with Adduser would allow a user to be installed at any level of privilege and allow ‘root’ access, for the creation and removal of any object wherever they wanted to in the Company’s network from Human Resources, for personnel data to the accounts department or client data.
Alsa was installed and used for audio input and output. Used in conjunction with the Alsa Use Case Management, listens to any audio from Bluetooth to headphones, telephone calls and much more.
Aircrack is used to crack WiFi Security Keys. Amass maps the network to find out what ports are open and can be used for exfiltration. It is also used for DNS enumeration for brute force password attacks.
The Apache HyperText Transfer Protocol used in combination with the Common Gateway Interface can allow dynamic content to be uploaded on the Company webserver, such as trojans, worms or virus.
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[bookmark: _Toc37838454][bookmark: _Toc38704336]Figure 106: Timeline 3 March Software
Figure 107 covers the first part of 8 March and  illustrates that the Daemon control files were looked for. It was at this point that user 132 (an unknown user) was first found to have been given priority over the processing threads. Thumbnails were used as they are a quicker way of looking through data. 
DPKG package manager was installed that can install, build, and remove packages. This was followed by software packages downloaded with diversions being set up to place the package details outside of their usual installation wrappers. 
Wireshark the network packet tracer was disabled to allow Ophcrack to brute force password attack the Windows machine using a Rainbow Table. This was subsequently disabled. A login session was then removed.
User 132 uses GnuPG for access to remote resources using http, ftp and more, followed by GnuPG Cryptographic Agent where the server listens for connections.
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[bookmark: _Toc37838455][bookmark: _Toc38704337]Figure 107: Timeline 8 March
Figure 108 details the second timeline of 8 March. There is a log of failed port access attempts whereby the attacker tried to log into various ports by brute force but had not yet found the correct password.
The attacker was then found to be successful in using the GnuPG to listen for passphrases to both the web browser, the network certificate management daemon, the debconf communication socket and a restricted area.
The AT-SPI was then introduced to provide screen-reading and scripting interfaces that can interact and query graphical user interfaces.
The ssh daemon was then configured to open automatically after a reboot.
Folders were then created in Linux namely, Beta, Charlie, Delta and Echo, which were exfiltrated and then deleted.
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[bookmark: _Toc37838456][bookmark: _Toc38704338]Figure 108: Timeline for 8 March continued

Hundreds of files were deleted from the system, some were during the normal course of events but others were noteworthy such as those set out in Figure 109. 
The creation and deletion within Windows of the Beta, Charlie, Delta and Echo folders that were later exfiltrated through the Linux system to the attacker.
The ktmutl.exe which is the Kernel Transaction Manager that was either used as a zero day attack or remote command execution exploit chain that it used in web browsers.
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[bookmark: _Toc37838457][bookmark: _Toc38704339]Figure 109: Deleted Files with No Timestamps

The conclusions were put into a report and sent to the Company to let them know that a cyber-attack had taken place on their devices. An invoice was created and sent to Manes Winchester as set out at Appendix XI.




[bookmark: _Toc34141342][bookmark: _Toc36908997][bookmark: _Toc38704206]CONCLUSIONS & RECOMMENDATIONS
[bookmark: _Toc34141343][bookmark: _Toc36908998][bookmark: _Toc38704207]6.1	Summary
The project was written to set out what was explored when using forensic evidence correlation, metadata extraction and analysis to construct an accurate timeline of events. Methodology was studied to guide the author in how to conduct a project of this magnitude in a scholarly fashion. 
The aims and objectives were to assist in making the project a success by researching the background information required to conduct the experiment. This included researching forensic investigators and their tools, the possible misinterpretation of data and its impact. Cyber-attacks and the psychology behind their intentions needed to be researched to understand how they would move through any attacked system. Once all this information had been examined an experiment took place.
The design of the experiment ensued, and a testbed was created on which an attack could be launched. An expert did an attack so that the experiment was run scientifically. 
The author was disappointed that the timeline needed to be created manually as the difficulties faced using the Linux based Plaso (Log2Timeline) were too many to be conquered during the limited time. 
[bookmark: _Toc34141344][bookmark: _Toc36908999][bookmark: _Toc38704208][bookmark: _Toc34141345]6.2	Conclusion
The main objective of this project was a success because forensic evidence, correlation, metadata extraction and analysis were used to construct an accurate timeline of events from two hard drives. 
Despite all the problems that were faced such as the procurement of the hard drive and the contingency plan to be implanted the project went ahead virtually to time. 
[bookmark: _Toc36909000][bookmark: _Toc38704209]6.3	Recommendations for Further Research
The author realises the limitations of research within the project timelines. The idea of an automated timeline of events is not new and the author thinks that Supertimelines could well be created in the future with the use of Big Data Mining, Quantum Computing and Machine Learning. These would have been ideal areas to have explored.
[bookmark: _Toc34141346][bookmark: _Toc36909001][bookmark: _Toc38704210]REFLECTIONS
0. [bookmark: _Toc323292954][bookmark: _Toc34141347][bookmark: _Toc36909002][bookmark: _Toc38704211]Reflection Statement
The author came across this quote and it summed up their experience of the final major project very well:
[image: ]
There have been a lot of skills that have coalesced to achieve the project, and this will be useful in career planning.
[bookmark: _Toc36909003][bookmark: _Toc38704212]Lessons Learnt 
Dealing with one major project was quite daunting but fitting in the other modules around it was extremely challenging. Time management was handled quite well, although it would have been easier if the compromised hard drive had been available as planned as it took quite a while to realise that it would not be there and the contingency plan could have been implemented over a month earlier. The author did, however, use this waiting period to work on the other modules.
[bookmark: _Toc36909004][bookmark: _Toc38704213]Things that could be done differently
The literature review could have been a lot better if the correct type of papers were identified earlier. The forensic investigative procedures should have been examined a lot earlier in the procedure as the literature review initially started with the attacks and hackers in general. There was a lot of changes made to the report at the end and this could have been done earlier so that not quite so many changes were required at the end of the project.
[bookmark: _Toc36909005][bookmark: _Toc38704214]Barriers experienced 
The biggest barrier was the need to try to have understand everything before starting rather than learning as time went by and finding things only when each piece of the puzzle was required.
Other barriers were understanding different software such as Linux as there was no experience of Linux before this project, Autopsy, FTK and in-depth understanding of the file systems in Linux also had to be learned. There was a disappointment in the implementation of Log2Timeline Plaso in Linux as this was not achievable in the timeframe.
[bookmark: _Toc36909006][bookmark: _Toc38704215]Positives
Keeping the drive to finish the project in a timely manner, even when the deadlines approached. Sticking to the plan outlined in the Gantt Chart to get the work done on time. 
[bookmark: _Toc36909007][bookmark: _Toc38704216]Guidance to Future Students
The overall objective must always be kept in mind so that you do not get distracted by other avenues of interest. Do not hesitate to ask lecturers questions as they are available and have an amazing amount of knowledge that will assist you.
Choose a topic that you enjoy as you will spend many hours on it.
[bookmark: _Toc36909008][bookmark: _Toc38704217]Summary
Accomplishing this project was a major achievement for me. Making a successful project of this magnitude has helped my skillset in so many ways from multitasking to time management and I am sure that this will help me in my career at the end of the degree. 
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[bookmark: _Toc36908914][bookmark: _Toc34141290]File Carving
Extracting data that may have been hidden or deleted from areas such as unallocated or lost clusters and slack space is called file or data carving. Files have file headers and footer at the start and end of files and the data between these two points is extracted using different algorithms [146]. 
[bookmark: _Toc34141291][bookmark: _Toc36908915]Zeitline
Zeitline is a graphical time-line editor that was first released in 2005. It groups events into super-events. The data is structured around an event, which is the time when the event took place. The source of the event and a description is added. Events can contain sub-events. Zeitline suggests that the events be grouped, Figure 111 [72], [114]:
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[bookmark: _Toc37838459][bookmark: _Toc37672545][bookmark: _Toc37672433][bookmark: _Toc37672319][bookmark: _Toc38704341]Figure 111: Zeitline Event Grouping [72]
Events can be manually manipulated to move from one area to another in a drag-and-drop style. Event hierarchy is displayed in a tree-like view with collapsible areas to allow the investigator to focus on only one aspect. 
Zeitline is still under construction and despite the authors’ (CERIAS) reservations about its limited functionality is available to download from Sourceforge.net  [12], [66], [72], [113], [114], [147].
[bookmark: _Toc34141293][bookmark: _Toc36908917]Log2Timeline
Log2Timeline is a Super Timeline automatic artefact parser created by Kristinn Gudjonsson. This tool can recursively scan through an image (partition or physical) and extract artefact timestamps [112], [148]–[150], [127]. 

[bookmark: _Toc34141294][bookmark: _Toc36908918]SANS Investigative Forensic Toolkit
[bookmark: _Hlk37516429]The Ubuntu based SANS Investigative Forensic Toolkit (SIFT) is a live CD based tool that supports Advanced Forensic Format, Expert Witness Format, and RAW (dd) evidence formats. It incorporates a variety of other tools such as Scalpel for data file carving, log2timeline and Rifiuti. This system is also cross-compatible with Windows and Linux [73], [151].
[bookmark: _Toc34141295][bookmark: _Toc36908919]EnCase
There are two types of toolkit, EnCase Forensic Classic and EnCase Mobile with the mobile capable of acquiring data from 25 different types of mobile devices for example, smartphones, GPS, and tablets. EnCase Forensics 8.11 (Classic) comes with a media analyser which is an Artificial Intelligence (AI) technology that can scan and identify visual content in images that match up to 12 pre-defined categories of threat thus reducing processing time [152]. 
[bookmark: _Toc34141297][bookmark: _Toc36908921]Caine
[bookmark: _Hlk37516443]Computer Aided Investigative Environment (CAINE) is a forensic toolkit that is Linux based and can be used for network forensics, mobile forensics, and data recovery. It uses many open-source forensic tools. This also works with Autopsy [73],[153].
[bookmark: _Toc34141298][bookmark: _Toc36908922]CrowdStrike Crowd Response
This tool is a lightweight application that can be used to gather contextual information such as scheduled tasks, process lists or Shimcache, also known as AppCompatCache which is a component part of the Microsoft Application Compatibility Database used to identify application compatibility issues by the operating system [154]. It can also scan hosts for compromised systems or malware using YARA embedded signatures [73].
[bookmark: _Toc34141299][bookmark: _Toc36908923]Volatility
Volatility, as the name suggests, is a memory forensics framework. It is used for malware analysis and incident response allowing for digital artefact extraction from volatile memory (Random Access Memory) dumps. Information can also be extracted from running processes, network connections and open network sockets. The dynamic-link library (dll) loaded, cached registry hives, and process ids extraction are also part of its capabilities [73], [155]. 
[bookmark: _Toc34141300][bookmark: _Toc36908924]DSi USB Write Blocker
As mentioned in 2.2.7, write blockers are required to prevents write access. DSi USB blocks the write capability of USB devices to prevent the modification of evidence. 
[bookmark: _Toc34141301][bookmark: _Toc36908925]ExifTool
This is a command line application that will support a vast range of file formats although it specialises in image file types. It can be used for the analysis of suspicious files or static properties in host-based forensic investigations. It is very useful in extracting metadata [73].
[bookmark: _Toc34141302][bookmark: _Toc36908926]LastActivityView
LastActivityView is a very good tool to prove that a user or account performed an action. It will show what actions and/or events occurred on the device such as opening a file/folder, installing software or running an executable file [73].
[bookmark: _Toc34141303][bookmark: _Toc36908927]Other Forensic Toolkits
There are endless amounts of forensic toolkits that work well: Free Hex Editor Neo, Bulk Extractor, DEFT, Xplico, FireEye RedLine, PlainSight, HxD, HELIX3 Free, Paladin Forensic Suite, and USB Historian to name but a few [73].
[bookmark: _Toc34141304][bookmark: _Toc36908928]Network Forensic Tools
There are many tools for network forensic analysis. Some of the most used are as follows:
Wireshark
Wireshark is an open source network protocol analyser that can provide live capture inspection and offline analysis at a microscopic level. It is multi-platform to include Windows, Linux MacOS, Solaris and many more [156].
Niksun NetDetector Suite
This commercial network suite can reconstruct network activity with capture rates of 100 Gbps and is the first packet-capture-to-disk appliance. It can integrate packet capture, metadata generation with real-time indexing, it has signature and anomaly IDS and malware analytics that extend outside firewalls and IDS/IPS systems to recognize, resolve and thwart cyber-attacks [157].
Network Mapper (Nmap)
[bookmark: _Hlk37516485]Network Mapper known as Nmap is an auditing tool for discovering or security auditing networks. This tool will identify which devices are currently running, what hosts are available and detect open ports. Nmap can be used on single hosts or huge networks, including their subnets. Basically, it sends raw packets to system ports and listens for the responses. The responses indicate if the port is open, filtered (via a firewall) or closed. The response also indicates the Internet Protocol (IP) addresses and much more data allowing network attributes to be identified and a network profile or map to be created with a software and hardware inventory [158], [159].
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[bookmark: _Toc37672323][bookmark: _Toc37672437][bookmark: _Toc37672549][bookmark: _Toc37838460][bookmark: _Toc38704342]Figure 112: Counter Forensic Tool Signatures [78]

[bookmark: _Toc38704223]APPENDIX IV:  PHISHING
· Deceptive phishing: impersonating a legitimate organisation via email in order to steal login details or personal data eg a bank sending out an email suggesting that an attack has taken place on your account and suggesting that you follow the URL link to login and check. The link takes you to a false page where the hacker can copy the login credentials [160],[161].
· Spear phishing: is a more sophisticated targeted email scam where the hacker has knowledge of the victim’s details usually found on social media sites or LinkedIn. The end goal is the same with an URL link to follow or an attachment to open [161].
· Reverse Social Engineering uses three distinct elements: sabotage, advertising, and assistance. Sabotage comes in many forms from disconnecting someone from a network to software application issues. The attacker then advertises their ability to resolve the problem. During the process of correcting the issue, the victim is either asked for their password to access the problem or is told to download software to fix the problem. The software holds malicious code.
· CEO Fraud or Whaling attack. These emails are targeted at company Chief Executive Officers (CEO) and either steal their login credentials and once obtained, authorise financial transfers to the destination of their choice. In the USA they attempt to obtain W-2 Tax details including social security numbers, addresses and income [161], [162].
· Vishing in the same was as phishing emails only it is via the telephone where they impersonate executives to obtain data [161].
· Smishing is the use of text messages in the same way that emails would be used [161]. 
· Pharming uses domain name server[footnoteRef:7] cache poisoning to change the IP address that is associated with an alphabetical website. When the individual types in the correct address the domain name server redirects them to a false website [161]. [7:  Domain name servers convert alphabetical website names to IP (numerical) addresses [161]] 

· Pretexting is also a socially engineered attack where a scenario is devised to obtain personal data from the victim. This data is usually used for identity theft either personal or corporate, for example the impersonation of an IT auditor to gain unauthorised access to a computer, although it usually takes the form of a member of the HR or Financial Department [160].
· Baiting is similar to phishing, the only difference is that there is a promise of something in return eg free music or movie download to gain login credentials [160].
· Quid Pro Quo is like baiting, where a promise of a benefit is given in exchange for information. In a survey by Infosecurity Europe 2003 75% of people questioned gave out their password when asked to complete a questionnaire at London’s Waterloo Station in return for a pen. 15% of those who initially refused to give their passwords after rudimentary social engineering tactics were used, went on to give them to the interviewer [160], [163]. 



[bookmark: _Toc36909017][bookmark: _Toc38704224]APPENDIX V: MITRE ATTACK FRAMEWORK
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[bookmark: _Toc37838468][bookmark: _Toc38704343]Figure 113: Mitre Attack Framework (i)
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[bookmark: _Toc37838469][bookmark: _Toc38704344]Figure 114: Mitre Attack Framework (ii)


[bookmark: _Toc38704225]APPENDIX VI: VIRUSES
· Macro Viruses attach to application’s initialization sequences so that when the application is run the virus executes its macro first. Types of application include Word, Excel, or Microsoft. The virus can also replicate and infect other code within the system.
· File Infectors attach to executable (.exe) files. In the same way as the macro virus, when the executable file is run the virus is executed first.
· System of Boot-Record Infectors attach to the MBR on the hard disk. Once a system starts up the MBR is loaded and the virus is uploaded at the same time where it can spread to other parts of the system.
· Polymorphic Viruses are concealed via varying encryption and decryption cycles. 
· Stealth Viruses compromise malware detection software by taking over system functions. They can conceal file size, date, and time modifications to avoid detection, so that malware detection software will be deceived into reporting that there is no virus present. 


[bookmark: _Toc38704226]APPENDIX VII: MALWARE
· Logic Bombs are attached to applications and are triggered by a logical condition eg time or date.
· Droppers install viruses on computers and systems. It does not usually contain malware so will not be picked up by detection software, but it can connect to the Internet and download or update viruses that are already on the system.
· Ransomware blocks access to computer systems and the data contained therein until a ransom is paid. Some types of ransomware encrypt the files and will give the victim the decryption key once the ransom is paid.
· Adware displays adverts whilst programs are being run. This is usually downloaded automatically from some websites.
· Spyware is a program that collects information about computer users and their habits. Spyware tracks everything that happens on the system and sends this to a remote hacker. It can also be used to download and install other malware [101].



[bookmark: _Toc38704227]APPENDIX VIII: NETWORK INTRUSION DETECTION SYSTEMS
· Packet Sniffing use either hardware or software tools that capture data packets which are units that transmit data between network devices. Packet sniffing can track everything that is transmitted or received for example email content, receiver, what has been downloaded etc. Data can be saved as audit logs for later analysis. The tools themselves are passive insofar as they cannot influence the data by modifying it. However, they assist with penetration testing as vulnerabilities can be discovered in networks with packet sniffing for example clear text passwords, routing information, Media Access Control addresses, and IP addresses. Tools used include WireShark and TCPDump [102], [164]. 
· Mapping use tools such as Spiceworks to create a map of your network. They can also see bandwidth usage per machine and diagnose network problems. With these tools you can also get IP addresses and serial numbers [165].
· [bookmark: _Hlk37516509]Active attacks, where the attacker compromises the network usually include IP Spoofing, Address Resolution Protocol (ARP) spoofing and MAC spoofing. ARP spoofing and poising uses a tool called ETTERCAP and usually takes place during Man-in-the-Middle Attacks.
· IP Spoofing: convinces the attacked system that it is communicating with a trusted entity thereby allowing access to the network [101].
· [bookmark: _Hlk37516524]Smurf Attack: IP spoofing and the Internet Control Message Protocol (ICMP) is used in this attack. The ICMP echo requests a specific target address and would broadcast this to all the IPs in the network and generates large amounts of traffic creating congestion [101].
· Teardrop Attack. The Internet Protocol (IP) is used in this attack and the attacker uses the length and fragmentation offset fields and causes the sequential packets to overlap which confuses the system when it attempts to reconstruct them, thereby causing a system failure [101].
· Ping of Death Attack. The maximum size of an IP packet is 65,535 bytes. With this style of attack target systems are pinged with packets larger than the maximum size. When the packet is reassembled the buffer overflows and creates other crashes [101].
· [bookmark: _Hlk37516548]Denial of Service (DoS) and Distributed Denial of Service (DDoS) Attacks, are usually carried out with the assistance of botnets[footnoteRef:8], and send out huge amounts of traffic to a single destination machine with the intention of overwhelming the target or the surrounding infrastructure and system resources with a flood of internet traffic thereby crashing the website or service making them inoperable as demonstrated in Figure 115 [101], [166], [167].  [8:  Botnet is an infected network of private computers that are controlled without the owner’s knowledge to send spam.] 
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[bookmark: _Toc37672320][bookmark: _Toc37672434][bookmark: _Toc37672546][bookmark: _Toc30671099][bookmark: _Toc37838461][bookmark: _Toc38704345]Figure 115: DDoS attack by Botnets [103]

· UDP Flooding exploits servers by overwhelming the server with UDP packets. Whilst the server is checking to see if any programs are listening for requests at the specified port with the correct program the attacker sends more packets for it to identify. The server also replies to the initial request with an ICMP packet to let the sender know that the destination was unreachable as depicted in Figure 116 [101]. 
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[bookmark: _Toc37672321][bookmark: _Toc37672435][bookmark: _Toc37672547][bookmark: _Toc30671100][bookmark: _Toc37838462][bookmark: _Toc38704346]Figure 116: UDP Attack [101]
· [bookmark: _Hlk37516563]TCP SYN Flood Attack. This attack is structured in the same was as a DoS or DDoS attack and the attacker would flood the buffer space of a Transmission Control Protocol (TCP) handshake at the start of a session with connection requests but would not respond to the initiated requests. The victim’s system would ‘time out’ waiting for the response and the system would be unavailable for normal traffic and in time it would inevitably crash [101].
· Man-in-the-Middle Attacks occur when the hacker intervenes in a session between a client and network server. The attacker switches Internet Protocol address with that of the client and the server believes it is still in contact with the client so allows all communications to continue as shown in Figure 117 [101].
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[bookmark: _Toc37672322][bookmark: _Toc37672436][bookmark: _Toc37672548][bookmark: _Toc37838463][bookmark: _Toc38704347]Figure 117: Man-in-the-Middle Attack [101]
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[bookmark: _Toc34141354][bookmark: _Toc36909015][bookmark: _Toc38704228]APPENDIX IX: ORIGINAL GANTT CHART
[bookmark: _Toc37672325][bookmark: _Toc37672439]
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[bookmark: _Toc37672551][bookmark: _Toc37838464][bookmark: _Toc38704348]Figure 118: Original Gantt Chart (i)
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[bookmark: _Toc37672326][bookmark: _Toc37672440][bookmark: _Toc37672552][bookmark: _Toc37838465][bookmark: _Toc38704349]Figure 119: Original Gantt Chart (ii)
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[bookmark: _Toc37672327][bookmark: _Toc37672441][bookmark: _Toc37672553][bookmark: _Toc37838466][bookmark: _Toc38704350]Figure 120: Amended Gantt Chart (i)
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[bookmark: _Toc37672328][bookmark: _Toc37672442][bookmark: _Toc37672554][bookmark: _Toc37838467][bookmark: _Toc38704351]Figure 121: Amended Gantt Chart (ii)
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[image: ]
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Targeted files renamed with random characters. But all assigned the same 3-character
file extension of exclamation marks. Example:
8wVia7S2B39_nX_XI9Xfwi1DhrhS_Da_j.
Targeted files renamed with varying lowercase letters for both the filename and a three-
letter extension. Length of filename also varied. Example: fpubhmrwbgkpuydin.ydh.
Characters used to overwrite the data area varied from file to file, but this character is
repeated for the full space allocated to the file.

Filesystem metadata such as name, size and creation date are preserved for targeted
files, although data areas are wiped with NULLs.

Targeted files renamed with a six-digit numerical sequence that appears to be
incremented by one for every file wiped. The numbers are preceded by the initials SC.
The extension assigned was consistently T~P. Example: SC000043.T~P.

Targeted files renamed with groups of hexadecimal-format values, separated by
hyphens, in the pattern 4-2-2-2-6. The file extension was always "“.tmp”. Example:
4B282BCB-C34D-4147-ACFA-645F3D524B8D.tmp

Targeted files are renamed with 243 characters with no filename extensions. All except
the first 10 characters are pseudo-random combinations of lowercase letters. The first
10 characters are sequential numerals that appear to increment by one for every file
wiped. Example:
0000002825wtkdvjiiugvwgveodruvimdptxgpgfyrgnxpxyjajkgrienrnebnzhoshuyfzhdvzvvv
veszlikswlhgpwbetowmznlvzquveyvhkrkcidsmpgpijrxjgpzaxcffvdxynlixiikdnhgachijkuajmd
fdcvxbupesrwdyykgfckndbgwittwnyfmtcesftoxtyrnfdwwoblkpcvzwseokhydmevtvodbrwyv
vmewuoge

Targeted files renamed with pseudo-random combinations of capital letters of varying
lengths. File extensions are assorted capital letters also. Example: WEFOPSDFSQ.JKV. A
deleted, temporary file with the extension “.wip” was consistently created in the
volume’s root directory.
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INVOICE

Frey Forensic Investigations Ltd

1Q Building

Heol Ynys

SWANSEA

SA1BEW

No. 20135
10 April 2020

To:

Manes Winchester

Solicitors

169 East Ferry Road

LONDON, E14 384

Description Hours | Ratelhour | Amount

Forensic Examination of 2 hard drives

received from Manes Winchester

1x Windows 7 30 £70 2,100

1 x Linux 25 £70 1,750

Consultations 7 £40 160
Sub-Total 4010
VAT @20% | 802
Total 4812
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DOCUMENT TYPE AVERAGE PAGES per GB

Microsof Word Fles: a7
Emai fes 100099
Mirosof Excel Fies 165,791
Microsot PowerPaint Fis | 17,552
Image Fils 15477
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PROTECT the subject computer system during the forensic examination from any
possible alteration, damage, data corruption or virus infection.

DISCOVER all files on the subject system which includes existing normal files, deleted
yet remaining files, hidden files, password-protected files and encrypted files

RECOVER, as much as possible, files of discovered deleted files.

REVEAL, to the extent possible, the contents of hidden files as well as temporary file
or swap files used by both the application programs and the operating system

ACCESS the contents of protected or encrypted files if possible and legally
appropriate

ANALYZE all relevant data found in special and typically inaccessible areas of a disk
Thisincludes butis not limited to what is called ‘unallocated space on a disk (currently
unused, but possible the repository of previous data that is relevant evidence), as well
as ‘slack’ space in afile (the remnant area at the end of a file, in the last assigned disk
cluster, that is unused by current file data, but once again may be a possible site for
previously created and relevant evidence).

PRINTS out an overall analysis of the subject computer system, as well as a listing of
all possibly relevant files and discovered file data. Further, provides an opinion of the
system layout, the file structures discovered, any discovered data and authorship
information, any attempts to hide, delete, protect, encrypt information and anything
else that has been discovered and appears to be relevant to the overall computer
system examination

PROVIDE EXPERT REPORT / CONSULTATION and / or testimony as required. This
testimony would typically be required to prove the points of a case in a court of law.
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Officer safety - secure the scene and make it safe. If you reasonably believe
that the computer is involved in the crime you are investigating, take
immediate steps to preserve the evidence.

Do you have a legal basis to seize this computer (plain view, search
warrant, consent, etc.)?

Do not access any computer files. If the computer is off, leave it off. If it is
on, do not start searching through the computer. If the computer is on, go
to the appropriate sections in this guide on how to properly shut down the
computer and prepare it for transportation as evidence

If you reasonably believe that the computer is destroying evidence,
immediately shut down the computer by pulling the power cord from the
back of the computer.

If a camera is available, and the computer is on, take pictures of the
computer screen. If the computer is off, take pictures of the computer, the
location of the computer and any electronic media attached.

Do special legal considerations apply (doctor, attorney, clergy, psychiatrist,
newspapers, publishers, etc)?
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Descriptive metadata

For finding or understanding a resource

‘Administrative metadata
- Technical metadata
- Preservation metadata
- Rights metadata

- For decoding and rendering files
- Long-term management of files
- Intellectual property rights attached to content

Structural metadata

Relationships of parts of resources to one another

Markup languages

Integrates metadata and flags for other structural or
semantic features within content
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Seconds occupy 5 bits from offset 0, minutes occupy 6 bits from offset 5, and hours
occupy 5 bits from offset 11. These 5bits cannot store 60's so time must be
incremented in 2 s (even) intervals.

Days occupy 5 bits from offset 16, months occupy 4 bits from offset 21, and years
occupy 7 bits from offset 25 (counting from 1980)

Used for FAT file systems to record the Created, Modified and Last Accessed Date it
is often referred to as the MS DOS time/date format.
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Creation Time (C): This is the time the file was created (Carrier, 2006).
Modified Time (M): Time content of a file was last modified (Lee, 2015).
MFT modified Time (B): Time that the metadata of the file was last modified
(NTES) and is not showing in Windows under Properties. (Carrier, 2015).
Accessed Time (4): Approximate time file data was last accessed (Lee, 2015).
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network forensics is the use of scientifically proven techniques to collect,
fuse, identify, examine, correlate, analyze, and document digital evidence
from multiple, actively processing and transmiting digital sources for the
purpose of uncovering facts related to the planned intent, or measured
success of unauthorized activities meant to disrupt, corrupt, and or
compromise system components as well as providing information to assist
in response to or recovery from these activities
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Documents and Settings\POWN3D\My Documents\test.t:
Created Date: 5/3/2009 2:30:08 AM
Last Accessed: 5/3/2009 2:31:39 AM
Last Modified: 5/3/2009 2:30:36 AM
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File Path: C:\Documents and Settings\POWN3D\My Documents\test.txt
Created Date: 12/7/1999 7:00:00 AN
Last Accessed: 5/3/2009 3:11:16 AM
Last Modified: 12/7/1999 7:00:00 AM
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File Path: C:\Documents and Settings\POWNSD\My Documents\test.txt
Created Date: 1/1/1601

Last Accessed: 5/3/2009 3:21:13 An

Last Modified: 1/1/1601
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National Institute of Justice (NIJ), the Department of Homeland Security
(DHS), the Law Enforcement Standards Office (OLES) and the Information
Technology Laboratory (ITL). It receives support from the Federal Bureau
of Investigation, the US Department of Defense Cyber Crime Center, the
US Internal Revenue Service Criminal Investigation Division Electronic
Crimes Program, the Bureau of Immigration and Customers Enforcement
and the US Secret Service
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Social engineering actually deceives the person that has control over the
computer, [in order] to execute those instructions. When an industrial spy
or a hacker combines technical exploits, being able to find technical
vulnerabilities, and being adept at using influence to manipulate people,
makes for a very volatile mix
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Command shell payloads that enable users to run scripts

or random commands against a host

Dynamic payloads that allow testers to generate unique

payloads to evade antivirus software

Meterpreter payloads that allow users to commandeer
device monitors using VMC and to take over sessions or

upload and download files

Static payloads that enable port forwarding and

communications between networks
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wN

. The attacker injects a payload into the website’s database by

submitting a vulnerable form with malicious JavaScript content.

. The victim requests the web page from the web server.
. The web server serves the victim’s browser the page with attacker's

payload as part of the HTML body.

. The victim’s browser executes the malicious script contained in the

HTML body. In this case, it sends the victim's cookie to the attacker’s
server.

. The attacker now simply needs to extract the victim’s cookie when

the HTTP request arrives at the server.

. The attacker can now use the victim'’s stolen cookie for

impersonation.
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Worldviews
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Postpositivist RESEARCH APPROACHES  EXperiments)
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8 VMware Workstation Pro Setup - X

WORKSTATION

155

Welcome to the YMware Workstation Pro
Setup Wizard

The Setup Wizard wil install Vbware Workstation Pro on your
computer. Click Next to continue or Cancelto ex the Setup
Wizard,

Copyright 1998-2020 YMware, Inc. All rights reserved. This
product i protected by U.S. and international copyright and
ntellectual property laws. VMware products are covered by
one or more patents listed at:

hitp:fjwwms ymware.comigofpatents

#8 VMware Workstation Pro Setup. -

Custom Setup
Select the instalation destination and any addtionsl features.

Tnstall to:
C:|Program Files (xB6)\VMware|VMware Workstation|

[ Enhanced Keyboard Driver (a reboot il be required to use this feature)
‘This feature requires 10MB on your host drive.
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# VWMware Workstation Pro Setup - X #8) VMware Workstation Pro Setup - X

Ready to install VMware Workstation Pro @ Installing VMware Workstation Pro @

Please wait while the Setup Wizard installs Vtware Workstation Pro.

(Clek Install to begin the installation. Cick Back to review or change any of your
installation settings. Clck Cancel to ex the wizard.
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|48 VMware Workstation Pro Setup. - X

WORKSTATION

155

Completed the VMware Workstation Pro Setup
wizard

ik the Finsh button to ext the Setup Wizard.

Press the License button below f you want to enter a cense.
ey now.
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New Virtual Machine Wizard X ¢

Welcome to the New Virtual

vl Machine Wizard
WORKSTATION

PRO"
155 |e——

® Typical (recommended)
7 virtual machine

inafew easy steps.

O Custom (advanced)

Create a virtual machine with advanced
options, such as a SCSI controler type,
virtusl disk type and compatibilty with
older VMuware products.

<Back Next > Cancel

New Virtual Machine Wizard
Guest Operating System Installation
Avirtual machine islike a physical computer; it needs an operating
system. How will you install the quest operating system?
Install from:
Installr disc

No drives avalable v

O Instaler disc image file (iso):

Erowse...
® 1 will install the operating system later.
‘The virtual machine will be created with a blank hard disk.
\‘ Help <Back | [ Net> Cancel
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New Virtual Machine Wizard

Select a Guest Operating System

‘Which operating system will be nstaled on this virtusl machine?

Guest operating system

Blicrosoft Windows
Vhiware ESX
Oother

Version

Ubuntu

Help

<Back

Next >

X

Cancel

New Virtual Machine Wizard

Name the Virtual Machine
‘What name would you ke to use for this virtual machine?

<ok o
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New Virtual Machine Wizard X New Virtual Machine Wizard

Guest Operating System Installation
. b TaTated on th vetus maching?

A vrtusl machine is ke a physical computer; t needs an operating
system. How wil you stal the guest operatng systen?
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New Virtual Machine Wizard
Guest Operating System Installation

A virtual machine is ke a physical computer; it needs an operating
system. How willyou install the guest operating system?

Instal from:
Onstaller disc:
= DVDRW Drive (D:)

O1wil install the operating system later.
‘The virtual machine will be created with a blank hard disk.

Help <Back | [ Next> || cancel
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ing statistics for 192.168.253.2:
Packets: Sent = 4, Received - 4, Lost = 8 <Bx loss),
pproxinate round trip times in milli-seconds:
Mininum = Bns, Maximun = Bas, Average = Bns

:\Users\User>ping 192.168.253.129

[Pinging 192.168.253.129 with 32 bytes of data.

[Reply from 192.168.253.129: b TTL=64

[Reply from 192.168.253.12 i ns TIL=64
192.168.253.12" i ITL=64
192.168.253.12" ime = TTL=64

£or 192 168 253.129:

Packets: Sent = 4, Received = 4, Lost <8z loss).
Minimun = ims, Maximum = ims, Average
:\Users\User>ping 192.168.253.128

inging 192.168.253.128 with 32 bytes of data:
192.168.953.128: bytes=32 time<ims
192.168.253.128: hyte. tine=ins
192.168.253.128: hyte. tine=ins
192.168.253.128: hyte. tine=ins

Packets: Sent = 4, Received = 4, Lost = @ {8z loss),

Approxinate round trip times in milli-seconds:
Minimun = Bms, Maximun = ims, Average = Bns

\Users\User>
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Manes Winchester
Solicitors

169 East Ferry Road
LONDON

E14 3BA

15 March 2020

Frey Forensic Investigations Ltd
1Q Building

Heol Ynys

SWANSEA

SA1 8EW

Dear Mrs Frey
There have been incidents of regularly used documents missing and the computer
network not working correctly since March. Our IT Department thinks that there may
have been a breach in our security but has been unable to determine the extent of any

incidents.

Please send me a written report on what in your opinion transpired and create a
timeline of events at your earliest convenience.

Yours sincerely

Hanes Wenclester

Manes Winchester
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be instructed to send, receive, execute and delete files, gather and
transfer confidential data from the computer, log all activity on the
computer, and perform other harmful activities
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B faurrent folder] 20200303 19:36:1S GMT  2020-03-03 19:36:15 GMT  2020-01-17 17:22:07 GMT  2020-02-15 12:36:30 GMT.
3 wpcates 2020.03.03 19136115 GHT 20200303 1513615 GHT 30T
20:03:03 19:36:15 GMT 36115 GHT
<

Inscalled-Size: 26si2
Maintaines: Kali Developers <develfkali.org>

Azchiceccuze: ssded

Version: 3.3.1-0kalil

Bescripvion: In-depch DNS Znumeravion and Nevwork Mapping

This package contains a tool to help information security professionals
perform network mapping of attack surfaces and perform external asset
discovery using open source information gathering and active reconmaissance
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Informaticn Gathering Technigues Used:

- DNS: Basic enumersticn, Brute forcing (upen raguest), Reverss DNS
sueeping, Subdomain name alveravions/permitavions, Zone cransfers (upon
zequest)

- Scraping: Ask, Baidu, Bing, DiSDumpster, DNiSTable, Dogpile, Sxalead,
Google, Hackerone, TPviInfs, Neverafs, PTRArchive, Riddler, SiveDossier,
VieuDNs, Yanoo

- Cervifitates: Active pulls (upon request), Censys, CervSpovcer, Crush,
Entrust, GoogleCT

- BPIs: AlienVauls, BinarySdge, Bufferover, CIRCL, CommonCrawl, DNSDS,
HackerTarges, Maemonic, NecworksDB, PassiveToval, RADb, Robrex,
SecuricyTrails, ShadowServer, Shodan, Spyse (CertDB & FindSubdomains),
SuplistazaPl, TesmCymew, ThrescCrowd, Twitces, Umbrells, URLScan,
VirusToral

- Web Archives: Archivels, ArchiveToday, Arquive, LoCArehive,
OpenUKArchive, URGovArchive, Wayback
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Table  Thumbnail
Name S C ModfiedTime Change Time  Access Time
status 2020-03-03 19:36:15 GMT  2020-03-03 19:36:15 GMT  2020-03-08 06:25:02 GMT
X statusnew 2020-03-03 19:36:15 GMT  2020-03-03 19:36:15 GMT  2020-03-08 06:25:02 GMT
diversions 2020-02-15 13:04:46 GMT __ 2020-02-15 13:04:46 GMT __ 2020-03-08 06:25:06 GMT
<

Dackage: apachez
Status: install ok installed
Priority: opticnal
Section: hrepd
Installed-Size: €04
Maintaines: Debian Apache Maintainers <debian-apachelists.debian.orgs
Architeccure: amdes
G4
apache2.2-bin, apache2.2-common, libapache2-med-proxy-uwsgi (<< 2.4.33)
Provides: httpd, hrtpd-cgi
TP Sy P TTs T=24 . 414,
17.19)





