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Abstract:
Cloud computing is a transformative technology that enables organisations to manage and deliver their services with enhanced efficiency and cost-effectiveness. The University of Wales Trinity Saint David (UWTSD) has engaged Hitech Cloud, a consulting firm specialising in cloud computing implementation, to explore the adoption of cloud technology at their Birmingham campus. This report offers a concise overview of cloud computing tailored to UWTSD Birmingham's management. It begins with an introduction to cloud computing, followed by a discussion on its characteristics, services, and models. The report then delves into cloud security and mitigation strategies for potential risks. A section on virtualization, including an explanation of hypervisors, is also included. Moreover, the report compares Infrastructure as a Service (IaaS), Platform as a Service (PaaS), and Software as a Service (SaaS) in the context of UWTSD's requirements, weighing the pros and cons of each service and offering recommendations for different scenarios. Lastly, the report explores advanced cloud services such as containers, Docker, serverless computing, Kubernetes, and Function as a Service (FaaS). By providing a comprehensive overview of cloud computing and its various components, this report serves as an invaluable resource for UWTSD Birmingham's management and staff in understanding and implementing cloud technology.
Keywords— cloud computing, advantages, cost, limitations, integrations
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Cloud computing refers to the delivery of computing services, including servers, storage, databases, networking, software, analytics, and intelligence, over the Internet. This is to offer faster innovation, flexible resources, and economies of scale. Cloud computing has become a popular model for IT service delivery as it offers several benefits such as lower costs, scalability, and agility.
The concept of cloud computing started in the 1960s when computer scientists explored the idea of providing computing resources as a utility. However, it was only in the late 2000s that the concept became a reality with the rise of the Internet and improvements in virtualization technology.
[bookmark: _f4dqsz8lus6y]Several characteristics define cloud computing, including:
1. In On-Demand Computing: Cloud users can access and manage computing resources as needed, without the intervention of IT staff.
2. Broad network access: Cloud services are accessible over the Internet, which allows users to access their data and applications from anywhere with an Internet connection.
3. Resource pooling: Cloud providers allocate computing resources dynamically to multiple customers, using a multi-tenant model, which helps to optimise resource utilisation.
4. Rapid elasticity: Cloud services can scale resources up or down quickly to meet changing demand, without the need for capital investments in new infrastructure.
5. Measured service: Cloud services are metered and billed based on usage, allowing customers to pay only for what they consume.

Cloud computing services can be classified into three broad categories: Infrastructure as a Service (IaaS), Platform as a Service (PaaS), and Software as a Service (SaaS).

Infrastructure as a Service (IaaS) provides virtualized computing infrastructure, including virtual machines, storage, and networking, over the Internet. The customer is responsible for managing the operating system, applications, and data on the virtual machines.

Platform as a Service (PaaS) provides a platform for the customer to develop, run, and manage their applications, without the need to worry about the underlying infrastructure. The customer is responsible for the applications and data, while the PaaS provider is responsible for the underlying infrastructure.
Software as a Service (SaaS) provides applications over the Internet, which are managed and maintained by the SaaS provider. Apps are accessed via a web browser or mobile app, without the need to install software on the customer's device.
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There are three main cloud computing models: Public Cloud, Private Cloud, and Hybrid Cloud. A public cloud is a cloud computing model where resources are made available to the public over the Internet. Public cloud services are owned and operated by third-party service providers and customers share the same infrastructure with other users. Public clouds are usually the most cost-effective option and are suitable for organisations that do not have sensitive data or regulatory requirements.

Private Cloud is a cloud computing model where resources are dedicated to a single customer and are usually hosted on the customer's premises or at a third-party data centre. Private clouds provide higher levels of security and control, but also come with higher costs. Private clouds are suitable for organisations with sensitive data or regulatory requirements.

Hybrid Cloud is a cloud computing model that combines elements of both Public and Private Clouds. Hybrid Clouds provide organisations with the benefits of both Public and Private Clouds. This includes cost savings from using Public Clouds and higher levels of security from using Private Clouds. Hybrid clouds allow organisations to run their critical applications and store sensitive data in a Private Cloud while running less critical applications in a Public Cloud.
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Security is a critical aspect of Cloud Computing and is a major concern for many organisations considering the adoption of Cloud services. Cloud service providers are responsible for securing the infrastructure and the data stored in the Cloud, but customers are still responsible for securing their data and applications.
There are several security risks associated with cloud computing, including:
1. Data breaches: Data stored in the cloud is vulnerable to unauthorised access and theft.
2. Malware and viruses: Cloud resources are vulnerable to attacks from malware and viruses, which can infect both the infrastructure and the customer's data.
3. Denial of Service (DoS) attacks: DoS attacks can disrupt the availability of cloud resources, making them unavailable to customers.
4. Account hijacking: Cloud accounts are vulnerable to unauthorised access and theft, which can result in the loss of sensitive data and applications.
To mitigate security risks in Cloud Computing, organisations should implement best practices such as:
1. Encrypting sensitive data: Encrypting sensitive data helps to prevent unauthorised access and theft.
2. Implementing access controls: Implementing access controls helps to prevent unauthorised access to Cloud resources and data.
3. Regular security monitoring: Regular security monitoring helps us to detect and respond to security threats promptly.
4. Performing regular security audits: Regular security audits help to identify and address security vulnerabilities in the cloud environment.
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Virtualisation is a technology that enables running multiple virtual systems on a single hardware machine. This allows multiple operating systems and applications to run on the same physical server, thereby reducing the need for physical servers, power and cooling requirements, and associated costs.
Hypervisors, also known as virtual machine monitors, are the software components that enable virtualisation. They provide a layer of abstraction between the physical hardware and the virtual systems, allowing the virtual systems to run independently and securely on the same physical machine.
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Type I hypervisors, also known as bare-metal hypervisors, run directly on the physical host’s hardware and provide a direct connection to the physical machine’s resources. This results in a high level of performance, security and reliability. This is because the hypervisor is the first layer of software running on the host machine and has full control over the hardware. Examples of Type I hypervisors include VMware ESXi and Microsoft Hyper-V.
Type II hypervisors, also known as hosted hypervisors, run on top of a host operating system, just like any other application. This results in a lower level of performance, security and reliability, as the hypervisor relies on the host operating system for access to physical machine resources. Examples of Type II hypervisors include VirtualBox and VMware Workstation.
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Infrastructure as a Service (IaaS), Platform as a Service (PaaS), and Software as a Service (SaaS) are the three main models of cloud computing. Each model provides different levels of control and customization for users, and each has its unique benefits and drawbacks. Understanding the key differences between these models is crucial when deciding which model is most suitable for a particular organization like UWTSD Birmingham.
[bookmark: _z9e5jleo0kgo]Infrastructure as a Service (IaaS)
IaaS provides access to virtualized computing resources, such as servers, storage, and network infrastructure, over the internet. Users can configure and manage these resources as they see fit, and they are responsible for the security and management of their applications and data. IaaS is a viable choice for organisations that require a high degree of control and customization over their infrastructure and want to minimise their capital expenses.
Pros:

· Flexibility: IaaS allows users to configure their computing resources as they see fit, making it ideal for organisations with specific requirements.
· Scalability: IaaS makes it easy to add or remove computing resources as needed, making it ideal for organisations with fluctuating demands.
· Cost savings: IaaS can be more cost-effective than traditional IT infrastructure, as users only pay for the resources they use.

Cons:
· Responsibility for security: Since users have control over their applications and data, they are also responsible for securing them.
· Complexity: IaaS can be complex to manage, especially for organisations that are not accustomed to cloud computing.
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PaaS provides a platform for developing, running, and managing applications over the internet. Users can develop and deploy their applications on the platform, but they are limited in terms of the level of customization they can achieve. PaaS is a suitable choice for organisations that want to focus on creating and deploying applications, without having to worry about the underlying infrastructure.
Pros:

· Simplicity: PaaS is easy to use and manage, making it ideal for organisations that are accustomed to cloud computing.
· Focus on applications: PaaS allows users to focus on developing and deploying applications, without having to worry about the underlying infrastructure.
· Cost savings: PaaS can be more cost-effective than traditional IT infrastructure, as users only pay for the resources they use.

Cons:
· Limited customization: PaaS provides limited customization options, making it less suitable for organisations with specific requirements.
· Security responsibilities: Users are responsible for securing their applications and data, even though the underlying infrastructure is managed by the service provider.
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SaaS provides access to applications over the internet, with no need for users to install or maintain software on their computers. Users can use the software directly over the internet, but they are limited in terms of the level of customization they can achieve. SaaS is a smart choice for organisations that want to use software without having to worry about the underlying infrastructure or software maintenance.
Pros:

· Simplicity: SaaS is easy to use and manage, making it ideal for organisations that are just moving to cloud computing.
· Focus on software: SaaS allows users to focus on using software, without having to worry about the underlying infrastructure or software maintenance.
· Cost savings: SaaS can be more cost-effective than traditional software licensing, as users only pay for the resources they

In terms of UWTSD requirements, IaaS may be a feasible option for those departments that require full control over their computing environment. This is because they require the ability to install and configure their software. However, it may also come with added responsibility for maintenance and upgrades, and the need for in-house expertise to manage the virtualized environment.
PaaS may be a viable option for departments that focus primarily on application development. This is because it provides a complete development and deployment environment and eliminates the need for the department to manage the underlying infrastructure. However, it may also limit customization and control over the development environment.
SaaS may be a practical option for departments that require access to software applications but do not want to handle the maintenance and upgrades of the software. SaaS also eliminates the need for in-house software installation and management, making it a cost-effective option for departments with limited IT resources.
In conclusion, the choice between IaaS, PaaS, and SaaS will depend on the specific requirements and priorities of each department at UWTSD. For departments with a focus on application development, PaaS may be the most appropriate option. For departments requiring full control over their computing environment, IaaS may be the most suitable choice. And for departments seeking a cost-effective solution for software access, SaaS may be the ideal option.
It is recommended that management at UWTSD conduct a thorough analysis of each department's needs and requirements before making a final decision on the implementation of cloud services. This analysis should consider factors such as the department's budget, IT resources, and the specific needs and priorities of each department.
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Containers are a form of virtualization that allows applications to run in a self-contained environment, separate from the host operating system. Containers provide a consistent runtime environment, making it easier to deploy and maintain applications. Docker is the most popular platform for managing containers, and it provides a comprehensive set of tools for developing, deploying, and managing containerized applications.
Serverless computing is a cloud computing model that allows developers to build and run applications and services without having to manage the underlying infrastructure. With serverless computing, the cloud provider manages the infrastructure, and the client only pays for the resources used to run the application. Serverless computing enables developers to focus on writing code, without worrying about infrastructure management and deployment.
Kubernetes is an open-source platform for automating the deployment, scaling, and management of containerized applications. Kubernetes provides a unified way to manage containers across multiple hosts, making it easier to deploy and manage applications at scale.
Functions as a Service (FaaS) is a serverless computing model that allows developers to build and run applications as individual functions, without having to manage the underlying infrastructure. With FaaS, the cloud provider handles the deployment and management of the infrastructure, and the client only pays for the resources used to run the functions. FaaS enables developers to write and deploy code faster, without worrying about infrastructure management.
In conclusion, modern cloud services such as containers, Dockers, serverless, Kubernetes, and FaaS provide innovative solutions for cloud computing. These solutions offer benefits such as improved application deployment and management, cost savings, and increased developer productivity. These services may be particularly useful for departments at UWTSD that require the fast and efficient deployment of applications and services, as well as those with limited IT resources. It is recommended that management at UWTSD consider the use of these services in their cloud implementation strategy to maximise the benefits of cloud computing.
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In this report, we have provided an overview of cloud computing, including its concept, background, characteristics, services, and models. We have also discussed the importance of cloud security and the mitigation of security issues. Furthermore, we have explained the concept of virtualization, including hypervisors I & II.
In addition, we have compared IaaS, PaaS, and SaaS-based on UWTSD requirements. This has been done by highlighting the pros and cons of each service and providing recommendations for which service should be selected in different scenarios. Finally, we have discussed the benefits of modern cloud services such as containers, dockers, serverless, Kubernetes, and FaaS. We also discussed how they can help organisations maximise the benefits of cloud computing.
In conclusion, cloud computing offers numerous benefits, including cost savings, increased efficiency, and improved scalability. The management of UWTSD should consider incorporating cloud computing into their technology strategy to take advantage of these benefits and stay competitive in today's digital landscape.
It is imperative to note that the implementation of cloud computing requires careful planning and consideration of security, privacy, and regulatory compliance issues. Therefore, it is recommended that the management of UWTSD work closely with a trusted cloud consulting organization to ensure the successful implementation of cloud computing solutions.
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