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Data Content
The data contained the names and address of employees. 

Purpose of Data
The data was held for Human Resource purposes. 

Reason for data storage
The data needs to be held for employment purposes, e.g. employment contracts.

Method of Storage 
The data was original held on a central computer system, but was subsequently downloaded onto the manager’s computer. 

Details of the data breach
The manager downloaded a list of employees’ names and addresses from an internal system, onto their desktop to perform a task more efficiently. The manager accidently attached the list to email and sent it to a member of the public.

Reasons for the data breach
The data breach was caused by two factors:

· The manager downloading the data from an internal system onto their desktop. The location where the manager was holding the data made it easy to attach the wrong data to the email. 

· The manager did not check the content of the email before sending the email. If the manager had checked the content of the email and the attachment, they would have realised they were sending the wrong data.
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Types of Personal Data

According to Article 4 [1] of the GDPR(General Data Protection Regulation) [1] the names and addresses of employees are classed as personal data and the GDPR will be engaged. The data did not contain any criminal data. The data did not contain any special category data e.g. health data. 

Infringement of data protection principles

When processing personal data for my organisation, we follow sections 35-40 of the data protection Act (DPA) 2018 [2] , which is listed in the Dyfed Powys Police (DPP) Data Protection Policy Document. An extract of the data protection principles taken from the (DPP) Data Protection Policy [3] is contain in appendix A. 

‘Under section 35(1), processing of personal data for any of the law enforcement purposes must be lawful and fair.’ Employees do not expect their names and addresses to be disclosed to a member of the public, and this infringed the data principle to process the data lawfully and fairly. Disclosing data to person who is not entitled to view the data is classed as unlawful and not fair. 

‘Under section 40, the processing of personal data must be secure.’ When the manager downloaded a list of staff names and addresses from a secure system to their desktop, the manager stored the data in a less secure location. Having the list on the desktop made it easy to attach the list to a email and sent it to the wrong person. The data breach demonstrates that there are insufficient security measures in place and a security breach has occurred. 

Another data protection principle that the DPP needs to follow is accountability. This is contained in a separate document called the NPCC (National Police Chief Constable) DP (Data Protection) Manual [4]. An extract on the accountability principle is contained in appendix B. 

Under Article 5(2) of the GDPR, the data controller shall be responsible for and be able to demonstrate compliance with paragraph 1*(‘accountability’). The manager downloading a list of staff names and addresses, and accidently sending the list to the wrong person, demonstrates poor record management practises, organisational policies and data protection training. The data breach reveals that record management practises, organisational polices and data protection training were insufficient and the data controller is accountable. 
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I have modelled my risk assessment based on the risk assessment matrix provided by NPCC [4], and the risk assessment matrix provide by NWIS (NHS Wales Information Service) [5]. A copy of the matrix from the NPCC DP manual is contained in Appendix C. A copy of the NWIS matrix is contained in Appendix D. The Likelihood matrix is based on the NWIS matrix, and the impact matrix is based on the NPCC matrix. The Likelihood matrix assess the Likelihood of the data breach occurring and repeating itself. The impact matrix assess the impact of the data breach on the data subject. The results of both matrices determines the overall risk of the data breach. 

Likelihood analysis

To assess the Likelihood of the data breach incident occurring again, I have created the Likelihood matrix below:
[image: ]


The data breach has only happened once. However, I think it is quite easy for the manager and/or another staff member to repeat the data breach. It is quite easy to download a list of staff names and address and send it to the wrong person. Therefore, I would put the like hood of the data breach being repeated as high risk. 

Impact analysis 

To assess the impact of the manager sending staff details to a member of the public, we will use the number of individuals effected and the content of the data to measure the impact. If more than one data subject’s data is disclosed to a member of the public, that will have a higher risk  to the organisation than one data subject’s data being exposed to a member of the public. The content of the data will also have an impact on risk. If the data does not contains information which can identify the data subject, then there is little risk to the organisation. If the data subject can be identified directly or indirectly this poses a higher risk to the organisation. This is not the only content you should consider when reviewing a data breach. If the data contained special category data or sensitive data such as health records, the data content would carry a higher risk than a person’s name and address. I have created the impact matrix below to assess the impact of the data breach.       
[image: ]

Based on more than one data subject’s data being disclosed, and the data can be used to directly or indirectly identified the data subject. I believe the data disclosure poses medium risk, because the data did not contain any sensitive information like medical data. Names and address are given out on a regular basis in everyday activities by data subjects, or by parties acting on behalf of data subjects. For example, a doctor requesting that a secretary contact a patient for a medical appointment. The data can be used to identify the individual, but the data does not contains sensitive data like medical history. 

Overall risk analysis

Based on the results of the Likelihood matrix being high and the impact matrix being medium, I would class this data breach as medium risk. Even although the chances of the date breach being repeated are high and the number of employee’s effected was high, the content of the data was not high in terms of privacy to the data subject. It only contained the name and address of employees and no sensitive or special data like health data. 
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According to section 7 of the Dyfed Powys Police (DPP) Data Protection Manual [3], a copy of the section 7 is contained in Appendix E, the following steps need to be taken when investigating a data breach.

Establish if a data breach has occurred.

The data breach is recorded on a spreadsheet on a network share. 

The DPO (Data Protection Officer) will consult with the PSD (Professional Standards Department) during the investigate of the data breach, in case disciplinary action needs to be taken. 

Attempts will be made to recover and restore the data. 

A report needs to be submit to the Information Management Group (IMG) which is equivalent  to the IG committee.

Determine if the breach warrants the ICO (Information Commissioners Office) and/or the data subject to be informed.

An Assessment is made to decide if it needs to be referred to the ICO. The ICO must be informed within 72 hours of when the data protection department was aware of the breach. 

A sub group of the IMG is formed if the data breach is reported to the ICO. To assist in the investigation.
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Details of the data breach
The manager downloaded a list of employees’ names and addresses from an internal system onto their desktop to perform a task more efficiently. The manager accidently attached the list to email and sent it to a member of the public.


Reasons for the data breach

The data breach was caused by two factors:

The manager downloading the data from an internal system onto their desktop. The location where the manager was holding the data, made it easy to attach the wrong data to the email. 

The manager did not check the content of the email, before sending the email. If the manager had check the content of the email and email attachment, they would have realised they were sending the wrong data.


Recommendations to prevent further data breaches

The manager should not have access to employees data. The manager should have their access removed from the central computer system. Employees data should only be dealt by the human resources department. This recommendation will not only involve revoking the manager’s access to employees records, it will also involve a change in the organisation’s policy and procedure. The organisational policy will need to state that all employee data needs to be dealt by the human resource department, and not by managers outside of the human resources department. If a manager needs a task carried out on employee data or requires information on an employee, the manager will need to put in a request into the human resource department. A change in procedure will need to be implement as well to enforce the new  policy change. A form will need to be filled out by managers when requesting actions to be carried out on employees data. 

If a manger is provided with employee data for particular task, to avoid them accidently sending the data to a member of public, the managers needs to be reminded through emails on regular intervals of their data protection responsibilities and the consequences of a data breach.

Also data protection courses including refresher courses need to be carried out to make sure staff are aware of their data protection responsibilities.

Reporting data breach

Based on the data breach being classed as medium risk on page 8, it will needed to be reported to the ICO, but not to the data subjects. According to the NPCC Data Manual Matrix [4], which is contained in Appendix C, medium data breaches need to be reported ICO, but not to the data subjects. 
The data breach will need to be reported to the ICO, within 72 hours from when the data protection department become aware of the breach. 
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It was discovered during the investigation of the data breach, that the manager had sick notes and occupational health reports of staff on their desktop. 

If the manager had accidently sent one of these sick notes or occupational health reports to a member of the public, this would have been classed as a data breach and would have infringed the same data principles as the one investigated early.

To assess the potential impact of sending a member of the public a employee’s sick note or occupational health report, I have used the risk matrices I created on pages 5-8 to measure the risk. I think there is a high risk or likelihood of a user sending a member of the public a sick note or occupational health report when these documents are stored on their desktop with other documents, as we saw in the previous data breach incident. Below is the likelihood matrix:
[image: ]
On the Impact analysis, I would classed the data as high risk, because it involves sensitive or special data. This is supported by the NPCC matrix [4] which is contained in Appendix C.  Where a data breach involves special data e.g. health data, the data tends have a higher privacy impact than a person’s name and address. Below is the impact matrix:
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Based on the Likelihood and impact of the data breach being classed as high risk, this would need to be reported. According to the NPCC matrix [4], a high risk data breach needs to be reported to both the ICO and to the data subject, which is contained in Appendix C.

Sensitive documents such as occupational health reports and sick notes should not be held on a manager’s desktop, and should be stored on a central computer system managed by Human Resources. The data should only be accessed for employment purposes. E.g. if the employee is missing long periods of employment due to ill health, their sickness record will need to be reviewed. 
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Data

The data contains the names and addresses of employees and is needed for human resources E.g. employment contracts.

Details of the data breach
The manager downloaded a list of employees’ names and addresses from an internal system, onto their desktop, to perform a task more efficiently. The manager accidently attached the list to email and sent it to a member of the public.

Reasons for the data breach

The data breach was caused by two factors:

The manager downloading the data from an internal system onto their desktop. The location where the manager was holding the data, made it easy to attach the wrong data to the email. 

The manager did not check the content of the email, before sending the email. If the manager had check the content of the email and email attachment, they would have realised they were sending the wrong data.
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According to the GDPR(General Data Protection Regulation) [1] and DPA (Data Protection Act) 2018 [2], the manager sending a list of staff names and addresses to a member of the public is classed as a personal data breach.

Personal Data Breach

‘A personal data breach is a breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, personal data.’
The manager emailing a list of staff names and addresses to a member of the public, has unauthorised disclosed the data to member of the public. Unauthorised disclosure is when you disclose data to person who has not been given authorisation or permission to see the data.

Infringement of data protection principles

The data breach has infringed sections 35(1) and 40 of the DPA 2018 [2] and 5(2) of the GDPR [1]. The infringement of these data protection principles are explained below:

‘Under section 35(1), processing of personal data for any of the law enforcement purposes must be lawful and fair.’ Employees do not expect their names and addresses to be disclosed to a member of the public and this infringed the data principle to process the data lawfully and fairly. Disclosing data to person who is not entitled to view the data is classed as unlawful and not fair. 

‘Under section 40, the processing of personal data must be secure.’ When the manager downloaded a list of staff names and addresses from a secure system to their desktop, the manager stored the data in a less secure location. Having the list on the desktop, made it easy to attach the list to an email and sent it to the wrong person. The data breach demonstrates that there are insufficient security measures in place and a security breach has occurred. 

Under Article 5(2) Accountability. The data controller (Executive Board) is accountable for all data in the organisation. The manager downloading a list of staff names and addresses and accidently sending the list to the wrong person, demonstrates poor record management practises, organisational policies and data protection training. The data controller is responsible for all personal data, record management practises, organisational polices and data protection training. The data breach reveals that record management practises, organisational polices and data protection training were insufficient and the data controller is accountable. 
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The data risk to the organisation is assessed on the Likelihood of the data breech occurring again, and the impact of the data breach on the data subject. The Likelihood of the data breach and the impact of the data breach are assessed using the following matrices: 

Likelihood analysis

[image: ]

It is very easy for manager to repeat the data breach incident. The manager can easily download a list of staff names and address; attach the list to an email and send it to the wrong person. The likelihood of the data breach would be classed as high risk, because it can be easily repeated. See the Likelihood matrix above, about what is classed as high risk.



Impact risk analysis

[image: ]


The impact risk of the manager sending a list of staff names and addresses to a member of the public would not be classed as low risk, because the data breach involved more than one data subject, see impact matrix above. The content of data did not include any special or sensitive data e.g. health data, so would not be classed as high risk. The staff members can be identified from the list sent, but there was no sensitive data on the email attachments, so the risk would be regarded as medium, see impact matrix above. 

Overall risk analysis

Based on the results of the Likelihood matrix being high and the impact matrix being medium, I would class this data breach as medium risk. Even although the chances of the date breach being repeated are high and the number of staff effected was high, the content of the data did not contain any sensitive information or special data. It only contained the name and address of employees.
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Recommendations

To avoid the data breach occurring again, I would recommend the following course of actions:

The manager should have their access to employee data revoked. All employee data should  be managed by the human resource department only. If the manager needs a task carried out on employee data or needs information about employee, the manager will need to submit a request to the human resource department.

The manager will need reminding of his/her data protection responsibilities. Sending the manager an email reminding them of their data responsibilities and making them attending a refresher course on data protection will be sufficient. This will make the manager more mindful when they are dealing with data, and less likely to commit a data breach.

Reporting

Based on the data breach being classed as medium risk on page 19, it will needed to be reported to the ICO, but not to the data subjects. According to the NPCC Data Manual Matrix [4], which is contained in Appendix C, medium data breaches need to be reported ICO, but not to the data subjects. 

The data breach will need to be reported to the ICO, within 72 hours from when the data protection department become aware of the breach. 
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It was discovered during the investigation that the manager had sick notes and occupational health reports of staff on their desktop. 

If the manager had accidently sent one of these sick notes or occupational health reports to a member of the public, this would have been classed as a personal data breach and would have infringed the same GDPR principles as the data breach discussed early.

If we were assessing the impact of the data breach principle of the manager sending an employee sick note or occupational health report. Based on the Likelihood matrix below, it would be classed as high risk, because it is easy to attach a sick note and occupational health report to an email and send it to the wrong person. See likelihood matrix below: 
[image: ]


Based on the  impact matrix below, it would be classed as high risk because the content of the data includes special or sensitive data. The overall risk of the data breach would be classed as high, because the data breach falls into the high category in the Likelihood and impact matrices. According to the NPCC Matrix [4], which is contained in Appendix C, data breaches that are classed as high need to be reported to both data subject and the ICO.

[image: ]
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A manager has downloaded a list of staff names and addresses from a central computer system to their desktop. The manager accidently attached the list to an email thinking it was a leaflet and sent it to a member of the public.
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The data breach has infringed sections 35(1) and 40 of the DPA 2018 [2] and 5(2) of the GDPR [1]. The infringement of these data protection principles are explained below:

‘Under section 35(1), processing of personal data for any of the law enforcement purposes must be lawful and fair.’ Employees do not expect their names and addresses to be disclosed to a member of the public, and this infringed the data principle to process the data lawfully and fairly. Disclosing data to person(s) who is not entitled to view the data is classed as unlawful and not fair. 

‘Under section 40, the processing of personal data must be secure.’ When the manager downloaded a list of staff names and addresses from a secure system to their desktop. The manager stored the data in a less secure location. Having the list on the desktop made it easy to attach the list to an email and sent it to the wrong person. The data breach demonstrates that there are insufficient security measures in place and a security breach has occurred. 

Under Article 5(2) of the GDPR, the data controller shall be responsible for and be able to demonstrate compliance with paragraph 1*(‘accountability’). The manager downloading a list of staff names and addresses and accidently sending the list to the wrong person, demonstrates poor record management practises, organisational policies and data protection training. The data breach reveals that record management practises, organisational polices and data protection training were insufficient and the data controller is accountable. 
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Likelihood analysis

[image: ]

It is very easy for manager to repeat the data breach incident. The manager can easily download a list of staff names and address; attach the list to an email and send it to the wrong person. The Likelihood of the data breach would be classed as high risk, because it can be easily repeated. See likelihood matrix above.

Impact risk analysis
[image: ]

The impact risk of the manager sending a list of staff names and addresses to a member of the public would not be classed as low risk, because the data breach involved more than one data subject. The content of data did not include any special or sensitive data e.g. health data, so would not be classed as high risk. The staff members can be identified from the list sent to the member of the public, but there was no sensitive data on the email attachments, so the risk would be regarded as medium, see impact matrix above. However, the impact of the data breach according to the NPCC matrix [4] , which is contained in Appendix C, could be downgraded to low risk if the data can be recovered and restore without data exposure or further data exposure e.g. the manager recalling the email, before the recipient views the contents of the email. 

Overall risk analysis

Based on the results of the Likelihood matrix being high and the impact matrix being medium, I would class this data breach as medium risk.  Even although the chances of the data breach being repeated are high and the number of staff effected was high, the content of the data did not contain any sensitive information or special data. It is worth discussing the content of the email. The content of the email allows you to identify staff members, but should the content of the data be classed as medium risk. Names and addresses of individuals are exchanged on daily basis in everyday activities without any thought to the implications of disclosing the data, e.g. giving your name and address to have a mail order catalogue sent to your house. According to the NPCC matrix [4] contained in Appendix C, if it is extremely difficult to match the personal data to an individual is it classed as low risk. If the data can be used to identify an individual, the risk levels increase. The risk classification of the content of the data should not be purely based on whether they can be used to identify a data subject, but also on sensitivity of the data content. 
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To avoid the data breach occurring again, I would recommend the following course of actions:

The manager should have their access to employee data revoked. All employee data should  be managed by the human resource department. If the manager needs a task carried out on employee data or needs information about employee, the manager will need to submit a request to the human resource department. Revoking the manager access to the employee data will reduce the chance of the data breach happening again. It less likely they will mix employee data with other data they are using to perform tasks in their job. If the manager is less likely to mix the data, there is less chance they will disclose the data to the wrong person. 

The manager will need reminding of his/her data protection responsibilities. Sending the manager an email reminding them of their data responsibilities and making them attending a refresher course on data protection will be sufficient. This will make the manager more mindful when they are dealing with data, and less likely to commit a data breach. By educating and reminding the manager about their data responsibilities through emails and training courses, they are going to be more carefully in the way they handle data, and more likely to check the data they are processing before disclosing the data. 


Bibliography

[1] 	EUR-lex, "Regulation (EU) 2016/679 of the European Parliament and of the Council," 27 April 2016. [Online]. Available: https://eur-lex.europa.eu/eli/reg/2016/679/oj. [Accessed 6 September 2020].
[2] 	legislation.gov.uk, "Data Protection Act 2018," 23 May 2018. [Online]. Available: https://www.legislation.gov.uk/ukpga/2018/12/contents/enacted. [Accessed 6 September 2020].
[3] 	H. Hughes  (DP Manager), Data Protection Policy, Dyfed Powys Police, 2018. 
[4] 	NPCC(National Police Cheif Constable), Data Protection Manual, NPCC(National Police Cheif Constable), 2019. 
[5] 	NWIS (NHS Wales Informatics Service), Data Governance Presentation, NWIS, 2020. 








[bookmark: _Toc50626706]Appendix A – DPP Data Protection Policy (Data Protection Principles)


[image: ]


[image: ]







[bookmark: _Toc50626707]
Appendix B - NPCC DP Manual  (Accountability Principle)



[image: ]


[bookmark: _Toc50626708]Appendix C – NPCC Data Risk Matrix
[image: ]

[image: ]



[bookmark: _Toc50626709]Appendix D - NWIS Risk Matrix



[image: ]

[bookmark: _Toc50626710]Appendix E –  Section 7 of the DPP Data Protection Policy 

[image: ]
image2.png
Impact of data breach

Low Risk

Only one data subject or record

The data disclosed cannot directly or
indirectly, identify a data subject.

Data does not contain any sensitive data.

1CO does not need to be notified

Data Subject does not need to be notified





image3.png
Like hood of data breach

Low Risk

(TSNP TSP e TN it is very rare the data breach incident will
breach incident occur again





image4.png
21

In order to achieve the lawful handiing of personal data, the aim of Dyfed-Powys
Police will be to comply with the six Data Protection principles:

Principles

Principle 1 - Section 35(1) sets out the first data protection principle
(requirement that processing be lawful and fair);

The first data protection principle is that the processing of personal data for any of the
law enforcement purposes must be lawful and fair.

Principle 2 - Section 36(1) sets out the second data protection principle
(requirement that purposes of processing be specified, explicit and
legitimate);
The second data protection principle is that:
(a) the law enforcement purpose for which personal data is collected on any
occasion must be specific, explicit and legitimate, and
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(b) personal data so collected must not be processed in a manner that is
incompatible with the purpose for which it was collected.

Principle 3 - Section 37 sets out the third data protection principle
(requirement that personal data be adequate, relevant and not excessive);

The third data protection principle is that personal data processed for any of the law
enforcement purposes must be adequate, relevant and not excessive in relation to
the purpose for which it is processed.

Principle 4 - Section 38(1) sets out the fourth data protection principle
(requirement that personal data be accurate and kept up to date);

The fourth data protection principle s that:

(a) personal data processed for any of the law enforcement purposes must be
‘accurate and , where necessary, kept up to date, and

(b) every reasonable step must be taken to ensure that personal data that is
inaccurate, having regard to the law enforcement purpose for which it is
processed, is erased o rectified without delay.

Principle 5 - Section 39(1) sets out the fifth data protection principle
(requirement that personal data be kept for no longer than is necessary);

The fifth data protection principle is that personal data processed for any of the law
enforcement purposes must be kept for no longer than is necessary for the purpose
for which itis processed.

Principle 6 - Section 40 sets out the sixth data protection principle
(requirement that personal data be processed in a secure.

The sixth data protection principle is that personal data processed for any of the law
enforcement purposes must be so processed in a manner that ensures appropriate
‘security of the personal data, using appropriate technical or organisational measures
(and, in this principle, “appropriate security” includes protection against unauthorised
or unlawful processing and against accidental loss, destruction or damage).
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‘GDPR Artcle 5(2)requires that police forces demonstrate their compliance with the general processing.
Data Protection Principls.

“The interim ICO Guidance advises Controllers:

Youmust:

implement appropriate technical and organisational measures that ensure and demonstrate that
You comply. This may include internal data protection policies such asstaff training,internal audits
of processing actvities, and reviews of nternal HR polcies;

‘maintain relevant documentation on processing activites;

‘where appropriate, appoint a data protection offcer;

implement measures that meet the principles of data protection by design and data protection by
default. Measures could include:

data minimisation;

pseudonymisation;

transparency;
allowing individuals to monitor processing; and
creating and improving security features on an ongoing basis.
use data protection impact assessments where appropriate.
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7.0

INTERNAL INVESTIGATION - ROLES RESPONSIBILITIES AND THE
ESCALATION PROCESS
7.1 Following the reporting of an alleged breach of data protection, the Data Protection
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Officer will gather information concerning the nature and context of the alleged
breach. An assessment will be made using the matrix within the NPCC ACRO Data
Protection Breach Policy. A report covering the circumstances, will be created
within 72 hours.

Should a breach of the DPA have occurred and the breach is to considered for
referral to the Information Commissioners Office, a record of such will be entered
onto the Data Protection Breach spreadsheet; a proportionate investigation will then
be conducted to:

« establish if a breach has occurred;

« contain and recover any materi
«  notify any individuals or organisations impacted by the breach;

«  evaluate and respond to the breach ensuring any lessons leamt are fed back to
the business area and wider organisation;

« submita report to the Information Management Group;
« Data Protection Spreadsheet to be updated accordingly

In undertaking the above, full cognisance will be taken of the Information
Commissioner's Guidance, which can be found at the following links: Link

The Information Management Group (IMG) provides the strategic governance for
Data Protection matters and local investigations and any breaches reported to the
ICO will be reported to the IMG. (The IMG discharges the responsibilities of the.
Information Assurance Board as referenced within the APP on Information
Management).

The IMG's role is to maintain oversight of DP issues, ensuring that appropriate
investigation, action and lessons are learnt following on from any breach

Where a breach involves referral to the ICO and / or the loss of a significant amount
of personal data, a sub group of the IMG Board will be formed.

The group will be made up of the DCC (Chair and SIRO), Force Data Protection
Officer and Force Information Security Officer and any other person who can add
value to the group in their role of fully evaluating the breach, establishing the
lessons to be leamt and ensuring ownership of relevant actions in respect of future
prevention, recovery and containment.

‘The sub group will be formed at the recommendation of the IMG.

Disclosure of information may take many forms, including viewing records on
terminals, computer printouts, typewritten material (which includes
information taken from computer records) by word of mouth or radio
transmission.
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