Introduction to JLR
Jaguar Land Rover, a British multinational car manufacturer, that designs and manufactures vehicles under the brand names Jaguar and Land Rover. JLR has its head office in Whitley and Gaydon in Warwickshire, with vehicle manufacturing taking place in Solihull and Halewood in Merseyside and at the Engine Manufacturing Centre in Wolverhampton (Land Rover Media Centre, 2026). It is a wholly owned subsidiary of the Indian multi-national conglomerate Tata group of companies. As of 2025, the company has directly employed 34,000 people in the UK, and a further 120,000 people are employed in supporting roles within JLR’s global supply chain (GOV.UK, 2025).
Jaguar Land Rover got a new logo and went to ‘House of Brands’ in 2024 model year as four customer facing brands: Range Rover, Defender, Discovery and Jaguar. All the Land Rover brands will have an electric version, and Jaguar will be fully electric by the end of 2025 as part of JLR’s Reimagine strategy launched in 2021. JLR is aiming for carbon net zero across the entire supply chain, products and operations by 2039 (Tata group, n.d.).
JLR has experienced fluctuations in terms of commercial performance in recent years. Previously under the helm of CEO Adrian Mardell, JLR enjoyed an impressive 10 consecutive quarters of profit culminating in an impressive record annual profit of around $2.5bn (Headlight.news, 2025). This year however has seen the company struggle and go through a period of change as it deals with long-term goals of digital and electric transformation, whilst in the meantime managing through a current crisis in relation to production in the UK. The fluctuations have seen external factors such as recently imposed tariffs in the US temporarily meaning that JLR vehicles are not currently being exported to the US as well as recently experiencing a severe ransomware attack in August-September 2025 that resulted in a 5 week period where production was suspended at all sites in the UK with an estimated loss of around $350m (Inc., 2026).
For the remainder of the report the history of JLR will be further explored to identify the internal and external pressures that have influenced the company in recent years. The impact that digitalization, AI and cyber risk is having on the company will be evaluated. Various change management models will be considered and evaluated in relation to JLR. A review of the current leadership and organizational culture will be conducted. Finally, a change management plan will be outlined to strengthen JLR’s resilience while facilitating the change needed to support the Reimagine strategy.
The UK automotive industry is currently under increasing pressure as the country transitions to a Zero Emission Vehicle (ZEV) mandate. Under this new framework, the proportion of new car sales that are zero-emission will increase year on year. The UK automotive industry is also having to adapt to a few new post-Brexit rules of origin which will impact the amount of vehicle content that is allowed to be imported from other European countries. As shown by the recent JLR shutdown in September 2025, foreign trade policy and even geopolitically motivated cybercrime can have a major impact on a manufacturer’s production and profit. The strategic change failures of JLR, and the reasons behind them, are of major concern to all involved in the UK automotive sector and must be addressed as a priority. Importantly, the failure of JLR to become ‘digitally resilient’ must be treated as a strategic priority and not as an operationally focused project.
2. Recent History and the Impact of Environmental Change
2.1 The Reimagine strategy and digitalisation
JLR's Reimagine strategy, introduced by then chief executive Thierry Bolloré in 2021, positioned electrification, digitalisation and sustainability as the core pillars of the company's future (marketfeed, n.d.). Central to the strategy is a commitment that Jaguar will become an entirely electric luxury brand, while Range Rover, Defender and Discovery will each offer pure-electric variants alongside hybrid options, with the Halewood plant converted into an all-electric production facility for the company's next-generation electrified modular architecture (TATA MOTORS LTD, 2023).
Digitalisation has been treated as inseparable from electrification. JLR’s connected cars have received over three million software updates via over-the-air (OTA), whilst 17,000 data points are monitored per vehicle via the JLR Electric Vehicle architecture. Pivi Pro JLR connected car infotainment system has received an over-the-air (OTA) update bringing JLR Voice and smartphone connect to JLR customers. JLR’s vehicle subscription service PIVOTAL has grown by 750% within a single year of launch. PIVOTAL is a service incubated by JLR’s InMotion venture arm (JLR Media Newsroom, 2023). (TATA MOTORS LTD, 2022). These initiatives reflect a broader industry shift in which the automobile is increasingly treated as a software-defined, data-generating product rather than a purely mechanical one, requiring manufacturers to build entirely new digital and analytics capabilities alongside traditional engineering ones.
Artificial intelligence sits directly within this shift. Beyond customer-facing features such as voice assistants, AI and machine learning are increasingly embedded in predictive maintenance, using vehicle telemetry to anticipate component failure before it occurs, in manufacturing quality control on the production line, and in demand forecasting across JLR's global supply chain. This growing dependence on AI and data infrastructure is precisely what makes cybersecurity a strategic rather than purely technical concern: the same telemetry and connectivity that enable predictive, personalised services also create the pathways that a sophisticated attacker can exploit, as the events of August 2025 demonstrated at very significant cost.
2.2 External volatility: markets, tariffs and geopolitics
Alongside digitalisation, JLR has faced considerable external turbulence.While pure electric vehicles are being bought in smaller numbers than initially predicted in Europe and the USA and China will pose a major challenge for Jaguar Land Rover’s all-electric car plans, currently being rolled out for a whole new range of models, the first being the radical ‘Type 00’ concept shown at Beijing auto show recently (Headlight.news, 2025). The Chinese luxury car market experienced a collapse in sales figures for high end models in February and March, numbers falling in April (various Chinese and English language reports, 2025). The collapse in sales in one of the world’s biggest markets for luxury vehicles of all kinds will be of major concern to the company. In 2025, the company found itself caught up in a change in United States tariff policy under the Trump administration that resulted in the company having to temporarily suspend exports to the country, a major market for the company at the time and extremely profitable for JLR. These pressures illustrate how legislative and economic change in overseas markets can directly disrupt a UK manufacturer's strategic timetable, regardless of the quality of its internal transformation planning.

2.3 The 2025 cyberattack as a case of digital disruption
The most severe recent disruption to JLR was not a market event but a cybersecurity failure. On 31 August 2025, JLR was hit by a ransomware attack, initially claimed by a collective calling itself "Scattered Lapsus$ Hunters" but later attributed by investigators to Russian state-linked actors (Inc., 2026). On the following day, production at the JLR plant was suspended, and the subsequent production suspensions of around 5 weeks were extended on two occasions by JLR's forensic team in order to ensure that all traces of the attack were removed from the plant. The production suspensions covered all of the JLR plants at Solihull, Wolverhampton and Halewood.
However, the economic damage of the attack was not confined to JLR, and the UK economy felt a few effects during the period the car maker was shutdown. Initial estimates were that JLR's stopped production would have caused around £50m per week of lost production, down significantly on the $350m loss the car maker reported for the quarter (Inc., 2026). It has subsequently been determined to be the most economically damaging cyberattack on the British economy, with total losses to the UK of £1.9 billion (Infosecurity Magazine, 2025). The Bank of England identified the incident as having a dampening effect on the country's wider GDP growth (The Register, 2025). Because JLR's supply chain includes roughly 120,000 jobs across some 5,000 businesses, the shockwave extended far beyond JLR itself, prompting the UK government to guarantee a £1.5 billion commercial loan, via UK Export Finance's Export Development Guarantee, specifically to stabilise JLR's supply chain (GOV.UK, 2025).

This event is highly significant for a report on strategic change in an era of digitalisation and AI. It demonstrates that the same connectivity and data-driven architecture that Reimagine relies on for competitive advantage over-the-air updates, connected manufacturing systems, digital supplier integration also expands the organisation's attack surface. Digital disruption, in other words, is not only an opportunity that automotive manufacturers must exploit, but a risk that must be actively managed as part of any strategic change programme.
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