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[bookmark: _Toc134024698]Virtual machines on Microsoft Azure


A virtual machine refers to a physical computer that was virtualized. Commonly, a virtual machine is called a guest and the computer running the program is called a host. The VM can have multiple uses, such as for training purposes at home environment or even for huge corporations to test their operating systems in an isolated environment[1]. 
Microsoft offers many services to the wide public. One of those services is Microsoft Azure. It offers virtualization tools for anyone wanting to transfer their physical resources to virtual ones. 
Firstly, to get started with virtual machines, the virtual server has to be created. It will be used to manage the network and machines connected to it. 
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The screenshot above shows the first step of creating the virtual server. After choosing the prefeed name of the virtual server, the system will ask what image to use. Image refers to the virtual cd, which will be mounted virtually to keep the server running. 
Further, the setup will ask to provide the administrator credentials, so they can be used to login into the system after the virtual server is created.
After passing these steps, the Azure setup allows to change the network settings as well as add the virtual storage space.
Microsoft Azure uses on-demand subscriptions, this is why before the creation of the virtual server window with the price will pop up, to warn the user of how much that service will cost. 
[image: A screenshot of a computer

Description automatically generated]

[image: ]

After successful server creation, Microsoft Azure will prompt to access the resource. To get started using the virtual server, the client has to select a method of how to connect to the virtual machine. 
Azure provides 3 ways to get connected: RDP, SSH, and Bastion. The basic and the most popular way is to download the RDP file, which will be stored on the client’s computer and by opening it the user will be able to connect to the server. 
After opening the downloaded RDP file, the system will require to enter the administrator’s credentials to get connected. 
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By entering the correct username and password, the user will be able to access and manage the virtual server. This console allows the administrator many different options, such as adding user accounts and machines, enforcing security policies, disabling features on the user machines, and so on.

[bookmark: _Toc134024699]Virtual hard drives

Virtual hard drives, VHD in short, are roughly the same as normal hard drives. The biggest difference is that they are created virtually. These discs can be created inside virtual machines to store any data desired. VHDs can be configured so they can come in different sizes, measured in megabytes, gigabytes, and terabytes[2]. 
VHD, the same as the traditional hard drive, can do the following tasks:
· Create disc sectors (files and folders)
· Run the operating system
· Execute applications

The other major difference between the traditional hard drive and the virtual one is that it’s designed to run on virtual machines, rather than physical ones.
Virtual hard drives are separated into three types:
1. Fixed virtual hard disc (VHD consumes a fixed amount of storage space from the host’s hard drive. This type offers optimum processing speeds and constant fragmentation)
2. Dynamic virtual hard disc (Disc space varies depending on the usage. Starts at the minimum set disc space and expands as the disc gets near its space limit)
3. Differencing virtual hard disc (Creates a copy of an existing hard disc. Can be edited without touching the original disc. Great for backup) 
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The benefits of using VHD include:
· Fast deployment, as operating systems have them pre-configured and ready to be mounted.
· Backup can be done in minutes if any of the data was deleted or infected.
· Cost-effective, as it doesn’t require additional hardware.


[bookmark: _Toc134024700]VNet

Azure virtual network (VNet) is the base of a private network. It enables virtual machines created on Microsoft Azure to communicate with each other or access the internet[3]. VNet is very similar to the traditional network used at data centers but offers some extras, such as scalability, availability, and isolation. 
As mentioned earlier, VNet offers multiple network connectivity between Azure virtual machines or the internet, also it offers network traffic filtering, routing, and integration with other resources[3].



A couple of the most popular communications with on-premises resources:
· Point-to-site VPN: a connection made between a virtual network and a single machine. Other machines can connect to this network by configuring the network settings. This connectivity is great for beginners, as it doesn’t require many changes to the network.
· Site-to-site VPN: a connection between the internal VPN device and the Azure VPN gateway. This connection enables any Azure resource to be connected to the private network by giving it access.  
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Microsoft Azure also offers network traffic filtering, which could block certain incoming or outgoing IP addresses. Furthermore, it offers a firewall, WAN optimization, and other network functions. 


[bookmark: _Toc134024701]Network security groups

Microsoft Azure offers network security groups, which will allow or deny network traffic to the virtual machines connected through the VNet[5]. Network security groups can be applied to the subnet, meaning that virtual machines using that subnet will have those security groups applied. Furthermore, traffic can be restricted to the specific virtual machine using the network security group settings. 
Network security groups, or NSGs in short, can be split into a few rules:
· Priority: Azure will prioritize rules by numbers, lower numbers get priority.
· Source or destination: can be set to any, specific, or a range of IP addresses.
· Protocol: can be any protocol rule, or a specific rule chosen by the administrator.
· Direction: can be set for inbound or outbound traffic.
· Port range: can be set on a specific port, or a range of ports.
· Action: allows or denies access if detects certain actions.
[bookmark: _Toc134024702]ISO images on Azure

Firstly, ISO is an optical disc image, which replicates any CD or DVD into a single compressed file, rather than a packet of files. After ISO files have been created, they can be run on any ISO-running software to access and execute[6]. ISO images can be stored in any removable storage, like a USB flash drive, and can be accessed at any time by running it on the computer.  
Microsoft Azure uses ISO images to create virtual servers and virtual machines. They provide access to multiple operating systems, like Windows Server 2019, Windows 10, or Linux. With all of these options available to a user, it is a great addition to a physical computer, which usually doesn’t come with that many options. 
Azure uses two types of virtual machine images: generalized and specialized[3].
Generalized means that the virtual machines created using this image will be copied from each other, making this process quick and efficient. This is usually used for scaling out or creating additional machines for the testing environment.
Specialized- operating system, which can be used in extreme testing environments, after which the system might be destroyed and unusable. 

The use of ISO images in Microsoft Azure is pretty simple. The user has to choose “Create new virtual machine” and the system will display multiple options, including images available to be mounted. The chosen ISO file will represent the operating system, which will be installed on the virtual machine. 
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After the ISO file was mounted and any other necessary settings are selected, Azure will create a virtual machine, which can be accessed and used immediately. 
[bookmark: _Toc134024703]Additional exercise

This exercise is aimed to perform the task of creating VNet and two virtual machines using Microsoft Azure. Also, to demonstrate that virtual machines run correctly and VNet is working as it should, by pinging one virtual machine from the other one.
To get started, the user has to access the Azure portal and find the desired resource, in this case, Virtual Network. By clicking “Create”, the system will ask to enter a few details, such as the name of the virtual network, preferred IP addresses, and subnet.
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In this instance, vNet1 was set as the name of the virtual network.
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After the user has set preferred IP configurations, the virtual network can be created by clicking “Review+create”.  After a couple of minutes, Azure will display a message of successful creation of the resource and prompt the user to access it.

The next step to test the exercise is to create two virtual machines. To do this, the user has to access the Azure portal, choose to create a new resource and choose to create a new virtual machine. 
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At this point, Azure will ask to enter a few details, such as the virtual machine’s name. In this example, the virtual machine’s name was set to VM1. Further, the system will ask to choose the image. This image stands for an ISO file to be mounted so the virtual machine’s operating system can be installed. Microsoft Azure offers many different images, such as Windows Server or Linux, but in this example, Windows 10 was used, to create a virtual machine. 
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Furthermore, the virtual machine’s setup will ask to configure the network. Previously the user created the VNet, which needs to be used here, so in the network settings, the user has to select the virtual network which was already created. 
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Once all the above were configured, the system will display the price of this service. Because Microsoft Azure is based on subscription pricing, it will display an hourly rate. This price can be adjusted by choosing less memory for the virtual machines.
If the user is happy with all the settings and the price of the service, this can be created and used.

To proceed with an exercise, a second virtual machine has to be created, so that it can be connected to the same virtual network and pinged.
To create the additional virtual machine steps are the same as above. The only difference in settings would be that the name has to be different of this virtual machine. VM2 was used to make it different from the first virtual machine.
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[image: ]All other options stay the same as earlier. Connecting to the same virtual network as well.

If all the above were done correctly, Azure will display multiple resources, which will be ready to use. 
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To get started using the virtual machine, it has to be selected in the “All resources” tab and find the desired virtual machine. 
Connect with RDP pops up as the default option for connecting to the virtual machine. RDP file can be downloaded to the computer and accessed by double-clicking it. The system will ask to enter credentials, which were created at the virtual machine’s setup stage. After successful login, the system will display a new screen with the VM1 running. 
The same steps can be done to access the second virtual machine to have them both running.












Continuing the exercise with an attempt to ping VM2 from VM1.
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As the picture above suggests, the ping function was not successful because of ICMP. This protocol was enabled by default through the Windows Firewall. To allow the ping function, VM2 has to allow the ICMP by entering the relevant code into Windows PowerShell. After the successful operation, the system will display a message, which will confirm that the settings were set correctly.
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The last step is to test the ping function. To do this, the user has to access the VM1. From there, access the Windows PowerShell and type: ping VM2. 
[image: ]
This is what the system should display in order to confirm that the ping was successful. All 4 packets sent have to be received by the VM2.
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for full customization. Learn more &

@ This subscription may not be eligible to deploy VMs of certain sizes in certain regions,

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all
your resources.

Subscription * ® Azure for Students v
Resource group * @ (New) Resource group v
Create new
Instance details
Virtual machine name * © [ J
Region* © [ (asia Pacific) Japan East M
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