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[bookmark: _Toc230862301]Abstract 
This study is concerned with the creation of Music Smart, a music streaming and buying service based on blockchain technology, which is aimed at addressing the major inefficiencies of the traditional music industry. The current music ecosystem is grappling with deep-rooted difficulties like opacity in revenue distribution, late payments to artists, copyright misappropriation, and reliance on centralised intermediaries. These problems frequently decrease artists’ income and limit their control over intellectual property rights. Music Smart offers a decentralised solution that mixes blockchain technology, smart contracts, digital wallets and InterPlanetary File System (IPFS) storage to build a transparent, safe and efficient music distribution system.

The royalty distribution process is automated using smart contracts on the blockchain, enabling rapid payment based on preconditioned terms. This eliminates the need for intermediaries such as record labels or distribution organisations. Digital wallets are integrated to ensure secure peer-to-peer transactions between consumers and artists, enhancing payment transparency and minimising transaction delays. IPFS is utilised as a distributed storage solution for music files and metadata, assuring data integrity and availability, while decreasing the reliance on centralised servers.

The system architecture is built using a multi-layered approach comprising frontend interfaces, backend services and blockchain integration layers. This framework ensures usability, scalability and good data handling. The system testing is performed to evaluate the performance, security, usability and functional correctness. The analysis points out significant problems, including limitations in scalability, obstacles to user acceptance and complexities in integrating blockchain and decentralised storage solutions. The study concludes that blockchain technology has a strong potential to transform the music industry into a more transparent, fair and artist-centric ecosystem.
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The worldwide music industry has been transformed dramatically by quick advances in digital technology. Historically, music was distributed via tangible products, such as CDs and digital downloads, but with the advent of streaming services, the industry has switched to online consumption.  The rise of streaming services has made accessibility and convenience easier for consumers but has also brought with it a number of structural difficulties. These include lack of transparency in financial transactions, delayed royalty payments and opaque income sharing methods. Consequently, many artists are deprived of their intellectual property and income. [1] [2]
There are platforms in the centralised streaming world today that serve as middlemen between the art and the customer. Such middlemen manage licensing deals, income sharing, and content delivery. This strategy is efficient at scale, but typically lacks fairness and transparency, particularly in the calculation and distribution of royalties. Most of the money that comes from artists’ content goes to the platforms and middlemen, and artists usually only get a small percentage of it. [2]

Blockchain technology provides a possible alternative to these difficulties by offering decentralisation, transparency and automation in digital transactions. Blockchain ensures that all transactions are permanently recorded and can be independently verified using distributed ledger systems. Smart contracts go it even further by automating royalty payments and licensing agreements without human intervention. It lowers the dependency on middlemen and creates confidence among stakeholders. [3]
Blockchain-based systems can also facilitate copyright management by establishing verifiable ownership records and enabling creators to retain control of their work. With the increase in the global consumption of digital music, the integration of blockchain technology into music platforms provides the chance to establish a fairer, more transparent, and more efficient ecosystem for everyone involved. [4]
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With the popularity of digital music streaming platforms, there are existing challenges within the current ecosystem. The main problem is the income from music is distributed unevenly, and the artist get a small percentage of the total. Mainly due to the presence of various intermediaries, including record labels, distributors and streaming platforms, each getting a cut of the revenue. This typically means artists have trouble earning a living from their art.

Another major problem is the delay in royalty payments. Traditional procedures for calculating royalties are a multi-step process with intermediaries involved; thus, processing payments takes time. Artists might not get paid for their content for months. Plus, lack of financial openness means producers can’t easily verify how their revenues are computed or distributed.

Centralised music storage systems also have dangers in terms of security and data governance. Storing data in a central location on servers makes it susceptible to hacking, data loss or unauthorised changes. Moreover, centralised control also limits the ownership rights of artists over their content.
These problems call for a more efficient and more transparent system. A solution may be provided by blockchain technology, allowing for decentralised storage, automatic payments through smart contracts and safe verification of ownership. However, although it has great promise, blockchain technology acceptance in the music industry is still limited due to scalability concerns, the complexity of integration, and the lack of user-friendly solutions. Therefore, more research and development are needed to construct a realistic blockchain-based music streaming system that can tackle these issues efficiently.
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Over the past decades, the music business worldwide has experienced a swift digital evolution, changing from traditional tangible media to digital downloading and, more recently, streaming services. This change has shaped the way music is made, delivered and consumed. The advent of digitalisation has brought opportunities for wider access and global reach but also ongoing structural issues regarding the allocation of royalties, copyright enforcement and transparency. The traditional music industry relies significantly on intermediaries such as record labels, distributors and rights bodies, which often results in inefficiencies, lower rewards for artists and delayed cash payments. [1] [2]

The industry is worth billions of dollars and is mostly powered by streaming services like Spotify and Apple Music. These platforms have changed the way we consume music, allowing quick access to unlimited content. Despite their financial success, there are still issues about the fairness and openness of their income-sharing schemes. Each stream generates revenue that is shared between the platform, record labels, publishers, and others. Artists generally only get a little piece of the pie. This has fuelled growing discontent among artists, especially independent musicians who lack the negotiation muscle of major record labels. [1]

One difficulty of the existing system is royalty fragmentation. It’s hard to keep track of and distribute payments correctly because managing rights is complicated. Discrepancies in data formats, flaws in metadata and lack of interoperability between systems result in inefficiencies in royalty processing. This means a lot of royalties go unclaimed or misallocated every year. The issue not only monetarily hits musicians but also destroys trust in the business. [5] [6]

Blockchain technology has emerged as a potential solution to address these difficulties, with its decentralised and transparent structure for managing music rights and transactions. A blockchain is a distributed ledger that records transactions in a secure, unalterable and visible manner. Once data is written to the blockchain, it can’t be edited, meaning the information is trustworthy and reliable. In the music industry, blockchain can help build an indelible, verifiable record of ownership, license agreements and transaction histories. [4]

This means that each piece of music may be given a distinct digital identity on the blockchain, allowing its usage to be reliably tracked across numerous platforms. This means that streams, downloads, and other forms of consumption may be monitored in real time. This means that royalty payments can be calculated and distributed automatically, decreasing delays and removing the need for intermediaries. Smart contracts are self-executing programs that are stored on the blockchain and can further streamline this process by automating the distribution of payments based on predetermined circumstances. [3]

Another major advantage of blockchain technology is that the artist and consumer may communicate directly. In a decentralised system, musicians can send their music directly to listeners, without the need for traditional intermediaries. They not only raise their portion of the revenue, but also their creative and financial control. Fans can directly fund artists via microtransactions, subscriptions or token-based systems, creating a more transparent and equal connection between creators and consumers. [7]

It can also help improve copyright protection using blockchain. The ledger’s immutability makes it easier to authenticate the authenticity and originality of material by keeping ownership information. This can help to avoid illegal use and guarantee that artists receive proper credit for their work. Also, blockchain-based solutions can create a transparent audit trail that would allow stakeholders to trace how material is used and monetised.



There are many benefits to blockchain in the music industry, but it is not without its hurdles. Scalability is one of the major issues. Existing blockchain networks may not be able to cope with the number of transactions made by worldwide music streaming services. Issues with transaction speed and network congestion may restrict the viability of mass adoption. [8]

Another major challenge is the regulatory uncertainty. The legal structure surrounding blockchain and digital assets is still developing, and it’s unclear how they may be applied in the music business. This generates uncertainty for stakeholders and can stifle investment and innovation. [4] [8]

Moreover, the absence of standards among blockchain platforms and music industry processes presents interoperability issues. There needs to be a uniform architecture for data sharing and integration for blockchain solutions to be effective. Without that, the benefits of decentralisation may be restricted.

User adoption is also key. A lot of artists and consumers are unaware of blockchain technology and may not want to use new platforms. Widespread adoption will be important, and education about the benefits of blockchain and ease of use will be critical.” [8]


Digital transformation of the music industry has opened new ways of distribution and consumption, as well as highlighted major inefficiencies and problems. Blockchain technology offers a viable solution to these problems, providing a transparent, secure and decentralised platform for managing music rights and transactions. While difficulties like scalability, legislation, and adoption still exist, continuous research and technological improvements indicate that blockchain may have a dramatic impact on the future of the music industry.
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	Pros
	Cons

	Transparent royalty payments
	Scalability issues

	Faster payments through smart contracts
	Regulatory uncertainty

	Fewer intermediaries
	Lack of standardisation

	Higher earnings for artists
	User adoption challenges

	Better copyright protection
	Technical complexity

	Accurate tracking of music usage
	High implementation costs

	Direct artist-to-fan interaction
	Network congestion

	Improved trust and transparency
	Limited mainstream adoption
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Building a blockchain music system involves the careful selection and integration of different technologies that together enable decentralisation, scalability, security, and accessibility for users. These technologies base of the system and define the efficiency of music distribution, royalties management and user engagement. A competent technology stack gives the platform the opportunity to meet the needs of both artists and consumers and maintain transparency and reliability. [4] [8]



At the heart of the system are blockchain platforms. They provide the infrastructure for decentralised data storage and smart contract execution. Ethereum, Solana and Polygon are all popular blockchains. These systems are popular because they offer smart contracts and decentralised apps (dApps). Ethereum is especially known for its mature ecosystem and large developer community. However, it has issues with scalability and transaction fees, especially when there is considerable network activity.[9] [10]

To address these issues, other platforms like Solana and Polygon have been established. Solana has high transaction speed and minimal fees, which makes it appropriate for real-time applications, such music streaming and micropayments. Polygon is a scaling solution that improves Ethereum’s performance while allowing it to remain compatible with the Ethereum ecosystem. The selection of the blockchain platform is determined by the parameters like cost efficiency, performance needs and developer support. [4] [10]

Smart contracts are an integral part of the blockchain music ecosystem. They are self-executing systems that automate agreements between artists, distributors and customers. Smart contracts are largely written in Solidity and specify rules for royalty sharing, licensing, and payments. They allow transactions to be automatically carried out when certain circumstances are met, avoiding the need for human processing and cutting down on intermediaries. [7]

With smart contracts, artists can stipulate how revenue is split among stakeholders. For example, when a user streams or buys a tune, the contract automatically splits the reward between contributors such as producers, composers and performers. This means that the payment processing is accurate, transparent and in real-time. Additionally, smart contracts give an immutable record of transactions, enhancing accountability and reducing conflicts.

Another must-have technology is decentralised storage, which resolves the issue of huge audio files. Traditional blockchains are not meant for storing of high amount of data, so direct storage is infeasible. To remedy this, solutions like IPFS are utilised. IPFS distributes files over a network of computers, offering redundancy and reliability.

IPFS gives each file it stores a unique cryptographic hash that identifies it. The hash is stored on the blockchain; therefore, the file is linked to its metadata. This method is guaranteed to be intact because if the file is changed, the hash will be different. Decentralised storage minimises dependence on centralised servers, making the system more resilient and scalable. [3] [4] 


To do financial transactions in the system, you need digital wallets. MetaMask is one of the most popular wallets which enable users to handle digital assets and engage with decentralised services. [11] [12]

MetaMask is a browser extension and mobile app that provides a secure gateway to the blockchain. It allows users to keep private keys, send and receive cryptocurrency and connect to decentralised applications. In a music system, MetaMask is used to buy songs, to get paid royalties and to authorise transactions.[11] [12]


The wallet is non-custodial, meaning users maintain complete control over their private keys. This adds security but also places the burden on users to protect their credentials. Encryption, password protection and connection with hardware wallets provide further security. But user education is necessary to avoid threats like phishing attacks and unauthorised access.



The front end of the application is responsible for user interaction and experience. React and Angular are popular technologies to create responsive and dynamic interfaces. These frameworks enable developers to design applications that can process user input and display real-time data quickly.

The frontend has functions such as music browsing, streaming, uploading and account administration. It also works with digital wallets so users can do blockchain transactions directly in the UI. A smartly designed frontend allows access to different devices, which increases usability and adoption.

The backend is the part of the system that houses the fundamental logic and serves as a bridge between the frontend and the blockchain. Technologies such as Node.js and Express are quite popular for backend development due to their scalability and performance. The backend handles authentication, file processing and communication with decentralised storage and blockchain networks.

When a user submits a music file, the backend processes the file and posts it on the IPFS. It then interacts with the blockchain to save metadata and ownership information of the file. Similarly, when a transaction is begun, the backend serves as a bridge between the frontend and the blockchain network, enabling the transaction to be executed successfully.

APIs are the glue that holds the different parts of the system together. There are libraries like Web3.js and Ethers.js that enable interfaces to connect with blockchain networks and smart contracts. These APIs allow developers to send transactions, get blockchain data and listen for events. [9]

We utilise the Avalanche blockchain for our project, as it offers minimal transaction fees and high performance, which makes it suited for development without huge financial costs. Avalanche is quick with transactions and has support for tools built for Ethereum, so developers can deploy smart contracts using the frameworks they’re comfortable with.

Depending on the system needs, other blockchain systems could be employed as well. Ethereum has a mature ecosystem and rich documentation, making it appropriate for sophisticated applications. Solana has high-speed performance, which is good for large-scale applications that require real-time processing. Polygon is a low-cost approach for growing Ethereum apps while remaining compatible.

A full-fledged ecosystem that can enable decentralised music distribution can be achieved by combining blockchain platforms, smart contracts, decentralised storage, digital wallets, frontend frameworks, backend systems and APIs. Every component plays a role in the system’s operation, making the management of music content and financial transactions transparent, efficient, and scalable. [9]


	Pros
	Cons

	Decentralised and transparent system
	Scalability limitations

	Fast transaction processing
	High transaction costs on Ethereum

	Automated royalty payments
	Technical complexity

	Reduced reliance on intermediaries
	Regulatory uncertainty

	Secure and immutable records
	User adoption challenges

	Real-time payment distribution
	Risk of phishing and unauthorised access

	Low fees on Solana and Avalanche
	Lack of standardisation between platforms

	Reliable decentralised storage with IPFS
	Large audio files difficult to store directly on blockchain

	Users control private keys
	Users responsible for wallet security

	Responsive frontend with React and Angular
	Integration can be complex

	Scalable backend using Node.js and Express
	Requires developer expertise

	Compatible with Ethereum tools
	Network congestion during peak usage
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Design and Implementation of a Scalable, Secure and User-Friendly Application Architecture for Building a Blockchain-Based Music System. This system is made up of several layers, such as frontend, backend and blockchain infrastructure, to facilitate smooth interaction between users and decentralised technology. The purpose of the program is to offer a simple platform for artists to distribute their music, for users to access and consume material and for transactions to be done transparently through blockchain methods.[4]
In general, the system is constructed with a three-tier design, comprising the Presentation Layer (Frontend), the Application Layer (Backend), and the Decentralised Layer (Blockchain). All these levels have their own specific functions but are also interconnected to ensure a smooth flow of data and system reliability. The separation of concerns makes the code easier to maintain, scale and improve in the future.
The frontend is the primary interface to interact with the system. It is meant to be responsive and intuitive, ensuring that the tool is accessible for a wide variety of platforms such as PCs, tablets, and smartphones. Dynamic and interactive user interfaces are usually built using modern frontend frameworks like React and Angular. These frameworks allow for efficient state management and real-time updates, which are critical for a seamless user experience. [13]

The frontend allows artists to submit music files, add metadata such as the song title, genre and ownership information, and track earnings. For the listener, it gives capabilities such as exploring music libraries, streaming audio content and purchasing tunes. The digital wallet feature will enable users to link their wallets and make blockchain transactions directly through the UI. That eliminates the need for extra tools and improves usability.

The backend layer is responsible for the fundamental application functionality and the connection between the frontend and the blockchain. Node.js and Express are popular technologies that are utilised extensively for their scalability and ability to handle asynchronous tasks efficiently. The backend takes care of user authentication, session management, file processing and API calls

User authentication is a crucial part of the backend and ensures that only approved users can access certain functionalities. This could be conventional techniques such as email and password authentication, or it might be blockchain authentication utilising wallet addresses. The combination of the two ways enables the system to provide both security and flexibility.

Another major task of the backend is file management. When  artists uploads a music file, the backend processes the file and prepares it to be saved in a decentralised system. The metadata attached to the file is checked and formatted before being recorded on the blockchain. This guarantees consistency and correctness in data representation. [12]
Music upload and metadata registration are two of the main aspects of the application. This procedure is used to capture key information about a track, including ownership, license terms and income splits. This information is stored on the blockchain, ensuring transparency and immutability. Each track is given a unique identifier, so it can be monitored via many transactions and interactions. [4]
Another important component of the technology is streaming and playback. The program is for listening to music directly, and the audio files are sourced from decentralised storage systems. Streaming mechanisms are efficient enough to provide smooth playback despite dynamic network conditions. There are further techniques like buffering and adaptive streaming to enhance performance and reduce latency.

The platform also offers artist dashboards for revenue tracking. These dashboards give real-time information into profits, streams and user interaction. So, the system may show accurate and transparent financial information based on the data on the blockchain. Artists can track their performance without having to involve intermediaries. These dashboards can also be made more useful using charts and graphs. [6]
We apply search and recommendation algorithms to improve content discovery. These systems use algorithms to assess user behaviour, preferences and listening history and propose related tunes. Traditional recommendation systems are based on centralised data processing, but the adoption of blockchain provides new opportunities for decentralised data sharing and privacy-preserving analytics. [8]
The blockchain integration is handled by way of APIs that communicate with smart contracts installed on the network. Libraries such as Web3.js and Ethers.js offer the capabilities needed to send transactions, query blockchain data and listen to contract events. When a user does something (like buying a song), the frontend sends a request to the backend, which talks to the blockchain through these APIs.
For example, when a user buys music, a transaction is generated and broadcast to the blockchain network. The smart contract for that is run and automatically transmits the logic defining how the payment should be divided. The money is subsequently disbursed to the involved parties according to the contract provisions. The procedure removes the need for manual involvement, ensuring that payments are processed precisely and effectively.
Another factor to consider in developing the program is scalability. The increasing number of users and transactions requires the system to maintain performance and dependability. You can handle more demand using techniques such as load balancing, horizontal scaling and microservices architecture. Also, the deployment of efficient blockchain networks and off-chain solutions can alleviate congestion and boost transaction throughput. [4]
Another key part of application development is security. The system shall protect user data, prevent unauthorised access, and maintain the integrity of transactions. This includes secure coding techniques, encryption and frequent security audits. Especially, smart contracts need to be tested a lot to expose and fix such weaknesses. [14]

Interoperability is also an important design consideration for the system. The application should be capable of connecting with several blockchain networks, storage systems, and other services. This flexibility allows us to grow in the future and to adapt to new technology. Standardised protocols and APIs are key to ensuring interoperability. [15] [16]


User experience is always the first concern during the development process. No matter how complex the blockchain technology is, the application must offer a straightforward and intuitive experience to consumers. This includes easy navigation, mobile responsiveness, and useful transaction feedback. Providing training materials and support could also help users learn how to work with the system effectively. [17]

Also, testing and iterative development are needed to ensure the quality and reliability of the application. The system can be iteratively improved based on user feedback and performance metrics using agile development approaches. This approach helps developers catch problems early and make improvements quickly.

Generally, building a music application on the blockchain includes integration of many technologies and considerations, including scalability, security and usability. By integrating modern web development frameworks with decentralised technology, we can create a platform that overcomes the limits of existing music distribution systems and offers a more transparent and efficient solution for all parties. [18]


	Pros
	Cons

	Transparent transactions
	Complex system architecture

	Real-time royalty payments
	Scalability challenges

	Secure blockchain records
	Smart contract vulnerabilities

	Responsive user interface
	High development complexity

	Direct artist-to-user interaction
	Integration difficulties

	Automated payment distribution
	Requires technical expertise

	Decentralised storage support
	User adoption challenges

	Real-time analytics dashboards
	Security risks such as unauthorised access

	Cross-platform accessibility
	Dependence on internet connectivity

	Scalable backend technologies
	Ongoing maintenance and testing required
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Smart contracts are automated contracts that run on blockchain networks and automatically enforce agreements between participants without middlemen. They function based on rules that are programmed into their circuitry and are triggered by certain conditions. Smart contracts form the core of automated royalty payment, license agreement enforcement, and ownership rights validation in a music system based on blockchain. They increase efficiency, transparency and trust between stakeholders by removing manual processes.[19]
From a technical perspective, smart contracts are code stored on a blockchain like Ethereum or Avalanche. Once released, they are immutable. This means that their code cannot be changed without deploying a new contract. This immutability guarantees that the rules of transactions are always consistent and tamper-proof. Smart contracts are usually written in programming languages like Solidity, a language specifically suited for blockchain applications. [20]
Smart contracts are utilised in the music industry to control several important functions. One of their main jobs is the distribution of royalties. Traditional royalty systems include several intermediaries, and the bookkeeping is complicated. Payments are often delayed or erroneous. This problem is solved by smart contracts, which automatically distribute revenue according to pre-defined terms. Whenever a user streams or buys music, the contract automatically calculates how much each stakeholder is entitled to and sends the money to their digital wallets. This guarantees that payments are done right and promptly.
Another key use of smart contracts is the administration of license agreements. Music licensing is the process of obtaining rights to use a piece of content for a certain purpose, for example, streaming, broadcasting or for commercial purposes. In traditional systems, license agreements are typically enforced manually via legal contracts. Smart contracts make this procedure easier by embedding license conditions directly into the blockchain. A contract, for example, could stipulate the terms on which a song can be streamed, including price, consumption limits, and geographical constraints. When a user tries to access the content, the smart contract checks if the conditions are satisfied and gives or refuses access appropriately. [21] [22] [23]
Another crucial feature of smart contracts is ownership verification. Each piece of music can be connected with a unique identity and recorded on the blockchain with metadata defining ownership and rights. Ownership details are safely stored in smart contracts that cannot be tampered with without permission. This gives a dependable means for tracking intellectual property and avoiding ownership issues. In case of ownership transfer, such as the sale or licensing of rights, the smart contract immediately changes the ownership information. [24] [25]
Smart contracts bring automation, which can dramatically boost the transparency of the music ecosystem. All transactions made under the contract are recorded on the blockchain, producing a permanent and verifiable audit trail. This allows stakeholders to track the revenue generation and distribution process and minimises the risk of disputes. Transparency is especially critical in the music industry, where the lack of transparency into financial operations has been a massive issue for a long time. [26] [11] [27]
Of course, there are various disadvantages of smart contracts that need to be taken into consideration during the development process. One of the biggest challenges includes the danger of coding errors. Smart contracts are immutable post-deployment — faults and weaknesses in the code can’t be easily patched. This can have major repercussions like money loss and abuse by bad actors. Poorly drafted contracts have been taken advantage of in the past using weaknesses like re-entrancy attacks. [15] [28]
Proper testing and validation are critical to minimise these hazards. Developers should test smart contracts rigorously under a variety of circumstances to ensure that they work as intended. Potential problems are usually identified through unit testing, integration testing and simulation of real-world settings. Formal verification techniques can also be used to mathematically prove the accuracy of the contract logic. These methods can achieve a higher level of assurance than classical testing methods.

Security audits are another key aspect of smart contract development. Independent security experts will comb through the contract code for flaws and provide fixes. Audits assist in ensuring the contract follows best practices and is resistant to typical attack vectors. For contracts involving financial transactions, regular audits are even more crucial as they are more susceptible to assault. [17] [29]
Designing smart contracts with “gas efficiency” is a crucial point to consider. Users must pay transaction fees, sometimes referred to as gas fees, to execute operations on the blockchain networks. Higher petrol prices mean a less usable system for users because of less efficient code. Developers should strive to optimise smart contracts for computational simplicity and lower transaction costs. This is especially essential in applications like music streaming, where there could be plenty of microtransactions.

Scalability is another difficulty for smart contracts. The blockchain network needs to be able to handle the load without performance degradation as the number of users and transactions grows. Heavy transaction traffic might cause network congestion and additional fees. Developers can address this by developing layer-2 solutions or moving to other blockchains that provide more throughput at a lower cost. For example, platforms such as Polygon offer scaling options that enhance performance while remaining compatible with existing systems.

Another key characteristic of smart contract systems is interoperability. In a heterogeneous blockchain environment, different platforms may have distinct standards and protocols. Allowing smart contracts to communicate with other systems and networks increases flexibility and usefulness. Standardisation initiatives are crucial to ensuring interoperability and include token standards and cross-chain communication methods.

Another area to think about is how to connect smart contracts to external data sources. Often, these contracts demand access to real-world data like streaming analytics or user activity. Oracles are used to deliver this data to the blockchain safely and reliably. However, the usage of oracles creates complexity and new points of failure. The dependability and security of data streams are critical for system integrity.

Careful design is also needed for the interaction of users with smart contracts to make them usable. The user interface should be straightforward and intuitive, even if the underlying operations are complex. Users should be able to buy music or see their transaction history without knowing anything about the technical aspects of the blockchain. Clear feedback and confirmations during transactions help enhance user confidence. [17] [29]
Legal and regulatory issues are also relevant to the adoption of smart contracts. It is important to note that the legal status of smart contracts may vary by jurisdiction, and there may be concerns surrounding their enforceability. Developers need to assess the applicability of existing legal frameworks to blockchain-based agreements and ensure that their systems conform to relevant rules. This is especially the case in the music industry, where intellectual property rights are protected by intricate legal procedures.
In addition, smart contracts can enable new economic models within the music industry. For instance, they can permit fractional ownership of music rights when numerous investors own shares of a single track. The money made on the track is then divided proportionally among the investors. This brings up new financing and collaboration opportunities.
Smart contracts also allow the establishment of token-based ecosystems, where users may earn and spend tokens inside the platform. These coins can be used to get premium content, vote on governance decisions or reward user involvement. The combination of these characteristics with smart contracts results in a dynamic and participatory music environment. [30]

	Benefits of Smart Contracts
	Disadvantages of Smart Contracts

	Automated royalty payments
	Risk of coding errors

	Eliminates intermediaries
	Smart contracts are immutable once deployed

	Instant and accurate payments
	Vulnerabilities such as re-entrancy attacks

	Transparent audit trail
	Requires rigorous testing and validation

	Secure ownership verification
	Security audits can be costly and time-consuming

	Tamper-proof transaction records
	High gas fees from inefficient code

	Automated licensing agreements
	Scalability and network congestion issues

	Improves trust and transparency
	Interoperability challenges between platforms

	Supports fractional ownership
	Dependence on external data through oracles

	Enables token-based ecosystems
	Oracles introduce additional complexity

	Reduces disputes over ownership
	Legal and regulatory uncertainty

	Real-time transaction processing
	Users may struggle with technical complexity

	Compatible with blockchain platforms like Ethereum and Avalanche
	Performance issues with high transaction volumes
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A critical element of all blockchain music platforms is a digital wallet integration that enables users and artists to make payments securely and efficiently. A digital wallet is a software application that maintains cryptographic credentials, allowing users to access, manage, and transfer digital assets such as cryptocurrencies and tokens. Wallets serve as the main gateway to interface with the blockchain architecture of a decentralised music platform, managing payments, royalty distribution, and ownership verification. [19] [31]
Public key cryptography is used by digital wallets to allow for secure communication and to verify transactions. Each wallet contains a public key (this is the visible address to receive funds) and a private key (used to sign and approve transactions). Wallet security is totally dependent on how well the private key is secured. If the private key is compromised, the user’s funds might be accessed by unauthorised persons. Hence, safe key management methods are crucial for any blockchain-based system. [32] [33]
The music platform uses digital wallets to make purchases of music content. When a user selects a music or album to purchase, the process is launched using their wallet. The payment is subsequently sent to a smart contract that is deployed throughout the blockchain. This contract automatically implements predetermined instructions, such as distributing money to the relevant stakeholders. This eliminates the need for traditional payment intermediaries and guarantees that artists get paid directly and on time. [34] [20]
Another big application of digital wallets is royalty payments. In the traditional music distribution system, many intermediaries such as record labels and rights organisations are involved in the process of royalty payments. This can sometimes result in artists being paid late and making less money. In a blockchain system, royalties can be dispersed in real time using digital wallets. Whenever a tune is streamed or purchased, the smart contract calculates the income split and sends the right amount to the artist’s wallet. This automated process promotes transparency and decreases administrative costs. [31]
Digital wallets also simplify peer-to-peer transactions on the platform. Users can tip or donate directly to artists, opening new revenue streams outside of traditional sales and streaming revenue. This tool increases the involvement of artists with their viewers, building a more direct and transparent relationship. You can also use peer-to-peer transactions for collaborative projects, where numerous contributors share the earnings from a single piece of content. [31]
Digital wallets necessitate powerful authentication methods for secure access. Authentication methods include password-based authentication, biometric authentication and multi-factor authentication. In blockchain systems, authentication is usually performed using cryptographic signatures where users authenticate transactions with their private keys. This removes the requirement for centralised authentication servers and boosts security by decentralising control. [35]
Wallet integration should work across platforms. The system is accessible to users via several platforms, such as desktop computers, cell phones, and tablets. Thus, the wallet solution has to be adaptive to varied situations. Popular wallets such as MetaMask offer cross-platform support through browser extensions and mobile apps. This versatility enables users to effortlessly interact with decentralised applications, no matter the device they are using. 

One of the biggest challenges in digital wallet adoption is user experience. Many people do not know blockchain technology and may find wallet interfaces complicated or difficult to navigate. Non-technical users could find petrol surcharges, transaction confirmations, and private key maintenance perplexing. Such problems can be impediments to acceptance, particularly for mass audiences used to traditional payment systems. [17] [29]
Wallet interfaces need to be made easier to use by developers. One way to do this is to provide intuitive interfaces that assist the user through the transaction process. We can abstract technical information (like petrol fee computations) to make the system more approachable. No need for external tools, and it makes the experience more user-friendly by integrating wallet functionality right into the program interface. Users can also be taught how to use digital wallets efficiently with clear instructions and training materials. [36]
Security is a major consideration in digital wallet integration. Cybercriminals often target wallets because they are the gateway to financial assets. User accounts can be compromised by threats such as phishing, malware and unauthorised access. Protecting users and maintaining confidence in the system requires the implementation of effective security measures. [37]
Encryption is a fundamental part of wallet data security. Private keys should be kept encrypted to avoid unauthorised access. Secure data in transit. Use secure communication protocols (such as HTTPS) to protect data that is transmitted between the user and the application. These procedures help to ensure that sensitive information is kept confidential.

Multi-factor authentication provides an additional layer of security by forcing users to prove their identity using different methods. For example, users may need to input a password and then validate a one-time code provided to their mobile device. This decreases the risk of unauthorised access even if login credentials fall into the wrong hands. Biometric identification methods, such as fingerprint or facial recognition, can be added as well to improve security. [38]
Hardware wallets are an alternative way to secure digital assets. Unlike software wallets that keep private keys on internet-connected devices, hardware wallets store keys offline. This decreases exposure to internet risks and adds a better level of security. Supporting integration with hardware wallets can give consumers other choices to secure their money.

Regular security audits should discover and fix wallet system vulnerabilities. Developers need to always be on the lookout for such dangers and put in updates to counter the risks. At the same time, smart contracts related to wallet transactions should be carefully tested to make sure they do not have any exploitable bugs.
There are also regulatory factors to consider when it comes to digital wallet integration. Different jurisdictions have different requirements on financial transactions, data protection and identification of users. It is important to comply with these standards to guarantee that the system is lawful and sustainable. When building wallet functionality, developers must consider challenges such as anti-money laundering (AML) and know-your-customer (KYC) standards.
The other crucial feature of digital wallets in blockchain-based music systems is tokenisation. Tokens can be used to represent numerous sorts of value, including ownership rights, access rights and rewards. For example, musicians may issue tokens that provide fans access to unique content or events. These tokens are held in digital wallets that enable users to store and spend them on the platform.
With people using numerous blockchain networks, the need for interoperability is growing. A cross-chain compatible wallet is a wallet that allows users to manage assets from several networks through a single interface. It is more convenient and improves the entire user experience. Digital wallets do more than only hold assets. Blockchain bridges and other technologies allow you to transfer assets between networks.
Wallet integration must also consider scalability. As more users are added to the system, it must be able to manage higher volumes of transactions without a drop in speed. Efficient transaction processing and network optimisation strategies are necessary to keep the system responsive.
Digital wallets incorporated into a blockchain-based music system provide a decentralised financial environment in which transactions are transparent, safe and efficient. Digital wallets provide users with control over their assets, letting them connect directly with the blockchain and play a vital part in ensuring the functionality and longevity of the platform. [16] [39] [40]



	Pros of Digital Wallet Integration
	Cons of Digital Wallet Integration

	Secure and efficient financial transactions
	Private key compromise can lead to unauthorised access

	Supports direct artist payments
	Users may find wallets difficult to navigate

	Real-time royalty distribution
	Gas fees and transaction confirmations can be confusing

	Eliminates payment intermediaries
	Security threats such as phishing and malware

	Enables peer-to-peer transactions
	Requires strong authentication mechanisms

	Supports tips and donations to artists
	Regulatory compliance challenges (AML/KYC)

	Cross-platform functionality
	Dependence on secure internet connectivity

	Enhances transparency and control of assets
	Risk of unauthorised access to financial assets

	Multi-factor and biometric authentication improve security
	Wallet security relies heavily on user responsibility

	Hardware wallet support increases protection
	Hardware wallets may reduce convenience

	Supports tokenisation and exclusive content access
	Cross-chain interoperability adds complexity

	Allows users to manage assets independently
	Scalability issues with increasing transaction volumes

	Decentralised authentication improves security
	Regular security audits and updates are required

	Integrates directly with blockchain applications
	Blockchain concepts may be difficult for non-technical users












[bookmark: _Toc230862312]6. Decentralised Storage Analysis
Decentralised storage systems have become an essential component of blockchain-based multimedia applications, especially in the area of digital music distribution, where big file volumes, high availability requirements and ownership verification are of key importance. Traditional blockchain networks are not suitable for directly storing huge media files due to their limitations in throughput, storage capacity and overhead in replication. Every node in a blockchain network needs to keep a full or partial copy of the ledger. Therefore, keeping high-volume data, such as audio files, is inefficient and economically impractical. This has led to the widespread adoption of decentralised off-chain storage systems such as the InterPlanetary File System (IPFS) to support the blockchain architecture by handling the storage of huge files, while the blockchain controls the metadata, ownership records, and access control mechanisms. IPFS is a distributed peer-to-peer storage network. Rather than addressing files by their location, files are addressed by a cryptographic content hash, called a Content Identifier (CID). This ensures that any file stored in the system can be uniquely identified and verified for integrity, as any change to the file produces a completely different hash. IPFS is designed to be a “content-addressed, versioned, and peer-to-peer file system” that allows distributed nodes to store and retrieve data efficiently without reliance on centralised servers. In a blockchain-based music system, when a user uploads an audio file, the file is processed and saved in IPFS, which creates a CID that is a permanent reference to that file. The CID is then put on the blockchain with other metadata, including ownership details, licensing terms, and royalty distribution rules. In this manner, the file itself is stored off-chain, but its identity and legitimacy can be verified on-chain. emphasises that IPFS considerably increases the availability of distributed data by duplicating the content across several nodes, thereby minimising dependence on centralised servers and improving tolerance of faults. Furthermore, blockchain integration offers immutability of metadata, which is crucial for applications such as music rights management, where transparency and traceability are necessary to avoid copyright infringement and illegal dissemination. The incorporation of IPFS and blockchain results in a hybrid architecture where storage-heavy operations are performed off-chain and trust-heavy actions are performed on-chain, thereby creating a balanced system that optimises both performance and security. Show the advantages of employing IPFS-based decentralised applications in terms of data preservation and robustness, in particular, in scenarios with high node join/leave rates in the network. This is especially true for music streaming systems where users expect immediate availability of audio content for an enjoyable user experience. Let's take a closer look at the benefits of this distributed storage model:[41] [11] [4]
• Reduced reliance on centralised servers:
Centralised servers: Centralised cloud storage services like AWS or Google Cloud create single points of failure and may be vulnerable to downtime, censorship, or data breaches.  IPFS distributes files over a worldwide network of nodes, guaranteeing that data availability is not controlled by any single party. Blockchain-IPFS integration minimises dependence on centralised infrastructure by facilitating peer-to-peer dissemination of content among distributed nodes. [41] [42]
• Improved data security and integrity: Cryptographic hashing and blockchain immutability provide security in decentralised storage. Each file in IPFS is identifiable by a content-derived CID, allowing the discovery of tampering. If even a single byte of the file is modified, the CID changes, and tampering will be instantly detected. Additionally, the blockchain guarantees that metadata like ownership records cannot be altered post facto. points out that blockchain-IPFS systems enhance data integrity by rendering storage references and metadata tamper-proof.
• Improved scalability: Scalability is a key difficulty in centralised storage systems, particularly for music streaming companies serving millions of concurrent users. IPFS solves this by dividing storage and bandwidth needs among several nodes. Users obtain data from numerous peer nodes simultaneously instead of relying on a single server cluster, thereby minimising bottlenecks and increasing throughput. Show IPFS is scalable to distributed environments due to its peer-to-peer design and content-based routing techniques. [41] [36]
• Reduced storage costs:                                                                                                                                  Traditional cloud storage incurs constant costs for infrastructure, maintenance, and data redundancy solutions. However, IPFS needs the participation of multiple nodes in the network, which greatly reduces the cost of storage. Nodes freely provide storage resources via incentive mechanisms, hence removing the need for centralised infrastructure expansion.  Note that hybrid blockchain-IPFS architectures lower operational costs by offloading heavy data storage off the chain and storing secure metadata on the chain. [43]
In a fully developed decentralised music storage system, audio files, for example, in MP3 or WAV formats, are encrypted (optional privacy) and saved on IPFS. The generated CID is stored in a blockchain transaction together with metadata defining the file. Smart contracts for access control, licensing and royalty distributions. When a user requests a song, the system extracts the CID from the blockchain, locates the file in the IPFS network and reconstructs it for playback. This guarantees that the file is available worldwide as long as there is at least one copy of the file in the network. Show that these systems are particularly useful for storing multimedia logs, such as audio and video data, due to their robustness and distributed nature. But there are certain technological obstacles to getting these benefits. The issue of data durability is a big one, as IPFS doesn’t ensure long-term storage unless files are specifically pinned or incentivised. The other problem is the network latency, as fetching content from distant geographical nodes may incur a delay. Moreover, the complexity of the system increases with the requirement to orchestrate between the blockchain smart contracts and distributed storage networks. Please note that persistent availability in IPFS networks is not free. Additional mechanisms are required in order to keep files redundant over time, e.g. clustering or incentive layers. Furthermore, while decentralisation improves resilience, it also has its own governance and content moderation difficulties, especially for applications that involve copyrighted material such as music distribution. However, the combination of IPFS and blockchain is one of the most promising architectures for decentralised multimedia storage as it strikes a good balance between scalability, security and cost efficiency within a single framework supported by cryptographic verification and distributed consensus mechanisms.[44] [45]






	Pros of Decentralised Storage
	Cons of Decentralised Storage

	Reduced reliance on centralised servers
	Data persistence is not guaranteed without pinning

	Enhanced data security and integrity
	Network latency from distant nodes

	Tamper detection through cryptographic hashing
	Increased system complexity

	Improved scalability through peer-to-peer architecture
	Coordination between blockchain and storage networks is complex

	Lower storage and infrastructure costs
	Governance and content moderation challenges

	High availability and fault tolerance
	Requires incentive mechanisms for long-term storage

	Transparent and verifiable ownership records
	Dependence on distributed node participation

	Supports efficient multimedia storage
	Retrieval performance may vary across nodes

	Resilient distributed data availability
	Additional clustering mechanisms may be needed

	Blockchain ensures immutable metadata
	Managing copyrighted material can be difficult

	Hybrid on-chain/off-chain architecture improves performance
	Technical expertise required for implementation

	Globally accessible content distribution
	Continuous node availability is necessary








[bookmark: _Toc230862313]7. Testing & Evaluation Analysis
Testing is done to ensure the reliability, performance and security of the system. Blockchain transactions are irreversible and hence require rigorous vetting.
Evaluation Metrics and Testing Types in a Decentralised Music System
Testing is an essential necessity in blockchain-based decentralised music systems due to the integration of several complicated technologies, including smart contracts, decentralised storage networks (e.g., IPFS), and user-facing applications for music uploading, streaming and payments. Decentralised architectures are based on distributed nodes, consensus methods and immutable ledgers, which are all different from typical centralised systems and bring with them some new issues with regard to performance, scalability and security. Therefore, systematic testing is required to verify that the system operates correctly under varied settings and continues to be reliable, efficient and trustworthy. Music platforms also entail a high volume of data storage, frequent interaction with users, and financial transactions such as royalty distribution. Testing is necessary to make sure that all components work as expected in real usage, data remains consistent, and the system remains stable. [4] [11] [19]
Performance testing is one of the most important evaluation methodologies in decentralised music systems. The aim is to test the ability of the system to cope with growing work load such huge number of users, simultaneous uploads of music and continuous requests for streaming. Transaction throughput, block confirmation time and network latency are often performance bottlenecks in blockchain systems. Therefore, performance testing measures the speed at which transactions are executed and how efficiently the system is able to download music files from IPFS under varied network conditions. Stress testing is an important part of performance evaluation when the system is subjected to excessive workloads (beyond normal operational capacity) to detect bottlenecks, delays and failure areas. This is especially so in decentralised systems, where consensus procedures on the blockchain — such as proof-of-work or proof-of-stake — can slow down transaction validation. IPFS retrieve performance is also a function of node availability and network distribution; hence, performance testing is vital to find optimisation opportunities and maintain a consistent user experience during peak usage. [36] [41]
Security testing is similarly critical in decentralised music systems since they handle sensitive data such as intellectual property rights, ownership records, license agreements, and financial activities. Smart contracts automate crucial functions, such as royalty payments and access control, making them a main target for security weaknesses. Security testing is concentrated on detection and correction of re-entrancy attacks, integer overflow or underflow mistakes, unauthorised access attempts and logical deficiencies in contract execution. It also verifies the integrity of IPFS content identifiers, so that music files can’t be modified or swapped without being noticed. Blockchain systems are immutable by design, meaning that any weaknesses in deployed smart contracts can lead to irrevocable financial or data loss. This is why security testing is generally conducted through formal verification, static code analysis, and penetration testing for robustness. In addition, encryption measures for IPFS-based storage systems are assessed to guarantee that only authorised users may access protected content. Security testing helps to secure digital assets and preserve trust in decentralised music ecosystems in general. [21] [46] [47]
Usability testing aims to assess the user experience of decentralised music platforms, ensuring that users can easily engage with system functionalities such as uploading music, streaming content, maintaining wallets, and receiving payments. Given the technical complexity of blockchain-based systems, usability testing is of importance in closing the gap between advanced backend technology and user-friendly interfaces. It tests the platform’s ease of use for technical and non-technical users, including musicians and listeners who might not understand how blockchains work. Efficiency of navigation, clarity of transaction processes, ease of wallet integration and responsiveness of the user interface are the crucial elements of usability testing. It also assesses the clarity of the system’s feedback – say, when you upload a file or confirm payment. Poor usability is a major barrier to adoption, even if the underlying technology is technically sound. This step of testing is therefore crucial for success in the real world.[17] [29]

Functional testing guarantees that all components of the decentralised music system work properly according to specified requirements. It checks that each feature is working as intended, both on its own and when integrated with other parts of the system. This includes testing music file uploads to guarantee that audio files are correctly stored in IPFS, validating that content identifiers (CIDs) are accurately recorded on the blockchain and checking that metadata such as ownership, license and artist details are correctly stored and retrievable. Functional testing includes tests of streaming functionality. Users with valid permissions should be able to access music files, and smart contract rules should prevent unauthorised access. Payment processing and royalty distribution procedures are also checked to guarantee that financial transactions are conducted appropriately and openly. Integration testing is typically part of functional testing to evaluate the interaction between the blockchain and IPFS components, ensuring that the system works as a single architecture and not as separate components. [24] [48] [19]
The evaluation parameters that quantify the overall effectiveness, performance and reliability of decentralised music systems. These are measurable indicators that developers can use to measure the performance of their systems and find areas for improvement. One of the most essential metrics is transaction speed, which counts the time it takes to confirm blockchain transactions. This includes the ability to upload music, amend licensing information and process payments. Faster transaction speeds enhance the customer experience by minimising wait times and facilitating seamless interaction with systems. However, consensus mechanisms in blockchain networks usually suffer from delays; hence, optimisation is important for acceptable performance. [49]
Another important evaluation indicator is system scalability, which assesses the ability of the system to accommodate more users, transactions and music files without any performance reduction. In decentralised systems, scalability is a function of both blockchain throughput and IPFS network efficiency. A scalable system can cater to global music distribution platforms with millions of consumers and constant performance. Scalability Testing helps to test the system architecture to check whether the system can grow without any major structural changes or bottlenecks in data processing. [49]
Security robustness assesses the ability of the system to withstand attacks and retain data integrity under adversarial settings. It examines the capability of the system to prevent unauthorised access, detect smart contract vulnerabilities and protect against blockchain-specific attacks such as double-spending or re-entrancy exploits. The robustness of security also involves the analysis of the encryption techniques used for the IPFS storage and ensuring that the metadata saved on the blockchain cannot be modified. Trust, reliability and long-term sustainability are provided by a very resilient system in decentralised contexts. [21] [22]






	Pros
	Cons

	Ensures system reliability and security
	Blockchain transactions are irreversible

	Test performance under high user load
	Complex multi-technology system

	Detects bottlenecks via stress testing
	Network latency issues

	Improves security through audits and verification
	Smart contract bugs cause major risks

	Validates correct payments and streaming
	Hard to test distributed systems

	Improves user experience (usability testing)
	Blockchain is technically complex for users

	Measures scalability and efficiency
	Performance depends on network conditions

	Ensures the system works as intended (functional testing)
	High resources and time are required for testing
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a. Most of the study on blockchain is theoretical — it’s not about how to really do it on a music platform. 

· Scarce research on the performance, growth and usability of decentralised music streaming apps.                 

b. Why are decentralised storage solutions such as the Interplanetary File System and blockchain still challenging to incorporate? 

c. Large-scale streaming decentralised infrastructure has been under-studied.                                                  

· Communication barriers.                                                                                                                                                                                           • Many platforms have complicated interfaces for non-techies.   [43] [17] [29]

[bookmark: _Toc225948028][bookmark: _Toc230862315]Proposed Solution
To create a fairer distribution of royalties, real-time statistics and payments to artists, and to reduce a lack of transparency, I will introduce a decentralised platform to remove middleman management of artists’ accounts, instead of centralised intermediaries, which limit artists' control over their work and earnings. I also intend to use the Avalanche blockchain Decentralised technology as it is free to use and more suitable for my development plan of using free development tools, as well as MongoDB NoSQL, which is suitable for blockchain development instead of the traditionally used Database MySQL and PostgreSQL, which is a fix table structure that could lead to migrations, schema updates, and downtime risk when needing to make changes.  I am also using an interplanetary storage system, which was designed for the project I am attempting to do, instead of storing directly on the blockchain, as it could be pricey for storage in that regard, which results in music files being duplicated on different nodes or blocks. Development costs £13 to use Spotify for developers and £30 monthly for Copilot.  [34] [50] [51] [52] [53] [41]
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[bookmark: _Toc230862317]Conclusion 
Blockchain technology offers a disruptive possibility for the music industry to solve pervasive issues around transparency, copyright protection and revenue distribution. Traditional music distribution methods are based on centralised platforms that operate as mediators between artists and customers. These intermediaries often introduce inefficiencies in revenue distribution, delay payments, and limit artists’ access to their intellectual property. This creates an increasing demand for decentralised solutions that guarantee justice and openness.
The adoption of blockchain technology builds a decentralised infrastructure in which transactions are documented in an unalterable way and may be independently validated. Smart contracts are the core of this technology, automating royalty payments and enforcing license agreements without intermediaries. This means artists get paid promptly and equitably for the actual use of their content.
Moreover, decentralised storage solutions like IPFS distribute data across numerous nodes, rather than relying on centralised servers, which makes music files more reliable and available. This leads to enhanced data protection, less danger of outage and long-term accessibility of material. Digital wallets allow for secure and quick peer-to-peer payments, allowing artists and listeners to communicate directly without third-party intermediaries.
However, even with all the great advantages of blockchain, there are still challenges such as scalability limitations, system complexity, and user adoption barriers. Addressing these challenges is critical for large-scale deployment in real-world music platforms. Despite these challenges, blockchain has shown considerable promise in transforming the music industry into a more transparent, efficient and artist-centric ecosystem that facilitates fair and verifiable value distribution.
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