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[bookmark: _Toc225860936]1.1 Context and Background
The aspect of cybersecurity has emerged to be a vital part of the contemporary digital infrastructure, especially with organisations relying more on information systems, cloud computing and internet-based technology. Cybersecurity is the domain dealing with the defence against cyber threats (hacking, malware, ransomware, phishing attacks, etc.) to systems, networks, and data. Due to the rapid digitalisation of business operations, cybersecurity is no longer exclusive to big business but has gained equal significance as Small and Medium-Sized Enterprises (SMEs) have become part of it. Over the last few years, technological change in SMEs has been intensely experienced, with the introduction of digital resources to enhance efficiency, interaction with the customer, and competitiveness. Small businesses now use technologies like cloud services, e-commerce services, mobile applications, and data analytics. Nonetheless, this growing dependence on digital technologies has also enlarged the attack surface, which predisposes SMEs to cyber threats. Compared to big organisations, SMEs do not have strong cybersecurity frameworks and IT unit teams and therefore are an easy target to cybercriminals [1]. Recent trends in cybersecurity emphasise the existence of an ever-changing threat environment. Cyberattacks are progressing and becoming more advanced due to the use of advanced methods like artificial intelligence-driven attacks, social engineering, and zero-day vulnerabilities. The ransomware attacks have risen drastically, especially the ransomware attacks aimed at SMEs, because they cannot respond effectively. Also, remote working and cloud working have presented new weaknesses, such as unsecured networks and poor access controls. The other significant tendency is the increase in the appreciation of human aspects in cybersecurity. Studies show that a large percentage of cyber-attacks are a result of human factors, i.e. weak passwords, ignorance, as well as vulnerability to phishing attacks. This has seen more focus on cybersecurity training and awareness tools being included as key measures in organisational security policies [2]. Despite these developments, there is still a gap between the existing solutions to cybersecurity and their adoption in SMEs. Most of the currently available frameworks and tools are only applicable to large organisations and might not fit small businesses because of cost, complexity, and scalability factors. This has necessitated the use of fragmented or basic security measures by the SMEs, which are inadequate in response to modern cyber threats. This is where research dedicated to cybersecurity issues and solutions of the SME domain is required.
[bookmark: _Toc225860937]1.2 Research Problem 
Small and Medium-Sized Enterprises (SMEs) are still struggling to address the challenges of cybersecurity in an effective manner, though the issue has become much more important today. The main issue that this study seeks to resolve is that cyber threats are becoming more common to SMEs, yet these businesses do not have the required resources, expertise, and planning to adopt effective cybersecurity practices. The lack of financial and technical capabilities of the SMEs is one of the crucial problems [3]. SMEs are usually on strict budgets and cannot afford sophisticated cybersecurity tools and experts, unlike in large organisations. This leads to the use of simplistic security controls like antivirus programs and firewalls, which cannot help against advanced cyberattacks. Moreover, cybersecurity is not a strategic issue that numerous SMEs focus on, and they consider it a secondary factor instead of a major business risk. Lack of cybersecurity awareness among employees and management is another important challenge. Human error is one of the biggest causes of security breaches, and phishing is an exploit of the nature of the lack of training and awareness. Available literature implies that SMEs tend not to introduce regular training programs, which expose employees to cyber threats [4]. Also, a significant gap in research and SME-specific research and framework is evident. The majority of cybersecurity models are designed to suit large organisations, thus proving complicated and unrealistic for small businesses. This introduces a gap between solutions and the real needs of the SMEs. Furthermore, SMEs are most likely to be reactive in the context of cybersecurity, where they respond to the incident when it takes place and fail to use proactive risk management measures. Such a reactive attitude makes them more susceptible and may cause severe economic and image losses [5]. Thus, it is not merely a technological problem, but also an organisational and behavioural one, as this would suggest that a holistic examination of the cybersecurity problem and the creation of viable, scalable solutions that could serve SMEs is necessary.
[bookmark: _Toc225860938]1.3 Research Aim, Objectives and Questions
Research Aim
This study will mainly focus on researching the cybersecurity concerns affecting Small and Medium-Sized Enterprises (SMEs) critically and reviewing viable risk management measures to be able to make these firms more resilient to cyber attacks. This goal is crafted on the basis of the identified research problem, which implies the growing vulnerability of SMEs to online attacks and the insufficiency of current security measures and procedures. The research undertaken is aimed at not merely knowing what these challenges are but also coming up with specific-to-context solutions.
Research Objectives
The following objectives have been developed to meet the aim of the research:
· To examine the significant cybersecurity risks for SMEs.
· To assess the present cybersecurity measures undertaken by SMEs.
· To determine vulnerabilities in cybersecurity awareness and risk management plans in SMEs.
Research Questions
According to the above goals, the following research questions will be studied:
· What are the most frequent cyber threats to SMEs?
· What is the effectiveness of the available cybersecurity practices that SMEs use to mitigate the cyber risks?
· What are the gaps in cybersecurity awareness and strategies among SMEs, and what is the possible way to address them?
These are the objectives and questions that are aimed at providing a systematic and comprehensive investigation of the research problem. They are also in line with the overarching objective of forming workable recommendations that can be adopted by SMEs in order to enhance their cybersecurity positioning.
[bookmark: _Toc225860939]1.4 Significance of the Research 
The given research is timely because it focuses on an acute and increasing problem in cybersecurity, in general, and the representation of the Small and Medium-Sized Enterprises (SMEs), in particular [6]. The research on the special issues of SMEs will help evolve more comprehensive and viable cybersecurity frameworks, which would be specific to resource-limited settings. Academically, the study satisfies a significant gap in the literature as it sheds more insight into cybersecurity issues related to SMEs, which have so far been underresearched in comparison with large organisations. It serves a purpose of theoretical discourse of risk management and organisational behaviour in cybersecurity [7]. Practically, the results of this research may assist the SMEs in enhancing their cybersecurity policies by finding affordable and scalable solutions. The study can also guide policymakers and industry actors in coming up with policies and backup systems to improve cybersecurity defences in small businesses.


[bookmark: _Toc225860940]2. Literature Review
[bookmark: _Toc225860941]2.1 Introduction to the Literature Review
This is a critical literature review of studies on cybersecurity in Small and Medium-Sized Enterprises (SMEs) to determine the important trends and views, theoretical perspectives, technological solutions, and gaps in the research [8]. It gives priority to research that is carried out after 2020 and prior to 2025, as the threats of cyber crimes and ways to counter them can change. Although cybersecurity research has been on the rise due to digitalisation, the majority of research has been on large organisations possessing sophisticated infrastructures. Meanwhile, SMEs have different problems, such as limited resources, expertise deficit, and the absence of formal security policies. Thus, the present review discusses the problem of cybersecurity threats, risk management techniques, and awareness concerns peculiar to SMEs. The literature is classified based on the themes in major areas like the threat landscapes, organisational and human factors, mitigation and structural limitations of the frameworks and offers a critical and organised insight into the field with areas that need more research.
[bookmark: _Toc225860942]2.2 Cybersecurity Threat Landscape in SMEs
There is an impressive amount of literature detailing that SMEs have become a target of cybercriminals as they are perceived to be more vulnerable. As recent research points out, popular cyber threats to SMEs are phishing attacks, ransomware, malware, and data breaches. Of particular concern, phishing is one of the most widespread attack vectors, by using human error and the ignorance of staff. Over the last few years, ransomware attacks have also increased significantly, and SMEs are the particular victims of such attacks since they have little capacity to restore themselves to the pre-attack position [9]. The studies have shown that SMEs tend to respond to ransom demands more than larger organisations, mostly because they lack backup systems and incident response strategies [10]. Although such studies can offer a lot of insight into the nature of threats that SMEs are exposed to, they largely take a descriptive approach and never place a critical analysis on how SMEs prioritise and react to such risks. Additionally, the contextual factors like the type of industry and the organisational structure that determine the vulnerability of the SMEs to cyber threats are not widely explored. It can be implied that more sophisticated studies involving both technical and organisational aspects of cybersecurity risks are necessary.
[bookmark: _Toc225860943]2.3 Organisational and Human Factors in Cybersecurity
The role of organisational and human factors in cybersecurity is one of the most important themes that the literature has brought up. Some works focus on the fact that cybersecurity is not only a technical problem but also a behavioural and managerial one. Weak password usage, poor knowledge, and vulnerability to social engineering are mentioned as one of the biggest sources of security violations in SMEs [11]. Another fact that is identified in the research is the absence of a cybersecurity culture in SMEs. This is unlike big organisations, where in many cases, training programs are not formal, and security policies are not implemented, and the result is a lack of uniform practice and vulnerability. Another major determinant of cybersecurity preparedness is the leadership commitment [12]. Research indicates that organisations with a management that is concerned with cybersecurity have higher chances of enforcing proper security standards. Nevertheless, the available literature would broadly generalise such results without looking at the differences existing across SMEs across sectors or regions. Also, the effectiveness of the awareness programs in enhancing the cybersecurity behaviour within the SMEs is limited in terms of empirical evidence. It shows that there is a lack of knowledge regarding the possibilities of overcoming organisational and behavioural issues to increase cybersecurity resilience.
[bookmark: _Toc225860944]2.4 Existing Cybersecurity Strategies and Practices
Most of the cybersecurity strategies that are frequently utilised by SMEs have been listed in the literature, such as firewalls, antivirus software, encryption and multi-factor authentication. These tools are just minimally effective in terms of the protection against general threats, yet their utilisation and a combination with a general security framework are needed. Certain researchers believe that it is appropriate to use cybersecurity models like the ISO 27001 and the NIST Cybersecurity Framework. These models give coordinated procedures of risk management, risk assessment, incident response, and extended observation [13]. Critics, however, complain that such structures are usually complicated and resource-consuming to SMEs and they are not practical in practical applications. Recent studies have discussed other solutions, including cloud-based security and managed security services, which are cost-effective for SMEs. Although these solutions have potential, research has not been done extensively on their effectiveness and scalability. One of the shortcomings of the literature is that there is no emphasis on the process used by SMEs to choose and adopt cybersecurity strategies. Several of these studies have made an assumption of one size fits all without taking into consideration the needs and limitations of SMEs. This justifies the necessity of the research that can assess the appropriateness and efficiency of various strategies for particular situations in SMEs.
[bookmark: _Toc225860945]2.5 Theoretical and Technical Frameworks
A range of theoretical frameworks helps in cybersecurity research to gain insight into risk management and the adoption of technology. Risk Management Theory is one of the most commonly applied frameworks that focuses on recognition, evaluation, and mitigation of threats. The framework is especially applicable to the context of the way SMEs address the issue of cybersecurity decisions. The Technology Acceptance Model (TAM) is another useful framework, one that elucidates the processes of adoption and utilisation of new technologies by the users. Cybersecurity researchers have used TAM to evaluate how factors of adoption of security tools and practices affect the adoption of security tools and practices among SMEs [14]. Nevertheless, it can be narrow in terms of its applicability in organisational settings where the process of decision-making involves a number of stakeholders. Assessment of the level of security preparedness in organisations is also often performed by means of Cybersecurity Maturity Models [15]. These models offer a systematised methodology of assessing cybersecurity at simple levels and advanced levels. Although valuable, they are usually applicable in larger organisations and do not necessarily reflect the reality of SMEs. Technically, studies have been conducted on many tools and techniques, such as intrusion detection systems, machine learning algorithms to detect threats, and encryption processes. Machine learning, specifically, has been noted to be attention-grabbing through its capabilities to identify abnormalities and forecast cyber threats. Nevertheless, the cost and complexity of implementing such advanced technologies are hindering their use in SMEs [16]. On the whole, these frameworks and technologies offer valuable information, but their practical implication in the SMEs are still doubtful. This highlights the necessity to develop simplified and scalable models which were in line with the SME environment.
[bookmark: _Toc225860946]2.6 Key Contributions and Research Gaps
Current literature contributed much to the existing knowledge of cybersecurity threats and mitigation strategies, identification of major SME vulnerabilities, the high importance of human factors, and suggested technical and organisational solutions. Nevertheless, there are still significant gaps. The majority of the frameworks only target big organisations, making them relevant only to SMEs. Such facets of behaviour as the enhancement of awareness are under-researched [17]. Also, the majority of the studies are not based on real SME situations, but on conceptual approaches. Solutions that already exist may be quite expensive and not easy to scale. The mentioned limitations demonstrate the necessity of combined studies of a technical, organisational, and behavioural nature to create effective, economical, and SME-specific cybersecurity solutions.
[bookmark: _Toc225860947]2.7 Relation to the Current Study
This work will focus on major research gaps by providing a detailed discussion of the problems of cybersecurity and how they can be mitigated in small- and medium-sized enterprises. It takes a holistic approach as compared to the previous research, which concentrated on one dimension at a time and incorporated technical, organisational, and behavioural factors [18]. It plays its part by offering empirical data, gaps in awareness and implementation, and potential recommendations of cost-effective and scalable solutions. It also contributes to the current theoretical frameworks, providing a more practical and context-specific interpretation of cybersecurity in the realms of SME.
[bookmark: _Toc225860948]2.8 Literature Summary
In summary, SMEs have significant cybersecurity threats because of the lack of resources, awareness, and security practices. Though the current literature suggests the key threats, it tends to fail to consider SME-specific requirements [19]. To fill these gaps, this paper proposes a unified approach based on technical, organisational and behavioural approaches in formulating the practical and scalable cybersecurity solutions to SMEs as part of the contribution to the theory base and practice.
[bookmark: _Toc225860949]3. Research Design and Methodology
[bookmark: _Toc225860950]3.1 Research Design
This research has a theoretical and analytical research design due to the secondary data analysis. The methodology of the research is based on the interpretivist and critical views, intended to analyse and synthesise the existing knowledge on the subject of cybersecurity challenges and mitigation measures within the context of Small and Medium-Sized Enterprises (SMEs). In contrast to the research carried out through experiments or simulations, this one does not imply creating new technical systems, but rather aims at the critical review of the literature, industry reports, and the written case studies. This study is suitable in that the secondary research design is selected due to a few reasons [20]. First, cybersecurity is a fast-developing sphere in which a significant portion of current and topical information can be found in academic journal articles, industrial publications, and cybersecurity reports. By analysing this available data, the trends, threats, and solutions of the current situations can be understood in a comprehensive manner and do not expose the researcher to the time and resource limitations accompanying the primary data collection. Second, SMEs are heterogeneous in their variety, so it is hard to generalise the results based on the small main set of data [21]. The secondary research will allow inclusion of more contexts, industries and geographical areas, which will increase the validity and generalisability of the results. Lastly, the given method conducive to the critical assessment is a key to obtaining a high degree of academic performance. This research will be able to detect the gaps, inconsistencies, and limitations in the current knowledge by comparing and contrasting various studies, which will ultimately lead to the creation of more efficient and scalable cybersecurity policies that will be specific to SMEs.
[bookmark: _Toc225860951]3.2 Research Methods and Materials
[bookmark: _Toc225860952]3.2.1 Research Methods
In this research, the qualitative research approach as a secondary source of data is used. A qualitative approach is also most appropriate because the study will seek to identify some complex questions, like organisational behaviour, awareness, and strategic decision-making in cybersecurity, which cannot be quantified purely by quantitative research methodology. The method embraced in the study is a comparative analysis with a systematic literature review. This will entail gathering, reviewing, and compiling the results of peer-reviewed journal articles, conference papers, and industry reports touching on cybersecurity in SMEs [1]. The methodological nature of the selection of literature is appropriate and clear to guarantee selection based on relevance and quality. The proposed strategy is suitable as it could be employed to deepen the knowledge about the current level of cybersecurity practices, issues, and solutions. It also makes it easier to find the patterns and trends in various studies and provides a more critical and broad analysis. This study does not entail the creation of a technical system, and so, it does not involve establishing a conceptual framework. This will include an amalgamation of the knowledge already acquired through existing theoretical frameworks, including Risk Management Theory and cybersecurity maturity models, to suggest a systematic system of the perception of cybersecurity issues and prevention in SMEs.
[bookmark: _Toc225860953]Data Analysis and Evaluation Methods
The thematic analysis will be used to conduct the data analysis since thematic analysis is a popular qualitative approach used to detect, examine, and interpret patterns in data. The literature that will be relevant will be systematically reviewed, coded, and organised into major themes, such as cybersecurity threats, organisational challenges, human factors, and mitigation strategies [2]. It is a process that helps to have a systematic and profound apprehension of the subject. The analysis of the results will also include various methods of analysis. Similarities, differences, and contradictions between studies will be compared in terms of analysis. The reliability will be achieved by ensuring that the credibility of existing research, its strengths and limitations are critically assessed. Moreover, the gap analysis will help to discover the gaps in current knowledge or those areas that are not well developed. All these techniques make the analysis comprehensive, systematic and rigorous. They are also in line with the research objectives, which help in the formulation of well-informed conclusions and recommendations which have a practical application.
[bookmark: _Toc225860954]3.2.2 Research Materials
[bookmark: _Toc225860955]Data Sources and Collection
The study is fully based on the secondary data obtained from various authoritative and reputable sources. These are peer-reviewed scholarly journals like IEEE, ScienceDirect, and Springer and industry reports of cybersecurity companies and government agencies. Moreover, the recent advancements and practical knowledge in the sphere are also captured with the help of conference proceedings and white papers [4]. The collection process will consist of systematic searches in the academic databases with the use of specific keywords related to the topic of the problem and, specifically, such terms as cybersecurity in SMEs, cyber threats, and risk management strategies. Recent sources published not earlier than 2020 are chosen to guarantee that the results reflect current trends and emerging problems in cybersecurity [5]. Such a strategy is suitable because it offers extensive access to quality and reliable data. It also opens the opportunity of broad-based analysis without the time cost and logistical barriers of main data gathering methodologies.
[bookmark: _Toc225860956]Ethical Considerations
Since this paper is based on secondary data, the ethical risk is not very high; nevertheless, it is crucial to adhere to academic integrity. To ensure transparency and credibility, all sources will be cited and referred to appropriately in an academic style [7]. The research will not use any plagiarism in any form by giving the original authors due credit. As a way of ensuring the quality and validity of the research, only credible, peer-reviewed, and reliable sources will be adopted. Further, there will be no personal, confidential or sensitive data, which will be gathered or examined, so that no ethical research guidelines and institutional regulations of responsible academic practice will be violated [8].
[bookmark: _Toc225860957]Software
The software will be used as the following tools:
· Documentation and writing in Microsoft Word.
· Literature search databases and Google Scholar.
The tools assist in the effective organisation, analysis, and presentation of data.
[bookmark: _Toc225860958]Hardware Requirements
The study only needs simple hardware, such as:
· A laptop or personal computer.
· Internet access
Advanced hardware (GPUs, cloud computing, etc.) will not be needed because there is no computational modelling or developing a system in the study.
[bookmark: _Toc225860959]4. Expected Outcomes 
[bookmark: _Toc225860960]4.1 Anticipated Results
The analysis is likely to unveil the fact that SMEs are subjected to greater cybersecurity risks, mostly because of the lack of resources, the lack of awareness, and the lack of implementation of security practices. The results could be that numerous SMEs use simple security measures without considering the elaborated approach to risk management [9]. Moreover, the study will probably reveal a lack of awareness and training, which would increase the sensitivity to cybercrimes, phishing, and ransomware. The research can also highlight that cost-efficient and scalable solutions like cloud-based security services and awareness programs can be an important factor in enhancing cybersecurity resilience among SMEs.
[bookmark: _Toc225860961]4.2 Implications
This study should have theoretical and practical implications for its findings. Theoretically, the research will fit in the body of literature in cybersecurity through the incorporation of technical, organisational, and behavioural aspects of the research into a single framework that suits the SMEs [13]. In practice, the study can help SMEs enhance their cybersecurity posture with the help of practical recommendations and affordable action plans. Moreover, the results can be used by policymakers and industry stakeholders to come up with guidelines and support systems to increase cybersecurity awareness and resilience of small businesses.
[bookmark: _Toc225860962]4.3 Limitations
The study can have a number of limitations, such as the small sample size used in the study, which might not be applicable to the overall findings [15]. Possible response bias may also occur since the respondents can give socially desirable responses. Also, time and resources may not allow for the depth of the data collection and analysis.
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