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[bookmark: _Toc205554627]Abstract 
This project outlined the implementation and evaluation of automation within a Security Information and Event Management (SIEM) platform in a real-world environment. A systematic literature review was conducted using the PRISMA method, to inform of current practices, limitations and the opportunities for automation with SIEM. A systematic literature review identified the current practices, limitations and the opportunities for automation with SIEM. With the use of Microsoft Sentinel and Logic Apps, a prototype automation flow was developed to enrich alerts with GeoIP data, allowing for immediate contextual information for DHCW's Cybersecurity team. Automated and manual testing were used to validate the reliability, accuracy and impact on reducing manual triaging. Challenges such as access limitations to the system and simulated alerts were handled through iterative adjustments. The demonstrated results improved the clarification of the alert data and the consistency of the enrichment performance. Future recommendations include extending the automation to real-world testing and using real-world data, integration of further automation, such as ticket logging and evaluating the impact on full incident response processes. 

Table of Contents
Abstract	3
Table of Contents	4
1.	Introduction	6
1.1.	What is Digital Health Care Wales?	6
1.2.	Cyber Security	7
1.3.	Aims + Objectives	8
2.	Research & Review of Literature	9
2.1.	Introduction	9
2.2.	Preferred Reporting Items for Systematic Reviews and Meta-Analysis (PRISMA)	10
2.3.	Inclusion Criteria	10
2.4.	Exclusion Criteria	10
2.5.	PRISMA Diagram	10
2.6.	Summary of Literature	12
3.	Research Methodology	18
3.1.	Research Onion	18
3.2.	Research Philosophy – Pragmatism	18
3.3.	Research Approach – Deductive	19
3.4.	Research Strategy – Design-Based / Case Study Approach	19
3.5.	Time Horizon – Cross-Sectional	19
3.6.	Data Collection Techniques – Secondary Data and Design Development	19
3.7.	Ethical Considerations	20
3.8.	Limitations	20
3.9.	Contingency Plan	20
3.10.	Project Planning: (Gantt Chart)	20
4. Design & Implementation	21
4.1. Introduction	21
4.2. Key Requirements	21
4.3. Platform Context and Project Justification	21
4.4. Design of the Automation Flow	22
4.5. Implementation Approach	22
4.6. Testing Methodology	23
4.7. Screenshots and Results	25
4.7.1. Creating the Playbook	25
4.7.2. Adding Entities	26
4.7.3 Run Query & Lists Results	26
4.7.4. Successful Runs	27
4.7.5. Geolocation Comment Test	28
4.8. Summary of Implementation	29
5. Evaluation and Analysis	29
5.1. Introduction	29
5.2. Evaluation Strategy	29
5.3. Evidence of Functionality	31
5.4. Challenges and Fixes	31
5.5. Reflection on Objectives	32
5.6. Summary	33
6.	Conclusions and Recommendations	33
6.1. Conclusions	33
6.2. Suggestions for further work	34
7.	Reflection	35
8. References	35
Appendices	40



1. [bookmark: _Toc205554629]Introduction
1.1. [bookmark: _Toc205554630]What is Digital Health Care Wales?
In a world of ever-increasing demand for smarter electronic solutions, fast information supply and accuracy, the need to have efficient and reliable systems and processes has never been greater.
Large public organisations, including the National Health Service (NHS) in Wales, manage multiple streams of data to support effective communication and streamlined patient care. The need for connectivity, efficiency and improvement is reinforced by the Welsh Government's Well-being of Future Generation Act [1] which outlines goals for national bodies to improve lives of the Welsh population. The act outlines seven complementary well-being goals, of which three goals include working towards a resilient, healthier and cohesive Wales. 
NHS Wales creates, processes, and manages data every hour of every day. This includes personal information, medical records, and treatment regimes. These records need to be both historic and transformative, reliable and accurate. Lives depend on the information and systems held within NHS Wales, especially as the information is sensitive, personal, and will contain many, if not all, key demographics of the nation.
[image: Picture 1, Picture]NHS Wales is composed of 7 health boards across Wales, 3 all-Wales trusts and 2 special health authorities[2]. The seven Health Boards in Wales are shown in Figure 1[3] and have the purpose of managing and commissioning services in each geographic area of Wales. 
The function of NHS Wales is affected by multiple impacts such as an ageing Welsh population, increasing operational costs, demand to maintain and upgrade facilities and a need to incorporate digital advances and enhancements. The network is also managing delays due to the COVID-19 pandemic, adding extra pressure to the organisation. Having each location across the Country connected digitally is vital, as this supports the healthcare of everyone seen within the principality.  Figure 1. Map of the seven Health Boards in Wales.


Digital Health Care Wales (DHCW) is one of the special health authorities of NHS Wales, which has an all-Wales purpose of supporting all health locations across Wales. This includes the 374 GP practices[4], approximately 80 hospitals, and several distinct locations containing management staff and supporting structures. All locations share data across the combined digital platforms and networks, allowing connectivity, mutual and transferable data sharing, and simplicity across the various Welsh health locations. Dedicated DHCW support staff are available across the whole principality, supporting the all-Wales cohesiveness and efficiency required for Welsh Assembly Government requirements. This is demonstrated by DHCW's vision, which is to provide world-leading digital services, empowering people to live healthier lives. DHCW has a purpose to make digital a force for good in health and care[5].  
An example of how DHCW is supporting change in healthcare and meeting statutory requirements is the NHS Wales App. This is a way of accessing health services on a browser, developed and managed by DHCW. This allows Welsh patients to have more involvement in their own health and care, allowing them to access their health information in a more convenient way[6]. Although still in its beta phase, patients can order prescriptions, see test results and book appointments. DHCW is also responsible for many other whole-system digital solutions, such as the Welsh Patient Administration System (WPAS) and the Welsh Nursing Care Record (WNCR). The latter was released for use in 2021. DHCW, and many of its projects, are a response to the Welsh Assembly Government's Digital and Data Strategy for Health and Social Care in Wales [7].
As more digital advances come on board, there is always the need to ensure the technology fits within the existing technical framework and is reliable and trustworthy. A key factor in ensuring the suitability of systems is making sure they are robust and secure, so the data within networks is protected and accurate. As with any process, there is always a counter-action that can detrimentally affect systems and networks, and there is always the need to monitor situations for when things go wrong or security is compromised. This is Cybersecurity.
1.2. [bookmark: _Toc205554631]Cyber Security
Cybersecurity is the overarching term that is used by individuals and organisations to reduce the risk of a cyber-attack [8]. The core function of Cybersecurity is to shield devices that we all use on a daily basis, like smartphones, laptops, tablets and computers. The prevention of inappropriate access is key to secure personal information stored online and on devices. According to the UK Government's 2024 Cybersecurity breaches survey[9], 59% of medium and 69% larger businesses reported a breach or experienced a cyber-attack in the last year. These figures cement why there is a continued threat towards large public bodies like NHS England & NHS Wales. The Welsh Assembly Government's Cyber Action Plan[10] highlights the requirement for all public bodies, including DHCW, to implement cyber resilience into service delivery. 
The healthcare sector has become a progressively frequent target for cyber-attacks, with the consequences varying from data breaches to critical service disruptions. These events highlight the demand for rapid security-breach detection, good security infrastructure and effective response mechanisms. 
A cyber-attack that has had a lasting impact on UK healthcare history was the 2017 WannaCry ransomware attack. The attack affected over 300,000 devices across 150 countries of the world[11], causing widespread outages and network instability. The UK NHS suffered significantly, with approximately 19,000 appointments cancelled, and a number of patients affected due to inaccessible digital systems [12]. The attack took advantage of unpatched systems and revealed critical weaknesses in threat detection and incident response within the healthcare infrastructures. 
Similarly, in 2022, CommonSpirit Health, one of the largest hospital systems in the United States, suffered from a substantial ransomware attack. The attack resulted in patient data being compromised and a significant disruption to clinical workflows. This forced the organisation to revisit and improve its cyber defence strategy[13] A consequence of this cyber-attack was the introduction of a Security Information and Event Management (SIEM) system to CommonSpirit Health, paired with automation frameworks to improve detection accuracy and decrease incident response times. 
This project aims to explore the introduction of a SIEM (Microsoft Sentinel) within DHCW, looking at automating routine responses and reducing alert fatigue. The project provides a review of the most recent available literature and outlines steps taken to explore integration within the NHS Wales network and infrastructure. 	Comment by Sarah Holdstock (DESW): From the handbook: A brief description of what is coming up in the following chapters (this should be the final paragraph of the introduction). The important thing is to give your reader a clear picture of what your report is setting out to do. 


1.3. [bookmark: _Toc205554632]Aims + Objectives
Aim:  To implement and evaluate automation within a Security Information and Event Management (SIEM) platform — specifically Microsoft Sentinel — in order to improve detection accuracy and reduce response time in a real-world environment.	Comment by Sarah Holdstock (DESW): Is this specific enough? Doesn’t mention DHCW
Objectives: 
1. Conduct a systematic literature review to explore current SIEM automation and detection practices, identify key limitations, and highlight best practices to inform implementation decisions.	Comment by Nitheesh Kaliyamurthy: Research Methods: Adapting to an appropriate rm - Agile/ Research Onion, PP - Gantt Chart, CP - Backup (Resource, Time etc)	Comment by Nitheesh Kaliyamurthy: Objectives: Make 4-5 Objectives: Write your Objectives - Literature, Research Methods, Design and Analysis: For each, ask a question: Is it Specific? Measure, Achievable, Realistic and Time. 	Comment by Nitheesh Kaliyamurthy: SLR
2. Adapt and apply a suitable research methodology, including an appropriate research model (e.g. Agile or Research Onion), supported by a project plan and contingency strategy based on available resources and timelines.
3. Design and develop a mock SIEM automation workflow using Microsoft Sentinel and Logic Apps, integrating detection rules and response mechanisms tailored to real-world threat scenarios.
4. Evaluate the prototype system's performance by simulating security incidents, measuring detection accuracy, response time, and reliability across varied use cases.
5. Analyse results and provide a critical proposal for optimising SIEM automation strategies, highlighting limitations, effectiveness, and future development opportunities.	Comment by Nitheesh Kaliyamurthy: Structure of your Project


2. [bookmark: _Toc205554633]Research & Review of Literature
2.1. [bookmark: _Toc205554634]Introduction 
Chapter 2 outlines the research methodology used in achieving the aims of this project. This project explores why automation of detection in Security Information and Event Management (SIEM) systems is critical to efficient day-to-day operations. Given how complex cybersecurity research literature can be, having a structured, replicable and transparent literature review method was vital to identify and analyse relevant sources. 
SIEM platforms play a pivotal part in modern cyber defence. They collect operating logs (data collection), watch network traffic and flag suspicious behaviour across the digital infrastructure. They do this by packaging the data into one form (normalisation and parsing) and correlating data to streamline alerting and reporting. SIEM platforms began as simple log management systems but have developed over time to be advanced hybrid or cloud systems that use machine learning and automation to make the system more efficient as technology advances. 
Like any system, dealing with an overwhelming volume of work can detrimentally affect its normal function, where manual intervention can depend on the skill, concentration and attentiveness of the operator. The most advanced SIEMs struggle with large volumes of alerts, false positives and delay, often caused by manual triaging[14]. 
The following sections explain the thinking for using PRISMA, the inclusion and exclusion criteria applied during the review, and the breakdown of sources gathered through academic databases. A PRISMA flow diagram is also presented to visually represent the screening and selection process. 
2.2. [bookmark: _Toc205554635]Preferred Reporting Items for Systematic Reviews and Meta-Analysis (PRISMA)
To ensure transparency and academic thoroughness, this project incorporated the PRISMA (Preferred Reporting Items for Systematic Reviews and Meta-Analysis) framework. PRISMA was chosen because of its replicable structure for filtering and reporting of relevant studies. The PRISMA process allows comprehensible reporting of how the sources were selected, screened and included based on pre-defined criteria.  
2.3. [bookmark: _Toc205554636]Inclusion Criteria 
Sources were included in this review if they met the following criteria: 
1. Topical Relevance – The study needs to focus on Security Information and Event Management (SIEM), threat detection, cybersecurity automation, or orchestration techniques applicable to Security Operations Centres (SOCs). 
2. Publication Date – Only sources published between 2020 and 2025 were considered to establish recent progress captured. 
3. Peer-Reviewed – Sources were required to be peer-reviewed journal articles.  	Comment by Nitheesh Kaliyamurthy: Too many papers - if including journal and conferences. So, just include Journals only
4. Language – Only English language studies were included.  
5. Technical Content – The study must present technical, experimental, architectural, or comparative research relevant to real-world implementation or designs.  
6. Full-Text Access – Full-text access to the article was required for evaluation. 
2.4. [bookmark: _Toc205554637]Exclusion Criteria 
Sources were excluded if they matched any of the following criteria: 
1. Sources lacking academic credibility, including blog posts, glossaries, editorials, or unverified grey literature.
2. Studies not focused on SIEM, automation, or threat detection, even if broadly Cybersecurity related.
3. Papers restricted to highly specific or unrelated domains, such as IoT-only, vehicular networks, or sector-specific health systems.
4. Duplicated studies or those with excessive topical overlap with more relevant alternatives.
5. Entries without full-text access or with unclear abstracts that prevented effective screening.









2.5. [bookmark: _Toc205554638]PRISMA Diagram 
The PRISMA flow diagram below illustrates the identification, screening and inclusion process of sources. The initial search returned 1084 records across four major databases (IEEE, ACM DL, Scopus and ScienceDirect). After removing 334 duplicates, a total of 750 unique records were screened.  	Comment by Nitheesh Kaliyamurthy: Add your PRISMA Diagram:
Category:  Eg: Final: 100: Automation, 3rd Party Tools: Like Sentinel, Health System/ Sector. 
Summarise - Critical Appraisals - Based on the Categories (You are addressing all the SL’ reviewed)
Use scispace or something similar	Comment by Nitheesh Kaliyamurthy: Chapter 3: RM
Research Onion:
Agile/ SCRUM etc:
GC - Project Planning
Contingency Plans
Records published before 2020 excluded
(n = 78)
Records screened
(n = 750)
After duplicates removed
Screening




Non-Journal or conference papers excluded
(n = 50)
Reports sought for retrieval 
(n = 672)




Reports excluded: 
Criteria 1 – Lacking Credibility (n = 25)
Criteria 2 – Irrelevant Focus (n = 45)
Criteria 3 – highly specific restrictions (n = 20)
Criteria 4 – Topical Overlap (n = 30)
Criteria 5 – Without Full Access (n = 8)
Journals – (n = 353)
Reports assessed for eligibility
(n = 622)




Included

Records screened
(n = 141)






2.6. [bookmark: _Toc205554639]Summary of Literature
SIEM systems have come a far way from log management and storage. As cyber threats become more sophisticated, then monitoring and processing of management information also needed to improve. Advanced analytics and automation were incorporated into traditional SIEM systems.
Panigrahi et al. [15] explored the use of machine learning techniques within SIEM platforms to enhance threat detection capabilities. Their study used the Random Forest algorithm to classify malicious domain names and achieved a detection accuracy of 0.97, highlighting the use of machine learning to support faster and more efficient incident identification. This reinforces the view that combining automation with traditional SIEM functions can massively improve an organisation's ability to respond to emerging threats.
Ralbovský and Kotuliak [16]supports this by reviewing the incorporation of deep learning for malware detection across varying different techniques, including static, behavioural, and hybrid approaches. The paper does not focus solely on SIEM; it highlights the analytical challenges that SIEM systems must be capable of handling as detection techniques evolve. The review also highlights a strong emphasis on model performance and classification accuracy, which are major factors for SIEMs that rely on fast, reliable threat analysis.
The need for effective and efficient threat detection remains one of the most important components in modern cybersecurity systems. As attacks become more sophisticated and widespread, the pressure on Security Operations Centres (SOCs) to identify malicious activity quickly and accurately has grown immensely.
Key challenges faced by SOCs is alert fatigue; the sheer volume of system-generated warnings that analysts must sort through daily. Tariq et al. investigated this problem by conducting a qualitative study on the phenomenon and subsequent reasons for alert fatigue within SOC environments. Their findings uncovered that contributory factors to the decline in analyst performance were poor correlation between alerts and real threats, limited automation and a more significant chance of critical threats being missed[17]. They also noted that SIEMs often produce excessive false positive alerts (veracity), leading to repetitive alerts and inaccurate operator alert triage.
To address this, Baruwal Chhetri et al. explored the concept of human-AI team working to combat alert fatigue. Suggested that rather than replacing analysts, AI systems could be used to support decision-making by filtering and prioritising alerts. Their research highlighted the importance of balancing machine learning systems with human oversight to maintain trust and ensure accurate threat identification[18].
Similarly, Ghadermazi et al. designed a machine learning and optimisation framework aimed at improving the early detection of cyberattacks in cloud environments. By combining predictive (mathematical) modelling with intelligent tuning of detection thresholds, benign alerts were removed from analyst workloads. The framework showed improved accuracy and faster detection times compared to traditional systems. The study pushed for the potential of automated detection models to enhance threat visibility without adding unnecessary noise to SOC workflows[19]
Nitz et al. explored this in the context of collaboration within SOCs, showing how automation must be carefully integrated alongside human processes[20]. Their study found that SOC teams benefit from automation when it supplements human decision-making, especially during high-volume or time-sensitive threats. However, the success of these efforts depends heavily on cross-team communication and clearly defined escalation pathways.
As beneficial as automation has become, it is rarely a one-size-fits-all solution. Many organisations are now focusing on playbook-driven response workflows, which are a structured series of actions instigated when common alerts or incidents happen. This method enables partial or conditional automation and can support coordination with integration with other tools, such as firewalls or ticketing systems.
Akbari Gurabi et al.[21] build on this by proposing a framework for playbook-assisted incident response, where standardised workflows are encoded into automated systems. These playbooks help guide analysts through complex processes while simultaneously allowing automation to handle routine actions such as alert triage, log correlation, or containment of compromised endpoints. Their research shows that playbook-assisted models not only speed up response times but also reduce training overheads for new SOC staff.
In a more threat-specific context, Bajpai and Enbody[22]present a detailed framework for ransomware incident response. Their work outlines key phases — from early detection and isolation through to recovery — and identifies where automation can make a meaningful impact, particularly in the initial containment stage. For example, automated shutdown of affected systems or disconnection from the network can help limit the spread of ransomware before a human analyst even begins their review. This type of scenario will be more difficult in a system such as healthcare, which runs 24/7, and will need consideration for out-of-hours actions and dealing with a large network.
Together, these studies suggest that the future of cyber response will likely depend on hybrid models — ones that blend automation and human control, supported by detailed, pre-defined playbooks and escalation paths. These systems allow for speed without sacrificing oversight and form the foundation for scalable incident response in modern SOCs.
McIntosh et al. [23] revisit several historical ransomware attacks to evaluate which response techniques proved most effective. They argue that while automation can limit the spread of infection through rapid isolation, overly aggressive shutdowns can disrupt critical operations unnecessarily. Their work suggests that incident-specific response plans — particularly those built on lessons learned from real-world events — are essential for balancing damage control with service continuity, a similar point to a previous observation for Bajpai and Enbody above.
Ban et al. introduce an AI-assisted SIEM framework that improves the efficiency of alert triage, enabling quicker handover to automated or semi-automated response mechanisms[24]. This kind of AI-driven front-end enhances the overall incident response pipeline by reducing false positives and allowing automation systems to prioritise genuinely urgent threats. Their system also reduces alert fatigue, which can delay appropriate human responses when too many benign alerts are triggered.
Galadima et al. take a more strategic approach, evaluating how Computer Security Incident Response Teams (CSIRTs) apply decision-making frameworks under pressure[25]. Their research suggests that integrating case-based reasoning with automation tools can help teams choose the most effective response based on previous incidents with similar characteristics. This approach blends experience-driven logic with automation to enhance flexibility in crisis situations.
Collectively, these sources highlight the growing need for incident-aware automation — systems that don't just follow a script but recognise attack types and adjust their response accordingly. Whether driven by AI, playbooks, or historical case knowledge, such approaches are key to improving both speed and precision in cyber response.
Despite advances in automation, the human element remains central to effective incident response. Automation can speed up reaction times and reduce human workload, but it cannot fully replace human context awareness, adaptability, and judgment. The challenge is finding the right balance — ensuring humans remain in control while allowing machines to take on repetitive or time-critical tasks.
Naseer et al. [26]explore how real-time analytics can improve incident response by supporting decision-making in dynamic environments. They emphasise that automated systems must be transparent and predictable so that analysts understand why certain decisions are made. When automation is opaque or overly aggressive, it can erode trust and create confusion during high-pressure events.
In a related study, a similar research team advocate for a more agile incident response model where automation is continuously adjusted based on feedback from analysts and evolving threat landscapes [27]. Their work proposes embedding learning mechanisms into the response loop — allowing tools to improve over time without becoming rigid or over-reliant on pre-set rules. This concept of adaptive automation encourages collaboration between human analysts and evolving systems.
Sadlek et al. take a more structured approach, proposing a severity-based triage system for incoming alerts[28]. Their framework automatically categorises incidents based on threat level, allowing low-severity events to be handled automatically while escalating more complex or ambiguous threats to human analysts. This tiered approach ensures that automation is applied where it's most effective, without removing human oversight for high-stakes decisions.
These studies all reinforce a critical truth: automation is not about replacing humans but supporting them. Systems must be explainable, adjustable, and context-aware to be fully effective in operational environments like SOCs.
While early automation efforts focused on pre-defined playbooks and static responses, more recent work has pushed toward adaptive, learning-driven models that evolve based on operational feedback and threat progression. These next-generation approaches aim to overcome the rigidity and limitations of rule-based automation by allowing systems to continuously improve.
Thomson et al.[29] examined how varying levels of automation impacted the effectiveness of SOC analysts. Their findings show that over-automation can reduce situational awareness, while under-automation leaves analysts overwhelmed. The ideal model, they suggest, lies in dynamic adjustment — where automation scales up or down depending on the type of incident, analyst workload, and system confidence.
Suman Prakash et al. [30] propose a framework for learning-driven continuous diagnostics and mitigation, which builds automation into every layer of the security stack. Their model uses feedback loops to monitor the outcomes of each response and improve future actions, enabling a more intelligent, responsive defence system. This moves beyond simple decision trees and toward truly adaptive orchestration.
In a practical evaluation, Bridges et al. test various SOAR (Security Orchestration, Automation, and Response) tools in live environments[31]. Their study reveals that SOAR effectiveness depends heavily on the quality of integrations and the flexibility of playbooks. When properly implemented, SOAR can reduce response time and streamline coordination between detection, investigation, and remediation. However, they also note that overly complex or rigid workflows can stall automation efforts rather than support them.	Comment by Sarah Holdstock (DESW): The growing complexity of security operations has led to the deployment of Security Orchestration, Automation, and Response (SOAR) platforms in real-world environments. One study assessed the impact of SOAR solutions within operational Security Operations Centres (SOCs). It focused on how automation reduced the time taken to resolve incidents and how orchestration helped standardise workflows across large teams. Analysts reported fewer errors during response actions, as predefined playbooks helped guide decision-making under pressure [24].
These contributions point to a future in which cyber incident response is not only fast and scalable, but self-improving. Adaptive models that evolve with threats — while still respecting human input and operational context — are likely to define the next wave of automation in Cybersecurity.
Looking at the technology itself, several case studies demonstrate how tailored SIEM solutions can address domain-specific challenges in Cybersecurity. One such example is the SPEAR (Secure and PrivatE smArt gRid) SIEM system, which was developed specifically for smart grid environments[32]. This platform incorporated machine learning to enhance anomaly detection and was evaluated using real data from smart grid infrastructure. Its effectiveness was its ability to identify threats quickly and reliably, even in systems relying on older legacy protocols. The researchers also proposed self-healing capabilities as a future addition, allowing the system to recover from certain types of attacks without human intervention. Relating this to healthcare, both energy and health organisations are dealing with increasing amounts of data collated locally but examined remotely. Learning from large networks with time-series data processing is comparable for healthcare, and efficiency within the relevant SOCs to ensure safety in both organisations is paramount.
Ayu et al[33]  explored the application of machine learning in SIEM environments, focusing on threat classification through models such as the Random Forest algorithm. The results highlighted high accuracy when this algorithm was combined with Principal Component Analysis (PCA). This study demonstrated the value of integrating machine learning with SIEM to accelerate the triage process and reduce false positives. This kind of implementation supports the need for including machine learning and data processing to increase threat detection, especially in larger settings such as a national network.
A more recent case study introduced a hybrid cybersecurity system combining artificial intelligence and conventional rule-based methods. Designed for use in enterprise networks, the system leveraged AI to correlate events, detect anomalies, and provide actionable responses in real-time. Notably, the system was tested in a live setting, and results showed a substantial improvement in both detection speed and response coordination. The authors emphasised the flexibility of hybrid approaches in adapting to dynamic threat landscapes[34].
As cybersecurity threats grow more complex, integrating AI and machine learning into operational environments has become increasingly common. A case study by Panigrahi et al. examined how different machine learning techniques could improve SIEM threat detection in real-time. By applying classifiers such as Decision Trees and Support Vector Machines to live data streams, their model demonstrated strong accuracy and efficiency. The researchers argued that embedding ML models within SIEMs can reduce the reliance on static rule sets and enable more adaptive threat identification[15].
Another implementation focused on a national-level incident response team trialling AI-assisted triage tools. These systems were designed to complement human analysts by pre-filtering low-risk events, clustering related alerts, and flagging anomalies. The result was a notable improvement in triage time, enabling security personnel to concentrate on high-priority incidents. The authors, Ali et al also highlighted the importance of maintaining human oversight when deploying AI in sensitive national infrastructure[35]. Ensuring that AI is used as a support for analysts within SOCs rather than complete machine learning was also suggested by Sood et al[36] due to artificial intelligence demonstrating hallucinations; events and outcomes that are incorrectly interpreted by the system.
Alrayes et al explored deep learning approaches to malware detection using security logs ingested by SIEM systems[37]. The study found that Convolutional Neural Networks (CNNs) could successfully identify patterns in behaviour-based logs that might otherwise go undetected. This level of insight enhanced early detection capabilities and allowed for more granular threat analysis. Importantly, the model was tested in a simulated enterprise environment to mirror realistic conditions.
Sancho and colleagues examined the implementation of an automated incident classification system inside a commercial SIEM framework. The system combined behavioural profiling with historical alert data to triage events before they reached analysts. This significantly reduced alert fatigue by filtering out false positives and focusing attention on credible threats. The study found that response efficiency improved without compromising detection accuracy[38].
A more comprehensive approach was detailed in a study where orchestration was integrated into Wazuh, not just at the response level but across the entire security lifecycle. Using open-source tools, the researchers implemented automated playbooks that not only contained threats but also triggered forensic data collection and post-incident analysis. In practice, this system helped shorten the incident resolution timeline and improved audit trail documentation, making compliance easier to manage in regulated industries[39].
Another case study, focusing on a government sector deployment, discussed the integration challenges of legacy infrastructure with modern SIEM platforms. The project initially suffered from poor log quality and inconsistent formatting, which limited detection capabilities. However, after implementing a data normalisation layer and customised parsing rules, the team was able to boost visibility significantly. The study concluded that proper data hygiene is a critical prerequisite for successful SIEM implementation[40].
Petihakis et al[41] describe an AI assisted security platform, which can support a SIEM by using deceptive methods to counteract security attacks and allow additional time to respond to threats. This paper outlines AI vulnerabilities but suggests artificial intelligence can be used against AI based attacks in large organisations. 
Recent academic studies have examined how Microsoft Sentinel, paired with Logic Apps, can increase detection accuracy and reduce response times in security operations[42]. This demonstrates the increasing emphasis on automating routine responses and reducing alert fatigue that aligns directly with the objectives of this project.



3. [bookmark: _Toc205554640]Research Methodology
3.1. [bookmark: _Toc205554641]Research Onion
[image: A diagram of scientific research

AI-generated content may be incorrect.]This research methodology chapter outlines the process used to conduct the research project. It begins by exploring the history and background of Security Information Event Management (SIEM) systems and the need for DHCW. before moving through each layer of the research process using the Research Onion framework. This chapter explains how academic literature and existing tools were used to inform a practical design, and it sets the foundation for the implementation and evaluation presented in later chapters.	Comment by Nitheesh Kaliyamurthy: This is covered in Chapter 3 - Research MethodolgyFigure 2. Example of Research Onion Diagram[43]

3.2. [bookmark: _Toc205554642]Research Philosophy – Pragmatism
This research adopts a pragmatic philosophy, as the focus is on identifying practical solutions to improve threat response and reduce manual workload within SIEM systems. Rather than being limited to a single theoretical position, pragmatism allows the use of both objective data and subjective interpretation where appropriate. Since the aim is to explore how automation tools can support real-world use cases (such as alert triage, Security Orchestration Automation Response flows, and response time reduction), pragmatism supports a flexible approach to both design and evaluation. It also aligns with the overall purpose of this project — to deliver a solution that is both theoretically grounded and practically applicable.
3.3. [bookmark: _Toc205554643]Research Approach – Deductive
This research follows a deductive approach, starting from well known theories around SIEM systems, automation, and threat detection, and applying these concepts to evaluate and design potential improvements. The process involves reviewing existing literature and tools, identifying common challenges such as alert fatigue and manual triage, and then proposing solutions that address these issues through automation. Deduction is appropriate here because the research aims to test how well-known ideas (such as SOAR integration or automated playbooks) can be applied to improve real-world SIEM workflows.
3.4. [bookmark: _Toc205554644]Research Strategy – Design-Based / Case Study Approach
The strategy used in this research is a combination of a design-based and case study approach. The project focuses on a specific cybersecurity context — SIEM) systems — and investigates how automation techniques can be applied to improve efficiency. Rather than testing across the whole of NHS Wales, the study looks at realistic use cases and proposes a solution based on industry tools and academic literature. The design-based element involves creating a framework or proposal for automating Alert Detection and automated responses, while the case study aspect relates to the context of the DHCW and systems being considered. This strategy allows the research to remain focused and applicable to real-world environments, as encouraged during supervision.
3.5. [bookmark: _Toc205554645]Time Horizon – Cross-Sectional
This research adopts a cross-sectional time horizon, as it is being conducted within a fixed academic timeframe and does not involve repeated observations over time. The focus is on analysing existing literature, exploring tools, and developing a proposed solution within the current term. A cross-sectional approach is appropriate for this type of exploratory project, where the aim is to generate insight and practical outcomes without requiring longitudinal data collection.
3.6. [bookmark: _Toc205554646]Data Collection Techniques – Secondary Data and Design Development
The primary data collection method used in this research is secondary data analysis. Academic literature was identified using a structured search process, following PRISMA principles to screen and refine sources down to a final set of 40 references. These sources were then categorised into themes and critically reviewed to inform the direction of the project. In addition to the literature, the research includes a design element, where existing examples of automation — such as SOAR tools and alert triage configurations — are studied and used to inform a proposed solution. No primary data (such as interviews or surveys) was collected, which aligns with the scope and practical constraints of the project.
3.7. [bookmark: _Toc205554647]Ethical Considerations
This research does not involve any human participants, primary data collection, or access to sensitive organisational information. All data used is drawn from publicly available academic sources or documentation from widely used security tools. As such, the ethical risks associated with the project are minimal. The work complies with university research ethics guidance, and appropriate referencing and citation have been applied throughout to maintain academic integrity. If any tool demonstrations or designs are included, they are illustrative only and do not involve live systems or user data.
3.8. [bookmark: _Toc205554648]Limitations
There are several limitations to this research. Firstly, the study is restricted to a university timeframe, meaning there is limited opportunity for long-term testing or evaluation. The project also relies solely on secondary data and publicly available tools, which may not fully represent the complexity of real-world SIEM implementations. Additionally, the proposed solution is designed conceptually and may not be implemented in a production environment. These limitations are acknowledged and will be taken into account during the design and evaluation stages.
3.9. [bookmark: _Toc205554649]Contingency Plan
To make sure this project was to be completed within the set timeframe, an contingency plan was drafted to list any delays or potential issues. In the contingency plan the main risk was restriction of access to MS Sentinel and Logic Apps as well as key member of the cybersecurity team who grants access being on leave, on the back of that the plan was in case any failures in the automation was to arise. If advanced notice of restricted access was mentioned the plan states the request of permission earlier than needed as to make sure access was available. If major features could not be implemented within the development window available, a reduced version of the automation would be deployed to demonstrate the core features. The contingency plan made sure the project was to be delivered even if time restrictions did not allow for planned features to be implemented. 
3.10. [bookmark: _Toc205554650]Project Planning: (Gantt Chart)
A Gantt chart was created for this project to the track the projects progress to ensure each stage was completed on time. The literature review, evaluation and everything in between, the chart also highlighted key milestones and tasks to support efficiency through out the project. The full Gantt chart has been provided in the Appendix, including a link to an interactive version stored on OneDrive with full visibility.
 
[bookmark: _Toc205554651]4. Design & Implementation
[bookmark: _Toc205554652]4.1. Introduction
The main goal of incorporate automation, detection and response into Microsoft Sentinel is to fortify the level of security across the NHS estate. Adding automated enrichment and notifications, the automation is aimed to accurate and timely context to security incidents. As a result, automation is to support the protection of highly sensitive data and builds trust in the organisation's ability to deal with cyber threats effectively.
[bookmark: _Toc205554653]4.2. Key Requirements
The goal of enhancing Cybersecurity through automation is to support the NHS; the functional requirements for the project were outlined. These requirements where created to make sure that MS Sentinel could detect, enrich and format the alert data in a meaningful way. 
· To detect anomalies in sign-in locations 
· To identify the IP address associated from the incident
· Use GeoIP look-up data to ascertain the Country of origin, City, longitude and Latitude
· Present the enriched location data in the alert comment for further action.
Access to this automation flow would be limited to only the Cybersecurity team within DHCW. This is because they are the only team who have a need to work with the alert data and to respond efficiently. With the requirements laid out, there is a need to evaluate the suitable options available to meet the requirements. As a result, Microsoft Sentinel was one of those as a Core SIEM Tool.  
[bookmark: _Toc205554654]4.3. Platform Context and Project Justification
Prior to the development of this project DHCW had adapted Microsoft Sentinel. This comes as DHCW has made a broader move to focus on a cloud based system compared to an on-premises system. The change was driven by the need for an affordable and scalable solution which aligned with NHS Wales's existing infrastructure. The platform was itself already in use but the focus on this project was to incorporate automation to increase the efficiency of MS Sentinel. Vitaly, Sentinels compatibility with Logic Apps allowed for a strong base for the development of automated workflows without the need for vast amounts of custom codes. This has made it possible to meet the objectives of the project due to the use of tools already available within the NHS Wales estate. With both systems providing the foundations the next stage was focused on designing and incorporating the automation flow to deliver the enriched data and commets for the cybersecurity team. 
[bookmark: _Toc205554655]4.4. Design of the Automation Flow
Microsoft Logic Apps was what was used to base the automation flows off because it integrates directly with MS Sentinel via Microsoft Azure but also supports the creating modular, scalable workflows and playbooks. The objective for the project was creating an alert enrichment process that was triggered from a detection of high severity incidents, Enriching with geographical data, and inserting the information into a comment field for the incident for the Cybersecurity team to action. 

The automation design was made up of the following stages: 
· Incident Trigger: High Severity Alert created by Microsoft Sentinel
· Filter: Conditions to avoid irrelevant alerts. E.G. severity thresholds
· Data Extraction: The source IP address was extracted from the alert
· Enrichment: A GeoIP look-up was carried out using the Logic Apps connector to return location data. E.G. Country, City, Latitude, Longitude
· Generation of Comment: The output from the enrichment process was printed into a readable comment formatted and attached to the original alert. 
The core functions of this automation flow was enriching alerts with context from GeoIP data, Additional features were considered during the first stages of designs. Features included automation ServicePoint ticket creations, Workflows for escalation of specific alerts and IP based allow or block actions. However due to time constraints and access limitations the additional features mentioned were not incorporated in the final automation flow but recommend for future development. 
[bookmark: _Toc205554656]4.5. Implementation Approach
Following on from the creating and deploying of the automation flow mentioned above, a test scenario was used to assess the effectiveness of the automation flow. The test simulated an alert being created in MS Sentinel based on a common incident. An inbound connection from a known IP address in Azure's database. Once triggered, The incident was picked up by the Playbook and started the Logic Apps flow. Then the data is enriched with Geolocational data using a custom query using GeoIP connecters in Logic Apps. The query pulls out the IP address and concludes it's location information such as Country, City, Latitude and longitude. The enriched data was put through a conditional format to display the correct data for the Cybersecurity team to action as required. 
The IP address originated from a high-risk country not seen often in regular log traffic. The Playbook would continue to the response stage of the flow where a ServicePoint ticket would be raised with the enriched data. That ticket would then be sent to the Cybersecuirty team to investigate and update as the incident progresses. Although the Logic Apps allows for the ability to trigger endpoint/workstation isolation or to disable a user account, those functions were left out of testing to avoid service disruption. On the other hand, the enrichement process showed a improvement in incident response times by introducing more efficient time management and investigation. As a result this incident shows the functionality of integrating contextual data straight into an alert workflow, presenting a solid base for more advanced automation responses to be deployed in the future. 
[bookmark: _Toc205554657]4.6. Testing Methodology 
Working on the case mentioned in the previous section, multiple challenges were identified during testing and implementation that moulded the final automation flow. To check that everything was working correctly testing was completed on all of the automation to make sure all elements were working together. So an alert from MS Sentinel triggered the Logic Apps automation flow, followed by the GeoIP enrichment process and then the commenting process. Testing was conducted by creating a manual alert which would reoccur every 5 mins. This was done for a number of reasons including: 
· Was no garrentee that a user or threat was trying to access NHS Systems from a abnormal IP address
· Duration between alerts allowed for additional testing and amendments which could be testing shortly after 
Additionally MS Sentinel and Logic Apps allows for the alert to be regenerated before the 5 mins window which benefited my ability to work on a handful of occasions as it allowed me to test and tweak when I had some downtime from my full time job like lunch breaks for example. The testing was conducted over a 3 day period. With the alerts being scheduled every 5 mins including over night. This meant there was at minimum 500 alerts and subsequent tests completed in the testing period, and after reviewing showed that the automation was reliable and more important was repeatable. Those 500+ alerts weren't all successful to start. There was some tweaking and testing taking place in the first batch of results. These results came back and was showing the automation not working as expected. All the building and testing was completed within DHCW's Azure environment, giving access to MS Sentinel and Logic Apps being the backbone to DHCW Secuity Information and Event Management system.

After testing, reviewing the tests and what information it provided was crucial. But more importantly was seeing what functions had triggered correctly? Did the enrichment apply correctly? Were the comments logged as planned? These were a really helpful in being able to isolate where an issue was in what element of the automation flow. After reviewing the test data from early runs, Logic Apps was highlighting issues with enrichment through GeoIP and because of that was isn't providing any data in the comment field. So looking back at the (Correct Entity Name From ScreenShot) I could see that I had added the entity to read and insert the IP address from the alert twice. So after removing the entity from the front of the query, I was starting to get some positive results coming through. But it only was a basic comment. This only mentioned that the IP address had been read and recorded in the comment. In the plan, the comment was to have the IP address from the alert, and the enriched data from GeoIP. This was to include: 
· Country of Origin
· City
· Longitude
· Latitude
After trial and error I was able to get the comment I wanted. It was a simple error to fix but took longer than expected to work out. The fix for getting everything to flow correctly was making sure everything was in lowercase as the query was case sensitive which was something that I forgot about until troubleshooting. Once that had been sorted. Positive test results started to come through with no issues. And after leaving it overnight it was still bring positive results. The lessons learned from testing were instrumental to refining the correct solution and forming the base of the overall conclusions taken away from this project. 

[bookmark: _Toc205554658]4.7. Screenshots and Results
[bookmark: _Toc205554659]4.7.1. Creating the Playbook
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Figure 3. Screenshot showing creation of Playbook
Shown in the first screenshot is the process of creating the Playbook within MS Azure and Logic Apps. A Playbook is required to be able to build an automation flow so needs to be set up correctly such as assigning to the write subscription which is a logical container that allows for billing within MS Azure. Also assigning a resource group which holds all the related resources used in Azure like storage accounts. And Finally making sure it's naming conventions fit the organisations existing structure. 
[bookmark: _Toc205554660]4.7.2. Adding Entities
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Figure 4. Screenshot showing action and entity being added to the automation flow
The next screenshot is the first major step to getting the automation flow built which is adding an action, within that is "Entities – Get Ips". The reason for adding this entity is to pull the IP address from the initial MS Sentinel Incident so it could be used later on in the automation flow. 
4.7.3 Run Query & Lists Results
[image: A computer screen shot of a computer screen
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Figure 5. Screenshot showing query for GeoIP enrichment
Above is a major part of the automation flow as it's the query used to enrich the IP address data coming from the incident. The screenshot is showing that the Run query and list results is being pulled from the same subsection and resource group as when we set up the Playbook. But more importantly the query is showing. This screenshot was captured while troubleshooting what is causing the comment not to show any output. As a result, the connecter from the Entities – Get IPs was removed. Additionally the screenshot also shows the problem which was the capitalisation within the query which was impacting the flow as it was essentially breaking the circuit stopping the comment being able to pull and display the enriched data.
4.7.4. Successful Runs
[image: A screenshot of a computer
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Figure 6. Screenshot showing successful test runs
After a couple of days of testing and tweak the test runs started to return successful run data. The hope was to have this earlier than planned but nevertheless the automation was working as intended. From the time stamps it shows that this was an simulated incident as it occurred ever 5 mins beneficial to testing due to not being able to predict real world incidents occurring.
4.7.5. Geolocation Comment Test 
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Figure 7. Screenshot of a successful test run with a comment of enriched data
Final screenshot shows a test run from within the simulated incident. The comment on the left hand side was good to see as it showed the expected results from the automation flow, It included the original IP address and the enriched data after, such as Country, City, longitude and Latitude. The impact was this was showing a promising test towards reducing manual workload and triage and it is showing no errors at the end was what the design was striving for. 

Initially the system was working good with a basic query and comment, Which was a good thing to start. But as the plan was being followed it started to throw up issues and test data wasn't showing any data. As mentioned above, the trail and error had been sorted and was starting to get more good positive data. But the enriched data via GeoIP was something that worked really well as it was able to norrow down where the attempted login was and provided the details for the Country. That worked well because it can give the security team additional information to work off for example if they suspect a suspicious person or attack could be attempted. Where as working on this project didn't come with many surprised as it was mainly planned out before hand. But one thing was the case sensitive nature of the query. The importance of enrichment has on the automation is considerable. Without GeoIP data the task of getting all the correct information to confidently determine where the suspicious login is coming from, but without having the enriched data the security team wouldn't be able to act on the data as efficiently. The team would have to investigate the alert at a deeper level to obtain the IP address, Investigate the origins of the IP address and then action is required. As a result if there was a suspected threat and it could put NHS data at risk. 
After having the data put into a comment, the cyber staff would be able to look at the comment and be able to understand the important information straight away. The information is the Country of origin of which the suspected login was from. From what the automation has done so far the work load has been taken off the security staff because as I mentioned above all the information they need has been presented in the comment of the alert. With the advancement in tech the ability to see where a failiure has accrued and sometimes what was needed to be changed increased. This has happened with the development of the automation. By the end of the testing, the automation was in a good working order that repeatable data was coming through and all the steps in the flow were working without an issue. There were some issues at first like capitalisation errors and tweaks to the query but that was tackled efficiently and by the end were still able to get all the results that were repeatable. 
[bookmark: _Toc205554664]4.8. Summary of Implementation
The automation was successful in enriching location data in MS Sentinel alerts, further more it easier for the cybersecurity team to assess and triage threats. After initial challenges around formatting of the query and case sensitivity, the system was smoothed out to produce a reliable and repeatable results. The implementation creates a solid base for future improvements, including integration of automatic ServicePoint Tickets and response actions. 


[bookmark: _Toc205554665]5. Evaluation and Analysis
[bookmark: _Toc205554666]5.1. Introduction
Chapter 5 displays the evaluation of the developed automation flow with it's design being to enrich MS Sentinel alerts with Geolocational data. The aim was to access the reliability, effectiveness and functionality of the design, working with a important reflection on the challenges faced and how they were overcome. The chapter also works on how well the project met the original objectives and highlights important lessons gained through the development and testing of the automation flow. 
[bookmark: _Toc205554667]5.2. Evaluation Strategy
During the development period, a more manual testing strategy was used to access the reliability and consistency of the automation flow. To simulate a high severity attack an alert was triggered in MS Sentinel every five minutes. This was to make sure that the Logic Apps would be consistent in the way they triggered. As such allowing for the automation process to be monitors, tweaked and validated under repeatable conditions. This approach provides a multitude of benefits, to begin it crosses off the need for unpredictable real-world alert, such as suspicious login attempts which might not occur natural during the testing period. Additionally, it allows for a quick succession of testing data. An example would be during work breaks as MS Sentinel allows for manual triggering of alerts. Over a three day period more than 500 alerts were processed, allowing for a strong data set for analysis and verification. 
The testing was only carried out in the DHCW Azure environment with use of DHCW live MS Sentinel and Logic Apps infrastructure. This aided in ensuring that the automation flow was built and evaluated in a real world environment, reflecting the controls and limitations visible in real world SIEM environment. 
In each step was a functionality check to confirm that at each stage the automation flow was working as intended when being triggered. Each alert was monitored in the Logic Apps run history to check that the workflow initiated without failures. Paying special attention to the Geolocational enrichment stage, as this was the main implementation of the project. Successful run results showed complete location data, including Country, City, Latitude and longitude. The was formatted into the alerts comment within Logic Apps and MS Sentinel. The enrichment allowed the alert to be presented with geolocation context at the point of triage. Reducing the need for manual investigation. 
A few occasions the enrichment process failed or printed incorrect data. The run logs were processed to access what issue was happening during data collection, processing or comment stages. Checking was repeated throughout the testing stage to confirm the positive adjustments made to the Logic Apps. 
Screenshots were taken throughout the testing period, capturing the successes and failures of the automation. The screenshots provided a visual record of how the Logic Apps worked, including data enrichment and if it was correctly presented or what errors occurred. It also helped in tracking how the adjustments were improving functionality and consistency. Three main criteria were used to evaluate the automation: 
· Accuracy – Was the data returned from GeoIP enrichment correct
· Impact – Was there a reduction of manual triaging with the comments being added for the Cybersecurity staff
· Reliability – Was the data at the end of all the stages constant? 
Evaluation was based on the artificial alerts rather than live incidents. This made sure there was control over the testing but on the other hand was a limit on the variability of live data. Specific response actions like automated user account locks or IP blocking weren't used due to DHCW role in NHS Wales. Implications were the evaluation was focused on the enrichment and alerting process and not a full incident response.

[bookmark: _Toc205554668]5.3. Evidence of Functionality 
Functionality of the automation flow was confirmed by checking the consistency at every stage, GeoIP enrichment was returning accurate data, such as Country, City, Latitude and longitude which was designed to be formatted into the alerts comment in MS Sentinel. Early runs showed issues with missing enrichment data or incorrect programming. These were resolved through adjustments and tweaks to entities and queries. Following the trial-and-error testing period the results became consistent across all aspects of runs to follow. 
Testing was completed overnight within the 3 day testing period as to make ensure the automation flow would work even when nobody was around to check which checked in the morning proved it performed without looking constancy and the data produced was repeatable. The screenshots captured for this project included building, Testing and Logic Apps historic runs as they were used to process and confirm functionality. 

[bookmark: _Toc205554669]5.4. Challenges and Fixes
Testing revealed a couple of issues that were a barrier to stopping the automation from functioning as planned. Firstly a duplicate IP address entity was added at the beginning of the KQL query, as a result this caused the automation to incorrectly pull the IP address before the enrichment had been started, so the comment wasn't showing anything from that test run. Secondly, case sensitivity was the second challenge that was overcome. Within KQL case sensitivity was important so when the query was being built the capitalisation stopped the rest of the automation to connect and print the enriched data. Additionally with the tests being run overnight, if an error was to be occur after work has been completed for the session. Each scheduled alert afterwards overnight would produce invalid results. This led to a number of tests that weren't performing correctly and needed extra time to correct the errors before testing and positive results were achieved. 
The issues presented through reviewing the test data were fixed and amended in different stages of the flow. The fixes did include removing the additional entity, amended the query to lower case letters and confirming consistent test results. Once happy that the changes were success the automation was performing as requested with enriched data in each test. 

[bookmark: _Toc205554670]5.5. Reflection on Objectives 
Reflecting on the project's success in meeting the objectives laid out in Chapter 1. Each objective is revisited with consideration given to how they were achieved during the research and development stages. 
6. Conduct a systematic literature review to explore current SIEM automation and detection practices, identify key limitations, and highlight best practices to inform implementation decisions.
Objective number one was met through the user of a structured PRISMA based literature review that highlights different SIEM systems, automation, alert fatigue, commons attacks. Finding from the literature review have informed the design of the automation flow by pointing out the user of automation. 

7. Adapt and apply a suitable research methodology, including an appropriate research model (e.g. Agile or Research Onion), supported by a project plan and contingency strategy based on available resources and timelines.
Development based methodology was used mixing in elements of agile for testing and refinement. The plan for the project was amended to take into account DHCWs' access restrictions and available testing windows. 

8. Design and develop a mock SIEM automation workflow using Microsoft Sentinel and Logic Apps, integrating detection rules and response mechanisms tailored to real-world threat scenarios.
This objective was completed successfully as a functional automation flow was capable of enriching MS Sentinel alerts with GeoIP data and printing the results to a comment attached to the alert. This has left room for further design to include automated responses. 

9. Evaluate the prototype system's performance by simulating security incidents, measuring detection accuracy, response time, and reliability across varied use cases.
Evaluation of how the system was performing was use of scheduled alerts over a three-day period that included overnight testing. Overall the results showed a consistent, reliable and accurate flow after fixing earlier technical issues. 

10. Analyse results and provide a critical proposal for optimising SIEM automation strategies, highlighting limitations, effectiveness, and future development opportunities.
The effectiveness of enrichment was highlighted in the evaluation but on the other hand there was a learning element in limitations such as case sensitivity, duplicating entities and constraints on testing live data responses. Additionally recommendations for future development such as automated response like ServicePoint ticket creation and selection of responses. 
Overall, all the main objectives were achieved, with learning identified and opportunities for further development highlighted. 

[bookmark: _Toc205554671]5.6. Summary
The process of evaluation demonstrated that the automation flow that was developed achieved the main objectives. After the issues occurred at the start were resolved the flow was delivering consistent, accurate and enriched commented added to the original alert ready for the Cybersecurity team to triage. The repetition of results over the 3 day testing period highlighted the workflow could perform under sustained conditions. However, limitations did exist. The testing process worked off created alerts rather than real world live incidents as well as DHCWs constraints on full automation responses. Considering those factors the evaluation concluded the workflow was a functional prototype with clear outlines for further development in incident response in the future. 


6. [bookmark: _Toc205554672]Conclusions and Recommendations
[bookmark: _Toc205554673]6.1. Conclusions
This project was a development project which set out to design, implement and evaluate an automation process in Microsoft Sentinel to enrich alert data and to provide a reduction in manual investigation time for Cybersecurity analysts inside DHCW. The main aim was to demonstrate the use of automation and how it can improve efficiency, mainly through the integration of Logic Apps and GeoIP enrichment. Implementation followed a clearly laid out plan by creating a playbook in MS Sentinel, configuring actions to action alert data. Afterwards, enriching that capture data with GeoIP services and presenting the results within an Incident comment. Tests highlighted that the automation flow was not only functional but also repeatable, with over 500 alerts sent within a three-day period. Early testing did reveal issues such as duplicate data and case-sensitive errors. Those were refined in later iterations. 
The evaluation process confirmed that the enriched alerts provided valuable and immediate context to the alert data. This allows Cybersecurity staff to rapidly access the origin of the attempted login attempt. The reduction in time for manual triaging aligned with the project's objectives, and the results showed that a smaller automation flow can deliver a measurable positive impact in a Security Operations Centre (SOC). However, there were some limitations, notably that the testing was simulated data compared to live data. Additionally, due to organisational restraints, specific features weren't able to be implemented. But the approach towards the project was realistic and achievable with what resources were provided. Clearly demonstrating the potential for future development. 
In conclusion, the project was a success, meeting the aims and objectives set out at the start with a functional and reliable automation flow being delivered for DHCW. The lessons learnt and insights gained provided a strong base for incorporating further automation, including automated ticket logging, advancement in decision-making and a deeper integration in the wider security workflow. 
[bookmark: _Toc205554674]6.2. Suggestions for further work
The project delivered a reliable and functional automation flow. There were a few areas where future work could excel in the impact of the automation. 
1. Automated Response Actions
Implementation of actions could include IP address blocking, locking the user account or disabling the user's machine, allowing for less manual triage and investigation, thus reducing response times to incidents. 
2. Live Incident Testing
Carrying out the same automation workflow testing but in live incidents, rather than simulated environments. This would provide a strong evaluation of performance; however, the testing period would need to be dramatically increased as real-world incidents are hard to predict. 
3. Enhancement in Alert Prioritisation
Adding logic into the automation to triage and prioritise alerts based on combining factors such as location, time of data, and known suspicious IP addresses could improve the efficiency in handling of serious threats. 
4. Improved Logging and Reporting
A future development may include creating a reporting dashboard to monitor enriched alerts, the success rates and trends in geolocations to help justify automation over time. 
5. Role-Based Customisation
Development of different comments or variations, dependent on the role in the Cybersecurity team they hold. This ensures that each team receives only the information relevant to them. 


7. [bookmark: _Toc205554675] Reflection
Completion of this project has been valuable in the experience learned in both technical and personal settings. A big outcome from this project was getting a better understanding of Microsoft Sentinel, Logic Apps and what it takes to implement an automation flow in a live SIEM environment. Entering the development stage with theoretical knowledge from the systematic literature review, turning that into an automation flow that was tested successfully, highlighted the complexity of real-world cybersecurity applications. This project has taught me that time management is much more important and can't be understated, as this project has been completed alongside full-time employment, often relying on project work to be completed in evenings or weekends. Additionally, the constraints working with DHCW had an impact on this project, such as a maximum of an eight-hour window to access and amend the Playbook before having to request another time block. It forced me to change how I worked and planned the project. As such, it reinforces the pressure of time management and always being prepared. 
As mentioned, working a full-time job alongside this project has been an additional challenge as my current role within DHCW is not within cyber security.  However, reading the literatures has provided me an insight into this crucial section of the organisation. My technical skills have improved with diagnosing issues, and the early stages of testing required patience and study. Skills such as communication and adaptability were key to this project due to the need to work with colleagues and teams within DHCW to request access and align the project with the organisations security policies. Overall, the project has advanced my skills in technical, problem-solving and organisational skills. On the back of that this project has also shown how a success relies on planning, adaptability and clear communication with the cybersecurity team. I would like to thank the time provided to me to allow me to complete this project


[bookmark: _Toc205554676]8. References
[1]	Welsh, Assembly, and Government, 'What is the Well-being of Future Generations (Wales) Act?', 2025, Welsh Assembly Government. [Online]. Available: https://www.gov.wales/sites/default/files/pdf-versions/2025/2/2/1740501518/well-being-future-generations-act-essentials.pdf
[2]	N. H. S. Wales, 'Local services', NHS Wales. [Online]. Available: https://www.nhs.wales/hpb/local-services/
[3]	D. H. and C. Wales, '7 Healthboards', Digital Health and Care Wales.
[4]	W. A. Government, 'General practice workforce: as at 31 March 2024', 2024, Welsh Assembly Government. [Online]. Available: https://www.gov.wales/sites/default/files/pdf-versions/2024/7/2/1721723433/general-practice-workforce-31-march-2024.pdf
[5]	'CHAIR AND CEO'S INTRODUCTION', 2024.
[6]	D. H. and C. Wales, 'NHS Wales App - F&Q', NHS Wales, Digital Health and Care Wales.
[7]	'Digital and data strategy for health and social care in Wales'. [Online]. Available: https://www.gov.wales/digital-and-data-strategy-health-and-social-care-wales-html
[8]	N. C. S. Centre, 'What is cyber security?', National Cyber Security Centre. [Online]. Available: https://www.ncsc.gov.uk/section/about-ncsc/what-is-cyber-security
[9]	M. Ell and S. Rizi, 'Cyber security breaches survey 2024', Apr. 2024.
[10]	Welsh Assembly Government, 'Cyber action plan for Wales', May 2023. [Online]. Available: https://www.gov.wales/cyber-action-plan-wales-html
[11]	R. Collier, 'NHS ransomware attack spreads worldwide', Jun. 05, 2017. doi: 10.1503/cmaj.1095434.
[12]	National Cyber Security Centre and National Crime Agency, 'The cyber threat to UK business', 2018. [Online]. Available: www.ncsc.gov.uk/report/cyber-threat-uk-business
[13]	A. Lundin and A. Hollister, 'How to Prevent and Address Healthcare Cyberattacks FULL TEXT', Anthem Media Group, Anthem Media Group, Los Angeles, Dec. 15, 2022. [Online]. Available: https://www.proquest.com/other-sources/how-prevent-address-healthcare-
[14]	J. Liu et al., 'Context2Vector: Accelerating security event triage via context representation learning', Inf Softw Technol, vol. 146, p. 106856, 2022, doi: https://doi.org/10.1016/j.infsof.2022.106856.
[15]	G. R. Panigrahi et al., 'Analytical Validation and Integration of CIC-Bell-DNS-EXF-2021 Dataset on Security Information and Event Management', IEEE Access, vol. 12, pp. 83043–83056, 2024, doi: 10.1109/ACCESS.2024.3409413.
[16]	A. Ralbovský and I. Kotuliak, 'Early Detection of Malicious Activity in Log Event Sequences Using Deep Learning', in 2025 37th Conference of Open Innovations Association (FRUCT), 2025, pp. 246–253. doi: 10.23919/FRUCT65909.2025.11008245.
[17]	S. Tariq, M. Baruwal Chhetri, S. Nepal, and C. Paris, 'Alert Fatigue in Security Operations Centres: Research Challenges and Opportunities', ACM Comput. Surv., vol. 57, no. 9, Apr. 2025, doi: 10.1145/3723158.
[18]	M. Baruwal Chhetri, S. Tariq, R. Singh, F. Jalalvand, C. Paris, and S. Nepal, 'Towards Human-AI Teaming to Mitigate Alert Fatigue in Security Operations Centres', ACM Trans. Internet Technol., vol. 24, no. 3, Jul. 2024, doi: 10.1145/3670009.
[19]	J. Ghadermazi, A. Shah, and S. Jajodia, 'A Machine Learning and Optimization Framework for Efficient Alert Management in a Cybersecurity Operations Center', Digital Threats, vol. 5, no. 2, Jun. 2024, doi: 10.1145/3644393.
[20]	L. Nitz et al., 'On Collaboration and Automation in the Context of Threat Detection and Response with Privacy-Preserving Features', Digital Threats, vol. 6, no. 1, Feb. 2025, doi: 10.1145/3707651.
[21]	M. Akbari Gurabi et al., 'Requirements for Playbook-Assisted Cyber Incident Response, Reporting and Automation', Digital Threats, vol. 5, no. 3, Oct. 2024, doi: 10.1145/3688810.
[22]	P. Bajpai and R. Enbody, 'Know Thy Ransomware Response: A Detailed Framework for Devising Effective Ransomware Response Strategies', Digital Threats, vol. 4, no. 4, Oct. 2023, doi: 10.1145/3606022.
[23]	T. McIntosh et al., 'Ransomware Reloaded: Re-examining Its Trend, Research and Mitigation in the Era of Data Exfiltration', ACM Comput. Surv., vol. 57, no. 1, Oct. 2024, doi: 10.1145/3691340.
[24]	T. Ban, N. Samuel, T. Takahashi, and D. Inoue, 'Combat Security Alert Fatigue with AI-Assisted Techniques', in Proceedings of the 14th Cyber Security Experimentation and Test Workshop, in CSET '21. New York, NY, USA: Association for Computing Machinery, 2021, pp. 9–16. doi: 10.1145/3474718.3474723.
[25]	H. S. Galadima, C. Doherty, N. McDonald, J. Liang, and R. Brennan, 'Evaluating Incident Response in CSIRTs using Cube Socio-technical Systems Analysis', Comput Stand Interfaces, vol. 93, p. 103970, 2025, doi: https://doi.org/10.1016/j.csi.2024.103970.
[26]	A. Naseer, H. Naseer, A. Ahmad, S. B. Maynard, and A. Masood Siddiqui, 'Real-time analytics, incident response process agility and enterprise cybersecurity performance: A contingent resource-based analysis', Int J Inf Manage, vol. 59, p. 102334, 2021, doi: https://doi.org/10.1016/j.ijinfomgt.2021.102334.
[27]	A. Naseer, H. Naseer, A. Ahmad, S. B. Maynard, and A. M. Siddiqui, 'Moving towards agile cybersecurity incident response: A case study exploring the enabling role of big data analytics-embedded dynamic capabilities', Comput Secur, vol. 135, p. 103525, 2023, doi: https://doi.org/10.1016/j.cose.2023.103525.
[28]	L. Sadlek, M. M. Yamin, P. Čeleda, and B. Katt, 'Severity-based triage of cybersecurity incidents using kill chain attack graphs', Journal of Information Security and Applications, vol. 89, p. 103956, 2025, doi: https://doi.org/10.1016/j.jisa.2024.103956.
[29]	R. Thomson, D. N. Cassenti, and T. Hawkins, 'Too much of a good thing: How varying levels of automation impact user performance in a simulated intrusion detection task', Computers in Human Behavior Reports, vol. 16, p. 100511, 2024, doi: https://doi.org/10.1016/j.chbr.2024.100511.
[30]	P. SumanPrakash et al., 'Learning-driven Continuous Diagnostics and Mitigation program for secure edge management through Zero-Trust Architecture', Comput Commun, vol. 220, pp. 94–107, 2024, doi: https://doi.org/10.1016/j.comcom.2024.04.007.
[31]	R. A. Bridges et al., ‘Testing SOAR tools in use’, Comput Secur, vol. 129, p. 103201, 2023, doi: https://doi.org/10.1016/j.cose.2023.103201.
[32]	P. Radoglou-Grammatikis et al., 'SPEAR SIEM: A Security Information and Event Management system for the Smart Grid', Computer Networks, vol. 193, p. 108008, 2021, doi: https://doi.org/10.1016/j.comnet.2021.108008.
[33]	M. A. Ayu, D. Erlangga, T. Mantoro, and D. Handayani, 'Enhancing Security Information and Event Management (SIEM) by Incorporating Machine Learning for Cyber Attack Detection', in 2023 IEEE 9th International Conference on Computing, Engineering and Design (ICCED), 2023, pp. 1–6. doi: 10.1109/ICCED60214.2023.10425288.
[34]	S. Alharbi and A. Khan, 'Ensemble Defense System: A Hybrid IDS Approach for Effective Cyber Threat Detection', in 2023 33rd International Telecommunication Networks and Applications Conference, 2023, pp. 267–270. doi: 10.1109/ITNAC59571.2023.10368510.
[35]	G. Ali, S. Shah, and M. ElAffendi, 'Enhancing cybersecurity incident response: AI-driven optimisation for strengthened advanced persistent threat detection', Results in Engineering, vol. 25, p. 104078, 2025, doi: https://doi.org/10.1016/j.rineng.2025.104078.
[36]	A. K. Sood, S. Zeadally, and E. Hong, 'The paradigm of hallucinations in AI-driven cybersecurity systems: Understanding taxonomy, classification outcomes, and mitigations', Computers and Electrical Engineering, vol. 124, p. 110307, 2025, doi: https://doi.org/10.1016/j.compeleceng.2025.110307.
[37]	F. S. Alrayes, M. Zakariah, S. U. Amin, Z. I. Khan, and J. S. Alqurni, 'CNN Channel Attention Intrusion Detection System Using NSL-KDD Dataset', Computers, Materials and Continua, vol. 79, no. 3, pp. 4319–4347, 2024, doi: https://doi.org/10.32604/cmc.2024.050586.
[38]	J. C. Sancho, A. Caro, M. Ávila, and A. Bravo, 'New approach for threat classification and security risk estimations based on security event management', Future Generation Computer Systems, vol. 113, pp. 488–505, 2020, doi: https://doi.org/10.1016/j.future.2020.07.015.
[39]	R. Amami, M. Charfeddine, and S. Masmoudi, 'Exploration of Open Source SIEM Tools and Deployment of an Appropriate Wazuh-Based Solution for Strengthening Cyberdefense', in 2024 10th International Conference on Control, Decision and Information Technologies (CoDIT), 2024, pp. 1–7. doi: 10.1109/CoDIT62066.2024.10708476.
[40]	M. Repetto, 'Adaptive monitoring, detection, and response for agile digital service chains', Comput Secur, vol. 132, p. 103343, 2023, doi: https://doi.org/10.1016/j.cose.2023.103343.
[41]	G. Petihakis, A. Farao, P. Bountakas, A. Sabazioti, J. Polley, and C. Xenakis, 'AIAS: AI-ASsisted cybersecurity platform to defend against adversarial AI attacks', in Proceedings of the 19th International Conference on Availability, Reliability and Security, in ARES '24. New York, NY, USA: Association for Computing Machinery, 2024. doi: 10.1145/3664476.3669920.
[42]	V. Dakić, Z. Morić, A. Kapulica, and D. Regvart, 'Leveraging Microsoft sentinel and logic apps for automated cyber threat response', Edelweiss Applied Science and Technology, vol. 8, no. 6, pp. 4319–4348, 2024, doi: 10.55214/25768484.v8i6.2933.
[43]	15Writers, 'The Research Onion'.
 
[bookmark: _Toc205554677]Appendices
Gantt Chart in OneDrive: Gantt Chart Disertation.xlsx (Link is accessible to anybody with the link)
[image: A screenshot of a computer screen

AI-generated content may be incorrect.]
Figure 8. Screenshot of Gantt Chart
Page 2 of 2
2021952 – Pete Holdstock
image1.jpeg
Prifysgol Cymru
Y Drindod Dewi Sant

University of Wales
Trinity Saint David





image2.png




image3.jpg
Philosophies

Experiment
Approaches

Mono method

Cross-sectional
Strategies
Data
collection
and data
analysis Choices
Grounded
Longitudinal

Time
horizons

Archival research
Techniques and

procedures





image4.png
Create playbook - Microsoft Az X Sign in to Microsoft Azure Microsoft Sentinel - Microsaft / X geo_info_from_ip_address) My roles - Microsoft Azure

< G ] portal.azure.com, = a = B

Service Point £ Client Services (O WhatsApp @& ChatGPT @) Save to RefWorks £ Sentinel ] AZ104 ) Bitwarden Web Vault B3 Other favourites

Microsoft Azure O Search resources, services, and docs (G+/) R DHC_0365_Pe244373@.. ®
NHS WALES (WALESNHs.UK) @8

Home > Microsoft Sentinel | Automation >

Create playbook

Basics  Connections  Review and create

Select the subscription to manage deployed resources and costs. Use resource groups like folders to
organize and manage all your resources.

Subscription
[ NHSWales-DHCOW-Sentinel-Subscription

Resource group

[ Uksouth-DHCW-SIEM-RG003
Create new

Playbook name *

LogicApp-DHCW-Sentinel-

[ Enable diagnostics logs in Log Analytics @

Q souc 3 0 @ N oe Gaw 2T





image5.png
LogicApp-DHCW-Sentinel-Geo! X Sign in to Microsoft Azure Microsoft Sentinel - Microsaft / X geo_info_from_ip_address) My roles - Microsoft Azure

< G ] portal.azure.com, = a = B

Service Point £ Client Services (O WhatsApp @& ChatGPT @) Save to RefWorks £ Sentinel ] AZ104 ) Bitwarden Web Vault B3 Other favourites

Microsoft Azure O Search resources, services, and docs (G+/) R DHC_0365_Pe244373@.. ®
NHS WALES (WALESNHs.UK) @8

Home > Microsoft Sentinel | Automation > LogicApp-DHCW-Sentinel-GeolPInrichment >

LogicApp-DHCW-Sentinel-GeolPInrichment

[> Run + (@) Parameters (} Codeview -

Add an action

Q Entities

@ Microsoft Sentinel SkyPoint Cloud
incident

@ Getenities preview

+

Microsoft Sentinel &

Entities - Get IPs
v Q@ Entities - Get Accounts Preview @ Entities - Get DNS preview

@ Entities - Get FileHash... Preview @ Entities - Get Hosts Preview

Q@ Entities - Get IPs preview @ & Q) Entities - Get URLS Preview

FactSet

B &R -entities preview

NH360 Portfolio Insights ¢

L S < © Ame Qas 2





image6.png
LogicApp-DHCW-Sentinel-Geo! X Sign in to Microsoft Azure Microsoft Sentinel - Microsaft / X

< G portal.azure.com,

Service Point £ Client Services (O WhatsApp @ ChatGPT @) Save to RefWorks £ Sentinel £ AZ104 ) Bitwarden Web Vault

£ Search resources, services, and docs (G+/)

Microsoft Azure

Home > Microsoft Sentinel | Automation > LogicApp-DHCW-Sentinel-GeolPInrichment >

LogicApp-DHCW-Sentinel-GeolPInrichment

[> Run + Save X Discard (@) Parameters (} Codeview - @ Info

@) Microsoft Sentinel
incident

+

Q) entities - Get IPs

IEJ Run query and list
results

Q Search

geo_info_from_ip_address)

My roles - Microsoft Azure

> E Run query and list results

Parameters  Settings ~ Codeview Testing ~ About

stmseTpTOT

= B
B3 Other favourites

DHC_0365_Pe244373@.
NHS WALES (WALESNHs.UK) @8

‘ NHSWales-DHCW-Sentinel-Subscription

Resource Group *

‘ UKSouth-DHCW-SIEM-RG003

Resource Type *

‘ Log Analytics Workspace

Resource Name *

‘ UKSouth-DHCW-SIEM-LAWO003

Query*
letip = "8.8.8.8"; // Google DNS

let geolnfo = geo_info_from_ip_address(ip);
print

IP_Address = ip,

Country = geolnfo.country,

City = geolnfo.city,

Latitude = geolnfo.latitude,

Longitude = geolnfo.ongitude

Time Range *
P1D

~

00:01:40

e Lf o) & 26/07/2025





image7.png
LogicApp-DHCW-Sentinel-Geo! X Sign in to Microsoft Azure Microsoft Sentinel - Microsaft / X geo_info_from_ip_address) My roles - Microsoft Azure

< G ] portal.azure.com, = a = B

Service Point £ Client Services (O WhatsApp @& ChatGPT @) Save to RefWorks £ Sentinel ] AZ104 ) Bitwarden Web Vault B3 Other favourites

Microsoft Azure £ Search resources, services, and docs (G+/) R DHC_0365_Pe244373@... @
NHS WALES (WALESNHS.UK) &8

Home > Microsoft Sentinel | Automation >

& LogicApp-DHCW-Sentinel-GeolPInrichment

Logic app

x D> Run v (DRefresh ¢ Edit [i] Delete (DDisable [ Clone [] Openinmobile — Export v A7 Provide feedback

(i CENI=D  Essentials JSON View
@ Activity log

Getstarted  Run history  Trigger history ~ Metrics
A Access control (IAM) —_—

@ Tags 2 t Y Addfiter | Specify the run identifier to open monitor view directly

/2 Diagnose and solve problems

1+ Resource visualizer Identifier Status Start time (Local Time) Duration
' Development Tools

08584481229483376685810951502CU10 @ Succeeded 25/07/2025,11:52:17 pm 289 Seconds

s Logic app designer
08584481232481512040585672916CU08 @ Succeeded 25/07/2025, 11:47:17 pm 3,03 Seconds

</> Logic app code view

08584481235515029363124375706CU40 @ Succeeded 25/07/2025,11:42:13 pm 1569 Seconds

2l Logic app templates

08584481238521187542034802688CU33 @ Succeeded 25/07/2025,11:37:13 pm 344 Seconds

O Run history

08584481241534422423735457864CU37 @ Succeeded 25/07/2025, 11:32:12 pm 2.28 Seconds

08584481244527493835822570730CU36 @ Succeeded 25/07/2025, 11:27:12 pm 5.02 Seconds

e APl connections
N 08584481247512211506296457269CU35 @ Succeeded 25/07/2025, 11:22:14 pm 3.57 Seconds
& Quick start guides

08584481250519895134774959326CU09 @ Succeeded 25/07/2025,11:17:13 pm 233 Seconds

Settings

08584481253501942322980541394CU45 @ Succeeded 25/07/2025,11:12:15 pm 235 Seconds

£33 Settings
@ Succeeded 25/07/2025, 11:07:14 pm 222 Seconds

% Authorization 08584481256507349072049344439CU43

AR =Rl -l R R Rl R e

AR A ARAn AR 4 AT SRR R A M Croadan ISNTANIS 110104 mm 20 Cornnde

@ Access keys

Add or remove favorites by pressing CErL+Shift+F

¥ Showing40runs L See more

= 000517
Q Search . Y A NG QR ® s





image8.png
LogicApp-DHCW-Sentinel-Geol X Sign in to Microsoft Azure DHCW-Sentinel- Test Rule - Mic X geo_info_from_ip_address) My roles - Microsoft Azure

< G ] portal.azure.com, = a = B

Service Point £ Client Services (O WhatsApp @& ChatGPT @) Save to RefWorks £ Sentinel ] AZ104 ) Bitwarden Web Vault B3 Other favourites

Microsoft Azure O Search resources, services, and docs (G+/) R DHC_0365_Pe244373@.

NHS WALES (WALESNHs.UK) @8
Home > Microsoft Sentinel | Incidents >

DHCW-Sentinel- Test Rule

Incident number 15836
() Refresh [i] Delete incident € logs [F Tasks [ Activity log

@ This is the new, improved incident paae - Now aenerally available. You can use the toaale to switch back. @D Newexperience  x

Informational & Unassigned v «

Severity Owner Overview  Entities Incident actions \/
ES Last comment ) Incident timeline Entities

GeolP lookup for 46.8.236.207: [2 Searcn
Country:United States
ity ¥ Add filter B 468236207
Latitude:37.751 »
Longitude:-97.822 :
26 @ | DHCW-Sentinel- Test Rule
00:03:23 Infor..  Detected by Micr... Tac. & james.ball

Account

Top insights

Write a comment..

AlertRecipient
dhaw.operationalsecurity@wales nhs.uk

Usemame

james ball@wales.nhs.uk
Something went wrong

LoginTimestamp

Similar incidents @
07/01/2024 13:30:00

Please refresh and try again

Severity Incident number  Title Last update time
LoginlP

468236207 Informational 15835 DHCW-Sentinel- Test Rule 26/07/2025, 00:02

Informational 15834 DHCW-Sentinel- Test Rule 25/07/2025, 23:57

00:10:01
Q Search

26/07/2025

A NG [J o) %




image9.png




