


Reconnaissance & Footprinting

Advanced Cybersecurity
(ACCB6000)

Applied Computing - WISA



So far, we discussed about Information security, the 
threats and attack vectors. In continuation to that, I 
hope you all have understood the hacking concepts 
and the reasons to stay ethical. Add more insight, we 
also discussed various security laws and standards. To 
conclude, we covered various “Risk” concepts like risk 
factors, cyber risk resilience in the process of 
enhancing security.

Previous sessions…
 Testing Terminologies
 Information Security
 Hacking
 Understanding Risk
 Assessing, Managing and Monitoring Risk
 Cyber risk resilience
 Penetration Testing
 Laws and Standards

Lab/ Tutorials
 Download and Setup your Lab.
 Coursework Description.
 Activity 1: Setup, Configure Lab Environment



During this week, we shall continue to understand 
Footprinting concepts focusing on different 
methodologies like Search Engines, Google Hacking 
Techniques etc.

We shall also walkthrough Website Footprinting, 
Email Footprinting, Competitive Intelligence, Network 
Footprinting etc.

During the tutorials, under isolated lab environment 
you will be using different Footprinting tools to 
understand the countermeasures and pen testing 
attacks.

Footprinting and Reconnaissance
 Introduction 
 Concepts
 Methodology
 Tools
 Countermeasures
 Penetration Testing

Lab/ Tutorials
 Activity 2 – Information Gathering
 Activity 2 Annexure



Module Expectation VM Download
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Footprinting and Reconnaissance

FOOTPRINTING IS THE 
INITIAL STAGE OF AN 

ATTACK ON 
INFORMATION SYSTEMS.

PRECISELY, AS AN ATTACKER, 
YOU COLLECT RELEVANT 

INFORMATION ABOUT THE 
TARGET NETWORK.

USING THE GATHERED 
INFORMATION, VARIOUS 
WAYS TO INTRUDE THE 

SYSTEM WILL BE IDENTIFIED. 

 Reconnaissance is the method of collecting 
information about a target system without 
alerting it.

 Also known as Footprinting, it is the first 
step in any form of hacking.

 It will help in understanding the target system 
and identify potential attack vectors & 
vulnerabilities



Footprinting
o A 7-step process is followed to gather as much information about the network as possible

 The information gathering steps are vital. Good information helps in 
successful analysis

Information Gathering

 It is important to find the available IP addresses for scanning and 
further enumeration.

Determining network range

 It is important to know if a machine is alive before an attack is 
performed

Identify Active Machines

 Identifying open ports will be the next step to initiate potential 
attack vectors.

Finding open ports and access points

 After getting the IP addresses, active systems,  & open ports, the 
type of systems is the next checkbox to tick

OS Fingerpriting

 The services running on specific ports allows to formulate & launch 
app specific attacks.

Fingerprinting services

 Mapping the network provides with a blueprint of the organization.Mapping the network



Footprinting

 Gather info without direct interaction
 No risk of getting noticedPassive 

Footprinting

 Directly interact with the target 
system to gain information about it
Most relevant & accurate information
 Risk: Getting noticed

Active 
Footprinting

Types



Footprinting

Know Security 
Posture

• Understand the 
security posture of 
the target

Reduce Focus Area

• Instead of focusing 
on a large range of 
IP address, based 
on the gathered 
information, more 
specific ranges, 
networks, domain 
names, etc

Identify 
Vulnerabilities

• Privilege to select 
appropriate 
exploits based on 
the identified 
vulnerabilities. 

Map the network

• To know the actual 
environment by 
mapping based on 
the gathered 
information.

o Footing helps to



Footprinting – Using Search Engines
 Attackers use search engines to extract information about 

a target 

 Use those gathered information to do social engineering 
attacks

 Create advanced search operators supported by search 
engines to create complex queries. Search operators help 
in finding, filtering very specific target information. 

 Google Hacking Techniques: Using Google search engine to 
create complex search queries.

 [site:] Restricts the results to those websites in the given 
domain

 [allintitle:] Restricts the results to those websites with all 
of the search keywords in the title.

 [intitle:] Restricts the results to documents containing 
the search keywords in the URL 

 [allinurl:] Restricts the results to those with all of the 
search keywords in the URL

 [inurl:] Restricts the results to documents containing the 
search keyword in the URL

 [location:] Finds information for a specific location.

 [info:] Presents some information that Google has about 
a particular web page

 Alternate Options: Google Advanced Search

 [cache:] Display the web pages stored in Google Cache

 [link:] Lists web pages that have links to the specified web 
page

 [related:] Lists web page that are similar to a specified web 
page



Footprinting – Sources

o Google Hacking
o Using basic search techniques combined with advanced operations, Google can be used as a powerful 

vulnerability search tool

o USENET 
o A collection of tons of discussion groups on the internet

o Insecure Applications 
o When defense in depth is not used and an application is insecure, a lot of information can be leaked

o Registrar Query 
o Obtain registrar information from bodies like The Internet Corporation for Assigned Names and Numbers 

(ICANN), Regional Internet Registries (RIR), etc.

o DNS Enumeration 
o Locating the DNS servers and their corresponding records of an organization



Footprinting – Using Databases

The Exploit Database is 
maintained by Offensive Security, 
an information security training 
company that provides 
various Information Security 
Certifications as well as high 
end penetration testing services. 
The Exploit Database is a non-
profit project that is provided as a 
public service by Offensive 
Security. 

[https://www.exploit-db.com/]

https://www.offensive-security.com/community-projects/
https://www.offensive-security.com/community-projects/
https://www.offensive-security.com/courses-and-certifications/
https://www.offensive-security.com/courses-and-certifications/
https://www.offensive-security.com/courses-and-certifications/
https://www.offensive-security.com/penetration-testing/
https://www.offensive-security.com/penetration-testing/


Footprinting – Sources

o Documentation 
o Profile a target and record the results based on domain name, IP address, DNS servers, employee information, 

open ports, etc.

o Organization's website 
o Look for open-source information

o Alternative websites 
o Finding information related to an organization on other websites, for example, blogs of dissatisfied employees that 

could leak information

o Job Boards 
o Information can be obtained from job postings on company website or any other job websites

o Databases 
o Vast information available about publicly traded organizations in database
o Eg: Companies House for UK, EDGAR for US, SEDAR for Canada etc…



Footprinting – Tools
o Finding Target’s external URL
o Sub-domains using tools like Netcraft, 

Sublist3r etc
o Google Earth, Google Maps, Wikimapia, 

National Geographic Maps, Bing Maps

 Sublist3r  is a python script that 
enumerates subdomains across multiple 
sources at once.



Footprinting – Tools
o Finding Individuals
o Using Social networking services to get 

individual’s information to perform social 
engineering attacks

 Facebook, Twitter, LinkedIn, YouTube etc.
 Sites like Intelius, BeenVerified, Spokeo etc
 Use Utilities like InSpy to enumerate LinkedIn and find people 

based on Job Title, company, or email address



Footprinting – Tools
o Finding Organisation
o Using various available sources like financial services, Job 

Sites etc to collect information about organizations.

 Sites like MarketWatch helps you to gather 
information like market value, company shares, 
company profile, competitor details etc about the 
organization

 Sites like Indeed, linkedin helps you to gather 
information like companies' infrastructure, history 
etc

 Use these techniques now to collect (Publicly 
Available) Financial, Infrastructure and historical 
Information about UWTSD.

 10 Minutes from Now!!!!



Footprinting – Tools
o Finding Organisation
o Using various available sources like financial services, Job 

Sites etc to collect information about organizations.

 Sites like MarketWatch helps you to gather 
information like market value, company shares, 
company profile, competitor details etc about the 
organization

 Sites like Indeed, linkedin helps you to gather 
information like companies' infrastructure, history 
etc

 Use these techniques now to collect (Publicly 
Available) Financial, Infrastructure and historical 
Information about UWTSD.

 10 Minutes from Now!!!!

 Are you Successful? Maybe not at your 1st Attempt. 
However, PRACTICE MAKES YOU PERFECT!!! 

 Always look for About Us, Job Requirements, 
Employee’s Information, Hardware Information, 
Software Information etc.



Footprinting – Tools
o Finding Individuals
o Using Social networking services to get 

individual’s information to perform social 
engineering attacks

 Facebook, Twitter, LinkedIn, YouTube etc.
 Sites like Intelius, BeenVerified, Spokeo etc
 Use Utilities like InSpy to enumerate LinkedIn and find people 

based on Job Title, company, or email address

User Activity Attackers View Organizations Activity Attackers View

Profile Maintenance Contact Information, 
Location details etc

User Surveys Business Strategies

Connect with People Friend List, Information 
about friends etc

Promote Products Product Profile

Share Identify persons, interest 
etc

User Support Social Engineering

Play Interests Recruitment Platform/ Technology

Events (Birthday Parties 
etc)

Activities Background Checks Type of Business



Footprinting – Tools
o Use Groups, Forums, blogs to gather information. 

Sometimes, you may be very lucky to gather sensitive 
information like network, system, personal information 
about target.

 Hackers use Fake Profiles to target organizations/ 
individuals

 Let do this now…..

 Consider http://www.itsecgames.com/, a 
vulnerable, open-source test-base website.

 Use Whois DomainTools to attain the necessary 
information initially needed

http://www.itsecgames.com/
http://www.itsecgames.com/
http://www.itsecgames.com/
http://www.itsecgames.com/
http://www.itsecgames.com/
http://www.itsecgames.com/
http://www.itsecgames.com/


Information Gathering



Footprinting – Tools
o With the basic information you have, let us 

now step up the next process.
o Find out available IP addresses for scanning 

and further enumeration.
o Locating the network range helps us in 

targeting more specific IP address to gather 
more information to scan and analysis.

o Tools/ Utilities like Whois, Traceroute etc 
could be used to determine the network 
range and its path.

o Tools like SHODAN, Censys, Netcraft could be 
used to gather information like IP 
addresses, hosting platform, the technology 
in use, about websites which are based on 
the target information

 Let do this now…..

 Continue with http://www.itsecgames.com/, use 
the IP Address you gathered earlier to do a Whois 
IP Lookup.

http://www.itsecgames.com/
http://www.itsecgames.com/
http://www.itsecgames.com/
http://www.itsecgames.com/
http://www.itsecgames.com/
http://www.itsecgames.com/
http://www.itsecgames.com/


Footprinting – Tools  Let do this now…..

 Continue with http://www.itsecgames.com/, use 
the IP Address you gathered earlier to do a Whois 
IP Lookup.

http://www.itsecgames.com/
http://www.itsecgames.com/
http://www.itsecgames.com/
http://www.itsecgames.com/
http://www.itsecgames.com/
http://www.itsecgames.com/
http://www.itsecgames.com/


Footprinting – Tools  Let do this now…..

 Continue with http://www.itsecgames.com/, use 
the IP Address you gathered earlier to do a Whois 
IP Lookup.

PING 31.3.96.40 (31.3.96.40) 56(84) bytes of data. 
64 bytes from 31.3.96.40: icmp_seq=1 ttl=43 time=90.0 ms 
64 bytes from 31.3.96.40: icmp_seq=2 ttl=43 time=89.9 ms
64 bytes from 31.3.96.40: icmp_seq=3 ttl=43 time=89.9 ms 
64 bytes from 31.3.96.40: icmp_seq=4 ttl=43 time=89.9 ms 
64 bytes from 31.3.96.40: icmp_seq=5 ttl=43 time=90.0 ms 

--- 31.3.96.40 ping statistics --- 

5 packets transmitted, 5 received, 0% packet loss, time 4001ms 
rtt min/avg/max/mdev = 89.930/90.006/90.078/0.333 ms 

http://www.itsecgames.com/
http://www.itsecgames.com/
http://www.itsecgames.com/
http://www.itsecgames.com/
http://www.itsecgames.com/
http://www.itsecgames.com/
http://www.itsecgames.com/


Footprinting – Tools  Let do this now…..

 Continue with http://www.itsecgames.com/, use the IP 
Address you gathered earlier to do a Whois IP Lookup.

 Now you may use earlier discussed tools like netcraft to 
determine the network range.

 Then, to know the status of live machines perform ping sweeps 
and port scans using tools/ utilities like Nmap, Pinger, Hping3, 
Super Scan, Angry IP scanner, WS_Ping_ProPack etc

http://www.itsecgames.com/
http://www.itsecgames.com/
http://www.itsecgames.com/
http://www.itsecgames.com/
http://www.itsecgames.com/
http://www.itsecgames.com/
http://www.itsecgames.com/


Footprinting – Tools

 Let do this now…..

 Continue with http://www.itsecgames.com/, use 
the IP Address you gathered earlier to do a Whois 
IP Lookup. 

 Using nmap, after knowing the active machines, 
probably our next move is to identify open ports 
and access points.

 Warning: Identifying open ports will go a long 
way toward potential attack vectors.

Port Scanning: The process of connecting to TCP and 
UDP ports to identify the services and applications that 
are running in the target device

Common ports and protocols:

Port Service Protocol

20/21 FTP TCP

22 SSH TCP

23 Telnet TCP

25 SMTP TCP

53 DNS TCP/UDP

69 TFTP UDP

80 HTTP TCP

110 POP3 TCP

135 RPC TCP

161/162 SNMP UDP

1433/1434 MSSQL TCP

http://www.itsecgames.com/
http://www.itsecgames.com/
http://www.itsecgames.com/
http://www.itsecgames.com/
http://www.itsecgames.com/
http://www.itsecgames.com/
http://www.itsecgames.com/


Footprinting – Tools
o Port Scanning: The process of connecting to TCP and 

UDP ports to identify the services and applications 
that are running in the target device

o TCP segment information appears immediately after the IP 
header. The fields of the TCP segment and the flags for the 
Control Bits field are displayed in the figure. 

o The following are the six control bits of the TCP segment:
 URG - Urgent pointer field significant
 ACK - Acknowledgment field significant
 PSH - Push function
 RST- Reset the connection
 SYN - Synchronize sequence numbers
 FIN - No more data from sender



Footprinting – Tools  Let do this now…..

 Continue with http://www.itsecgames.com/, use 
the IP Address you gathered earlier to do a Whois 
IP Lookup. 

 Using nmap, after knowing the active machines, 
probably our next move is to identify open ports 
and access points.

 Warning: Identifying open ports will go a long 
way toward potential attack vectors.

Port Scanning: The process of connecting to TCP and 
UDP ports to identify the services and applications that 
are running in the target device

http://www.itsecgames.com/
http://www.itsecgames.com/
http://www.itsecgames.com/
http://www.itsecgames.com/
http://www.itsecgames.com/
http://www.itsecgames.com/
http://www.itsecgames.com/


Footprinting – Tools
Port Knocking 
o Open ports are most likely closed by Firewall. 
o Port Knocking is a method of externally opening ports on a firewall by generating a connection attempt on a set of 

prespecified closed ports (Wikipedia).
o Pros: Attackers cannot easily identify open ports.
o Cons: This technique does not harden when someone with the ability to sniff the network traffic. Because, most likely 

they may be aware of appropriate knock sequence.



o (A) client cannot connect to application listening on port n;
o (B) client cannot establish connection to any port.
o (1,2,3,4) client connects to a well-defined set of ports in a sequence that contains an encrypted message by sending SYN packets;
o Client has a prior knowledge of the port knocking daemon and its configuration but receives no acknowledgement during this phase 

because firewall rules preclude any response.
o (A) server process (a port knocking daemon) intercepts connection attempts and interprets (decrypts and decodes) them as comprising 

an authentic "port knock";
o server carries out specific task based on content of port knock, such as opening port n to client.
o (A) client connects to port n and authenticates using applications regular mechanism.



Footprinting – Tools
Website Footprinting: Monitoring and analyzing the 
target organizations website.

Look for
o Software used and its version
o Operating System and Scripting Platform
o Sub-directories and parameters
o Filename, Path, Database fields, query
o Contact Details of Web Developer/ Admin
o Source Code Comments

Tools/ Utilities like Burp Suite, Zaproxy, Firebug, Website 
Informer etc could help in additional information like 

Connection Status, Content-type, Last Modified 
Information, Web Server and its version etc.



Footprinting – 
Tools
• Web Spiders perform automated 

searches on the target website and 
collect specific information like 
employee name, email etc.
• Tools like SpiderFoot, Visual SEO 

Studio, Wildshark SEO Spider Tool 
etc 

• Web Data Extractor is another 
tool which could automatically 
extract specific information from 
web pages. 

• HTTrack Website Copier



Footprinting – 
Tools
o Internet Archive’s WAYBACK 

Machine allows to visit archived 
versions of websites

o Useful information may reside on 
the target organization’s website 
in the formof PDF Documents, 
Word Files etc.

o Attackers use metadata and 
hidden information to do SE 
attacks

o Metagoogil extracts metadata of 
public documents



Footprinting – Tools
So far, IP Addresses, Live systems, Open Ports are identified. Next step is to identify the Operating System.

o To identify, an attacker uses passive fingerprinting or active fingerprinting. Although active fingerprinting is more 
accurate, it is not as stealthy as passive fingerprinting.

Passive OS Fingerprinting
o Passive fingerprinting is sniffing packets as they come by. These packets are examined for certain characteristics that 

can be pointed out to determine the OS.

o Eg: IP TTL value, TCP Window Size, IP DF Option, IP Type of Service (TOS) Option, etc.



Footprinting – Tools
So far, IP Addresses, Live systems, Open Ports are identified. Next step is to identify the Operating System.

o To identify, an attacker uses passive fingerprinting or active fingerprinting. Although active fingerprinting is more 
accurate, it is not as stealthy as passive fingerprinting.

Active OS Fingerprinting
o The attacker injects packets into the network. This makes active fingerprinting good chance for being discovered or 

noticed. More powerful than passive fingerprint scanning because the hacker doesn’t have to wait for random 
packets.



Footprinting – Tools



Footprinting – Tools
So far, IP Addresses, Live systems, Open Ports, Operating System are identified. Next step is to clarify any doubts about 
the target system.

Key Points to Note:

o Know the services running on specific ports. This will allow you to formulate and launch application specific attacks.

o Know the common default ports and services. This will help you ensure success at this pre-attack stage.

o A certain amount of default information and behavior can be obtained from any system. Just because a port is active or
a known banner is returned, it is not certain that the information is correct. Ports and banners can be changed and 
assumptions by themselves can be dangerous.

o Banner Grabbing could be used to determine the services associated with the open ports. This will give information 
about the type & version of software running.



Footprinting – Mapping
Mapping the network provides the attacker a blueprint of the target’s infrastructure.

o Manual Mapping - The information matrix formed using the previous steps must helped you to collect the following 
details, using which a logical mapping of the network can be created manually with the gathered information to plan 
further activities.

o Automated Mapping  - Visual traceroute programs, such as Path Analyzer Pro and VisualRoute are used for automated 
network mapping. Running traceroute to different servers such as web, email, and FTP can help map out the 
placement of these servers. Automatic mapping can be faster but might sometimes provide erroneous results.

Domain name 
info IP addresses DNS Servers Employee info Company 

location
Phone 

numbers
Yearly 

earnings

Recently 
acquired 

organizations
Email 

addresses
Publicly 

available IP 
address range

Open ports Wireless 
access points Modem lines Banner details



Footprinting – Tools
STEP​ TITLE​ ACTIVE/PASSIVE​ COMMON TOOLS​

One​ Information Gathering​ Passive​ ARIN, IANA, Whois, Nslookup

Two​ Determining Network Ra
nge​ Passive​ RIPE, APNIC, Shodan.io, Traceroute, Netcraft

Three​ Identify Active Machines​ Active​ Traceroute, SuperScan, Angry IP 
Scanner, Hping3​

Four​ Finding Open Ports and 
Applications​ Active​ Nmap, SuperScan, Solarwinds Port Scanner​

Five​ OS Fingerprinting​ Active/Passive​ Nmap, P0f, 
Xprobe2, ettercap, NetworkMiner

Six​ Fingerprinting Services​ Active/Passive​ Telnet, FTP, Netcat, Satori​

Seven​ Mapping the Network​ Active​ Traceroute, VisualRoute, Path Analyzer Pro​



Consider one of the following vulnerable, open-source test-base websites and perform footprinting

 https://sudocyber.net/
 http://www.itsecgames.com/ 
 https://ctflearn.com 
 https://damnvulnerableiosapp.com 
 https://dvwa.co.uk 
 https://defendtheweb.net/dashboard 
 https://hack.me 
 https://www.hackthebox.com 
 https://hackthissite.org

Self Learning Exercise

Page 1 of 2

Gather Information: Whois DomainTools can be used to gain required 
information.
Determining Network range: The IP address obtained previously can be used 
in Whois IP lookup and Traceroute to determine the path
Identifying Active machines: Tools like Nmap, Pinger, Hping3, Super Scan, 
Angry IP scanner, WS_Ping_ProPack can be used for identifying active 
machines
Finding open ports and access points: Nmap can also be used for scanning 
for open ports 

The above information gathered will give a good idea of the target system. 
Complete and Record your reflection!!!

http://www.itsecgames.com/
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Any Questions?

• Advanced Cybersecurity 
• (ACCB6000)

• Applied Computing - WISA

References
 EC-Council CEH

 Cisco Networking Academy

 Tevel Cyber Corps

 Certified Ethical Hacker (CEH) Version 10 Cert Guide, 3rd edition

 Wikipedia

 Other website sources given in this presentation

 * The intension of usage is for Educational Purpose Only
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