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Previous sessions...

» Testing Terminologies

» Information Security

» Hacking

> Understanding Risk So far, we discussed about Information security, the

> Assessing, Managing and Monitoring Risk threats and attack vectors. In continuation to that, |

>  Cyber risk resilience hope you all have understood the hacking concepts

>  Penetration Testing and the reasons to stay ethical. Add more insight, we
also discussed various security laws and standards. To

» Laws and Standards

conclude, we covered various “Risk” concepts like risk
factors, cyber risk resilience in the process of
enhancing security.
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Footprinting and Reconnaissance

> Introduction During this week, we shall continue to understand
» Concepts Footprinting  concepts focusing on different
» Methodology methodologies like Search Engines, Google Hacking
> Tools Techniques etc.

» Countermeasures

> Penetration Testing We shall also walkthrough Website Footprinting,

Email Footprinting, Competitive Intelligence, Network
Footprinting etc.

During the tutorials, under isolated lab environment
you will be using different Footprinting tools to
understand the countermeasures and pen testing
attacks.
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Footprinting and Reconnaissance

*
Te

FOOTPRINTING IS THE
INITIAL STAGE OF AN
ATTACK ON
INFORMATION SYSTEMS.
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PRECISELY, AS AN ATTACKER,
YOU COLLECT RELEVANT
INFORMATION ABOUT THE
TARGET NETWORK.

USING THE GATHERED
INFORMATION, VARIOUS
WAYS TO INTRUDE THE

SYSTEM WILL BE IDENTIFIED.

v' Reconnaissance is the method of collecting
information about a target system without
alerting it.

v' Also known as Footprinting, it is the first
step in any form of hacking.

v It will help in understanding the target system
and identify potential attack vectors &
vulnerabilities
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Footprinting

o A 7-step process is followed to gather as much information about the network as possible

= The information gathering steps are vital. Good information helps in
successful analysis

Information Gathering

= |t is important to find the available IP addresses for scanning and

Determining network range :
further enumeration.

= |t is important to know if a machine is alive before an attack is

Identify Active Machines
performed

= |dentifying open ports will be the next step to initiate potential

Finding open ports and access points
attack vectors.

= After getting the IP addresses, active systems, & open ports, the

OS Fingerpritin
el = type of systems is the next checkbox to tick

= The services running on specific ports allows to formulate & launch

Fingerprinting services =
app specific attacks.

Mapping the network = Mapping the network provides with a blueprint of the organization.
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Footprinting

Types

. = Gather info without direct interaction
Pa SIS = No risk of getting noticed

Footprinting

= Directly interact with the target
system to gain information about it

= Most relevant & accurate information
= Risk: Getting noticed

Active
Footprinting
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Footprinting

o Footing helps to

AN SSVIig7 Reduce Focus Area Identlfy : Map the network
Posture Vulnerabilities

e Understand the e Instead of focusing e Privilege to select e To know the actual
security posture of on a large range of appropriate environment by
the target IP address, based exploits based on mapping based on

on the gathered the identified the gathered
information, more vulnerabilities. information.
specific ranges,

networks, domain

names, etc
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= [site:] Restricts the results to those websites in the given

Footprinting — Using Search Engines  domain

= Attackers use search engines to extract information about " [allintitle:] Restricts the results to those websites with all
a target of the search keywords in the title.

= Use those gathered information to do social engineering  * [intitle:] Restricts the results to documents containing
attacks the search keywords in the URL

= Create advanced search operators supported by search = [allinurl:] Restricts the results to those with all of the
engines to create complex queries. Search operators help search keywords in the URL

in finding, filtering very specific target information.
= [inurl:] Restricts the results to documents containing the

= Google Hacking Techniques: Using Google search engine to search keyword in the URL

create complex search queries.

« [cache:] Display the web pages stored in Google Cache = [location:] Finds information for a specific location.

= [info:] Presents some information that Google has about

= [link:] Lists web pages that have links to the specified web a particular web page

page

, . . = Alternate Options: Google Advanced Search
= [related:] Lists web page that are similar to a specified web

page
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Footprinting — Sources

o Google Hacking

o Using basic search techniques combined with advanced operations, Google can be used as a powerful
vulnerability search tool

o USENET
o A collection of tons of discussion groups on the internet

o Insecure Applications
o When defense in depth is not used and an application is insecure, a lot of information can be leaked

o Registrar Query
o Obtain registrar information from bodies like The Internet Corporation for Assigned Names and Numbers
(ICANN), Regional Internet Registries (RIR), etc.
o DNS Enumeration
o Locating the DNS servers and their corresponding records of an organization
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Footprinting — Using Databases

The Exploit Database is
maintained by Offensive Security,
an information security training
company that provides
various Information __ Security
Certifications as well as high
end penetration testing services.
The Exploit Database is a non-
profit project that is provided as c:

L 3

exploit-db.com

EXPLOIT
DATABASE

public service by  Offensiveng
Security. iEEs
[https://www.exploit-db.com/] e

|
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WordPress Plugin Learnpress 4.1.4.1 - Arbitrary Image Renaming

WordPress Plugin Post Grid 2.1.1 - Cross Site Scripting (XSS)

WordPress Plugin Product Slider for WooCommerce 1.13.21 - Cross Site Scripting (XSS)
WordPre:
PHP Unit 4.8.28 - Remote Code Execution (RCE) (Unauthenticated)

Huawei DG8045 Router 1.0 - Credential Disclosure

ss Plugin Contact Form Check Testel

“~q Database

“xt:‘password"
*npassword"”
3
site;pastenin.. - ~igrd”
*ezpastebin.com intext:pass.txt
*ext:"password.zip®
—_— asswora ; passwd' | "pwd” sifg
site;pastebin.com intext:password.txt
intext:"index of* "uploads”
intext:"/pfx-password.txt" "[To Parent B
site:pastebin.com intext:username | paj
inurl:/wp-content/uploads/ ext:txt "user
inurl:password site:shodan.io

intitle:"index of* "passwrod*"

intitle:"index of* "credentials”

Moodle 3.11.4 - SOL Injection

PHP Restaurants 1.0 - SQLi (Unauthenticated)

Wordpress Plugin 404 to 301 2.0.2 - SQL-Injection (Authenticated)

WordPress Plugin Domain Check 1.0.16 - Reflected Cross-Site Scripting (XSS) (Authenticated)

Fetch Softworks Fetch FTP Client 5.8 - Remote CPU Consumption (Denial of Service)

About The Exploit Database

Offensive Security

The Exploit Database is a CVE compliant archive of public exploits and corresponding vulnerable software, developed for
use by penetration testers and vulnerability researchers. Our aim is to serve the most comprehensive collection of exploits
gathered through direct submissions, mailing lists, as well as other public sources, and present them in a freely-available
and easy-to-navigate database. The Exploit Database is a repository for exploits and proof-of-concepts rather than

advisories, making it a valuable resource for those who need actionable data right away.

The Google Hacking Database (GHDB) is a categorized index of Internet search engine queries designed to uncover
interesting, and usually sensitive, information made publicly available on the Internet. In most cases, this information was
never meant to be made public but due to any number of factors this information was linked in a web document that was

crawled by a search engine that subsequently followed that link and indexed the sensitive information.

The process known as “Google Hacking” was pepularized in 2000 by Johnny Long, a professional hacker, who began
cataloging these queries in a database known as the Google Hacking Database. His initial efforts were amplified by
countless hours of community member effort, documented in the book Google Hacking For Penetration Testers and
popularised by a barrage of media attention and Johnny's talks on the subject such as this early talk recorded at DEFCON
13. Johnny coined the term “Googledork” to refer to “a foolish or inept person as revealed by Google”. This was meant to
draw attention to the fact that this was not a "Google problem” but rather the result of an often unintentional

misconfiguration on the part of a user or a program installed by the user. Over time, the term "dork” became shorthand for a

search query that located sensitive information and “dorks” were included with may web application vulnerability releases

to show examples of vulnerable web sites.

After nearly a decade of hard work by the community, Johnny turned the GHDB over to Offensive Security in November
2010, and it is now maintained as an extension of the Exploit Database. Today, the GHDB includes searches for other online

search engines such as Bing, and other online repositories like GitHub, producing different, yet equally valuable results.

WebApps
WebApps
WebApps
.2 - Broken Access Control WebApps
WebApps
WebApps
WebApps
WebApps
WebApps

WebApps

Local

s Containing Passwords
£s Containing Passwords
£s Containing Passwords
s Containing Passwords
s Containing Passwords
£s Containing Passwords
£s Containing Passwords
s Containing Passwords
s Containing Passwords
£8 Containing Passwords
s Containing Passwords
s Containing Passwords
88 Containing Passwords

s Containing Passwords

Files Containing Passwords

PHP

PHP

PHP

Hardware

PHP

PHP

PHP

PHP

mac0s

Clear W

Auther

- Begin typing

Y Filters Reset All

Quick Search

Anirudh Kumar Kushwaha
Saumyajeet Das
Anirudh Kumar Kushwaha
Krishna Agarwal
Anirudh Kumar Kushwaha
Parshwa Bhavsar
Nisrin Ahmed
Krishna Agarwal
Onkar Deshmukh
Marko Zlender
Jorge Manuel Lozano Gomez
Aftab Alam
jawhar milkan
Roshdy Essam

Darkgen

B % »

ers W Reset All

Search

Ceylan BOZOGULLARINDAN
0xB9
0xB9
0xB9
S0ouzo
Abdalrahman Gamal
lavclash7s
Nefrit ID
Ron Jost
Ceylan BOZOGULLARINDAN

LiquidWorm


https://www.offensive-security.com/community-projects/
https://www.offensive-security.com/community-projects/
https://www.offensive-security.com/courses-and-certifications/
https://www.offensive-security.com/courses-and-certifications/
https://www.offensive-security.com/courses-and-certifications/
https://www.offensive-security.com/penetration-testing/
https://www.offensive-security.com/penetration-testing/

Footprinting — Sources

o Documentation
o Profile a target and record the results based on domain name, IP address, DNS servers, employee information,
open ports, etc.
o Organization's website
o Look for open-source information

o Alternative websites
o Finding information related to an organization on other websites, for example, blogs of dissatisfied employees that
could leak information
o Job Boards
o Information can be obtained from job postings on company website or any other job websites

o Databases
o Vast information available about publicly traded organizations in database
o Eg: Companies House for UK, EDGAR for US, SEDAR for Canada etc...
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www.uwtsd.ac.uk
S L

Risk Rating: O
Country: UK Site rank: 34
First seen: May 2018 Hosit:

PFS: o S5Lv3:
Disable protection for this site
Report malicious URL:
The URL of the site:
hitps:/fwww. uwisd ac.uk/

Using our website
add a reason

o understand how e our website ar
. For more inforr S35 ad our Pr
Your email address (to receive
updates):

Accept all

= AercrarT

Footprinting — Tools

Finding Target’s external URL : :
enumerates subdomains across multiple

Sub-domains using tools like Netcraft, sources at once.

Sublist3r etc

Google Earth, Google Maps, Wikimapia,

National Geographic Maps, Bing Maps

» Sublist3r is a python script that
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Footprinting — Tools

o Finding Individuals » Facebook, Twitter, LinkedIn, YouTube etc.
o Using Social networking services to get > Sites like Intelius, BeenVerified, Spokeo etc

individual’s information to perform social 3 yse Utilities like InSpy to enumerate Linkedin and find people
engineering attacks based on Job Title, company, or email address

ukrecordsfinder HOME  CoNTACT ) SEREERE oo

Searching forwm Wales

Checking... Scanning Sources...

Blackwood Public Records Databases

Date of Birth 9] =8 Employment Blaenau Ffestiniog Public Records

Databases
Blaenavon Public Records Databases
;I» Sacial Profiles Education Blaina Public Records Databases
Brecon Public Records Databases
Bridgend Public Records Databases
Data Breaches ® Briton Ferry Public Records Databases
Brynmawr Public Records Databases
Buckley Public Records Databases
Builth Wells Public Records Databases

COUNTY ﬁ MUNICIPAL

recordsfinder © COPYRIGHT 2022 INFOPAY, INC. ALL RIGHTS RESERVED
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FOOtprinting—TOOls > Sites like MarketWatch helps you to gather

information like market value, company shares,

o Finding Organisation company profile, competitor details etc about the
o Using various available sources like financial services, Job organization
Sites etc to collect information about organizations. » Sites like Indeed, linkedin helps you to gather
o I — information like companies' infrastructure, history
etc
= Markef Latest Watchlist Markets Investing Personal Finance Economy Retirement More v
US Europe Asia FX Rates Futures Crypto RANGE ¥ 1D  S&P 500 Movers Latest News ALL TIMES EASTERN > Use these teChn|ques now to COIIECt (PUbI|CIy
| FTSE 100 758300 4722 06%% a coosL 75 L 2as saor, Mywieandlaredose or Available) Financial, Infrastructure and historical
T T oo 74 cw aws o hepeysovrior e Information about UWTSD.
| FTsE MiB 27,388.73 16384  0.60% 4 720 GcoM 62 ETSY  -93 0202 s::;:i;’tfczs_:i‘?:t;:?nmed”' > 10 Minutes from NOW!!!!
|IBEX 35 8,713.20 -13.50 -0.15% ~ : 4
|Stoxx 56 P SHiE AR i e e SP;YWU Visit Market Data Center » 02/02 Asian markets mixed as ea
SN FinanciaL | ciry inoex | eIty inpEX /‘
TO TRADE m ADVISOR @
Home > Investing > Quotes > Index > UKX > Overview Market Screener MarketIndexes ~ Industry Indexes ~ International Indexes ~ Sectors
Switch Quote | [ER8H FTSE UK Join TD Ameritrade.

FTSE 100 Index
7,583.00
’ [ ]

4 47.22 0.63%

7,575

Last Updated: Feb 2, 2022 4:59 p.m. GMT
- Delayed quote

7,550

PREVIOUS CLOSE

Trawsnewid Addysg, Trawsnewid Bywydau
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7,525

7,535.78 DAY RANGE 7,605.64  6,457.60 52 WEEK RANGE 7,619.01
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FOOtprinting—TOO|S » Sites like MarketWatch helps you to gather

information like market value, company shares,

. .. company profile, competitor details etc about the
o Finding Organisation orgaaizax{ic?n P

o Using various available sources like financial services, Job > Sites like Indeed, linkedin helps you to gather

Sites etc to collect information about organizations. information like companies' infrastructure, history
O @ marketwatch.com/investing/index/ukx?countrycode=uk etc
= Markef Latest Watchlist Markets Investing Personal Finance Economy Retirement More v > Use these techniq ues now to collect (Publicly
2 Bawe e e S S e Available) Financial, Infrastructure and historical
| pax 1561377  -562 -004% v 7,690 il il i !r:leuro:: SEE aien |rIfOrmatiOn abOUt UWTSD-
| cAc 40 711527 1578  022% GOOG 74 CHRW -115 1206 LRSIV eI R
| FTSE MIB 27,388.73 16384  0.60% 4 G0 Qcom 62 ETSY 93 | 0202 Beha_viotru(:s;:‘e_ntfis_tsglied_f' > 10 MlnuteS from NOW!!!!
:'::1(::00 81::2:’ 42:?: Z:://: : 7,500 Visit Market Data Center > 02/02  Asian markets mixed as ea
ROV -\ - ror » Are you Successful? Maybe not at your 15t Attempt.
70 TRADE FINANCIAL CITY INDEX | CITY INDEX lll
I CVISOR However, PRACTICE MAKES YOU PERFECT!!!
Home > Investing > Quotes > Index > UKX > Overview Market Screener Market Indexes Industry Indexes nternational Indexes Sectors

\ 74

e Always look for About Us, Job Requirements,
FTSE 100 Index Employee’s Information, Hardware Information,
O T..cis | o ~ IR Software Information etc.

7,583.00

4 47.22 0.63%

7,575
Last Updated: Feb 2, 2022 4:59 p.m. GMT (‘

- Delayed quote P
7,550 P
[
L
7o (c
PREVIOUS CLOSE -
7,525 ? » )
7,535.78 8am 9am 10am Tlam 12pm Tpm 2pm 3pm 4pm ) ?

7,535.78 DAY RANGE 7,605.64  6,457.60 52 WEEK RANGE 7,619.01
[ ] [ ]
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Footprinting — Tools

o Finding Individuals » Facebook, Twitter, LinkedIn, YouTube etc.

o Using Social networking services to get > Sites like Intelius, BeenVerified, Spokeo etc
individual’s information to perform social 35 yse Utilities like InSpy to enumerate Linkedin and find people

engineering attacks based on Job Title, company, or email address

User Activity Attackers View Organizations Activity Attackers View

Profile Maintenance Contact Information, User Surveys Business Strategies
Location details etc

Connect with People Friend List, Information = Promote Products Product Profile
about friends etc

Share Identify persons, interest User Support Social Engineering
etc

Play Interests Recruitment Platform/ Technology

Events (Birthday Parties  Activities Background Checks Type of Business

etc)
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FOOtprinting — Tools > Hackers use Fake Profiles to target organizations/

individuals
o Use Groups, Forums, blogs to gather information. » Let do this now.....
Sometimes, you may be very lucky to gather sensitive
information like network, system, personal information , _
» Consider http://www.itsecgames.com/, a

about target. _
vulnerable, open-source test-base website.

» Use Whois DomainTools to attain the necessary
information initially needed

& > C (@ & groupsgooglecom/my-groupsipli=1
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http://www.itsecgames.com/
http://www.itsecgames.com/
http://www.itsecgames.com/
http://www.itsecgames.com/
http://www.itsecgames.com/
http://www.itsecgames.com/
http://www.itsecgames.com/

Information Gatherin

. = Website
Whois Record for ltsEcgAmes.com
Website Title O bWAPP, a buggy web application! (ad
= Domain Profile Server Type Apache
Registrant Org MME BV Response Code 200
Registrant Country be Terms 184 (Unique: 115, Linked: 13)
Registrar GoDaddy.com, LLC Images 10 (Alt tags missing: 10)
IANA ID: 146
URL: https:/www.godaddy.com, httpAvww.godaddy.com Links 17 (Internal: 5, Outbound: 12)
Whois Server: whois.godaddy.com
abuse@godaddy.com Whois Record ( last updated on 2022-02-02 )

(p) 14806242505
Domain Name: itsecgames.com

Registrar Status clientDeleteProhibited, clientRenewProhibited, clientTransferProhibited, Registry Domain ID: 1721761149 _DOMAIN_COM-VRSN
clientUpdateProhibited Registrar WHOIS Server: whois.godaddy.com
Registrar URL: https://www.godaddy.com
Dates 3,544 days old -~ Updated Date: 2021-05-22T06:49:34Z7
Created on 2012-05-21 Creation Date: 2012-05-21T08:35:16Z
Expires on 2023-05-21 Registrar Registration Expiration Date: 2023-05-21T08:35:16Z

Registrar: GoDaddy.com, LLC

Updated oh 2021:05:-21 Registrar IANA ID: 146

Name Servers N553.DOMAINCONTROL.COM (has 59,906,655 domains) - Registrar Abuse Contact Email: abuse@godaddy.com
NS54. DOMAINCONTROL.COM (has 59,906,655 domains) Registrar Abuse Contact Phone: +1.4866242505
Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited
Tech Contact o Domain Status: clientUpdateProhibited https://icann.org/epp#clientUpdateProhibited
Domain Status: clientRenewProhibited https://icann.org/epp#clientRenewProhibited
IP Address 31.3.96.40 - 6 other sites hosted on this server -~ Domain Status: clientDeleteProhibited https://icann.org/epp#clientDeleteProhibited
Registrant Organization: MME BV
IP Location =1 - Noord-holland - Amsterdam - XI Internet Services Amsterdam Network Registrant State/Province: West-Vlaanderen
Registrant Country: BE
ASN =1 AS35470 XL-AS, NL (registered Nov 29, 2006) Registrant Email: Select Contact Domain Holder link at
i . F . https://www.godaddy.com/whois/results.aspx?domain=itsecgames.com
Domain Status Registered And Active Website Tech Email: Select Contact Domain Holder link at
) X 5 N
IP History 2 changes on 2 unique IP addresses over 10 years (ad 25;52'é{n:gg’;ggziggz'zz:i::zl;é;:i:IEZiZZ?‘XiiiEa:i_ltSecgames -com
Registrar History 3 registrars - https://www.godaddy.com/whois/results.aspx?domain=itsecgames.com

Name Server: NS53.DOMAINCONTROL.COM
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Footprinting — Tools > Let do this NOW.....

o With the basic information you have, let us

» Continue with http://www.itsecgames.com/, use
now step up the next process.

the IP Address you gathered earlier to do a Whois
o Find out available IP addresses for scanning IP Lookup.

< CcC O @ shodan.io/search?query=CISCO.COM ®Z % o

and further enumeration.

o Locating the network range helps us in |IEECREE TR scocon [ a |
targeting more specific IP address to gather
more information to scan and analysis. 6 View Report® Browsamages D Viw o

339 New Service: Keep track of what you have connected to the Internet. Check out Shodan Monitor

O TOOIS/ Uti I ities I i ke WhOiS, Tra Ce route etc TOP COUNTRIES 302 Found £ 2022-02-03T06:04:48.094300

135.84.173.146

could be used to determine the network & o oo
range and its path.

o Tools like SHODAN, Censys, Netcraft could be s

Netherlands 14

used to gather information like I[P »

4
United Kingdom 12 Not Found (7

addresses, hosting platform, the technology : SR I e

erver: nginx

Thu, 63 Feb 2022 06:64:48 GMT
t-Type: text/html

gth: 154

e
//135.84.173.146/
no-store, no-cache, must-revalidate, max-age=, post-check=e, pre-check=e

-
== United States, Durham |- Common Name:

. . . More... HydrantID Server CA O1
in use, about websites which are based on / N
. . TOP PORTS IdenTrust
t h e ta rget I n fo r m at I O n 443 217 co:tent-type text/html; charset=UTF-8
ti DENY
80 67 P p 10:5; e-id p-rtp-prt Kkube-rp-2
25 14
3389 5 Cisco Sysm:s Inc.
8443 5 Supported SSL Versions:
TLSv1.2, TLSV1.3
Mort
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http://www.itsecgames.com/
http://www.itsecgames.com/
http://www.itsecgames.com/
http://www.itsecgames.com/
http://www.itsecgames.com/
http://www.itsecgames.com/
http://www.itsecgames.com/

Footprinting — Tools > Let do this NOW.....

@ who.is/whois-ip/ip-address/31.3.96.40

Premium Do » Continue with http://www.itsecgames.com/, use
Interested in domain names? Click here to stay up to the IP Address you gathered earlier to do a WhOiS
31.3.96.40 address profile IP Lookup.
Ref: https://rdap.arin.net/registry/entity/RIPE

Diagnostics

ReferralServer: whois://whois.ripe.net

IP Whois A :
Resourcelink: https://apps.db.ripe.net/search/query.html
NetRange: 31.0.0.0 - 31.255.255.255
CIDR: 31.0.0.0/8
NetName: RIPE-31
NetHandle: NET-31-0-0-0-1 OPgAbUSEHandle: ABUSE3850-ARIN
Parent: O
NetType: plfeeszzd iz ME (e OrgAbuseName:  Abuse Contact
riginAs:
g;z;:i:?tion: RIPE Network Coordination Centre (RIPE) or.gAbusePhone: +31265354444
22;;:: i::i;gzglziesses have been further assigned to users in OPgAbUSEEma il: abuse@ripe . ne-t
Comment: the RIPE NCC region. Contact information can be found in . . .
Comment: the RIPE database at http://www.ripe.net/whois OrgAbuseRef: https://rdap.arin.net/registry/entity/ABUSE3850-ARIN
Ref: https://rdap.arin.net/registry/ip/31.0.0.0

ResourcelLink: https://apps.db.ripe.net/search/query.html

Resourcetinic: whois.ripe.net OrgTechHandle: RN0O29-ARIN

orgName : SRR M Gem e Gane OrgTechName: RIPE NCC Operations

OrgTechPhone: +31 20 535 4444

xjig;: Loores OrgTechEmail: hostmaster@ripe.net

R " OrgTechRef: https://rdap.arin.net/registry/entity/RN0O29-ARIN
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FOOtprinting — Tools // > Let do this now.....

PING 31.3.96.40 (31.3.96.40) 56(84) bytes of data. e

64 bytes from 31.3.96.40: icmp_seq=1 ttI=43 time=90.0 ms ; ; . ;

64 bytes from 31.3.96.40: icmp_seq=2 ttI=43 time=89.9 ms \ > Continue with http.//www.ltsecgames.com/, us_e
64 bytes from 31.3.96.40: icmp_seq=3 ttI=43 time=89.9 ms the IP Address you gathered earlier to do a Whois
64 bytes from 31.3.96.40: icmp_seq=4 ttI=43 time=89.9 ms IP Lookup,

64 bytes from 31.3.96.40: icmp_seq=>5 ttI=43 time=90.0 ms

--- 31.3.96.40 ping statistics --- I

5 packets transmitted, 5 received, 0% packet loss, time 4001ms (G
rtt min/avg/max/mdev = 89.930/90.006/90.078/0.333 ms (,‘
Traceroute

traceroute to 31.3.96.40 (31.3.96.48), 30 hops max, 6@ byte packets

1 ip-10-0-0-14.ec2.internal (10.0.0.14) ©.681 ms ©.686 ms ©.626 ms
216.182.226.38 (216.182.226.38) 357.190 ms 216.182.229.176 (216.182.229.176) 9.236 ms 216.182.229.172 (216.182.229.172) 8.366 ms
100.66.36.70 (100.66.36.78) 4.914 ms 100.66.9.54 (100.66.9.54) 16.851 ms 100.66.12.36 (100.66.12.36) 21.856 ms
100.66.38.98 (100.66.38.98) 20.068 ms 100.66.11.80 (100.66.11.80) 21.365 ms 100.66.11.222 (100.66.11.222) 20.004 ms
100.66.62.252 (100.66.62.252) 13.468 ms 241.0.4.192 (241.0.4.192) 1.245 ms 241.0.4.210 (241.0.4.210) 1.372 ms
240.0.40.18 (240.0.40.18) 1.303 ms 241.90.4.211 (241.0.4.211) ©.815 ms 240.0.40.22 (240.0.40.22) ©0.788 ms
242.0.170.1 (242.0.170.1) ©.777 ms 240.0.40.29 (240.0.40.29) 0.672 ms 242.0.171.17 (242.0.171.17) 1.087 ms
52.93.28.173 (52.93.28.173) 1.473 ms 52.93.28.167 (52.93.28.167) 1.446 ms 52.93.28.197 (52.93.28.197) 1.380 ms
100.100.2.72 (1060.100.2.72) 1.479 ms 100.100.4.74 (100.100.4.74) 1.344 ms 106.100.2.78 (100.100.2.78) 1.331 ms

* 100.100.4.78 (100.100.4.78) 1.212 ms 100.100.2.76 (100.100.2.76) 1.205 ms
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Footprinting — Tools

& Background
B Network
Site http:/fwwww.tsecgames.com &
Netblock Owner XL Internet Services Amsterdam Network
Hosting company Cloudvps
Hosting country =Ne
P4 address 31.3.9640 VirwTowl ]
IPv4 autonomous systems A3
IPy6 address Not Present
PG autonomous systems Not Present
Reverse DNS e mmebvba com
IP delegation
Pva address (31.3.96.40)
IPrange Country
8.0.0.8-255.255.255.255 /A
|, 31.8,8,8-31.255.255, 255 = Netherlands
b 31.3,96.0-31,3,183.255 m Netheriands
b 31.3.5.6-31.3.9.25 = Netherlands
b 3.3.9%.9 e Netherlands

) Prifysgol Cymru
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Domain

Nameserver

Domain registrar
Nameserver organisation
Qrganisation

DNS admin

Tap Level Domain

DINS Security Extensions

Name

[ANASLK

RIPE3
NLSIGNET-20110408
NLIEVPS30

XUISVPS30

Description
The whole [P address space
RIPE Network Coordination Centre

SignetBY.

itsecgames.com

ns53 domaincontrol.com

godaddy.com

whais wildwestdomains.com

unknown

dns@jomax net

Commercial entities (.com)

unknawn

XLInternet Services Amsterdam Network

XL Internet Senvices Amsterdam Netwark

Let do this now.....

Continue with http://www.itsecgzames.com/, use the IP
Address you gathered earlier to do a Whois IP Lookup.

Now you may use earlier discussed tools like netcraft to
determine the network range.

Then, to know the status of live machines perform ping sweeps
and port scans using tools/ utilities like Nmap, Pinger, Hping3,
Super Scan, Angry IP scanner, WS_Ping_ProPack etc

nmap.org ) at 2822-81-24 13:49 India Standard Time

=

elapsed (1 total hosts)

n done:
Raw packe
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Footprinting — Tools

Port Scanning: The process of connecting to TCP and
UDP ports to identify the services and applications that
are running in the target device

» Let do this now.....

» Continue with http://www.itsecgames.com/, use
the IP Address you gathered earlier to do a Whois
IP Lookup.

» Using nmap, after knowing the active machines,
probably our next move is to identify open ports
and access points.

» Warning: Identifying open ports will go a long
way toward potential attack vectors.

) Prifysgol Cymru

' |'Y Drindod Dewi Sant

A9 University of Wales
.~ Trinity Saint David

Common ports and protocols:

Port Service Protocol
20/21 FTP TCP
22 SSH TCP
23 Telnet TCP
25 SMTP TCP
53 DNS TCP/UDP
69 TFTP UDP
80 HTTP TCP
110 POP3 TCP
135 RPC TCP
161/162 SNMP UDP
1433/1434 | MSSQL TCP

Trawsnewid Addysg, Trawsnewid Bywydau
Transforming Education, Transforming Lives



http://www.itsecgames.com/
http://www.itsecgames.com/
http://www.itsecgames.com/
http://www.itsecgames.com/
http://www.itsecgames.com/
http://www.itsecgames.com/
http://www.itsecgames.com/

Bit(15) Bit(16) Bit (31)

Footprinting — Tools |

Sequence Number (32)

o Port Scanning: The process of connecting to TCP and

Acknowledgment Number (32)

UDP ports to identify the services and applications — p—
. . . 4) Bits (6)
that are running in the target device E—— P
Options (0 or 32 if any)
o TCP segment information appears immediately after the IP Application Layer Data (Size varies)
header. The fields of the TCP segment and the flags for the
Control Bits field are displayed in the figure. Q D
= ~
Send FIN —
o The following are the six control bits of the TCP segment: O —=>-| FIN received
v" URG - Urgent pointer field significant
v" ACK - Acknowledgment field significant ACK received | o——1@) SeNACK
v" PSH - Push function g D
v' RST- Reset the connection _somon \9'__________) . 'd FIN roceived | < —{@) sereFN
v" SYN - Synchronize sequence numbers e
Send SYN, ACK
v FIN - No more data from sender YN, ACK roceived | g gEQ_WCK_W send ACK @)|— N
7 CTL=SYN, ACK)
(SEQ=101 ACK:301E Sé?ti“:s:g?() T
A sends ACK response to B
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F:()(:)t:F)r-ir]1:ilf]E; — -]7C)(:)|S; » Let do this now.....

» Continue with http://www.itsecgames.com/, use
the IP Address you gathered earlier to do a Whois
IP Lookup.

Using nmap, after knowing the active machines,

probably our next move is to identify open ports
Probe Packet(FIN/URG/PSH/NULL) and access points.

' » Warning: Identifying open ports will go a long

©- way toward potential attack vectors.

Attacker Victim » e

O Port is open

Probe Packet(FIN/URG/PSH/NULL})

Port Scanning: The process of connecting to TCP and
UDP ports to identify the services and applications that
are running in the target device >

Mo response

ap wwu.itsecgame
https://nmap B22-81-24 14:34 India Standard Time

i
4

! web.mmebvba. com

red tcp ports (no-response)

RS5T/ACK
Attacker Wictim

2 0 open
8 Port is closed _ open

(1 host up) scanned in 22.64 seconds
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Footprinting — Tools

Port Knocking
o Open ports are most likely closed by Firewall.

o Port Knocking is a method of externally opening ports on a firewall by generating a connection attempt on a set of
prespecified closed ports (Wikipedia).
o Pros: Attackers cannot easily identify open ports.

Cons: This technique does not harden when someone with the ability to sniff the network traffic. Because, most likely
they may be aware of appropriate knock sequence.
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(A) client cannot connect to application listening on port n;
(B) client cannot establish connection to any port.
(1,2,3,4) client connects to a well-defined set of ports in a sequence that contains an encrypted message by sending SYN packets;

O O O O

Client has a prior knowledge of the port knocking daemon and its configuration but receives no acknowledgement during this phase
because firewall rules preclude any response.

o (A) server process (a port knocking daemon) intercepts connection attempts and interprets (decrypts and decodes) them as comprising
an authentic "port knock";

server carries out specific task based on content of port knock, such as opening port n to client.

(A) client connects to port n and authenticates using applications regular mechanism.

I DENY I DENY I DENY

W ACCEPT

12 0 L 0

1 = K> .o -

: 2 = . PK daemon = ; : ?

™ & @ 1t 1B

. B of T " 8 | .

~ - i . A, o @

u W, rcep - SALCCTE . T » N, _

: B B assincen lient m Mo « . client ; W ) veeenananns Client

=m A \ c 2 st R client - A
application ok -",‘-." application ~J--IRELE application ™ application

- l_l‘-‘.“‘i n d;‘u"“ : -

mg . B -Nm - . o

. +* . * BE .

i = I | i

ports M I firewall ports 1 I firewall ports W [ firewall ports I [l firewall




Footprinting — Tools

Website Footprinting: Monitoring and analyzing the

target organizations website. it 0| 560550 | Bt [ sy g [[STRshit [
Look for

o Software used and its version

o Operating System and Scripting Platform N

o Sub-directories and parameters S S Pna

o Filename, Path, Database fields, query Faster, more reliable

o Contact Details of Web Developer/ Admin security testing

O SOU rce COde Comments The leading toolkit for web security testing.

Tools/ Utilities like Burp Suite, Zaproxy, Firebug, Website

Burp Intruder

Informer etc could help in additional information like

Connection Status, Content-type, Last Modified
Information, Web Server and its version etc.
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ot secure | webextractor.com

WEB DATA EXTRACTOR ] .
Automatically extract specific information from web pages F O Ot p r I nt I n g —

Home Products Purchase Help Modules FAQ _I_ |

J, ,{% I ): L: Ir.e(_ ‘ AT ‘“.’J \
= |
s

el  Web Spiders perform automated

R searches on the target website and
P Main Features: collect specific information like
Completely new powerful spidering employee name, email etc.

Completely reworked Ul - slick & se * Tools like SpiderFoot, Visual SEO
Pro version of WDE doesn't have a Studio, Wildshark SEO Spider Tool

ites, gigab: f dat
sites, gigabytes of data etc

Web Data Extractor is another
tool which could automatically
extract specific information from
New session management allows we b pages i

Brand new simplified user interface o HTTraCk Website Copier

Unicode support

WEB DATA EXTRACTOR

CUSTOM DATA Extseter - URL Edractor - META Tag Extractos - BODY

Tl ety - EMAIL Exvecyor . PHONE Extractor . FAX Extracts

Extremely fast search and accura

WEB DATA EXTRACTOR

Extract any data you want by Cust

Support of working with proxy ser

0
—
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A Not secure | web.archive.org

T 9 wes W Books i voeo [ aubio [ soFtware (Gl IMAGES

L] [ ]
ABOUT BLOG PROJECTS HELP DONATE CONTACT F O Ot p rl nt I n g —

INTERNET ARCHIVE Explore more than 651 billion we' | O O | S
DONATE IIIH!'"H'!I'"‘H[!"'"H Enter a URL or words related *

o Internet Archive’s WAYBACK
Machine allows to visit archived

- SEEN versions of websites
s W T "M” i i i
L] C Sy BT o Useful information may reside on
e =1 Iz the target organization’s website
in the formof PDF Documents,
Word Files etc.
ols m Subscription Service c o Attackers use metadata and
hidden information to do SE
achine Availability API Archive-It enables you to capture, manage and Enter attaCkS
, search collections of digital content without any .
=nsion technical expertise or hosting facilities.\isit Archive- PDFs O MEtagoogll EXtraCts metadata Of
on It to build and browse the collections. pUinC dOCU ments
sion

from selected

Trawsnewid Addysg, Trawsnewid Bywydau
Transforming Education, Transforming Lives



Footprinting — Tools

So far, IP Addresses, Live systems, Open Ports are identified. Next step is to identify the Operating System.

o To identify, an attacker uses passive fingerprinting or active fingerprinting. Although active fingerprinting is more
accurate, it is not as stealthy as passive fingerprinting.

Passive OS Fingerprinting

o Passive fingerprinting is sniffing packets as they come by. These packets are examined for certain characteristics that
can be pointed out to determine the OS.

o Eg:IP TTL value, TCP Window Size, IP DF Option, IP Type of Service (TOS) Option, etc.
Passive Fingerprinting

o
.
'

__ Client [

Request — ] passive i

<) sensor | Sever ——e
. _J Response

SRS
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Footprinting — Tools

So far, IP Addresses, Live systems, Open Ports are identified. Next step is to identify the Operating System.

o To identify, an attacker uses passive fingerprinting or active fingerprinting. Although active fingerprinting is more
accurate, it is not as stealthy as passive fingerprinting.

Active OS Fingerprinting

o The attacker injects packets into the network. This makes active fingerprinting good chance for being discovered or
noticed. More powerful than passive fingerprint scanning because the hacker doesn’t have to wait for random
packets.

Passive Fingerprinting
Active Fingerprinting

stimulus ——
<f— [ESPONSE - m———
___ Client ! : .
\imubs Request | passive

\ 4 sensor Server —
response \

T — REH]DI—LEE
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Footprinting — Tools

Detection techniques

_____ Active ||  Passive

Gathering Stack fingerprinting Network sniffing

ISN Profile

Nmap o=
Ring2 o=
pOf

SinFP

i

]

'

i

'

'

]

|

Banners
Binaries —
b e BE ) ICMP Replies
L
USinFP e==Blta g
' Timeouts

_l,.
E
]
&
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Passive Fingerprinting

e )

Client

T Reguest | passive B
<} 1 sensor | Server —m
e Response

Active Fingerprinting

stimulus  ——
e [ESPONSE e
\imuhs

response
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Footprinting — Tools

So far, IP Addresses, Live systems, Open Ports, Operating System are identified. Next step is to clarify any doubts about
the target system.

Key Points to Note:

@ _This will allow you to formulate and launch application specific attacks.
@ _his will help you ensure success at this pre-attack stage.

O
Ports and banners can be changed and

assumptions by themselves can be dangerous.

o Banner Grabbing could be Used to determine the services associated with the open ports. This will give information

about the type & version of software running.
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Footprinting — Mapping
Mapping the network provides the attacker a blueprint of the target’s infrastructure.

o Manual Mapping - The information matrix formed using the previous steps must helped you to collect the following
details, using which a logical mapping of the network can be created manually with the gathered information to plan

further activities.
Domain name : Company Phone Yearly
i IP addresses l DNS Servers | Employee info location Aumbers eamings
Recently : Publicly :
. Email : Wireless : :
acquired available IP Open ports : Modem lines [ Banner details
organizations delolisii address range access points

o Automated Mapping - Visual traceroute programs, such as Path Analyzer Pro and VisualRoute are used for automated
network mapping. Running traceroute to different servers such as web, email, and FTP can help map out the
placement of these servers. Automatic mapping can be faster but might sometimes provide erroneous results.

Prifysgol Cymru
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Footprinting — Tools

STEP TITLE ACTIVE/PASSIVE COMMON TOOLS
One Information Gathering Passive ARIN, IANA, Whois, Nslookup
Two Egeéermmmg NERTerS e Passive RIPE, APNIC, Shodan.io, Traceroute, Netcraft
Three |dentify Active Machines | Active Traceroute, §uperScan, Angry IP
Scanner, Hping3
Four F|nd|.ng Qpen Ports and Active Nmap, SuperScan, Solarwinds Port Scanner
Applications
. : L . : Nmap, POf,
Five OS Fingerprinting Active/Passive VeraleR, cires, Vaimerddinas
Six Fingerprinting Services Active/Passive Telnet, FTP, Netcat, Satori
Seven Mapping the Network Active Traceroute, VisualRoute, Path Analyzer Pro
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Self Learning Exercise

Consider one of the following vulnerable, open-source test-base websites and perform footprinting

https://sudocyber.net/

http://www.itsecgames.com/

https://ctflearn.com

https://damnvulnerableiosapp.com
https://dvwa.co.uk
https://defendtheweb.net/dashboard

https://hack.me
https://www.hackthebox.com
https://hackthissite.org

B & Prifysgol Cymru

EA " | Y Drindod Dewi Sant
XY onhveasily o 'Vales
.~ Trinity Saint David

Gather Information: Whois DomainTools can be used to gain required
information.

Determining Network range: The IP address obtained previously can be used
in Whois IP lookup and Traceroute to determine the path

Identifying Active machines: Tools like Nmap, Pinger, Hping3, Super Scan,
Angry IP scanner, WS_Ping_ProPack can be used for identifying active
machines

Finding open ports and access points: Nmap can also be used for scanning
for open ports

The above information gathered will give a good idea of the target system.
Complete and Record your reflection!!!
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Any Questions?

References

. EC-Council CEH

" Cisco Networking Academy

. Tevel Cyber Corps

. Certified Ethical Hacker (CEH) Version 10 Cert Guide, 3rd edition
. Wikipedia

. Other website sources given in this presentation

= * The intension of usage is for Educational Purpose Only
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