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This report covers the development concepts, implementation and evaluation of an ASP.NET online movie store. 
[bookmark: _Toc8387856]Application Development Concepts
Cording to Kyle Fielder there are 10 top web development concepts to making a great application
These are:
1. Design isn’t just visual
If your web site was a person, it would not be so much about how they looked but rather their personality. In a similar way a web design isn’t about how it looks but how it handles and its positive characteristics. 
To quote from K.Fielder, “Design is the entire experience from the moment users enter your site to well after they've left. “
The design is about not only providing a smooth interface but also ensuring that its easy to maintain and keep up to date.

2. Be user-centric
The design of any web app should be focussed on the users and providing an easy to navigate. 
“Designs should enable your users to reach their goals with speed, effectiveness and, most importantly, pleasure.”
This can be achieved by having easy to navigate links, an instant route back to the home page and properly organised tabs or search abilities. 

3. Design is in the detail
K. Fielder explains the importance of detail, it can be the difference between a satisfied user and an annoyed one, that said he also states “Focusing on the details too early is unnecessary and can slow down the process.” This highlights the importance of planning the design, prioritising the completion of the ‘big picture’ and then going back to polish things up.  

4. When designing, sketch often
When initially creating a concept for an app it helps to draw sketches, which are quick and easy to produce. They also visualise the flow and interactivity of the site. K. Fielder quotes “These are the foundational tools you need to begin designing”. This highlights the importance of pre-planning and provides a picture from which you can work with to create the layout and finished product. 

5. Use white space
K. Fielder highlights the importance of white space, when a user is absorbing the information you are trying to provide on your app, it doesn’t help if they are bombarded by extraneous information. The point is to keep them focussed on what is important. 
“The key is to ensure that white space has a relationship with other objects on the page, including the other space.”
A balance of white space has the duel effects of both giving the brain a chance to rest, while also focussing attention of what the designer wants the user to emphasise.

6. Grids aren’t just CSS frameworks
Using grids can help keep content symmetrically balances, helping the brain navigate, while also improving the ascetics of the page. 
“A grid should be used to:
· Create relationships between objects
· Provide a base system for visual alignment
· Help create a horizontal and vertical rhythm
· Help create optical balance “

7.  When everything has emphasis, nothing does
Because users should be gently guided in the direction the designer wants them to traverse it is important only to highlight the most important aspect on the page. In an online shop this would be the search menu, or the purchase button. 
By highlighting multiple points the user can get distracted or may find it harder to locate what they are looking for. 

8. Keep an inspiration folder
Keeping an eye out for inspiration has multiple positive effects. It can help problem solving when stuck on a solution, remembering a design element that impressed you can be used in the design process. Keeping up to date with contemporary designs will always be useful when designing the first time around or when updating an app.  “It also forces you to constantly be looking and evaluating design.” This helps keep your designs competitive.

9. Design is all about problem solving
When designing it is important to have a reason. As K. Fielder explains “Everything on the page should have a reason for being there and be solving a specific problem for the user or design.”
Every web application has a purpose, a reason for being made, therefore it is important that every feature should also have a reason for being there. If something is a specific colour, why is it that colour? What does it achieve? 
These are questions that should be asked for everything implemented in a design.

10. Know how to talk about, and critique design
Having other people take a look and test out a design will allow designers to locate potential problems with a page and then find solutions to fix them. 
“Have evidence based on the users, site flow, design goals and visual principles to support the problems that you see with the design.”

Additionally, there is also the issues of security and design patterns. [4]

There are numerous risks that could potentially plague a web application, however the most likely to effect movies#1 are likely to be:
· SQL Injection
· Cross Site Scripting
· Broken Authentication and Session Management

SQL Injection
SQL Injection is a vulnerability that allows an attacker to access and change the SQL statements from inside the site.
 
Implications:
An attacker could implement malicious content into the fields, sensitive data, such as user names or passwords could be read. The database could be modified using the CRUD method and administrator rights given to the attacker. 

Counter Measures:
Ensure that if a user accesses the database, they are only ever to enter stored data, that way an attacker cannot directly communicate or enter SQL statements that could harm the site.

Cross Site Scripting (XSS) is where an attacker uses embedded page scripts to execute commands on the client side instead of the server side of the site. Attackers can then execute malicious scripts at will. [2]

Implications:
The attacker can gain access to user cookies, deface the site and run malware. 

Counter Measures:
To counter this the site can validate anything that is from an outside source, this can be achieved by ‘Whitelisting’ which only allows ‘good characters’ or trusted items to be used by the site. [3] 

Broken Authentication and Session Management
While Cookies and Session ID should, theoretically, be invalidated once a user has logged off or moved away from a site and new cookies and session ID generated for each new session. However, if these items are not invalidated once the session has ended, for example a public computer where the initial user leaves and another user uses the same computer, this data can be compromised. 

Implications:
An attacker can hijack the session by opening up the previous users window and steal private information such as user name or card details. 

Counter Measures:
All session management should be up to OWASP Application Security Verification Standard and credentials should never be accessible via URLs


According to Abhijit Saha from geeksforgeeks.org:
“Design pattern provides a general reusable solution for the common problems occurs in software design. The patterns typically show relationships and interactions between classes or objects. The idea is to speed up the development process by providing well tested, proven development/design paradigm.” 
To help keep the site to a visual standard a Shared Layout has been implemented across the pages incorporated. This layout has been customised to give the site a single patter from which to work from. 
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The application being designed is an online movie rental site called ‘Movies#1’. It is designed to allow customers to subscribe to a ‘Pay as you go’, ‘monthly’, ‘quarterly’ or ‘Annual’ subscription type. Customers can then choose movies with which to rent out. 
The application also requires customers not on a ‘Pay as you go’ subscription to be over 18 years old and includes validation methods to ensure that anyone under 18 cannot subscribe to other subscription methods.
[bookmark: _Toc8387858]Design
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The main classes used were the Customer and Movie classes. (See Appendix I for Code)
The Customer class set the parameters that are inherited by the corresponding view. 
Both View/Customers/CustomerForm and View/Customers/Index inherited from the Customer class.

The Movie class and views operated in the same way, allowing users to view existing movies and staff to add new movies. 

While the vast majority of the scripts were automatically taken from Bootstrap or Bootbox, the delete function on the customers page was written. It creates a function, using an API and Bootbox to ask if the user is sure they want to delete a customer. (See Appendix II for code)

Another prominent feature of creating the database was code first migrations, which allowed individual parts of the database to be coded and built (See Appendix III for code)

The final important part of the project was the database, which consisted of tables joined by primary and secondary keys. These included the Customer Table, which was linked to the Membership Table; and the Movies Tables, which was linked to the Genre Table. In addition to the NetUserLogins Table.

Home Page: The home page links to the Customers, Movies and Registration pages. 
[image: ]
The Customers Page: Lists the current customers and their membership types. Also allows customers to be deleted. 
[image: ]
The New Customer Page: Allows new customers to be added to the list of customers. A membership type and date of birth can be added. Customers can also be signed up to a newsletter using a little tick box.
[image: ]
Movies Page: Lists the movies and their genre
[image: ]
Movies Edit Page: By clicking on a movie title on the movies page the details are given and the option to change them if required.
[image: ]

New Movie Page: Allows new movies to be added to the database.
[image: ]

Register & Login Pages: Both these pages come pre-installed.
[image: ]
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Case One: Validation of New Customer Form.
When entering a new customer it should be completed in full, otherwise it should not be admitted to the database.

By pressing the save button at the bottom without filling in any information, the program throws and error informing the user to enter the customers name and membership type. 
[image: ]

Case Two: Validating date of birth. When a customer wishes to become a member that is not Pay as you Go, the customer must be over 18 years of age. 
A validation error will if either a birthdate is not entered or the customer is under 18.
[image: ]

[image: ]

Case Three: Ensuring a correct value is inserted into a field. When adding a new movie, there must be at least one copy in stock other wise a validation error will occur. 
[image: ]

While the useability of the site is good, the pages are all functional and the validation features ensure that no partial data is stored on the database, there are many issues that need attending to. 
The database end of the project works well and is linked appropriately, and all the implementation criteria are present. While the site functions well, the front end does need a lot more work. Implementing customer and staff views would be a good addition as would increased content, including product briefs and reviews. 
Given more time It would be nice to complete the content and give the site a new look and feel, as it is at present rather plain. 
In addition, pagination, a search bar and referencing tabs to help sort data by Name, Date, Membership Type and Genre would be good. 
Finally an basket and purchasing section, which is currently missing from the site would be essential.   
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Models/Customer
using System;
using System.Collections.Generic;
using System.Linq;
using System.Web;
using System.ComponentModel.DataAnnotations;
 
namespace Vidly.Models
{
    public class Customer
    {
        public int Id { get; set; }
 
        [Required(ErrorMessage = "Please Enter Customer's Name.")]
        [StringLength(255)]
        public string Name { get; set; }
 
        public bool IsSubscribedToNewsLetter { get; set; }
 
        public MembershipType MembershipType { get; set; }   
 
        [Display(Name = "Membership Type")]
        public byte MembershipTypeId { get; set; }
 
        [Display(Name="Date of Birth")]
        [Min18YearsIfAMember]
        public DateTime? Birthdate { get; set; }
    }
}

View/Customers/CustomerForm
@model Vidly.ViewModels.CustomerFormViewModel
@{           
    ViewBag.Title = "New";
    Layout = "~/Views/Shared/_Layout.cshtml";
}
 
 
<h2>New Custmer</h2>
 
@using (Html.BeginForm("Save", "Customers"))
{
    @Html.ValidationSummary(true, "Please fix the following errors.")
<div class="form-group">
    @Html.LabelFor(m => m.Customer.Name)
    @Html.TextBoxFor(m => m.Customer.Name, new { @class = "form-control" })
    @Html.ValidationMessageFor(m=> m.Customer.Name)
    
 
</div>
 
 <div class="form-group">
    @Html.LabelFor(m => m.Customer.MembershipTypeId)
    @Html.DropDownListFor(m => m.Customer.MembershipTypeId, new MultiSelectList(Model.MembershipTypes, "Id", "Name"), "Select Membership Type", new { @class = "form-control" })
    @Html.ValidationMessageFor(m => m.Customer.MembershipTypeId)
</div>
 
<div class="form-group">
    @Html.LabelFor(m => m.Customer.Birthdate)
    @Html.TextBoxFor(m => m.Customer.Birthdate, "{0:d MMM yyyy}", new { @class = "form-control" })
    @Html.ValidationMessageFor(m => m.Customer.Birthdate)
 
 
</div>
 
 
    <div class="checkbox">
        <label>
            @Html.CheckBoxFor(m => m.Customer.IsSubscribedToNewsLetter) Subscribe to Newsletter?
        </label>
    </div>
    @Html.HiddenFor(m => m.Customer.Id)
    @Html.AntiForgeryToken()
    <button type="submit" class="btn btn-primary">Save</button>
}
@section scripts
{
    @Scripts.Render("~/bundles/jqueryval")
}
 

Views/Customers/Index
@model IEnumerable<Vidly.Models.Customer>
@{
    ViewBag.Title = "Customers";
    Layout = "~/Views/Shared/_Layout.cshtml";
}
 
<h2>Customers</h2>
 
<p>
    @Html.ActionLink("New Customer", "New", "Customers", null, new { @class = "btn btn-primary" })
</p>
 
<table id="customers" class="table table-bordered table-hover">
    <thead>
        <tr>
            <th>Customer</th>
            <th>Discount Type</th>
            <th>Delete</th>
        </tr>
    </thead>
    <tbody>
        @foreach (var customer in Model)
            {
            <tr>
                <td>@Html.ActionLink(customer.Name, "Edit", "Customers", new { id = customer.Id }, null)</td>
                <td>@customer.MembershipType.Name</td>
                <td>
                    <button data-customer-id="@customer.Id" class="btn-link js-delete">Delete</button>
                </td>
            </tr>
            }
    </tbody>
</table>
 
@section scripts
{
    <script>
        $(document).ready(function () {
            $("#customers").DataTable();
 
            $("#customers").on("click", ".js-delete"), function () {
                var button = $(this);
 
                bootbox.confirm("Are you sure you want to delete this customer?", function (result) {
                    if (result) {
                        $.ajax({
                            url: "/api/customers/" + button.attr("data-customer-id"),
                            method: "DELETE",
                            success: function () {
                                button.parents("tr").remove();
                            }
                        });
 
                    }
                });
 
            });
    });
    </script>    
}
 

Models/Movie
using System;
using System.Collections.Generic;
using System.Linq;
using System.Web;
using System.ComponentModel.DataAnnotations;
 
namespace Vidly.Models
{
    public class Movie
    {
        public int Id { get; set; }
 
        [Required]
        [StringLength(255)]
        public string Name { get; set; }
 
        public Genre Genre { get; set; }
 
        [Required]
        [Display(Name = "Genre")]
        public byte GenreId { get; set; }
 
 
        public DateTime DateAdded { get; set; }
 
 
        [Display(Name = "Release Date")]
        public DateTime ReleaseDate { get; set; }
 
 
        [Display(Name = "Number in Stock")]
        [Range(1, 20)]
        public byte NumberInStock { get; set; }
    }
}

Views/Movies/MovieForm
@model Vidly.ViewModels.MovieFormViewModel
@{
    ViewBag.Title = "New";
    Layout = "~/Views/Shared/_Layout.cshtml";
}
 
 
<h2>New Movie</h2>
 
@using (Html.BeginForm("Save", "Movies"))
{
    @Html.ValidationSummary(true, "Please fix the following errors.")
    <div class="form-group">
        @Html.LabelFor(m => m.Name)
        @Html.TextBoxFor(m => m.Name, new { @class = "form-control" })
        @Html.ValidationMessageFor(m => m.Name)
    </div>
 
    <div class="form-group">
        @Html.LabelFor(m => m.ReleaseDate)
        @Html.TextBoxFor(m => m.ReleaseDate, "{0:d MMM yyyy}", new { @class = "form-control" })
        @Html.ValidationMessageFor(m => m.ReleaseDate)
    </div>
 
    <div class="form-group">
        @Html.LabelFor(m => m.GenreId)
        @Html.DropDownListFor(m => m.GenreId, new SelectList(Model.Genres, "Id", "Name"), "", new { @class = "form-control" })
        @Html.ValidationMessageFor(m => m.GenreId)
    </div>
 
    <div class="form-group">
        @Html.LabelFor(m => m.NumberInStock)
        @Html.TextBoxFor(m => m.NumberInStock, new { @class = "form-control" })
        @Html.ValidationMessageFor(m => m.NumberInStock)
    </div>
 
    @Html.HiddenFor(m => m.Id)
    @Html.AntiForgeryToken()
    <button type="submit" class="btn btn-primary">Save</button>
}
 
@section scripts
{
    @Scripts.Render("~/bundles/jqueryval")
}

Views/Movies/Index
@model IEnumerable<Vidly.Models.Movie>
@{
    ViewBag.Title = "Movies";
    Layout = "~/Views/Shared/_Layout.cshtml";
}
 
<h2>Movies</h2>
 
<p>
    @Html.ActionLink("New Movie", "New", "Movies", null, new { @class = "btn btn-primary" })
</p>
 
<table class="table table-bordered table-hover">
    <thead>
        <tr>
            <th>Movie</th>
            <th>Description</th>
        </tr>
    </thead>
    <tbody>
        @foreach (var movie in Model)
            {
            <tr>
                <td>@Html.ActionLink(movie.Name, "Edit", "Movies", new { id = movie.Id }, null)</td>
                <td>@movie.Genre.Name</td>
            </tr>
            }
    </tbody>
    </table>
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Delete Confirmation Box Script.
@section scripts
{
    <script>
        $(document).ready(function () {
            $("#customers").DataTable();
 
            $("#customers").on("click", ".js-delete"), function () {
                var button = $(this);
 
                bootbox.confirm("Are you sure you want to delete this customer?", function (result) {
                    if (result) {
                        $.ajax({
                            url: "/api/customers/" + button.attr("data-customer-id"),
                            method: "DELETE",
                            success: function () {
                                button.parents("tr").remove();
                            }
                        });
 
                    }
                });
 
            });
    });
    </script>    
}
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Migrations
namespace Vidly.Migrations
{
    using System;
    using System.Data.Entity.Migrations;
    
    public partial class Initialmodel : DbMigration
    {
        public override void Up()
        {
            CreateTable(
                "dbo.Customers",
                c => new
                    {
                        Id = c.Int(nullable: false, identity: true),
                        Name = c.String(),
                    })
                .PrimaryKey(t => t.Id);
            
            CreateTable(
                "dbo.AspNetRoles",
                c => new
                    {
                        Id = c.String(nullable: false, maxLength: 128),
                        Name = c.String(nullable: false, maxLength: 256),
                    })
                .PrimaryKey(t => t.Id)
                .Index(t => t.Name, unique: true, name: "RoleNameIndex");
            
            CreateTable(
                "dbo.AspNetUserRoles",
                c => new
                    {
                        UserId = c.String(nullable: false, maxLength: 128),
                        RoleId = c.String(nullable: false, maxLength: 128),
                    })
                .PrimaryKey(t => new { t.UserId, t.RoleId })
                .ForeignKey("dbo.AspNetRoles", t => t.RoleId, cascadeDelete: true)
                .ForeignKey("dbo.AspNetUsers", t => t.UserId, cascadeDelete: true)
                .Index(t => t.UserId)
                .Index(t => t.RoleId);
            
            CreateTable(
                "dbo.AspNetUsers",
                c => new
                    {
                        Id = c.String(nullable: false, maxLength: 128),
                        Email = c.String(maxLength: 256),
                        EmailConfirmed = c.Boolean(nullable: false),
                        PasswordHash = c.String(),
                        SecurityStamp = c.String(),
                        PhoneNumber = c.String(),
                        PhoneNumberConfirmed = c.Boolean(nullable: false),
                        TwoFactorEnabled = c.Boolean(nullable: false),
                        LockoutEndDateUtc = c.DateTime(),
                        LockoutEnabled = c.Boolean(nullable: false),
                        AccessFailedCount = c.Int(nullable: false),
                        UserName = c.String(nullable: false, maxLength: 256),
                    })
                .PrimaryKey(t => t.Id)
                .Index(t => t.UserName, unique: true, name: "UserNameIndex");
            
            CreateTable(
                "dbo.AspNetUserClaims",
                c => new
                    {
                        Id = c.Int(nullable: false, identity: true),
                        UserId = c.String(nullable: false, maxLength: 128),
                        ClaimType = c.String(),
                        ClaimValue = c.String(),
                    })
                .PrimaryKey(t => t.Id)
                .ForeignKey("dbo.AspNetUsers", t => t.UserId, cascadeDelete: true)
                .Index(t => t.UserId);
            
            CreateTable(
                "dbo.AspNetUserLogins",
                c => new
                    {
                        LoginProvider = c.String(nullable: false, maxLength: 128),
                        ProviderKey = c.String(nullable: false, maxLength: 128),
                        UserId = c.String(nullable: false, maxLength: 128),
                    })
                .PrimaryKey(t => new { t.LoginProvider, t.ProviderKey, t.UserId })
                .ForeignKey("dbo.AspNetUsers", t => t.UserId, cascadeDelete: true)
                .Index(t => t.UserId);
            
        }
        
        public override void Down()
        {
            DropForeignKey("dbo.AspNetUserRoles", "UserId", "dbo.AspNetUsers");
            DropForeignKey("dbo.AspNetUserLogins", "UserId", "dbo.AspNetUsers");
            DropForeignKey("dbo.AspNetUserClaims", "UserId", "dbo.AspNetUsers");
            DropForeignKey("dbo.AspNetUserRoles", "RoleId", "dbo.AspNetRoles");
            DropIndex("dbo.AspNetUserLogins", new[] { "UserId" });
            DropIndex("dbo.AspNetUserClaims", new[] { "UserId" });
            DropIndex("dbo.AspNetUsers", "UserNameIndex");
            DropIndex("dbo.AspNetUserRoles", new[] { "RoleId" });
            DropIndex("dbo.AspNetUserRoles", new[] { "UserId" });
            DropIndex("dbo.AspNetRoles", "RoleNameIndex");
            DropTable("dbo.AspNetUserLogins");
            DropTable("dbo.AspNetUserClaims");
            DropTable("dbo.AspNetUsers");
            DropTable("dbo.AspNetUserRoles");
            DropTable("dbo.AspNetRoles");
            DropTable("dbo.Customers");
        }
    }
}

namespace Vidly.Migrations
{
    using System;
    using System.Data.Entity.Migrations;
    
    public partial class AddMembershipType : DbMigration
    {
        public override void Up()
        {
            CreateTable(
                "dbo.MembershipTypes",
                c => new
                    {
                        Id = c.Byte(nullable: false),
                        SignUpFee = c.Short(nullable: false),
                        DurationInMonths = c.Byte(nullable: false),
                        DiscountRate = c.Byte(nullable: false),
                    })
                .PrimaryKey(t => t.Id);
            
            AddColumn("dbo.Customers", "MembershipTypeId", c => c.Byte(nullable: false));
            CreateIndex("dbo.Customers", "MembershipTypeId");
            AddForeignKey("dbo.Customers", "MembershipTypeId", "dbo.MembershipTypes", "Id", cascadeDelete: true);
        }
        
        public override void Down()
        {
            DropForeignKey("dbo.Customers", "MembershipTypeId", "dbo.MembershipTypes");
            DropIndex("dbo.Customers", new[] { "MembershipTypeId" });
            DropColumn("dbo.Customers", "MembershipTypeId");
            DropTable("dbo.MembershipTypes");
        }
    }
}

namespace Vidly.Migrations
{
    using System;
    using System.Data.Entity.Migrations;
    
    public partial class PopulateMembershipTypes : DbMigration
    {
        public override void Up()
        {
            Sql("INSERT INTO MembershipTypes (Id, SignUpFee, DurationInMonths, DiscountRate) VALUES (1, 0, 0, 0)");
            Sql("INSERT INTO MembershipTypes (Id, SignUpFee, DurationInMonths, DiscountRate) VALUES (2, 30, 1, 10)");
            Sql("INSERT INTO MembershipTypes (Id, SignUpFee, DurationInMonths, DiscountRate) VALUES (3, 90, 3, 15)");
            Sql("INSERT INTO MembershipTypes (Id, SignUpFee, DurationInMonths, DiscountRate) VALUES (4, 300, 12, 20)");
        }
        
        public override void Down()
        {
        }
    }
}

namespace Vidly.Migrations
{
    using System;
    using System.Data.Entity.Migrations;
    
    public partial class PopulateMembershipTypeNames : DbMigration
    {
        public override void Up()
        {
            Sql("UPDATE MembershipTypes SET Name = 'Pay as You Go' WHERE Id = 1");
            Sql("UPDATE MembershipTypes SET Name = 'Monthly' WHERE Id = 2");
            Sql("UPDATE MembershipTypes SET Name = 'Quarterly' WHERE Id = 3");
            Sql("UPDATE MembershipTypes SET Name = 'Annual' WHERE Id = 4");
        }
        
        public override void Down()
        {
        }
    }
}
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