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Introduction
As a Cloud Architect I have been engaged in a company called Global Learning Institute (GLI). The task assigned is to give a thoroughly analyse of their on-premises business model such as calculating all the financial cost that they are currently undergoing to and giving them a proposal of why transitioning from a on-premises to a cloud service.
1.0 Global Learning Institute
The Global Learning Institute (GLI) emerged as a prominent online learning platform offering a diverse curriculum encompassing business, technology, arts, and humanities. This focus on a broad subject range, coupled with the flexibility of its educational model, garnered significant user traction.

However, the very features that fueled GLI's initial success its expansive course offerings and flexible learning format eventually presented a challenge. As the user base grew, the demand for new content intensified, placing a substantial financial burden on the institute. This cost-related strain threatened the long-term sustainability of the entire project.
1.1 GLI’S Challenges 
Gli is currently facing three challenges which are:
· The in-house server infrastructure incurs significant costs for ongoing maintenance and upgrades. This traditional deployment model may not be financially sustainable in the long term.
· he on-premises solution presents inherent vulnerabilities to hardware malfunctions, power disruptions, and natural disasters. These potential disruptions can negatively impact service availability and data integrity.
· The current server capacity exhibits limitations in both storage and processing power. This may hinder the institute's ability to accommodate the expanding volume of online courses and certifications, potentially hampering future growth.
1.2 Microsoft Azure cloud Services
Microsoft Azure Cloud Service is a comprehensive suite of cloud computing services offered by Microsoft. It provides a broad range of on-demand resources, including [1]:
· Compute: Virtual machines, containers, and serverless functions for running applications.
· Storage: Scalable and secure storage solutions for data of all types.
· Databases: Managed database services for various needs, including relational and NoSQL databases.
· Analytics: Tools and services for gathering insights from data.
· Networking: Building and managing secure and scalable networks.
· Artificial intelligence (AI) and machine learning (ML): Services for developing and deploying AI and ML solutions.



1.3 Benefits of Cloud Migration
Microsoft Azure offers a variety of benefits that can be attractive to businesses of all sizes. Here are some of the key advantages [2]:
· Scalability and Flexibility:  Azure allows you to easily scale your resources up or down on-demand, so you only pay for what you use. This can be helpful for businesses with fluctuating workloads or those that are unsure of their future needs.
· Security and Compliance: Azure offers a high level of security, with features like built-in encryption and access controls. It is also compliant with a wide range of industry regulations, which can be important for businesses in regulated industries.
· Cost Savings: By moving to the cloud, you can avoid the upfront costs of hardware and software. Additionally, Azure's pay-as-you-go model can help you save money on unused resources.
· Disaster Recovery and Business Continuity: Azure offers a variety of features that can help you protect your data and applications from disasters. These features can help you ensure that your business can continue to operate even if there is a power outage or other natural disaster.
· Improved Collaboration and Productivity: Azure offers a variety of tools that can help your employees collaborate more effectively. These tools can help you improve communication, document sharing, and project management.
· Advanced Analytics and Business Intelligence: Azure offers a variety of data analytics services that can help you gain insights from your data. These insights can help you improve your decision-making and make your business more efficient.
· Global Reach and Availability: Azure has a global network of datacenters, which means that your applications and data can be accessed from anywhere in the world. This can be helpful for businesses with a global presence.
· Hybrid Capabilities: Azure can integrate with your existing on-premises infrastructure, which can help you make a smooth transition to the cloud.
Overall, Microsoft Azure is a powerful and versatile cloud platform that can offer a variety of benefits to businesses.








1.4 GLI’S on premises vs Migration to cloud
Prior to cloud adoption, a crucial preliminary assessment entails evaluating potential cost efficiencies associated with migration. This initial step often involves leveraging the Azure Total Cost of Ownership (TCO) Calculator. This tool facilitates the estimation of cost savings attainable by transitioning on-premises data storage and computation from physical servers to Azure cloud services.
[image: A screenshot of a graph

Description automatically generated]
[image: A screenshot of a computer screen

Description automatically generated]
After using the TCO tool provided by Microsoft azure we can estimate two info which are crucial for the assessment 
1. On premises cost over 5 year(s) 1.223.202 $
2. Azure cost over 5 year(s) 673.721 $
2.0 Azure File Storage for Global Learning Institute (GLI)
2.1 Critical Analysis
GLI's on-premises infrastructure faces limitations in scalability and cost management.  Azure File Storage offers a compelling solution with the following benefits:
· Scalability: Azure File Shares are elastic. GLI can easily increase or decrease storage capacity based on user growth and course material volume.
· Cost-Effectiveness: GLI pays only for the storage used, eliminating the upfront cost of physical servers and ongoing maintenance.
· Accessibility: Azure File Shares are accessible from anywhere using the SMB protocol (Windows, Linux, macOS). This allows instructors and students to access course materials and user profiles seamlessly, regardless of location.
Disaster Recovery: Azure offers built-in redundancy for storage accounts. GLI can configure regional-redundant storage for disaster recovery, ensuring data availability even in case of regional outages.
2.2 Security Measures
1. Azure Active Directory (AAD): GLI can integrate Azure File Shares with AAD for role-based access control (RBAC). This ensures only authorized users can access specific files and folders based on their role (e.g., instructor, student, administrator).
2. Azure Storage Firewalls: These firewalls restrict access to Azure File Shares to specific IP addresses or ranges. This adds another layer of security by limiting access only to GLI's authorized network.
3. Shared Access Signatures (SAS): GLI can grant temporary access to specific files or folders using SAS tokens. This is useful for scenarios where external collaborators need access to specific resources for a limited time.
4. Data Encryption: Azure File Shares support encryption at rest and in transit with industry-standard algorithms. This ensures data confidentiality even if compromised.
2.3 Azure Storage
Microsoft Azure offers a variety of storage solutions, each with its own strengths. Here's a breakdown of Blob storage, its tiering system, and how it compares to other Azure storage options.
2.4 Blob Storage: The Unstructured Data Powerhouse
Blob storage is the go-to solution for storing massive amounts of unstructured data – information that doesn't have a predefined format. It's like a giant digital warehouse for your[3]:
· Media Files: Images, videos, and audio files – Blob excels at storing and streaming them efficiently.
· Backups and Archives: Need to securely store and manage inactive data? Blob offers a cost-effective archiving solution.
· Log and Telemetry Data: Keep track of application and system logs for analysis purposes.
· Big Data Analytics: Blob can be a great staging ground for data used in large-scale analytics projects.
2.5 Tiering for Cost Optimization: Hot, Cool, and Archive
Blob storage offers different tiers to optimize costs based on how often you access your data[4]:
· Hot access tier: This tier prioritizes speed, making it ideal for frequently accessed data. Retrieval times are the fastest, but it comes at a higher cost.
· Cool access tier: For data accessed less often, this tier strikes a balance between cost and accessibility. Retrieval times are slightly longer than hot storage.
· Archive access tier: This is the most economical option for data that's rarely accessed. Retrieval times are the longest here.
The beauty? You can easily move data between tiers as your access needs evolve.
2.6 Understanding Azure's Storage Family
While Blob storage tackles unstructured data, Azure provides other services for specific data types [5]:
· File storage: This service creates cloud-based file shares accessible across machines, similar to a traditional file server.
· Table storage: Designed for storing semi-structured data, often organized in key-value pairs. It's perfect for schemeless data that needs fast retrieval based on keys.
· Queue storage: Acts as a message queue, facilitating communication between different parts of your application. Messages are added to the queue and processed in a first-in, first-out manner.

2.7 Disk Storage: The Physical Foundation
Disk storage is a broader term encompassing physical storage devices like hard disk drives (HDDs) and solid-state drives (SSDs). While not directly an Azure service, understanding storage options is crucial. Azure VMs (Virtual Machines) can leverage various disk storage configurations depending on performance and capacity needs.
In summary
Blob storage – cost-optimized tiers.
File storage - Traditional file servers are simulated to facilitate access.
Table storage - Efficient for schema-free data retrieval of keys and values.
Queue storage - enables communication among the various components of the application.
Disk storage – physical part that allows you to store data.
By understanding these key factors, it can be choose the proper solution to specific data needs and optimization of costs. In our case Blob storage and file storage are the two storage solutions for this specific scenario.
2.8 Implementation Step (Azure File Storage)
1. Create an Azure Resource Group: Organize Azure resources like storage accounts and virtual machines within a resource group for better management and billing.
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2. Choose a name for the storage account so it will be organized and easy to retrieve. Location it has been decided upon the latency of the global user which in this case is UK (South). Performance standard due to a not high demand of services where premium has more features but it is more costly to maintain.
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(Image of Azure portal- Insert storage account name.)
Redundancy – Locally-redundant storage has been choose due to lowest-cost option with basic protection against server rack and driver failures.
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(Image of Azure portal- Insert Redundancy)
Select create and review to complete the creation of the storage account.
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(Image of Azure portal- Create Storage Account.)
Create a blob container to check if the storage has been configured successfully.
Select +container to create a blob container.
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Upload a file in the container
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File successfully created.
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Image of Azure portal- Blob container upload file.
Create a new file share 
Name assigned is demoglishare the access tier that has been given is cool due to cost optimization
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Image of Azure portal- File share
Connect to file share via Microsoft PowerShell
To connect to through a storage account key, we will copy a script generated on azure[image: A screenshot of a computer
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Image of Azure portal- script  
Next step is to paste the script on Windows power shell and press enter to test the connectivity of the file storage.
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Image of Azure portal- Power shell.
Below demonstrates a file storage setup correctly in our testing machine.
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Image of Azure portal-  file drive setup on the local machine






3.0 Microsoft Azure Database
As Global Learning Institute (GLI) embarks on its cloud migration journey with Azure, choosing the most suitable database service for storing user profiles is crucial. This decision impacts application performance, scalability, development efficiency, and overall cost. This analysis evaluates three leading Azure database options: Azure SQL Database, Azure Database for MySQL, and Azure Database for PostgreSQL, recommending the most fitting solution for GLI's user profile needs.
3.1 Evaluating Azure Database Options for User Profiles
1. Azure SQL Database:
Strengths [6]:
· Relational Model: Azure SQL Database excels in storing structured data with complex relationships. This aligns well with user profiles that might link to course enrolment data, learning progress, and other interconnected information.
· T-SQL Familiarity: For developers familiar with SQL Server and T-SQL, Azure SQL Database offers a seamless transition. Existing skillsets can be readily applied, reducing the learning curve for development and maintenance.
· Advanced Features: Powerful features like stored procedures, functions, and triggers enhance data manipulation capabilities and optimize application logic within the database.
Weaknesses [7]:
· Potential Overkill: For relatively simple user profiles with limited data relationships, Azure SQL Database's robust relational features might be an unnecessary expense.
· Cost Factor: Compared to NoSQL options, Azure SQL Database might have a slightly higher cost structure, especially for smaller datasets.
2. Azure Database for MySQL [8]:
Strengths:
· Open-Source and Cost-Effective: MySQL's open-source nature translates to cost-efficiency, a significant advantage for budget-conscious institutions like GLI .
· Existing Expertise: If GLI already utilizes MySQL on-premises, migrating to Azure Database for MySQL offers a familiar environment and reduces the need for extensive development team retraining. 
· Semi-structured Data Handling: MySQL's flexibility in handling semi-structured data proves beneficial for storing user preferences and potentially diverse profile information .
Weaknesses:
· Limited Query Language: Developers unfamiliar with the MySQL query language (MySQL) might require additional training, impacting development timelines [9].
· Relational Capabilities: While not strictly non-relational, MySQL's relational features are less robust compared to Azure SQL Database, potentially limiting complex data modelling requirements for user profiles 
3. Azure Database for PostgreSQL [9]:

Strengths:
· Open-Source with Strong Community: PostgreSQL's open-source foundation and active community provide readily available resources and support, beneficial for troubleshooting and knowledge sharing .
· Object-Relational Model: The object-relational capabilities of PostgreSQL accommodate complex user profile structures with nested data and potential inheritance hierarchies.
· Advanced Functionality: Similar to Azure SQL Database, PostgreSQL offers features like triggers and functions for data manipulation within the database.
Weaknesses:
· PostgreSQL Language (PL/pgSQL): Developers must be familiar with PL/pgSQL, the procedural language for PostgreSQL, potentially requiring additional training if the team lacks this expertise.
· Relational Strength Similar to SQL Database: PostgreSQL offers strong relational capabilities, potentially exceeding the needs for storing user profiles if they are relatively simple .
Recommendation and Considerations
Based on the evaluation, Azure SQL Database appears as the most suitable option for GLI's user profiles due to the following factors:
a) Structured User Profiles: If GLI anticipates user profiles with intricate relationships to course data, reports, and other entities, Azure SQL Database's relational foundation offers a strong foundation for data modeling and querying.
b) Developer Familiarity: If the development team is comfortable with T-SQL, leveraging their existing knowledge with Azure SQL Database streamlines development and reduces training needs.
However, consider these crucial aspects before finalizing the decision:
GLI should conduct further analysis on the specific structure and complexity of their planned user profiles before finalizing the database selection.
3.2 Implementation of Azure SQL Database
Here's a step-by-step guide for creating an Azure database using the Azure portal:
On Azure portal toolbar search for Azure SQL Database
[image: A screenshot of a computer
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Image of Azure portal-  Sql Database

Click "Create" and choose a subscription, resource group (created earlier), and a database name.
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Image of Azure portal-  Sql database settings

On the Server Section insert a Server name a location based on the lowest latency of the location and on the authentication method select SQL authentication since Microsoft Entra can be used only in the scenario of an existing Microsoft entra user and select next:Networking.
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Image of Azure portal- SQL server

On the networking section, for connectivity method, select public endpoint. Firewall rules, select Add current client IP address to Yes. Everything else set to No, under Connection policy choose the default connection which is minimum TLS version TLS 1.2
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Image of Azure portal-SQL security  
On the Security page, Under Enable Microsoft Defender for SQL I choose start free trial since it is free it for the 1 month it will be cost saving for the company, and they can choose if the service provided it is essential after the trial. Afterwards I configured the ledger database for the simple reason of Data integrity for the entire lifetime of the database [10]. 
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On the additional setting Tabs choose Sample data so azure will generate random data to test the configuration of the Database.
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Image of Azure portal-  Data source


After reviewing and the deployment has been completed select on resource group SQL database and login with SQL authentication credentials
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Image of Azure portal-  Test of Database
To test if the database has been configured properly, we will run a query
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Image of Azure portal-  Query succeded
As you can see above, we can see the message which says Query Succeeded so it tells us the configuration has been successful.




4.0 Configuring Backups and Restoring Data with Azure Backup for GLI(Global learning Institute)
Global Learning Institute's (GLI) migration to the Azure cloud opens a new chapter in online education, promising scalability, accessibility, and cost-efficiency. However, safeguarding the institute's intellectual property and student data remains paramount. This analysis delves into how GLI can leverage Azure Backup to implement a robust backup strategy for its critical assets stored in Azure File Shares and database (Azure SQL Database). We'll explore backup configuration options, retention policies, and the data restoration process, empowering GLI to minimize data loss risks and maintain business continuity.

4.1 Understanding Azure Backup a Unified Approach to Data Protection
Azure Backup offers a centralized service for creating and managing backups of various Azure resources. This simplifies data protection for GLI's infrastructure, encompassing both file shares and databases. Here's a breakdown of how Azure Backup caters to each data type [11]:
· File Shares: Azure Backup facilitates the creation of point-in-time snapshots of file shares. These snapshots capture the state of the file share at a specific moment, allowing for efficient restoration of individual files, folders, or the entire file share. This is particularly valuable for course materials, instructor resources, and administrative documents.
· Databases: Azure Backup enables automated database backups based on a predefined schedule. This ensures frequent backups capture incremental changes and minimize data loss in case of accidental modifications, hardware failures, or security breaches. Backups can be performed for various database types available in Azure, including SQL Database, MySQL Database, and PostgreSQL Database, ensuring comprehensive data protection for user profiles, learning progress data, and course enrollment information.

4.2 Configuring Backups Scheduling for Efficiency and Retention 
GLI can achieve comprehensive data protection by configuring appropriate backup schedules and retention policies tailored to its specific needs.
Backup Schedules:
· File Shares: The optimal backup schedule for file shares depends on the nature of the data and its update frequency. For frequently changing course materials or administrative documents, daily backups might be necessary. However, for more static data, such as historical enrolment records, weekly or monthly backups might suffice.
· Databases: Databases containing frequently changing information, such as student progress data or instructor feedback, might require hourly backups. However, GLI can choose a schedule that balances data protection with storage optimization. Daily backups are a good starting point, with adjustments based on specific database usage patterns. Analysing database access logs and identifying peak update periods can further refine the scheduling strategy.
Retention Policies:
· File Shares: GLI can determine how long to retain file share snapshots. Options include keeping the most recent snapshot indefinitely, retaining snapshots for a specific duration (e.g., 30 days for active courses, 7 years for archived materials), or implementing more sophisticated retention policies based on versioning needs. This allows for restoring previous versions of files in case of accidental modifications.
· Databases: Similarly, GLI can establish retention policies for database backups. This dictates the number of backups retained over time. Keeping multiple backups allows for rollbacks to different points in time if needed, for example, to revert a database to a state before an accidental data deletion or a security incident. Retention periods can be aligned with regulatory compliance requirements or internal data governance policies.

4.3 Implementation of backup configuration
4.4 Create a Backup vault for (Blob storage & MySQLServer)
The Backup vault serves as a management system for your backups. It houses all the different versions of your data (recovery points) and offers an interface to perform actions like backup initiation, restores, and managing backup policies.
On Microsoft Azure services search for Backup vaults
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Image of Azure portal- Create Backup Vault
After selecting create backup vault, choose the subscription which in our case is Azure for students, resource group we will use the previous one created for the database and storage account. Insert the name and the region, in this case I will select a Zone-redundant due to security reason and safety. Therefore, it has high durability and the cost of maintaining the service are less than a Geo-redundant.
[image: A screenshot of a computer

Description automatically generated]
Image of Azure portal-  Blob storage vault
[image: A screenshot of a computer
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Image of Azure portal-  Database MYSQL Vault
4.5 Configure & manage backup for Azure Blobs using Azure Backup
On Microsoft toolbar search for Backup center
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Image of Azure portal- Backup centre
Afterwards select create and choose which datasource you will backup and the vault type
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Image of Azure portal- configure Backup
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Create a backup policy and set your retention rules, in this case I used the default settings.
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Image of Azure portal- Create Backup Policy
Select the resource to backup which in our case is “Gligloballearningstorage”
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Image of Azure portal-  Select resources to backup
When you select the storage accounts and container to protect, Azure Backup checks if it has the necessary permissions to back up each storage account you've selected. The 'Backup readiness' column indicates this.  If it doesn't have the right permissions, there will be an error message in that column.  You can then fix the permissions issue so that Azure Backup can proceed.
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Image of Azure portal- Validation passed






Picture below shows that the backup policy has been successfully created.
[image: A screenshot of a computer

Description automatically generated]
Image of Azure portal-  Backup policy has been created successfully
4.6 Restore Blob Storage
Searches restore on the toolbar and select create. Select which backup storage you want to restore, the backup instance is the storage account that contains the blobs you want to restore.
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Image of Azure portal-  Restore Blob storage
On the Select recovery point tab, select what type of backup you wish to restore in this case we have two type operational back and vaulted backup. For our purposes we will continue with operational backup so that we can choose the time and data to restore our data.
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Image of Azure portal-  Restore point
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On restore parameters tab, we have three different options the most suitable one and efficient for our case is “browse and select containers to restore” since we have only one container to restore.
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Image of Azure portal- Restore Parameters
Afterwards we need to validate the configuration.
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Image of Azure portal-  Validation completed








After successfully validating the configuration, we can review and restore the configuration.
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Image of Azure portal- Review and restore
To monitor the progress of the restoration we can check on Backup Jobs
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Image of Azure portal- Backup Jobs





4.7 Restore MYSQLServer
On the search toolbar type SQL Database
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Image of Azure portal-  SQL database restore
After receiving a list of database currently on the resource list select the database that you want to restore
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Image of Azure portal- Restore Point in time
Select restore database and on source tab select point-in-time so that we can choose date and time of the database restore.
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Image of Azure portal- Select data & time
Choose a new name for the database and select review & create
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Image of Azure portal- Database restored
As it shown on the image below the database has been restored successfully
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Image of Azure portal-  Monitor Database restore progress
4.8 Practical video (YouTube link)
https://youtu.be/OZkeAzRX6k0
YouTube channel: Alif alam4717
Video title: Global Learning Institute











5.0 Evaluate Azure Site Recovery for safeguarding GLI
Global Learning Institute's (GLI) foray into the Azure cloud opens doors to enhanced scalability, accessibility, and cost-effectiveness for its online learning platform. However, in today's dynamic digital landscape, unforeseen disruptions like natural disasters, cyberattacks, or regional outages pose a significant threat. Data loss or service downtime can severely impact student learning experiences, institutional operations, and ultimately, GLI's reputation. To mitigate these risks and ensure business continuity, a robust disaster recovery (DR) strategy becomes paramount. This analysis explores how Azure Site Recovery (ASR) can be a valuable asset for GLI by protecting its Azure File Shares and databases, fostering uninterrupted learning, and safeguarding critical institutional data.
5.1 Understanding the Challenge: Minimizing Downtime and Data Loss
GLI's online learning platform hinges on its critical data stored in Azure File Shares and databases. These resources house course materials, student information, learning progress data, administrative documents, and other vital assets.  An unexpected disaster – a natural disaster, cyberattack, or regional outage – can lead to data loss or service disruptions with severe consequences. Downtime translates to lost student learning time, frustrated users, and potential reputational damage.  Imagine students missing crucial lectures or being unable to submit assignments due to a system outage. The impact on learning outcomes and student satisfaction can be significant.
5.2 Azure Disaster Recovery Strategy
Azure Site Recovery (ASR) emerges as a powerful solution for GLI's disaster recovery needs. ASR, a cloud-based Disaster Recovery as a Service (DRaaS) offering, facilitates the replication of Azure resources to a geographically separate secondary region. This geographically dispersed approach ensures data availability and application continuity even if the primary region experiences an outage. Consider a scenario where a regional power outage disrupts operations in the primary Azure region. With ASR in place, GLI's critical resources would be readily available in the unaffected secondary region, minimizing downtime and ensuring students can continue their learning journeys with minimal disruption[12].
5.3 Benefits of ASR for GLI
Reduced Downtime [13]: 
· ASR enables rapid failover of critical applications and databases to the secondary region during a disaster. This minimizes downtime and ensures students can resume learning activities with minimal disruption. In the aforementioned outage scenario, ASR would orchestrate a swift failover, allowing students to seamlessly access course materials and learning platforms.
Enhanced Data Protection [13]:
· ASR continuously replicates data from the primary to the secondary region, ensuring a copy of the latest information is always available. This mitigates data loss risks associated with outages or disasters. Even if a cyberattack compromises data in the primary region, the replicated copy in the secondary region remains secure, safeguarding student information and course materials.
Cost-Effectiveness [13]: 
· ASR offers a pay-as-you-go pricing model, allowing GLI to only incur costs when resources are actively being used in the secondary region. This cost-efficiency aligns with educational institutions' budgetary constraints. GLI only pays for the disaster recovery resources they utilize when a failover becomes necessary.
Improved Business Continuity [13]: 
· By minimizing downtime and data loss, ASR empowers GLI to maintain business continuity during unforeseen events. Students can continue their learning journeys, administrative operations can resume swiftly, and the institute can uphold its commitment to uninterrupted education.
5.4 Protecting Storage and Databases with ASR
ASR offers comprehensive support for replicating various Azure resources, including the data storage and databases crucial to GLI's operations:
· Azure File Shares: ASR enables replication of Azure File Shares to the secondary region. This ensures a copy of course materials, student documents, and administrative files are readily available for recovery in case of a disaster in the primary region. Imagine a natural disaster impacting the primary region's data center. With ASR, a replicated copy of all file shares, containing vital course content and student information, would be readily accessible in the secondary region, ensuring continuity of learning and administrative tasks.
· Databases: ASR supports replication of various database types, including Azure SQL Database, MySQL Database, and PostgreSQL Database. This safeguards user profiles, learning progress data, course enrollment information, and other critical database content. ASR ensures this data remains accessible in the secondary region during a primary region outage. In the event of a cyberattack targeting the primary region's databases, ASR's replicated copy in the secondary region would provide a pristine and secure source for data restoration, minimizing disruption to student learning experiences.
Configuration Considerations:
· Recovery Point Objective (RPO): GLI can define the acceptable time lag between data changes in the primary region and their replication to the secondary region. Lower RPOs minimize data loss, but come at a storage cost. Finding a balance between RPO and costs is crucial. GLI can establish an RPO that minimizes data loss while remaining cost-effective for the institution's budget. For instance, frequently changing student progress data might require a lower RPO for near real-time replication, while historical enrollment records can tolerate a higher RPO with less frequent replication cycles.
· Recovery Time Objective (RTO): GLI can set the target time for failover to the secondary region during a disaster. Lower RTOs ensure faster application and data restoration, but might require additional configuration and testing. GLI can define an RTO that prioritizes minimal disruption for students. This might involve investing in automation tools and conducting regular failover drills to ensure a smooth and swift transition to the secondary region in case of a disaster.
Implementing and Testing the DR Strategy
A successful DR strategy goes beyond configuration. Here's how GLI can ensure its preparedness[14]:
1. DR Plan Development: GLI can create a comprehensive DR plan outlining roles, responsibilities, communication protocols, and failover procedures. This plan ensures a coordinated response during a disaster, minimizing confusion and downtime.
2. Regular Testing: Regularly testing the DR plan through failover drills validates its effectiveness and identifies potential areas for improvement. This proactive approach ensures GLI is prepared to handle real-world disruptions efficiently.
3. Ongoing Monitoring: GLI can implement monitoring tools to track replication health and identify potential issues before they escalate. Proactive monitoring allows for early detection and resolution of replication errors, safeguarding data integrity and ensuring a seamless failover process if necessary.

In summary:
By leveraging Azure Site Recovery's disaster recovery capabilities, GLI can build a robust and reliable DR strategy. Continuous replication minimizes data loss risks, while rapid failover to the secondary region ensures business continuity and minimizes learning disruptions for students. This comprehensive approach empowers GLI to focus on its core mission of providing exceptional online education with the confidence that its critical data and applications are always protected.  With a well-defined DR plan, regular testing, and ongoing monitoring, GLI can ensure a seamless learning experience for its students even in the face of unforeseen events.
Conclusion
This assessment provided valuable insights into the application of knowledge by cloud architecture engineers. Through the process, I was able to bridge the gap between theoretical understanding and practical implementation. The assessment tasks challenged me to analyse potential risks and design solutions that effectively addressed the given requirements. Notably, the assessment required the use of diverse skillset, such as problem-solving and communication abilities. The video demonstration component helped me to understand the importance of sharing information so that anyone can have access and learn from it. Finally, it is important to highlight the engaging nature of the lab environment, which significantly contributed to a positive learning experience.
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