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Help
- Script executed on: 2025-85-15 14:37:34

- Starting assessment of RRAS, domain controller, and domain members...
- Starting assessment of RRAS, domain controller, and domain members...
- Checking Routing and Remote Access Service (RRAS)...

- RRAS is installed and running.

- Checking ICMP firewall rules
- ERROR: ICMPv4 firewall rule is not enabled or not configured to allow traffic.
- Checking domain controller for james.acca
- Domain controller for james.acca is operational on S-DC.
- Listing computers and users joined to james.acca.
- Number of computers joined to james.acca: 4

- Computers joined to the domain:

- - 5-DC (DNS: S-DC.james.acca)

- - C-SERVER (DNS: C-server.ServConnect)

- - CLIENTS1 (DNS: ClientS1.jemes.acca)

- - CLIENTCL (DNS: ClientCl.ServConnect)

- Number of user accounts in james.acca: 1

- User accounts in the domain:

- - t.tester (Name: test tester)

- Assessment of RRAS, domain controller, and domain members completed. Review C:\CheckRRASDomainAndMember
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PS C:\Users\Administrator> C:\Users\Administrator\Downloads\Scripts_2025\Script_1.ps1
Script executed on: 2025-05-15 14:37:34
Starting assessment of RRAS, domain controller, and domain members.
Starting assessment of RRAS, domain controller, and domain members.
Checking Routing and Remote Access Service (RRAS).
RRAS is installed and running.
Checking ICHP Firewall rules.
ERROR: ICMPv4 Firewall rule is not enabled or not configured to allow traffic.
Checking domain controller for james.acca...
Domain controller for james.acca is operational on S-DC.
Listing computers and users joined to james.acca.

Number of computers joined to james.acca: 4
Computers joined to the domain:

~'S-DC_(DNS: S-DX. james.acca)

- C-SERVER (DNs: C-server. ServConnect)

- CLIENTSL (DNS: Clientsl.james.acca)

- CLIENTCL (DNS: ClientCl.ServConnect)

Number of user accounts in james.acca: 1

User accounts in the domai

- t.tester (Name: test tester)

Assessment of RRAS, domain controller, and domain members completed. Review C:\CheckRRASDomainAndWembers_Log.txt for details.
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:\Users\Administrator> C:\Users\Administrator\Downloads\Scripts_2025\Script_2.psl

20250515 Script executed on: 2025-05-15 14:38:36
2025-05-15 Starting assessment of DNS records and DHCP pools for TP ranges: 172.16.1.0, 210.103.5.0, 10.1.1.0.
2025-05-15 Checking DNS service status.

2025-05-15 DNS service: Available

2025-05-15 Listing DNS A records for james.acca (IP ranges: 172.16.1.0, 210.103.5.0, 10.1.1.0).
2025-05-15 A records for specified IP ranges in james.acca: Available (11 records)
2025-05-15 - HostName: @

2025-05-15 I Address: 210.103.5.1

2025-05-15 Timestamp: 05/11/2025 10:00:00

2025-05-15 TTL: 00:10:00

2025-05-15 - HostName: @

2025-05-15 I Address: 172.16.1.254

2025-05-15 Timestamp: 05/11/2025 10:00:00

2025-05-15 TTL: 00:10:00

2025-05-15 - HostName: c-server

2025-05-15 I Address: 10.1.1.1

2025-05-15 Timestany

2025-05-15 TTL: 01:00:00

2025-05-15 - HostName: Clientcl

2025-05-15 I Address: 10.1.1.2

2025-05-15 Timestanp:

2025-05-15 TTL: 01:00:00

2025-05-15 - HostName: Clientsl

2025-05-15 I Address: 172.16.1.1

2025-05-15 Timestany

2025-05-15 TTL: 01:00:00

2025-05-15 - HostName: DomainDnsZones

2025-05-15 I Address: 172.16.1.254

2025-05-15 Timestamp: 05/11/2025 10:00:00

2025-05-15 TTL: 00:10:00

2025-05-15 - HostName: DomainDnsZones

2025-05-15 I Address: 210.103.5.1

2025-05-15 i 2 05/11/2025 10:00:00

2025-05-15 TTL: 00:10:00°

2025-05-15 - HostName: ForestDnsZones

2025-05-15 I Address: 172.16.1.254

2025-05-15 Timestamp: 05/11/2025 10:00:00

2025-05-15 TTL: 00:10:00

2025-05-15 - HostName: ForestDnsZones

2025-05-15 I Address: 210.103.5.1

2025-05-15
2025-05-15
2025-05-15
2025-05-15

Timestany
TTL: 00:10:00
- HostName: s-dc
1P Address: 172.16.1.254

05/11/2025 10:00:00





image9.png
2025-05-15

2025-05-15 =
2025-05-15 =

2025-05-15 =

2025-05-15 =

2025-05-15 =

2025-05-15 =

2025-05-15 - Listing reverse lookup (PTR) records for specified IP ranges...
2025-05-15 - Checking reverse lookup zone: 1.16.172.in-addr.arpa
2025-05-15 - PIR records in 1.16.172.in-addr.arpa: Available (3 records)
2025-05-15 - - HostName: 1

2025-05-15 =

2025-05-15 =

2025-05-15 =

2025-05-15 ==

2025-05-15 - PTR Domain Name: ClientSL.james.acca.

2025-05-15 - Timestamp: 05/15/2025 14:00:00

2025-05-15 - TTL: 00:15:00

2025-05-15 - - HostName: 254

2025-05-15 - PTR Domain Name: S-DC.james.acca.

2025-05-15 - Timestamp:

2025-05-15 - TTL: 00:20:00

2025-05-15 - Checking reverse Tookup zone: 5.103.210.in-addr.arpa
2025-05-15 - Reverse lookup zone 5.103.210.3n-addr.arpa: Not Available
2025-05-15 - Checking reverse lookup zone: 1.1.10.in-addr. arpa
2025-05-15 - PIR records in 1.1.10.in-addr.arpa: Available (2 records)
2025-05-15 - - HostName: 1

2025-05-15 - PTR Domain Name: c-server.james.acca.

2025-05-15 - Timestamp.

2025-05-15 - TTL: 01:00:00

2025-05-15 - - HostName: 2

2025-05-15 - PTR Domain Name: ClientCL.james.acca.

2025-05-15 - Timestamp:

2025-05-15 - TTL: 01:00:00

2025-05-15 - Checking DHCP service status. ..

2025-05-15 ~ DHCP service: Available

2025-05-15 - Listing DHCP scopes for IP ranges: 172.16.1.0, 210.103.5.0, 10.1.1.0.
2025-05-15 ~ DHCP scopes for specified IP ranges: Available (2 scopes)
2025-05-15 - DHCP Scope Details:

2025-05-15 - - Scope ID: 10.1.1.0

2025-05-15 - - Name: Cardiff-Scope

2025-05-15 - - Start Range: 10.1.1.10

2025-05-15 - - End Range: 10.1.1.20

2025-05-15 - - Subnet Mask: 255.255.255.0

2025-05-15
2025 05 15

- - State: Active
Lease Duration: 1.00:00:00
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2025-05-15 14:39:00 - - Lease Duration: 1.00:00:00
2025-05-15 14:39:00 - - DHCP Options:

2025-05-15 14:39:00 - - Option ID: 51 (Lease)

2025-05-15 14:39:00 - Value: 86400

2025-05-15 14:39:00 - - Option ID: 3 (Router)

2025-05-15 14:39:00 - Value: 10.1.1.1

2025-05-15 14:39:00 - - Option ID: 15 (DNS Domain Name)
2025-05-15 14:39:00 - Value: james.acca

2025-05-15 14:39:00 - - Option ID: 6 (DNS Servers)
2025-05-15 14:39:00 - Value: 10.200.200.1, 172.16.1.254
2025-05-15 14:39:00 - DHCP Scope Details

2025-05-15 14:39:00 - - Scope ID: 172.16.1.0

2025-05-15 14:39:00 - - Name: Swansea-Scope

2025-05-15 14:39:00 - - Start Range: 172.16.1.10
2025-05-15 14:39:00 - - End Range: 172.15.1,20

2025-05-15 14:39:01 - - Subnet Mask: 255.255.255.0
2025-05-15 14:39:01 - - State: Active

2025-05-15 14:39:01 - - Lease Duration: 1.00:00:00
2025-05-15 14:39:01 - - DHCP Options:

2025-05-15 14:39:01 - - Option ID: 51 (Lease)

2025-05-15 14:39:01 - Value: 86400

2025-05-15 14:39:01 - - Option ID: 3 (Router)

2025-05-15 14:39:01 - Value: 172.16.1.254

2025-05-15 14:39:01 - - Option ID: 15 (DNS Domain Name)
2025-05-15 14:39:01 - Value: james.acca

2025-05-15 14:39:01 - - Option ID: 6 (DNS Servers)
2025-05-15 14:39:01 - Value: 172.16.1.254

2025-05-15 14:39:01 - Assessment of DNS records and DHCP pools completed. Review C:\CheckDNSandDHCP_Log.txt for details.
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PS C:\Users\Administrator> C:\Users\Administrator\Downloads\Scripts_2025\Script_3.ps1

2025-05-15 14:39:19 - Script executed on: 2025-05-15 14:39:19
2025-05-15 14:39:19 - Starting assessment of network connectivity, disk drive, IIS, and RDS configurations...

2025-05-15 14:39:19 - Testing ping connectivity in Swansea network (5-DC to Clients1)...

2025-05-15 14:39:34 - Ping from S-DC to ClientSi: Not Available

2025-05-15 14:39:34 - Testing ping connectivity in Cardiff network (C-server to Clientc1).

2025-05-15 14:39:53 - Ping from C-server to ClientCl: Not Available

2025-05-15 14:39:53 - Performing tracert from S-DC to C-server to verify VPN usage...

2025-05-15 14:40:07 - Tracert to C-server: Available

2025-05-15 14:40:07 - Tracert hops:

2025-05-15 14:40:07 - - 10.1.1.1

2025-05-15 14:40:07 - WARNING: VPN usage not confirmed: Path does not include VPN gateway (10.200.200.1)

2025-05-15 14:40:07 - Checking D:\SwanseaFiles share availability for Swansea and Cardiff networks.

2025-05-15 14:40:11 - D:\SwanseaFiles share: Not Available

2025-05-15 14:40:11 - Checking IIS server with internal authentication for https://webs. james.acca.

2025-05-15 14:40:11 - IIS service: Available

2025-05-15 14:40:14 - IIS website webs.james.acca: Not Available

2025-05-15 14:40:14 - Checking S-DC remote access via https://rds.1d.james.acca and certificates.

2025-05-15 14:40:14 - Remote Desktop Services: Not Available

2025-05-15 14:40:14 - Assessment of network connectivity, disk drive, IIS, and RDS configurations completed. Review C:\CheckNetworkCon

nectivity_Log. txt for details.

PS C:\Users\Administrators
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]025-05-15 14:38:36 - Script executed on: 2025-05-15 14:38:36
2025-05-15 14:38:36 - Starting assessment of DNS records and DHCP pools for IP ranges: 172.16.1.0, 210.103.5.0, 10.1.1.0...
2025-05-15 14:38:36 - Checking DNS service status...

2025-05-15 14:38:36 - DNS service: Available
2025-05-15 14:38:36 - Listing DNS A records for james.acca (IP ranges: 172.16.1.6, 210.103.5.0, 10.1.1.0)...
2025-05-15 14:38:46 - A records for specified IP ranges in james.acca: Available (11 records)
2025-05-15 14:38:46 - - HostName: @

2025-05-15 14:38:46 - TP Address: 210.103.5.1
2025-05-15 14:38:46 - Timestamp: ©5/11/2025 10:00:00
2025-05-15 14:38:46 - TTL: 00:10:00

2025-05-15 14:38:46 - - HostName: @

2025-05-15 14:38:46 - IP Address: 172.16.1.254
2025-05-15 14:38:46 - Timestamp: ©5/11/2025 10:00:00
2025-05-15 14:38:46 - TTL: 00:10:00

2025-05-15 14:38:46 - - Hostlame: c-server

2025-05-15 14:38:46 - IP Address: 10.1.1.1
2025-05-15 14:38:46 -

2025-05-15 14:38:47 -

2025-05-15 14:38:47 - -

2025-05-15 14:38:47 - IP Address: 10.1.1.2
2025-05-15 14:38:47 -

2025-05-15 14:38:47 - 01:00:00

2025-05-15 14:38:47 - - Clients1

2025-05-15 14:38:47 - IP Address: 172.16.1.1
2025-05-15 14:38:47 - Timestamp:

2025-05-15 14:38:47 - TTL: 01:00:00

2025-05-15 14:38:47 - - HostName: DomainDnsZones
2025-05-15 14:38:47 - IP Address: 172.16.1.254
2025-05-15 14:38:47 - 05/11/2025 10:00:00
2025-05-15 14:38:47 - TTL: 00:10:60

2025-05-15 14:38:47 - - DomainDnsZones
2025-05-15 14:38:47 - IP Address: 210.103.5.1
2025-05-15 14:38:48 - Timestamp: ©5/11/2025 10:00:00
2025-05-15 14:38:48 - TTL: 00:10:00

2025-05-15 14:38:48 - - Hostlame: ForestDnsZones
2025-05-15 14:38:48 - TP Address: 172.16.1.254
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2025-05-15 14:38:48 - Timestamp: ©5/11/2025 10:00:00

2025-05-15 14:38:48 - TTL: 00:10:00

2025-05-15 14:38:48 - - Hostlame: ForestDnsZones

2025-05-15 14:38:48 - IP Address: 210.103.5.1

2025-05-15 14:38:48 - Timestamp: ©5/11/2025 10:00:00

2025-05-15 14:38:48 - TTL: 00:10:00

2025-05-15 14:38:48 - - HostName: s-dc

2025-05-15 14:38:48 - IP Address: 172.16.1.254

2025-05-15 14:38:48 - Timestamp:

2025-05-15 14:38:48 - TTL: 00:20:00

2025-05-15 14:38:48 - - HostName: s-dc

2025-05-15 14:38:48 - IP Address: 210.103.5.1

2025-05-15 14:38:49 - Timestamp:

2025-05-15 14:38:49 - TTL: 00:20:00

2025-05-15 14:38:49 - Listing reverse lookup (PTR) records for specified TP ranges...
2025-05-15 14:38:49 - Checking reverse lookup zone: 1.16.172.in-addr.arpa

2025-05-15 14:38:49 - PTR records in 1.16.172.in-addr.arpa: Available (3 records)
2025-05-15 14:38:49 - - HostName: 1

EEEBEEEEEEEE8E558E

2025-05-15 14:38:49 - PTR Domain Name: ClientSl.james.acca.
2025-05-15 14:38:49 - Timestamp:

2025-05-15 14:38:49 - TTL: 01:00:00

2025-05-15 14:38:49 - - HostName: 12

2025-05-15 14:38:49 - PTR Domain Name: ClientSl.james.acca.
2025-05-15 14:38:49 - Timestamp: 05/15/2025 14:00:00
2025-05-15 14:38:49 - TTL: 00:15:00

2025-05-15 14:38:49 - - HostName: 254

2025-05-15 14:38:49 - PTR Domain Name: S-DC.james.acca.
2025-05-15 14:38:49 - Timestamp:

2025-05-15 14:38:49 - TTL: 00:20:00

2025-05-15 14:38:49 - Checking reverse lookup zone: 5.103.210.
2025-05-15 14:38:49 - Reverse lookup zone 5.103.210.in-addr.arpa:
2025-05-15 14:38:50 - Checking reverse lookup zone: 1.1.10.in-addr.arpa
2025-05-15 14:38:50 - PTR records in 1.1.10.in-addr.arpa: Available (2 records)
2025-05-15 14:38:50 - - Hostlame: 1

2025-05-15 14:38:50 - PTR Domain Name: c-server.james.acca.

2025-05-15 14:38:58 - Timestamp:
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2025-05-15 14:38:50 - Timestamp:

2025-05-15 14:38:50 - TTL: 01:00:00

2025-05-15 14:38:50 - Checking DHCP service status...

2025-05-15 14:38:50 - DHCP service: Available

2025-05-15 14:38:50 - Listing DHCP scopes for IP ranges: 172.16.1.0, 210.103.5.0, 10.1.1.0...
2025-05-15 14:38:59 - DHCP scopes for specified IP ranges: Available (2 scopes)

2025-05-15 14:38:59 - DHCP Scope Details:

2025-05-15 14:38:59 - - Scope ID: 10.1.1.0
2025-05-15 14:38:59 - - Name: Cardiff-Scope
2025-05-15 14:38:59 - - Start Range: 10.1.1.10
2025-05-15 14:38:59 - - End Range: 10.1.1.20
2025-05-15 14:38:59 - - Subnet Mask: 255.255.255.0

2025-05-15 14:39:00 - - State: Active
2025-05-15 14:39:00 - - Lease Duration: 1.00:00:00
2025-05-15 14:39:00 - - DHCP Options:

2025-05-15 14:39:00 - - Option ID: 51 (Lease)
2025-05-15 14:39:00 - Value: 86400

2025-05-15 14:39:00 - - Option ID: 3 (Router)
2025-05-15 14:39:00 - Value: 10.1.1.1

2025-05-15 14:39:00 - - Option ID: 15 (DNS Domain Name)
2025-05-15 14:39:00 - Velue: james.acca

2025-05-15 14:39:00 - - Option ID: 6 (DNS Servers)
2025-05-15 14:39:00 - Value: 10.200.200.1, 172.16.1.254
2025-05-15 14:39:00 - DHCP Scope Details:

2025-05-15 14:39:00 - - Scope ID: 172.16.1.6

2025-05-15 14:39:00 - - Name: Swansea-Scope

2025-05-15 14:39:00 - - : 172.16.1.16
2025-05-15 14:39:00 - - : 172.16.1.20
2025-05-15 14:39:01 - - 255.255.255.0
2025-05-15 14:39:01 - - State: Active

2025-05-15 14:39:01 - - Lease Duration: 1.00:00:00
2025-05-15 14:39:01 - - DHCP Options

2025-05-15 14:39:01 - - Option ID: 51 (Lease)
2025-05-15 14:39:01 - Value: 86400

2025-05-15 14:39:01 - - Option ID: 3 (Router)
2025-05-15 14:39:01 - Velue: 172.16.1.254
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2025-05-15 14:38:59 - - Scope ID: 10.1.1.0
2025-05-15 14:38:59 - - Name: Cardiff-Scope
2025-05-15 14:38:59 - - :10.1.1.10
2025-05-15 14:38:59 - - :10.1.1.20
2025-05-15 14:38:59 - - 255.255.255.0

2025-05-15 14:39:
2025-05-15 14:39:
2025-05-15 14:39:
2025-05-15 14:39:

- - Scope ID: 172.16.1.0
- - Name: Swansea-Scope

- - Start Range: 172.16.1.10
- - End Range: 172.16.1.20

2025-05-15 14:39:00 - - State: Active
2025-05-15 14:39:00 - - Lease Duration: 1.00:00:00
2025-05-15 14:39:00 - - DHCP Options
2025-05-15 14:39:00 - - Option ID: 51 (Lease)
2025-05-15 14:39:00 - Value: 86400
2025-05-15 14:39:00 - - Option ID: 3 (Router)
2025-05-15 14:39:00 - Value: 10.1.1.1
2025-05-15 14:39:00 - - Option ID: 15 (DNS Domain Name)
2025-05-15 14:39:00 - Velue: james.acca
2025-05-15 14:39:00 - - Option ID: 6 (DNS Servers)
2025-05-15 14:39:00 - Value: 10.200.200.1, 172.16.1.254
2025-05-15 14:39:00 - DHCP Scope Details:

00

00

00

00

2025-05-15 14:39:01 - - Subnet Mask: 255.255.255.0
2025-05-15 14:39:01 - - State: Active

2025-05-15 14:39:01 - - Lease Duration: 1.00:00:00
2025-05-15 14:39:01 - - DHCP Options

2025-05-15 14:39:01 - - Option ID: 51 (Lease)
2025-05-15 14:39:01 - Value: 86400

2025-05-15 14:39:01 - - Option ID: 3 (Router)
2025-05-15 14:39:01 - Value: 172.16.1.254

2025-05-15 14:39:01 - - Option ID: 15 (DNS Domain Name)
2025-05-15 14:39:01 - Value: james.acca

2025-05-15 14:39:01 - - Option ID: 6 (DNS Servers)
2025-05-15 14:39:01 - Value: 172.16.1.254

2025-05-15 14:39:01 - Assessment of DNS records and DHCP pools completed. Review C:\CheckDNSandDHCP_Log.txt for details.
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2025-05-15 14:39:19 - Script executed on: 2025-85-15 14:39:19

2025-05-15 14:39:19 - Starting assessment of network connectivity, disk drive, IIS, and RDS configurations..
2025-05-15 14:39:19 - Testing ping connectivity in Swansea network (S-DC to ClientS1)..

2025-05-15 14:39:34 - Ping from S-DC to ClientS1: Not Available

2025-05-15 14:39:34 - Testing ping connectivity in Cardiff network (C-server to ClientCl)..

2025-05-15 14:39:53 - Ping from C-server to ClientC1: Not Available

2025-05-15 14:39:53 - Performing tracert from S-DC to C-server to verify VPN usage..

2025-05-15 14:40:07 - Tracert to C-server: Available

2025-05-15 14:40:07 - Tracert hops:

2025-05-15 14:40:07 - - 10.1.1.1

2025-05-15 14:40:07 - WARNING: VPN usage not confirmed: Path does not include VPN gateway (10.200.200.1)
2025-05-15 14:40:07 - Checking D:\SwanseaFiles share availability for Swansea and Cardiff networks..

2025-05-15 14:40:11 - D:\SwanseaFiles share: Not Available

2025-05-15 14:40:11 - Checking IIS server with internal authentication for https://webs.james.acca..

2025-05-15 14:40:11 - IIS service: Available

2025-05-15 14:40:14 - TIS website webs.james.acca: Not Available

2025-05-15 14:40:14 - Checking S-DC remote access via https://rds.1d.jemes.acca and certificates
2025-05-15 14:40:14 - Remote Desktop Services: Not Available

2025-05-15 14:40:14 - Assessment of network connectivity, disk drive, IIS, and RDS configurations completed. Review C:\Checkll

5558555885888




