Processing Stored Data

Processors handle data one piece at a time.  Each item has to be obtained (fetched), placed in a location where it can be used (stored in a register), acted upon, then placed somewhere else (saved) so that the scarce resource, the register, can be used again.
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The fundamental question of how fast an item of data can be processed is pretty obviously made up of at least eleven different elements:

(i) The time taken to identify where it is;
(ii)  The time taken to obtain control of the communication channel;
(iii)  The time taken to put the data on the communication channel;
(iv)  The time taken to transfer it;
(v)  The time taken to store it in the register;
		-------
(vi)  The time taken to apply the operation to the data in the register;
		-------
(vii)  The time taken to identify where to put it;
(viii)  The time taken to obtain control of the communication channel;
(ix)  The time taken to put it back on the communication channel;
(x)  The time taken to transfer it back to the memory device;
(xi)  The time taken to store it in the location

The first and last five activities might appear symmetrical.  They are not, unless the memory and the processor are symmetrical in their speed of operation.  

In the world of physical things, we could minimise the time taken to get things to and from the processor by putting things in a pile and always taking the next item, and storing things in a pile always placing things on top; or we could offload the task of organising things in sequence for use or storage to another device.  We could dedicate the communication channel just to transferring between memory and the processor.  We could make the channel as fast as possible, and place the memory as close as possible to the processor, to minimise the transfer time.  We can minimise the time taken to store the datum in the register or memory by making the device as fast as possible.

If we are being really speedy, we can have sufficient registers not to need any external memory (but will still need some means of getting data into and out of the registers in the first place, otherwise we have created an electronic sulking machine).

To go further, we can use banks of processors, to be able to do more than one item of data concurrently.

Ultimately, we can get sensible and make sure everything we process needs processing, and is processed in the way that takes least time to achieve the result we desire.

In effect, this is the whole problem laid bare.  Everything we talk about features some aspect of overcoming or minimising the impact of these difficulties, at different scales in terms of volumes of data, speeds of transfer and complexities of access.  The mismatches between domains of time are significant.  Take, for example, a human as an input device, where an expert typist might just get up to 200 words per minute.  If each character is a datum, average word length 6 letters, we might be able to type in 1400 characters (remember the spaces are also characters) per minute, or 23 characters per second.  The processor in the keyboard is probably capable of handling 23 million characters per second.  If it is a simple USB keyboard its transfer protocol to the storage mechanism is capable of around 2 million characters per second.

So if we’re looking for fast processing, we need to be thoughtful as to how we build up our systems.  Transfer is only ever at the speed of the slowest link in the communication chain.  If we’re looking for speed of performance, it is controlled as much about what we process as it is about how we process it.  As we push the boundaries of performance, devices and transfer mechanisms reach their physical limits; selection of what to process then becomes the defining parameter.

In essence then speed is about managing data.  The processing elements, storage elements and the data channels make up the media through which we work.  As we shall see later, this is in some ways simplistic, in that it focuses on the part of the activity which is physical.  However, whatever we do in design of information processing, any improvement in hardware performance will always deliver speed increases for any given combination of programme and data.  It may well be that we can speed things up more by careful consideration of what needs processing, by eliminating unnecessary data, by design of the sequence of work at the information level, rather than optimising the hardware processing.  
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Von Neumann’s Stored Process Concept and its Consequence:  the Fetch, Decode, Execute Cycle

Von Neumann’s ideas form the basics of all computer systems.  The basic format can be summarised as:

· A main memory which stores both the data to be operated upon and the operating instructions
· An arithmetical and logical unit (ALU) capable of operating on binary data
· A control unit which interprets the instructions in memory and causes them to be executed
· Input and output capabilities controlled by the control unit

The fetch, decode, execute cycle follows from this arrangement.  In order to operate, an instruction must be fetched from memory into the control unit, decoded into the required operations, then those operations executed.  If done sequentially:
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While decoding and executing, the fetch circuitry is not in use; similarly decode and execute are not operating while instruction fetching is underway.  One obvious way of speeding this up is to run the operations in parallel, as illustrated below.  This is called “pipelining”.  Given the objective is to execute as nearly continuously as possible, having prefetched, predecoded instructions, i.e. a prefetch queue, is clearly beneficial.
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Many programs contain loops and discontinuities.  At this point, the prefetch queue will need to be flushed (emptied).  Efficient pipelining therefore requires forward analysis of the code to determine likely changes and cater for them where possible.
Information Organisation

Files

Internal File structures

Information systems store data in blocks, customarily organised as files.  In order to find a file in memory, four items of information are required:  

(i) a tag or identifier which is a representation of the file for user processes;

(ii) identification of the location in memory where the file starts;

(iii) If the file is bigger than one block of memory, an indicator where the next block starts, which could be in a separate table or list in memory, or somewhere in each block of memory; and

(iv) an end delimiter, which could be an “end of file” special character (EOF) or an indication of the length the data in the last block.

The way in which this information is handled is characteristic of the computer’s operating system.  UNIX notably uses the block linking method; DOS used a file access table (FAT) which indicated the start location and length of each block.

The storage of a file has major implications for how it can be processed, and some significance in terms of speed of access.  For example, if a file is stored linearly in memory (one datum after the other throughout the file), there is no avoidable delay in accessing the next datum.  If in electronic memory, the memory location is incremented, and no segment or page information needs to be changed until the end of the segment or page, and, even then, the page or segment counter is incremented and the memory pointer zeroed.  If pages are spread around memory, each change of page requires loading of a new page identifier and memory counter.

Modern processors have in-built circuitry designed to support these activities, memory management units (MMUs).  These may manage the supply of data to the central processing unit, or may work intimately as part of a chipset to deliver the same facility.  The best mental model is to regard processor execution time as the scarce resource; then other facilities simply exist to make sure this resource is always utilised.  Much of the structure of computer processors then becomes logical – the use of queues, prefetching, and so forth exist simply to guarantee the processor is always in use.

File structures exist to allow the memory management unit to locate the necessary data.  They allow the use of memory spaces bigger than the total volume the processor can address uniquely.  For example, a 32 bit processor typically has 32 address lines and 32 data lines.  The size of the addressable memory space available to the processor is 232 32 bit locations (or 4-byte locations).  Note that each of these is not a 32 bit location (or 4-byte location), basically because of the need for compatibility with older software implementations (16-bit and 8-bit) and also to give the possibility of single byte locations, avoiding wasted storage space.  Thus the addressable space would be a couple of hundred million more than 4x109 locations, or 4 Giga-locations.  A 4 byte location size gives an addressable space of 4G x 4 = 16GB of memory (32 bit memory); 8 byte size (64 bit memory) would give 32GB for the same addressable space.

The actual viable size of memory depends on how many of these spaces can be made available to the processor by the various machinations of the memory management unit and associated structures.  It is salutary to note that most cheap desktop PCs are now supplied with Terabyte sized hard disks (1012 and more bytes of storage).

As mentioned previously, the two techniques commonly used for handling blocks of memory are paging and segmentation.  In practical terms, the difference between the two is usually described as pages having fixed size, segments having a variable size.  This requires a little caution – certainly in older processors in the Intel x86 series (80286, 80386) segments were indicated in registers of a fixed length; which necessarily corresponds to a fixed maximum size of memory in a segment.  A page table is maintained which locates each logical page in physical memory.

The method by which multiple spaces are offered through processor support is called Physical Address Extension.  In essence it adds an additional layer to the page table hierarchy, which is the indicator of which block of memory pages are relevant to the current operation.  Anything which is implemented in the processor is relatively fast in processing terms.  Massive hard disks have been available for years, often larger when brought out than the addressable size of the processor memory space.  A variety of techniques were designed to handle this situation, commonly based on storing on the disk itself where each block of data is located.  Even the fastest hard disks involve a mechanical element (the disk has to spin, has to be read and written to via a mechanical magnetic or optical pickup) and these are correspondingly slow operations in comparison with access to data from main electronic memory (RAM) or on-processor cache memory.  Thus accessing data from disk one datum at a time would massively slow down computers.

One of the fundamental principles of fast computing is ensuring the data the processor needs next is available in the fastest memory when required.  The issue becomes one of managing the transfer of data across a massive speed gradient in an efficient manner.  Basic to this is the concept of prefetching.  Computer programmes, when engaged in data processing rather than the messy, slow task of human interaction, for the vast majority of the time are dealing with data which appears in memory sequentially.  This is the “principle of locality” and it underpins many of the techniques used to accelerate processing speeds.  Therefore if we load a block of data into memory at a time, we are likely to have the right datum for the next operation available.  

The decision as to how large a block should be, where to end, when to transfer back to long term storage, how to handle cache coherency, when to flush the caches and at what level and so forth are real strategic decisions which affect speed of operation intimately.  As such they have been the subject of significant research, and implementations in modern complex processors and processor chipsets attempt to make best use of the facilities available.

File Systems – Essential Features

There are a number of very basic aspects of data processing which determine how data is stored in computer systems.

Files need to be locatable and accessible;
Files need to be available for indeterminate lengths of time;
Files need to be safely stored;
In circumstances where interpretation of the content affects things regarded as important (meaning, financial transactions, etc.), all existing copies of a data file need to be identical;
Files need to be able to be changed;
Files need to be resilient (i.e. ideally to survive software or hardware problems and errors);
Some files need to be accurately time marked (for example, those related to time sensitive transactions where price can vary dramatically, such as share dealing)

We have already dealt with location and access in the most basic senses.  They raise a more detailed question – located and accessed from where?  The physical universe of computing has expanded dramatically, from the confines of a single machine through interconnected computing nodes (networks) to wireless devices of immense variation in capability and capacity.  Inside the box, speed is the major issue.  In the broader space, the question is simply one of good enough, fast enough.

There is a school of thought which pronounces that it doesn’t matter where the data is, as long as you have it when you need it.  The virulent technical expert distaste for Microsoft’s increasing attempts to hide directory structures and file structures from the user base perhaps questions this view, albeit that distaste is based on years of having to know where things are in order to make the machine work properly.  Curiously enough, all the information presented concerning “location” is symbolic anyway – there has been no physical reality in presented directory structures for years, because the memory management units in processors and hard disks deal with the storage on the local disk.  However, the growth in use of cloud computing indicates there is a desire to simplify, to create a data world in which the innocent user can remain so yet still benefit from the technical wonders of “martini” computing – ubiquity of data and the power to process it in useful ways.

In order to send you data, the system needs to know where your device is located.  This is a relative measure – what really matters is to which communications device your device is connected.  However, this often implies physical location as well.  In cellular telephony systems, the cell identification tells the system where you are to the constraint of the size of the cell.  In wired systems the wall socket to which you are connected localises your position to the viable cable length.

In reality “you” in this instance are your computing device, the network identification of which is the information needed to supply you with the information you have requested.  Computer networking emerged as a discipline from the broader world of telecommunications.  Telecommunications was based on the idea of a connection, traditionally a real physical circuit, between the communicating partners.  The conceptual basis was of establishing a link, using it, then explicitly releasing it on completion so it could be reused by another process.  Were this used to establish a cloud system, each user would have a virtual connection which is made, used and released for each transmission/reception.

The alternative approach is redolent of an electronic telegram system.  Each block of information at the point of transmission has a destination address added to it.  It is then transmitted and may or may not be received.  Here no connection is established and released, and it is for the recipient to use features in the blocs of information to put the correct order.

Each has advantages and disadvantages:  the former, virtual circuit, approach technically needs to send less extraneous information with each data block, but only if the virtual connection is reliable, and should therefore be more efficient in data terms; the latter, the datagram approach, will be more resilient where perfect communication is not guaranteed but the additional bits needed to provide resilience are an overhead on the data transmission.  Virtual circuits require set up and release; datagrams do not.  If the message is short, the data exchanges in set up and release may be many times the duration of the actual data transmission.

Either way, dealing with information in blocks for transmission means sending more than just the information itself.  The Internet Protocol (IP v.6) packet of figure X  below is a good illustration of the various mechanisms one might include to ensure successful transmission on a wide area network (WAN).

Figure X:  IPv.6 Packet Structure

0			8			16					  31
	[bookmark: _Toc520113753]Version
	[bookmark: _Toc520113754]Priority
	[bookmark: _Toc520113755]Flow Label

	Payload Length
	Next Header
	Hop Limit

	
Source Address
(128 bit)


	
Destination Address
(128 bit)


	
Data Fragment






The datagram approach, principally through Ethernet and TCP/IP being dominant in the networking marketplace, is most common in communications based on computer networks.

On telecommunications systems such as 3G networks, TCP/IP packets between computers are carried embedded in other protocols, and only reassembled at the recipient computer network or device.  Data may be directly encapsulated and transmitted across the telecommunications network between devices.  In essence we are in an inhomogeneous world.  All that matters is that the protocol is handled at both ends, and what happens to the data in between is generally of little interest to the users provided it arrives intact and in a timely manner.

This last is important.  A video sequence transmission losing data may be impossible to watch (flickering when a damaged video frame is received or a frame lost).  Here data loss and transmission speed are critical.  In data processing transactions loss of data may be the more significant issue provided speed is sufficient.  This is commonly referred to as the issue of Quality of Service, which will be discussed in detail later.

File Systems

A file system is a structured data representation and a set of metadata that describes the stored data. File systems manage storage, and can be part of a separate storage segment or disk partition. File systems operate on the basis of blocks, not disk sectors. File system blocks are groups of sectors, designed to optimise storage addressing. Modern file systems generally use block sizes from 1 up to 128 sectors (512 bytes to 64KB).  Files are usually stored from the start of a block and whole blocks only are allocated.  Thus some space in the last block of a file is likely to be unused, and unusable because it is allocated to that file and therefore unavailable to others.

File systems stored on disks tend to have a similar basic layout.  The Master Boot Record (MBR) is used to boot the computer and usually takes up the first sector (Sector 0) of the disk.  Large disks are often partitioned, and the Partition Table which identifies where each partition is and its length (size).  

One partition will have been marked as the “active partition”.   On startup, the built in operating system (BIOS) uses the MBR to locate the first block of the active partition, its boot block, which it then runs.  The boot block lads the operating system contained in the active partition.  Most file systems include a block containing the key parameters of the file system and an identifier which indicates the file system type, size and key administration details.  This is customarily referred to as a superblock.

Implementing Files and File Systems

File systems are generally stored on non-volatile storage, and typically on disks.  Disks can be partitioned.  Each partition has a boot block which holds the operating system for that partition, and may contain a superblock which contains all the vital parameters about the file system, including file system type and size in terms of blocks.

Contiguous Allocation

Storing each file as a contiguous run of disk blocks has the advantage of simplicity.  Locating a file is simple – we need only store the disk address of the first block and the number of blocks the file occupies.  Initial performance is excellent, because only one “seek” operation by the disk heads is needed.  Once the first block has been found, data will be produced at the full bandwidth capability of the disk.

Files are not uniform in size, and as they are created and destroyed, the disk space becomes fragmented.  In essence, where a large file is deleted and a smaller one reuses the space, we are left with small spaces that are not large enough to take a file.  This necessarily increases as time passes.  We therefore have to live with using only a fraction of the disk size, to store files in non-contiguous blocks, or to introduce some method of putting the files back into a sequential order.  

These problems, of fragmentation and defragmentation, have a long history.  They do not occur with media that is written only once.



Linked List Allocation

A defined area in each disk block, usually the first word, contains the start location of the next one.  There is little space lost to fragmentation (although a small amount inevitably is, because files rarely fill the last block perfectly).  The superblock becomes at least partially redundant as a concept, because all we need store is the address of the first block.

Such an approach is not particularly efficient, in that the disk will need to seek the start of each block in order to use it.

File Allocation Tables

If the first word pointer to each disk block is put in a table in memory, this obviates the need for disk references to identify where the next block starts.  This File Allocation Table (FAT) was widely used, particularly for early PC systems with DOS and Windows (FAT16, FAT32).

(a) FAT32 and MS-DOS directory entries

MS-DOS used variable sized directories with a fixed-size 32-byte directory entry, the format of which is shown below. 
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FAT file systems have the problem that after a power failure or unexpected system crash, a lengthy check of the file system integrity is necessary.  In particular, this results in a reliance on other software methods to ensure consistency and integrity, particularly database management systems software.

Although FAT systems have a number of potential issues, they are now more widely used than in the era of DOS’s dominance.  This is because the approach is commonly used in a number of modern devices including flash-memory chips in cameras and phones.

Index Nodes (i-nodes) 

I-nodes list the attributes and disk addresses of the file’s blocks.  Where a file contains more blocks than would fit in an i-node table, the last block address is the address for an additional disk block containing the additional disk addresses (indirect i-nodes).  Unix file systems use i-nodes, to the triple indirect block level to ensure file sizes can be literally enormous.

Given that each i-node occupies n bytes and a maximum of m files can be open at any one time, the total memory needed in an array of i-nodes for open files is mn.  This tends to be smaller than the space needed for file tables.


i-node  Approach to File System Implementation
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Next level i-node containing additional disk block addresses




Who Uses What?

	Operating System
	File System

	Windows pre-XP, DOS
	FAT16, FAT32

	Windows NT, XP  
	NTFS

	Windows Server 2003, Windows Vista, Windows 2008, Windows 7, Windows 8, (support has recently been added for Windows XP)
	exFAT

	Linux
	Many different systems are supported, including the ext* family (such as ext2, ext3, and ext4), XFS, JFS, ReiserFS and btrfs

	Solaris
	ZFS (previously UFS)

	OS X
	HFS Plus

	Unix OS (various including BSD)
	JFS (previously UFS)


 

Robustness in the Face of Failure

Various methods have been used to improve the robustness of file systems.  Journaling (used in NTFS, Linux ext3, ReiserFS) keeps a log of what the file system is going to do before it does it.  If the system crashes before completing its intended work, on reboot the system can check the log and use the information contained to finish the tasks.  The log entry is written (often to disk) and read back to verify its integrity before operations begin.

The journal file ensures that the journal updates are flushed to disk or other stable storage before the file activity is undertaken.  If a power failure occurs before the initial write to the journal is complete, on restart the journal file is cleaned up and the operation is wound back as never having occurred.  If a crash occurs at any other time, the file system and the journal contain enough information taken together to restore the system to a consistent state with only a small amount of work.

The information systems built on top of file systems will also have means of ensuring robustness and resilience.  Distributed databases rely heavily on the concept of “atomic action”, where an action either completes successfully and reports on its success or is wound back as though it had never started if success is not confirmed.

Virtual File Systems

As the table above highlights, there are a fair number of different file systems in use for most computer systems and operating systems.  The user really isn’t typically that interested, and just wants to get on with using the information system they support.  To make this possible, virtual file systems provide an interface between user processes and the underlying file system to make the necessary translations and provide the correct block of file whichever file system underlies it.  

The concept emerged in UNIX systems.  Here everything is treated as a file and communicating actions as pipes.  The idea of pipes makes such an approach a fairly natural one – what matter what’s on the end as long as the correct data is stored/returned.


Improving File System Performance - Caching

Disk access is slower than access to computer memory.  Reading from a disk at 100MB/s  gives a 32 bit word read time of 40 ns; reading the same word from memory will take 5 – 10 ns.  To get to the word on the disk requires the disk to seek the appropriate track (5 – 10 ms) and the disk spin to bring the desired sector under the read heads.  The order of difference for a single word is 106.

It follows that if we intend our system to be fast, we need a mechanism to avoid frequent reads and writes to disk.  The technique used is called caching.  Essentially we load blocks of disk into memory and deal with them from there.  We identify whether a block is in memory by checking a stored list, in the form of a hash table.  

If the data is in memory, we perform our operations on that version, periodically writing blocks back to the hard drive for stable storage.  If the data is not in memory, we replace one of the existing blocks with that containing the information we need.  We can use any one of the various replacement strategies, such as FIFO, LRU, or random replacement.

Problems arise if blocks are only written to disk (stable storage) when they are replaced or the system shut down.  The contents of the disk version and memory version of the same datum will be different unless a write back has occurred, and, should the system crash, we are left with incoherent data.  This is unacceptable, and requires some means of synchronisation is used.  One simple method would be write-through caching, where every modified block is written back to disk immediately.  UNIX systems used a sync process, which forces all modified blocks to be written to disk on a regular basis (say 30 secs).  This reduces the work lost due to a crash to the period between syncs, and the journaling method discussed earlier allows for recovery.  The approach is used in NTFS and some recent UNIX file systems.

Caching is used in many different aspects of computer systems.  The benefits, of performance, and the problems, or risks to coherency, consistency and resilience, are handled by different mechanisms at different levels.  Together with the closely related techniques of buffering and queues, these are the tools that attempt to make the mechanical world of physical devices appear nearer to the speed of processor silicon internal performance.

The performance disparity is such at present that the overhead in management and data maintenance is acceptable.

Functionality on the processor “system on silicon”, dedicated internal devices, computer peripheral devices, network devices, drives, server farm managers and even layered application software each implement their own facets of performance improvement. 

