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[bookmark: _Toc215958095]Introduction
Cloud computing has transformed the IT industry over the past years with unprecedented flexibility, scalability and affordability to businesses and coders. The principle of virtualization is the most vital concept of cloud computing that allows performing the process of the abstraction of physical hardware facilities in order to create the virtual facilities of the applications and services. One of the greatest changes in the field of this industry is containerization, particularly the application of technology like Docker [1]. Docker makes it easier to wrap applications with dependencies into their own environments called containers that can be run in any computing environment in the same way.
Containers Docker containers are light and portable and thus can be accommodated in the cloud space whereby applications are to be installed in a very efficient and quick manner. Containers run on Docker have a shared kernel with the host operating system (OS) but an independent user space in comparison to traditional virtual machines (VMs), which can have an independent operating system (OS) to execute. This is also one of the reasons why Docker can be urgently deployed along with cloud computing services like Amazon Web Services (AWS), Microsoft Azure, and Google Cloud that require high scalability and dynamism in deploying applications [2]. In addition, Docker makes the developer experience more enjoyable by allowing developers to build on a similar environment all the way through the application development process, including coding, testing, and production release.
In this report, the author will start by exploring the concepts of virtualization and containerization and showing the theoretical background of these technologies. It will then give feasible illustrations of the usage of Docker in the cloud setting such as the procedure of creating Docker images [3], managing Docker containers volumes and setting up container networking. The main advantage of Docker is that it is integrated well with the cloud platform and it makes managing dispersed applications easy since it makes the development and deployment environments consistent. 
Lastly, this report will endeavor to criticize Docker and its contribution towards cloud computing. 
[bookmark: _Toc215958096]Docker Technology and Its Importance 
[bookmark: _Toc215958097]1. Virtualisation Principles in Cloud Computing 
Cloud computing revolves around the idea of virtualization because it allows the utilization of several virtual machines (VMs) within one physical machine. This is achieved by creation of the underlying hardware resources and a separate environment of a single virtual machine. Every VM is an entirely autonomous system, with its own operating system (OS) and resources, in terms of CPU, memory and storage [2]. Cloud Virtualization enables resource optimization and scaling, in which the cloud operators are given the freedom to administer and provide resources dynamically in real-time as per the demand.
Virtualisation also has overheads, however, this is the case since each VM has its own operating system, meaning that they consume a lot of resources. As an illustration, a server that is used to run multiple VMs needs a considerable amount of both CPU and memory per instance, which is inefficient compared to other approaches. 
Docker also offers a more efficient system of virtualisation that is based on containerization [3]. Docker containers do not have their own operating system but rather share the kernel of the host operating system and are independent of each other in terms of user space. This method leads to a lower usage of resources and a shorter start up time. Containers are lightweight and they can be easily replicated hence can be used in cloud based applications where dynamic scaling is needed and where rapid deployment is required.
[image: ]
As an example, we used Docker to deploy a simple web server application in a class exercise. Containerisation of the application also meant that we did not have to install a complete virtual machine [18] to execute the application and so we could deploy it much faster and have the ability to scale smoothly as the load increased.
[bookmark: _Toc215958098]2. Containerisation Principles and Benefits 
Containerisation is an alternative to the traditional virtualisation that applies to isolated user space of each application, as opposed to a complete operating system. This approach enables to better utilize resources because containers share the kernel of the host OS, but still have the required dependencies and libraries to operate. Docker is the most used tool of containerisation in cloud computing [4] because it makes it easy to package and distribute applications.
[image: ]
The most important advantage of Docker containers is that they are portable. A container fundamental to an application has all the dependencies an app needs [2], therefore it is able to run on any system that is compatible with Docker regardless of the underlying infrastructure and operating system. This eradicates the it works on my machine issue that is usually experienced when implementing applications outside the development to production platforms. 
[image: ]
Resource efficiency is another primary benefit of Docker containers [4]. Containers are also lighter and smaller than VMs since they do not have the overhead of executing a complete operating system. This allows numerous more containers to be run on a single host machine than virtual machines, which is why Docker is more resource-efficient when it comes to cloud-native applications. 
[bookmark: _Toc215958099]3. Docker in Practice: Building Docker Images 
Image containers are templates of containers. All it takes to execute an application is everything that constitutes the image: the code, the runtime, libraries, environment and configuration files. The creation of images is done by ways of a Dockerfile, a script that stipulates the process needed to build the image. These may consist of dependency installation, copying of application files and environment variables.
Taking a real-life situation in our course, a basic Python application built on a Flask web framework was created into a Docker image. The initial action was to prepare a Dockerfile which defined the default image (which in the present case was the official Python image) and included the required application files and requirements. The Dockerfile used is simplified as follows:
# Use an official Python runtime as a parent image
FROM python:3.8-slim

# Set the working directory
WORKDIR /app

# Copy the current directory contents into the container at /app
COPY . /app

# Install any needed dependencies
RUN pip install -r requirements.txt

# Make port 5000 available to the world outside this container
EXPOSE 5000

# Define environment variable
ENV NAME World

# Run the application
CMD ["python", "app.py"]
This Dockerfile begins by setting the base image (python:3.8-slim), transfers the application code to the container, installs dependencies, and shuts the container to execute the Python application. Once the Dockerfile was made, we used the following command to build the image:
docker build -t python-flask-app .
This command instructed Docker to create an image based on the current directory (represented by the.) based on the instructions in the Dockerfile. 
After constructing the image, we were able to carry out a container that runs on this image:
docker run -p 4000:5000 python-flask-app
This port mapping was used to port 5000 within the container to port 4000 on the host machine making the Flask application reachable at localhost:4000.
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In the cloud platform, it is possible to push Docker images to DockerHub, which is a public Docker image registry. When an image is pushed to DockerHub it is accessible to any user meaning it can be easily distributed and worked with. We also released the Flask application image to DockerHub in our course to illustrate how Docker supports the interaction between developers. This is a demonstration on how to deploy an image to DockerHub:
docker login
docker tag python-flask-app yourusername/python-flask-app
docker push yourusername/python-flask-app

Once the image was pushed to DockerHub, any of the team members was able to pull the image out of the registry and execute the container in their own machine or on a cloud, which ensures consistency throughout the pipeline of development and deployment.
[bookmark: _Toc215958100]Docker Technology and Its Importance 
[bookmark: _Toc215958101]4. Container Volumes and Data Persistence 
The isolation of applications is one of the most significant characteristics of Docker containers, as the dependencies and settings will not be mixed up. Containers however are ephemeral in nature and as such any data put into them gets lost when the container is stopped or removed. This is a challenge to applications that require data to be stored over container lifecycles, as database or logging.
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Docker corrects this problem with the help of container volumes. Volumes are directories or filesystems that are outside of the filesystem of the container that may store data through restarts of a container. 
Docker manages volumes that can be shared easily across containers and this is a good solution to data persistence in the cloud setting. When a container writes into a volume, it is written in the volume itself, and not the temporary filesystem of the container. This will make sure that the data is intact, even in places where the container may be taken off.
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Considering the example of a class exercise, we launched a MySQL database in a Docker container. In order to make sure the data would be retained after a restart, we formed a Docker volume with the command below:
docker volume create mysql_data
Next, we ran the MySQL container with the -v flag to mount the volume:
docker run -d -v mysql_data:/var/lib/mysql --name mysql_containermysql
This command attached the mysql data volume to /var/lib/mysql directory within the container, so that MySQL database data was stored in the volume, and not in the container. 
The data was accessible in the volume even after the stoppage or removal of the container. This is required in cloud-based deployments, in which applications might be required to scale and restart numerous times without losing important data [5].
[bookmark: _Toc215958102]5. Docker Networking 
Docker networking enables containers to interact between themselves and with the external world. Docker containers are by default configured in isolated networks, although Docker allows a number of networking options to be used to allow containers  to communicate with external services [20]. These network modes are bridge network, host network, overlay network and the macvlan network.
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The most popular type of network and mode of Docker is the bridge network which is implemented to provide a container with its own private internal network but still provide it with the chance to communicate with the outside world through port mapping.
 A Python Flask application in a class exercise, we used the bridge network mode which is provided to allow the container to use the internet but isolates the application with the rest of the containers. Here is the command we used:
docker network create --driver bridge my_bridge_network
docker run --network my_bridge_network -p 5000:5000 python-flask-app
In the current case, we made a custom bridge network (my bridge network) in the Flask application. This facilitated the container to communicate with other containers within the same network but not with the network of the host machine. 
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As an example, we have created a microservice application in which a single container was used to provide data processing, and another container was used to provide user authentication. 
The overlay network connected these containers, and therefore, we could interconnect these containers, although they used varying hosts. Cloud-native designs are common with distributed service scaling and communication being critical [6].
[bookmark: _Toc215958103]Cloud Computing Concepts: Load Balancing, Scalability, and Application Gateways
[bookmark: _Toc215958104]1. Load Balancing in Cloud Computing 
Load balancing is a notion that plays critical importance in cloud computing particularly in case the application is fault tolerant and highly available. Cloud environment load balancing is a process where an attempt of distributing network traffic to a number of servers or instances is aimed at ensuring that no server is overloaded [10]. This can guarantee the performance, availability and reliability of the application even in case of heavy traffic.
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Some of the offered load balancing solutions by cloud services providers Amazon Web Services (AWS), Microsoft Azure and Google Cloud Platform (GCP) that can be incorporated into the process of various applications are the following. The AWS Elastic Load Balancer (ELB) is an example of such a load balancer, which automatically spreads traffic between a significant number of Amazon EC2 instances, and the Azure Load Balancer spreads the resources of the Azure environment [3]. Such services may also be dynamically scaled in accordance with the demands of the traffic with the quantity of the available resources modulated.
Load balancing is specifically necessary with reference to microservices architecture, where each service will run within an independent container. The load balancer in such environments not only allocates traffic to a set of services but also assists in service discovery by analyzing the available services and directing traffic to them [4]. This is why load balancing is an essential part of resilient and scalable cloud-native applications.
[bookmark: _Toc215958105]2. Scalability of Cloud computing. 
Scalability is the capacity of a system to support a greater workload through adding resources (horizontal scaling) or upgrading the resources (vertical scaling) without reducing the performance. Scalability is another important aspect of cloud computing because it allows applications to expand and be upgraded according to the requirements [11]. Scalability is of two main types:
Horizontal Scaling: Horizontal scaling is sometimes called scaling out and consists of scaling more instances of a service to spread the load. This is the most desirable approach in the cloud set up since it can easily expand without interfering with the current infrastructure.
•	Vertical Scaling: Vertical scaling is also referred to as scaling up, and it implies adding additional resources (CPU, memory, storage) to a single instance. Although it might be beneficial in a short-term perspective, vertical scaling is limited in terms of flexibility and cost.
Services provided by cloud platforms such as AWS, Azure, and GCP enable auto-scaling capabilities that enable apps to automatically scale depending on the demand. To give an example, AWS Auto Scaling scales the EC2 [7] instances based on the traffic to provide maximum performance at peak load and low costs at low-traffic times.
As part of our class assignment, we used Docker containers to scale horizontally to a Kubernetes cluster [2]. A container orchestration tool by the name Kubernetes was utilized to scale the number of containers depending on the use of resources, so that the application was able to manage more traffic automatically. Using the fact that Docker has the capability to spin up and spin down container instances quickly and Kubernetes to auto-scale, we were able to make our application highly available and could scale when required.
[bookmark: _Toc215958106]3. Application Gateways in the Cloud Environment. 
Application gateways are another important part of the cloud infrastructure as it offers applications with an additional security and functionality layer [12]. These gateways act as liaisons between the users and the backend services and manage the traffic flow to make sure that the requests are sent to the relevant resources. They offer is also capable of services like termination of the traffic, routing of the traffic, authentication and rate limitation.
Cloud providers provide the application gateway solutions that are compatible with the other cloud services. As an illustration, the Azure Application Gateway has been equipped with URL-based routing, termination of the SSL, web application firewall capabilities among others, which are useful in securing and optimizing application traffic [6]. In the same way, AWS Application Load Balancer supports routing on HTTP/ HTTPS and WebSocket and HTTP/2 protocols.
During our class activity, we have set up Azure Application Gateway to direct the flow of traffic to various services on the backend server depending on the URL path. This has shown how the application gateways may offer a flexible routing and load balancing feature, which ensures that the requests are sent to the appropriate containerized service [20]. Application gateway usage also made it possible to employ the termination of the use of the SSL, which took the decryption of the encrypted data off the shoulders of the backend containers, decreasing their load of computation.
Application gateways are of great significance especially in a cloud-native environment where the microservices architecture is widely applied. Under microservice, services are implemented in their respective containers [4], and the application gateway assists in directing traffic to the respective service and therefore efficient use of resources and eliminates the possibility of bottlenecks in traffic. The application gateway can be considered a vital component in improving the performance, security, and reliability of applications in the cloud environment, particularly when it involves the complexity of multi-services architecture.
[bookmark: _Toc215958107]4. Combining Docker with Load Balancing, Scalability and Application gateways. 
Containers running on Docker, in conjunction with cloud load balancing, scalability, and application gateways, offer a potent mechanism of deploying the modern cloud-native applications. Application containerisation using Docker will enable developers to make their applications portable, consistent and easy to scale. Nevertheless, in order to maximize the advantages of cloud computing, Docker containers should be combined with cloud services offered by load balancing, auto-scaling, and traffic management.
Docker containers in cloud-native applications integrate well with load balancers to allocate traffic to a number of containers, which is highly available and fault tolerant. As an example, with a Dockerized microservices system, traffic may be directed to various services depending on the type of request, and each service is deployed in a separate container. Application gateways are used to presume the traffic intelligently routes it and implement security capabilities such as terminating rate limiting and SSL traffic [13].
[bookmark: _Toc215958108]Serverless Computing vs Containerisation in Cloud Computing
[bookmark: _Toc215958109]1. Introduction to Serverless Computing 
Serverless computing is a type of cloud computing that provides an interface to the management of infrastructure, allowing developers to write code only. In serverless architecture, scale and provisioning of servers as well as their management is automatically done by the cloud providers [2]. The main idea of serverless computing is to make it easier to run the application, where developers can run code in reaction to events with no care about the computer hardware or infrastructure.
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Serverless architectures also require developers to do not operate or provision servers, in contrast to the traditional models of cloud computing systems where the infrastructure is managed automatically [14]. An example is that in AWS Lambda, resources are automatically distributed to execute a given function upon its invocation and it also scales when in demand. This provides the ability to eliminate configurations of servers and enables event-driven architecture which is easy to scale and economical.
In our lesson project, AWS Lambda was used to deploy a simple image-processing functionality. This was the deployed when an image was uploaded into an S3 bucket. AWS Lambda automatically assigned the on-demand resources necessary to process the image [3], and we were billed depending on the time of execution. This experiment has shown the ease and affordability of serverless computing to event-driven applications, where the developers do not need to deal with infrastructure, and they can concentrate more on their business code.
[bookmark: _Toc215958110]2. Introduction to Containerization This paper provides an overview of containerization.
As mentioned above, containerization entails the wrapping of an application and its dependencies into one lightweight container that is reliable across different computing environments. Containerization gives the developer greater control over the application environment compared to serverless computing where the cloud provider abstracts the infrastructure [13]. Docker being one of the dominant containerisation platforms allows developers to develop, run and maintain containers that wrap up the applications and related dependencies.
One of the benefits of containerisation over serverless computing is that it offers more control over the environment that the application is operating in Containers make sure that the application acts in the same manner [15], be it on a local machine, a staging environment or a cloud production environment. Orchestration tools, such as Kubernetes, can also be used to manage containers; they are automated to deploy, scale, and manage containerized applications.
Containerisation can be used particularly well in microservices, where applications are broken down into smaller, independent services that can be developed, deployed and scaled on their own. Every service is implemented in its container, which means that it is simple to isolate and scale separate components. Also, containers are lightweight, portable and can be replicated easily to facilitate high availability and load balance, which is why they are best suited to cloud-native applications [2].
We used Docker Compose to deploy a multi-container application in a class exercise, which included a web front end, a backend API, and a database [9]. This environment showed that Docker can make the management of complex, multi-service apps much easier and that every service will be running in a uniform environment. Also, Docker could be able to horizontally scaled applications by adding more containers, which simplified the management of traffic and resource consumption, which is crucial in a cloud-based deployment.
[bookmark: _Toc215958111]3. Comparison between Serverless and Containerization. 
Although both serverless computing and containerisation are easy to use when deploying applications to the cloud, they are differentiated on the aspects of control, scalability, and application. Serverless computing takes full control of the infrastructure where the developers are solely concerned with their code and events. It can be used in event-driven programs with on-demand execution that is fast, like image processing, data analysis, or chatbots [3]. Serverless platforms automatically scale according to the demand and charge only on execution time, which is cost-effective to workloads with unpredictable or sporadic workloads.
Containerization, on the other hand, offers a greater level of control over the environment, is appropriate in those situations, where consistency in the various environment is required. Microservices architectures are best implemented using containers [14], where the services interact with each other in a multi-service environment. Containers are also capable of operating over an extended period of time, as opposed to serverless computing, and the underlying environment (operating system and software stack) can be configured more flexibly.
The experiment in our class compared the use of AWS Lambda and Docker in a simple image-processing exercise. The scaling of the function and budgeting was automatically calculated with the number of uploaded images with the help of Lambda and we were billed only by the time of executing the operation. Using Docker, we also had full control over the allocation of resources, scaling up and down the number of containers used to execute the image processing service, but that needed greater management [18].
[bookmark: _Toc215958112]4. The Movers and Shakers of Cloud Computing. 
Cloud computing has seen tremendous adoption because of its capability of offering flexibility, cost-effectiveness and scalability. A number of forces that lead to the fast growth of the cloud computing are reduction of cost, flexibility, scalability and technological innovation [8]. These have ensured that cloud services have become the critical component of current IT systems particularly to those businesses that desire to scale up their applications without the need to maintain physical hardware.
Cost reduction is one of the major forces in cloud computing. Historically, to achieve business scalability, companies were forced to spend a lot of money on in-premise infrastructure, such as servers, storage, and network devices. Cloud computing does not require such initial expenses because it has a pay-as-you-go system where companies only pay according to the resources they consume [15]. It has made the cloud services more affordable to small and medium-sized businesses who might not be able to afford to spend a lot of money in purchasing costly IT infrastructure.
The other important advantage of cloud computing is flexibility. Cloud platforms enable businesses to increase or decrease the resources [11], according to demand, and thus businesses only utilize the resources that are required at any particular time. This elasticity gives businesses the ability to adjust to the fluctuating needs without having to either over-provision or under-use the resources.
[bookmark: _Toc215958113]Impact of Docker and Containerisation on Cloud Computing
Docker has caused massive transformations in the ways developers deploy and manage their applications within clouds. Among the main effects of Docker on cloud computing, it is possible to mention the ability to deploy cloud-native applications. 
Cloud-native applications have been built to be scalable, resilient, and flexible, thus being appropriate to changing cloud environments. The containerisation technology provided by Docker helps these applications to operate in a similar way irrespective of the environment: a local machine used by the developer or the cloud service provider such as AWS, Azure, or Google Cloud [16].
[image: ]
Docker enables portability and consistency because of containerisation of applications [3]. Applications and all their dependencies are contained in a package, and will be run identically on any machine. This is particularly useful in the cloud where applications of the same type can be deployed in a distributed infrastructure in several instances. In the absence of Docker, developers would be required to make sure that various systems are compatible, which may cause problems during deployment and make them more complex. When using Docker, these issues are removed, as containers decouple the application with the physical hardware and software environment.
Besides the effect on cloud application deployment, Docker has also contributed a lot to continuous integration (CI) and continuous deployment (CD) practices [17]. CI/CD pipelines in cloud-based scenarios allow teams to develop, test and deploy applications more quickly and easily. With Docker, developers are able to build repeatable environments to build and test applications, thus remaining consistent throughout the development process. This leads to the reduction of bugs and a smoother deployment process so that business can provide updates to customers faster and with the minimal number of errors.
After all, the contribution of Docker to the field of cloud computing has been a game changer in offering a powerful resource to the developers in the field to develop, deploy, and maintain scalable and efficient applications within the cloud environments.
[bookmark: _Toc215958114]Conclusion 
Serverless computing and containerisation can be of great benefit to cloud environment, however, their utilizations and their benefits vary. Serverless computing would be the best solution in event-driven applications where the implementation should be quick and on-demand without the necessity of maintaining infrastructures [19]. Containerisation offers more control over the application environments in contrast, and as such is a superior option to microservices architectures and applications that need the same deployment to multiple environments.
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[bookmark: _Toc215958116]Appendix
Hear is the link of Docker Practical  then above there are some screenshot and explanation about my practical.

[image: ]
A screenshot of the requirements.txt file, which contains the list of the dependencies (e.g., Flask): what Python application needs
[image: ]
Screenshot is showing the Docker pull command fetching the ‘python-time-app’ from Docker Hub.
[image: ]
Image displaying the output of the docker image ls -a command, which lists the system's Docker images along with information about them
[image: ]
Screenshot is showing he docker container running a flash application, with HTTP requests being logged.
[image: ]
screen shot of all steps required to create the docker image and showing the result of the docker build command.
[image: ]
Screenshot of the Good Vibe Time App running in a Docker container on the local host.
[image: ]
Screenshot shows Docker Hub repository for the ‘python-time-app’ image, depicting the available tag and ‘docker pull’ command used to retrive the image to local system.
[image: ]

A screen shot of the Dockerfile used to build the image of python-time-app.
[image: ]
This screenshot of the Docker Hub search results for the 'smit262002/python-time-app' image highlights the image metadata and Docker Hub's function as a central repository for Docker images.
[image: ]
The containerized Flask application is launched by the docker run command, as seen in the screenshot.
[image: ]
This screenshot shows how to use the docker push command to push a Docker image to Docker Hub. 
[image: ]
This screenshot shows how to use the docker push command to push a Docker image to Docker Hub. In order to deploy Dockerized apps across cloud environments and share them with others, this is an essential step.
[image: ]
This screenshot demonstrates how to stop and remove a Docker container using the docker stop and docker rm commands.
[image: ]
The screenshot highlights Python Flask app.py, which shows a randomly chosen affirmative quote concomitant to the time of the day. Moreover, it demonstrates the secret of application used by the Docker-based web service, that is contained in the containerized deployments.
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PS E:\MSc in Cyber security and Digital Forensics\Cloud Engineering Principles and Practice\New folder\Practical> docker pull smit262002/python-time-app:vl
vl: Pulling from smit262002/python-time-app

Digest: sha256:5d1b89a796d6a742cbd97e833dUa5a8dcaf3618b0683711f81c381e5123d5866

Status: Image is up to date for smit262002/python-time-app:vl

docker.io/smit262002/python-time-app:vl
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PS E:\MSc in Cyber security and Digital Forensics\Cloud Engineering Principles and Practice\New folder\Practical> docker image 1ls -a

H Info > Ml In Use

IMAGE p) DISK USAGE  CONTENT SIZE EXTRA
smit262002/python-time-app:vl  5d1b89a796d6 210MB 51.1MB
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PS E:\MSc in Cyber security and Digital Forensics\Cloud Engineering Principles and Practice\New folder\Practical> docker run -p 5000:5000 —-name time-contai
ner smit262002/python-time-app:vl
* Serving Flask app 'app'
* Debug mode: off
WARNING: This is a development server. Do not use it in a production deployment. Use a production WSGI server instead.
* Running on all addresses (0.0.0.0)
* Running on http://127.0.0.1:5000
* Running on http://172.17.0.2:5000
Press CTRL+C to quit

172.17.0.1 - - [10/Dec/2025 22:32:06] "GET / HTTP/1.1" 200 -
172.17.0.1 - - [10/Dec/2625 22:32:08] "GET / HTTP/1.1" 200 -
172.17.0.1 - - [10/Dec/2625 22:32:08] "GET / HTTP/1.1" 200 -
172.17.0.1 - - [10/Dec/2025 22:32:09] "GET / HTTP/1.1" 200 -
172.17.0.1 - - [10/Dec/2025 22:32:09] "GET / HTTP/1.1" 200 -
172.17.0.1 - - [10/Dec/2025 22:32:09] "GET / HTTP/1.1" 200 -
172.17.0.1 - - [10/Dec/2025 22:32:09] "GET / HTTP/1.1" 200 -
172.17.0.1 - - [10/Dec/2025 22:32:09] "GET / HTTP/1.1" 200 -
172.17.0.1 - - [10/Dec/2025 22:32:10] "GET / HTTP/1.1" 200 -
172.17.0.1 - - [10/Dec/2025 22:47:57] "GET / HTTP/1.1" 200 -
172.17.0.1 - - [10/Dec/2025 22:47:57] "GET / HTTP/1.1" 200 -
172.17.0.1 - - [10/Dec/2025 22:47:57] "GET / HTTP/1.1" 200 -
172.17.0.1 - - [10/Dec/2025 22:47:58] "GET / HTTP/1.1" 200 -
172.17.0.1 - - [10/Dec/2025 22:47:58] "GET / HTTP/1.1" 200 -
172.17.0.1 - - [10/Dec/2025 22:47:58] "GET / HTTP/1.1" 200 -
172.17.0.1 - - [10/Dec/2025 22:47:58] "GET / HTTP/1.1" 200 -
172.17.0.1 - - [10/Dec/2025 22:47:59] "GET / HTTP/1.1" 200 -
172.17.0.1 - - [10/Dec/2025 22:47:59] "GET / HTTP/1.1" 200 -
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PS E:\MSc in Cyber security and Digital Forensics\Cloud Engineering Principles and Practice\New folder\Practical> docker build -t smit262002/python-time-app
vl .

[+] Building 1.3s (10/10) FINISHED docker:desktop-Llinux

=> [internal] load build definition from dockerfile

=> => transferring dockerfile: 414B

=> [internal] load metadata for docker.io/library/python:3.11-slim

=> [internal] load .dockerignore

=> => transferring context: 2B

=> [1/5] FROM docker.io/library/python:3.11-slim@sha256:7cd0079a9bd8800c81632d652510U8Fc28U48bf9afda54222ublbl0e®
=> => resolve docker.io/library/python:3.11-slim@sha256:7cd0079a9bd8800c81632d652510U8Fc28U48bf9afda54222ublb10ed
=> [internal] load build context

=> => transferring context: 479B

=> CACHED [2/5] WORKDIR /app

=> CACHED [3/5] COPY requirements.txt .

=> CACHED [4/5] RUN pip install --no-cache-dir -r requirements.txt

=> [5/5] COPY . .

=> exporting to image

=> => exporting layers

=> => exporting manifest sha256:6c5fau5b787b7c3b20028d7db20edd70d9ba8fe34605a10a9615cel6912bd1760

=> => exporting config sha256:233687e6dbff90458b91980a32dc7+b3c7b2c8cc910486dc327c4e00d693fc51

=> => exporting attestation manifest sha256:c217c5558197d73b96389a12b94u77e8b1d2178ec9c3a39418782b812b521c99

=> => exporting manifest list sha256:5d1b89a796d6a742cbd97e833dUa5a8dcaf3618b0683711f81c381e5123d5866

=> => naming to docker.io/smit262002/python-time-app:vl

=> => unpacking to docker.io/smit262002/python-time-app:vl

POOOOPPPOOOOOPPOOOO O
-3
[

View build details: docker-desktop://dashboard/build/desktop-linux/desktop-linux/s2txy15pairk04ywOnvwgo6od
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X Q. hubdocker - Search X | @ smitzs2002/python-time-app ger X | Q. whatsapp - Search x | © wnatsapp

© Current Time

2025-12-10 22:47:59

" Today is your day — make it count!
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@ Good VbesTime App x| @ twbdocker- Seach X | © smis2002pyton-tine app ger X | whatsapp - Search X | © whatsaon x|+ - o0 x

& G | O https//hub.docker.com/r/smit262002/python-time-app/tags

@hub Bl MyHw Q smit262002/python-time-app

Explore / smit262002 / python-time-app

smit262002/python-time-app Manage Reposi

By SMit262002 - Updated 16 minutes ago

0 L5
Overview  Tags
Sonby | Newest v | Q Fiteriacs
™
oy
Last pushed 16 minutes by smi262002
Digest OS/ARCH Lastpull Compressed size O

6c5fad5b787b linux/amd64 less than 1 day 48.74M8
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e ———— e
@ apppy 1 £ requirements.txt # dockerfile X

E: > Msc in Cyber security and Digital Forensics > Cloud Engineering Principles and Practice > New folder > Practical > # dockerfile > ...
1 # 1. use official python image

2 FROM python:3.11-slim

3

4 # 2. set working directory inside container
5 WORKDIR /app

6

7 # 3. Copy Requirements and install

&  COPY requirements.txt .

9 RUN pip install --no-cache-dir -r rlquirements.txt
10

11  # 4. copy the rest of the app

12 CoPY . .

13

14 # 5. Exposee port (for info)
15 EXPOSE 5000

16

17  # 6. command to run the app
18 avp [ “python”,"app.py” ]
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v @ Goou VivesTime App X Q. wbdocker- Sexrch X @ bplore Docker's Container mage X | Q. whatsapp - Search x | © whatshpp x| + - o x

& C O hitps//hub.docker.com/search?q=smit262002%2Fpython-time-app ot @ o Gy

& hub Explore My Hub Q smit262002/python-time-app

Filter by 1-30 of 3,37.839 results for smit262002/python-time-app. Best match v
Products v
() images mAcE mace MacE
() Extensions @ & mep/timestream-for-influxdb-... &
mep
() Plugins
Time and timezone conversion capabilities Time-series database operations.
() compose
() ArModels Pulls 100K+ Pulls 0 Pulls 420
stars 8 stars o stars  :
Last Updated 6 months Last Updated 14 minutes Last Updated 9 days [l
Trusted content v 5
[ R Docker Official Image
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(O @ Verified Publisher . N
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PS E:\MSc in Cyber security and Digital Forensics\Cloud Engineering Principles and Practice\New folder\Practical> docker run -p 5000:5000 --name time-contai
ner smit262002/python-time-app:vl
* Serving Flask app 'app'
* Debug mode: off
WARNING: This is a development server. Do not use it in a production deployment. Use a production WSGI server instead.
* Running on all addresses (0.0.0.0)
* Running on http://127.0.0.1:5000
* Running on http://172.17.0.2:5000
Press CTRL+C to quit

172.17.0.1 - - [10/Dec/2025 22:28:03] "GET / HTTP/1.1" 200 -

172.17.0.1 - - [10/Dec/2025 22:28:03] "GET /favicon.ico HTTP/1.1" ded -
172.17.0.1 - - [10/Dec/2025 22:28:04] "GET / HTTP/1.1" 200 -

172.17.0.1 - - [10/Dec/2025 22:28:05] "GET / HTTP/1.1" 200 -

172.17.0.1 - - [10/Dec/2025 22:28:05] "GET / HTTP/1.1" 200 -

172.17.0.1 - - [10/Dec/2025 22:28:06] "GET / HTTP/1.1" 200 -

172.17.0.1 - - [10/Dec/2025 22:28:06] "GET / HTTP/1.1" 200 -

172.17.0.1 - - [10/Dec/2025 22:28:07] "GET / HTTP/1.1" 200 -

172.17.0.1 - - [10/Dec/2025 22:28:07] "GET / HTTP/1.1" 200 -
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PS E:\MSc in Cyber security and Digital Forensics\Cloud Engineering Principles and Practice\New folder\Practical> docker login
Authenticating with existing credentials... [Username: smit262002]

B Info » To login with a different account, run 'docker logout' followed by 'docker login'

Login Succeeded
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PS E:\MSc in Cyber security and Digital Forensics\Cloud Engineering Principles and Practice\New folder\Practical> docker push smit262002/python-time-app:vl
The push refers to repository [docker.io/smit262002/python-time-app]

a0ffca3le8bl: Pushed

4d55cfecf366: Pushed

3f0cdbca74de: Pushed

1733alcd5954: Pushed

72cf4c3b8301: Pushed

ebcb9b99cde7: Pushed

62182576f2d0: Pushed

3b663cfeecld2: Pushed

3c8au88de6bUd: Pushed

vl: digest: sha256:5d1b89a796d6a7u2cbd97e833dUa5a8dcaf3618b0683711f81c381e5123d5866 size: 856
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PS E:\MSc in Cyber security and Digital Forensics\Cloud Engineering Principles and Practice\New folder\Practical> docker stop time-container

time-container
PS E:\MSc in Cyber security and Digital Forensics\Cloud Engineering Principles and Practice\New folder\Practical> docker rm time-container

time-container
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E: 7 MScin Cyber security and Digital Forensics 2 Cloud Engineering Principles and Practice 2 New folder 2 Practical -
1 from flask import Flask

2 fron datetine import datetine
3 import randon

i

5 app = Flask(__name_)

.

7 # some positive messages [B]

& messages = [

5 Keep shining, you're doing amazing!",
10 Today s your day [] make it coun

P You are stronger than you think:*,
n Every noment 1 a fresh beginning.
13 Small progress is still progresst*,
1a Good things are coming your way!®
5

16

17 @app.route(*/")
15 def home():

19 now = datetime.now()

20 ‘time_str = now.strftime("%Y-%m-%d ¥H:%M:%5")
2

2 # Choose a randon positive quote

23 vibe = random.choice(messages)

2

2 return £

2 <>

27 <nesa>

2 <titlesood Vibes Tine Appc/tities
2 <styler

30 body ¢

31 background: linear-gradient(135deg, #6EE7B7, #3B82F6);
2 Font-family: Arial, sans-serif
3 color: wnite;

3 text-align: centers

3s margin-top: 15%

36 b

7 n €

38 Font-sizes 3rem

39 margin-botton: 209

40 b

41 p AL

a2 Font-size: 1.5re

43 b

a sstyie>

as <neacs

6 <body>

a7 <[] Current Tinec/nt>

s <o (tine_str)</p>

a9 <h2>(vivey</n2s|

s0 </body>

51 <nta1s

52

53

s i

55 % Flask must run on 0.0.0.0 dnside Docker
56 app.run(host="0.0.0.8", port=5000)

57
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