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Web applications are paramount to the expansion of the internet. During the late 1990s and early 2000s, web applications became increasingly popular as languages such as Javascript, and PHP were introduced. As the software sector rapidly evolves, there is an ever-increasing demand for functional responsive applications. In figure 1 seen below, according to a statistic from Statista, over 3.9 billion people around the world are using the world wide web in 2019, a vast increase from 2005 where there were an estimated 1.024 billion users. [1]
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Figure 1: Number of Internet Users Worldwide [1]



With this growing trend, users are becoming more reliant on the internet and therefore becoming more vulnerable to the mishandling of their personal data. Most applications today require some form of personal information from the end user. Personal data can be stored and shared across multiple applications and companies if permission is granted. However, there have been many cases worldwide where information has been distributed illegally. The misuse of data is growing exponentially and there are many people proficient in finding, stealing and selling personal information for money, these are commonly referred to as hackers. 
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This section of the report will highlight the aims and objectives of the project.

1. Study and analyse current web application security procedures
2. Examine current web security guidelines and correct procedures
3. Research past security breaches and how they impact the consumer
4. Perform primary research to gain a wider understanding of the value of personal data for users and what implications it may have
5. Build a web application that educates people on the important of data online 

This list of aims and objectives will help assist the author to gain a wider understanding of the risks and shortcomings associated with using web applications.

[bookmark: _Toc8423495]Background Research on Web Application Security

Web application security is a measure taken to protect and secure data from security threats that can exploit the websites code to obtain sensitive information that may be stored. As websites and web applications have progressed over the years, the information they track and record has also.  According to a recent statistic from w3Techs, over 45.8% of websites are using cookies, 23.4% of which rely on the use of persistent cookies which store information related to the user such as login information, user authentication, and navigation and language preferences. [2] 

Hackers target web applications for a number of reasons, for example:

· The majority of attacks can be executed with ease and can be launched against thousands of targets at one time.
· The sale of illegally obtained sensitive data can be sold and misused for monetary gain.
· Poor code implementation increases the likelihood of open vulnerabilities in the source code.


[bookmark: _Toc8423496]SQL Injections (SQLi)

Structured Query Language, commonly abbreviated as SQL, is a standard language used to deal with relational databases. It can be used effectively to insert, update, search and delete records from a database. However, SQL can be used maliciously to obtain sensitive data with the use of SQLi which targets the applications API, which consists of a software interface which is uses to receive and respond to data from the server. SQL injections are extremely easy to implement and can cause detrimental damage if a web application hasn’t taken the necessary procedures in preventing an attack. [3]
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Figure 2: SQL Injection Model [3]
	
[bookmark: _Toc8423497]Denial of Service Attack (DoS) & Distributed Denial of Service Attack (DDoS)

Denial of Service attacks are a type of attack where ultimately the web server is oversaturated with requests, leaving the website or application unresponsive and disallowing requests from legitimate users. A DoS attack utilizes one connection whereas a DDoS attack will utilize several sources of traffic to trigger an attack. Unlike other security threats, a denial of service attack doesn’t target user’s data but instead targets the webserver’s performance directly. [4]
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Figure 3: Denial-Of-Service Attack Model
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This type of attach causes the webserver to consume all of its memory and slows down the website until eventually resulting in a denial of service.

[bookmark: _Toc8423499]Flood Attacks

The flood attack sends a devastating amount of packets to the web server and has the same affect as the buffer attack in that it slows down the server triggering a denial of service. For this attack to work, the attacker must have more bandwidth than the targeted web server.

[bookmark: _Toc8423500]Cross-site Scripting (XSS)

Cross-site scripting is a client-side exploit where the attacker adds their own code that can be executed when a user loads the website of web application. In most cases, the exploit is normally added to the end of the website URL or posted on pages that typically displays user generated substance. Once the webpage is loaded by the targeted victim, the malicious code attempts to copy the user’s saved cookies and sends a HTTP request to the hacker’s server with a copy of the stolen cookies which in turn can be used to impersonate the user on the website. This is especially dangerous if the user has admin privileges as in many cases the admin user has access to other sensitive data. [5]

[image: ]
Figure 4: Cross-site Scripting Model [5]
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This is the most common cross-site scripting attack where malicious code is added to the end of a URL of a legitimate website. These attacks can be difficult to avoid and are primarily distributed using phishing emails.

[bookmark: _Toc8423502]Persistent cross-site scripting

These attacks are extremely common on websites and web applications that allow their users to post their own content, for example social media sites where content is usually interactive across multiple users. Hackers can insert malicious code that’s executed when a victim loads the webpage.


[bookmark: _Toc8423503]Cyberattacks and their impact on Companies & Organisations

The last decade, cyberattacks have been steadily growing, with 77% of organisations being victim to one or more attacks, according to the 2018 Cyberthreat Defence Report. [6] Cyberattacks can have devastating implications to companies, organisations and their users. Over the years, many web applications and websites have failed to implement the most basic security measures and lack adequate protection against cyberattacks. 

[bookmark: _Toc8423504]Adobe Cyberattack

In 2013, Adobe suffered a catastrophic cyberattack which allowed hackers to access the personal details of over 2.9 million customers, including names, addresses and credit card information. The data was eventually sold and released publicly which prompted Adobe to take precautions and measures to prevent further attacks. After the release of data, Adobe notified the banks processing payments for Adobe, and the customers affected to minimise damage. [7]

[bookmark: _Toc8423505]YaHoo Cyberattack

Between 2013 and 2014, YaHoo were the victim of a huge data breach which resulted in the publication of more than 1 billion user accounts linked to 200 million people which included their email addresses and passwords. In 2018, it was announced that YaHoo agreed to provide 2 years of credit monitoring for its users affected and were ordered to pay £38 million in damages. 

[bookmark: _Toc8423506]Economic Impact of Cybercrime

According to CSIS (Center for Strategic & International Studies) estimates that the global cost of cybercrime may exceed over £460 billion, up from £356 billion in 2014. [8] Cybercrime is seen as a low risk high reward crime, as there are ways of remaining anonymous online to evade authorities. 

[bookmark: _Toc8423507]Research & Development Methods

[bookmark: _Toc8423508]Introduction
This section of the project proposal will analyse and discuss the philosophies of both positivism and phenomenology and which method would best apply to the project.  


[bookmark: _Toc8423509]Philosophies

A philosophy is a methodology that’s used to research a certain area of study. The two philosophies used in the project proposal will be phenomenology and positivism.
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Figure 5: The Research Onion Model [9]
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Phenomenology is a method used in academia where research is conducted to establish how people experience a phenomenon. The main idea is to separate biases and assumptions on experiences and response to a certain situation. Phenomenology normally consists of small data sizes, focusing on the overall satisfaction instead of individual.

[bookmark: _Toc8423511]Positivism

Positivism is a method that gathers information and is limited to the collection of data and is conducting and evaluating questionnaires, surveys, and past studies. Data is generally gathered in substantial amounts to ensure reliability and that the research is accurate. 
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For the project proposal, the positivism approach will be used to establish the overall satisfaction and performance of the research undertaken. There are two approaches to choose from, inductive and deductive.

The difference between the two approaches is that a deductive approach is mostly aimed at testing a theory whereas inductive is associated with generating a new theory from the data collected. The research study for this project proposal will be inductive. Using the ground approach, the author will conduct the research with an open mind, with no preconceived ideas on what the results may be.

Using the cross-sectional approach, the author will form a questionnaire that will be shared on public developer related forums. The questionnaire will consist of questions relating to the previously researched security threats;

· SQL Injections 
· Cross-site Scripting (XSS) 
· Denial of Service Attacks

The questions will focus on the procedure’s developers take to combat these attacks, and how they compare with the OWASP’s Web Application Security Guidelines. [10] The data gathered will let us assess the number of developers that are following the correct guidelines in preventing attacks. The data will then be organised, and we can then search for any reoccurring patterns of bad code. These results will be used in identifying common bad practices in web application security.
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Throughout the development stage, the author will have to ensure that the application is protected against the potential attacks outlined in this document. The main purpose of the application is to create an environment for developers to learn the best practices for web security. 

The application will provide developers with news of any newly discovered vulnerabilities, including fixes and good code practices and allow them to apply those code practices in a real-time coding environment. The website will primarily be using mySQL and PHP for the backend, and HTML, CSS and JavaScript for the frontend interactivity. Due to the use of SQL, the web application must be safeguarded against potential SQL injections. 


[bookmark: _Toc8423514]Risks

With the project being software driven, there are a number of risks the author must consider when developing the web application. As the web industry progresses, so do the technologies in which it’s built on. Out of date code could lead to faults with the finished product so maintaining the code will be crucial after the product is released. As the web application will hold data, it could be a potential target for hackers. Using the research undertaken in this proposal, the author will consider the potential vulnerabilities in the application and ensure the appropriate security measures are in place. Although this could also be a limitation, as new cyberattacks and methods are discovered regularly. The loss of data is also a risk however this can be avoided with regular database backups to minimise the risk of major data loss.

[bookmark: _Toc8423515]Resources

For the project to be successful, there will be a few resources required. Fortunately, as the project is independent and software driven, realistically there are not many physical resources. 

· Computer with Internet Access
· Integrated Development Environment (IDE)
· Web Server / Hosting
· Domain Name
· Online resources 

[bookmark: _Toc8423516]Conclusion

To summarise this document, the author has researched and analysed the current major security threats facing web applications and the impact they can have on organisations, companies, and consumers. The project proposal also assess the development and research methods necessary to build and implement a web application whilst ensuring that the correct safety precautions are understood and implemented. 
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