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QUESTION ONE 

a) Imagine you are working on the security team of a small company and you 

realize that an unauthorized system has successfully connected to the wireless 

access point. All you know at the outset is the IP address of the wireless system.  

Figure 1 shows the network diagram.  

 

FIGURE 1 
 
You have used the Paros session tool to collect session data on all interface of the 

firewall/gateway.   

 

The Session Data below is collected from the DMZ segment of figure 1.  

 



 

i. Sate the IP address the Attacker used to have access to other systems; this 

should be evident in the scan result. 

ii. From your understanding about session hijacking explain the scan result of 

the attacker movements. 

(13 Marks) 

 



b) Unmanaged TCP ports can create a number of security threats.  Explain what 

some of these threats are and how they may be mitigated. 

(8 marks) 

c) Explain Man-in-the-browser attack? 

(4 marks) 

 

QUESTION TWO 

a) What are the three ‘principles’ of computer security and what ‘mechanisms’ can 
be used in achieving these principles?  

(10 marks) 
b) Explain the role of a digital signature in information security. 

(3 marks) 
c) What is the difference between Authentication and Identification?  

(2 marks) 
d) You are requested by Swansea Security Consulting Company to write a report 

on ‘password only’ security systems for their IT Security Manager (with a view to 
replacing them with something more secure).  Compare and contrast the 
alternatives to password only systems and select what you think is most feasible 

as a replacement.   
(10 marks) 

 

QUESTION THREE 

1. Your IT Director from Swansea Security Consulting Company will be attending a 

security conference within a week time and need to know about the following scans:  

 SYN scan 

 Connect Scan 

 NULL scan 

 Xmas scan 

 ACK scan 

Explain each scan for your IT Director. 

 (10 marks) 

a) Lawful interception is carried out by law enforcement agency (LEA) to perform 

electronic surveillance on a target as authorized by a judicial or administrative 

order. 

Explain the steps taken by LEA to carry out their investigation and the benefits of 

lawful intercept. 

(12 marks) 

b) How does Sniffer works? 

(3 marks) 



QUESTION FOUR 

a) Compare and contrast symmetric and asymmetric cryptography. 
(10 marks) 

b) Argue some of the advantages of using DES encryption over asymmetric 
encryption. 

(10 marks) 
c) “Cryptography is ‘generally’ considered to be the broadest security technique 

available.”  Explain what this statement means with respect to the principles of 
information security. 

(5 marks) 


