









Worksheet 2: Deploying a Network Directory Service and creating and understanding Active Directory Network Objects


Network Operating Systems and Services (ACCA5023)
March 2021


Abstract
Assignment abstract


Table of Contents
Abstract	1
Table of Contents	2
1	Task 1: Pre-requisite Tasks	3
1.1.1	Verifying Network Configuration	3
1.1.2	Verifying Local Firewall	4
1.1.3	Re-naming the Server	4
2	Task 2: Deploying Active Directory	7
3	Task 3: Creating User Account Objects	16
4	Task 4: Object Attributes	19
4.1	Creating Additional Users	19
4.2	Changing User Attributes	21
5	Task 5: Adjoining the Domain & Testing User Logins	23
6	Task 6: Observational Tasks	31
6.1	DNS - explain what it is, how it works (illustrations) and its significance within Active Directory Domain Services.	31
6.2	AD is one critical ‘Role or Feature based installation’ as part of an enterprise network, identify and provide a brief overview of 2 other critical roles?	32
6.3	Explain why it is important to have different levels of access/roles within the ‘Built in’ Network User Account groups (e.g. Domain Admins, DHCP Admins, etc).	33
6.4	Share your ideas in-detail on Microsoft’s recommendations on AGDLP and AGUDLP for assigning permissions. How do you view them in the perspective of a System Administrator in strategizing and implementing within your network?	33
References	34



[bookmark: _Toc66292543]Task 1: Pre-requisite Tasks
[bookmark: _Toc66292544]Verifying Network Configuration
The VM Server 1 was checked to ensure that the correct static IP is configured and that there was no DNS server configured.
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[bookmark: _Toc66292545]Verifying Local Firewall
The local firewall was then checked to ensure it was disabled. This will allow the server to contact the other VMs on the virtual network.
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[bookmark: _Toc66292546]Re-naming the Server
The Server was then re-named from the automatic name to “DC1-NWT”.
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The Server was restarted for the change to take affect. 
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[bookmark: _Toc66292547]Task 2: Deploying Active Directory 
The server manager was opened on Server 1 and used to add Active Directory Domain Services (AD DS) as a role on the local server.
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The ‘Features’ were kept as standard, and the installation was confirmed.
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The local server was then promoted to become a Domain Controller (DC).
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This required the creation of a new domain forest. The domain name created was “nwtraders.msft”
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The Directory Services Restore Mode (DSRM) password was set to “N3tW0rk1” as per the instructions.
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Because the local server did not have a DNS server configured, it was not able to find an authoritative DNS server for the Top Level Domain (TLD) “.msft”. This error was ignored as it is only relevant should the domain need to be publicly addressable which this domain didn’t.
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The NetBIOS domain name was set as “NWTRADERS”.
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The AD DS database directories were left as their default settings. The prerequisite tests were successful and the installation was completed, requiring a restart.
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After the restart, the login screen showed that the server was now joined to the NWTRADERS domain. The password “N3tw0rk1” was tried as per the instructions, however this was not correct.
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This is to be expected as no new user accounts have been created in AD, the original administrator password “P@ssw0rd” was used and was successful.


[bookmark: _Toc66292548]Task 3: Creating User Account Objects 
AD Users and Computers (ADUC) was opened on Server 1, where “DC1-NWT” is listed as a Domain Controller.
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The Domain Admin group only had the original “Administrator” account in it, so an additional ‘break glass’ account was created.
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 The details of the administrator account were as follows:

	Username:
	Nwtraders.msft/NWT-JB

	Password:
	h4jBfV8XguSNuvBt9J9



 
This new account was then added to the Domain Admins group
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[bookmark: _Toc66292549]Task 4: Object Attributes
[bookmark: _Toc66292550]Creating Additional Users
Several new user accounts were created via ADUC on Server 1. The usernames were as follows:
User1
User2
User3
Admin1
Admin2
Admin3
Guest1
Guest2
Guest3

All users were created with the password “P@ssw0rd” which was set to never expire.
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As was expected, these users were added to the Domain Users group.
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[bookmark: _Toc66292551]Changing User Attributes
The AD object for User1 was configured via ADUC on Server 1 to only be able to log in at specific times.
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The account was also configured so that the user cannot change their own password.
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The account permissions were tested and the user was not able to log in outside of the allowed hours.
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[bookmark: _Toc66292552]Task 5: Adjoining the Domain & Testing User Logins
Creating the Computer Object
Firstly, a computer object named “WS1-NWT” is created in the “Computers” group via ADUC on Server 1. 
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Joining the Client to the Domain
Next the Client 1 VM is logged into with the local user account and the machine name is changed to “WS1-NWT” to match the AD object just created.
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Then the network adapter configuration is changed to add a DNS server (Server 1)
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The Client is then added to the domain.
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Unfortunately, the domain controller could not be found.
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This was because the IP address 192.168.1.100 was the "public" IP for the DC, not the private one which the client had access to.



The DNS server configuration was updated to 192.168.100.1, then to default to 192.168.1.100 if the preferred IP could not be reached.
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This resolved the issue and the computer was able to be joined to the domain using the Domain Admin account username and password.
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Testing User Logins 
After the client was restarted it was joined to the domain and domain users were able to log into the client.
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The User1 account was not able to log into Server 1 as only Domain Admin accounts are permitted to log into Domain Controllers.
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[bookmark: _Toc66292553]Task 6: Observational Tasks
[bookmark: _Toc66292554]DNS - explain what it is, how it works (illustrations) and its significance within Active Directory Domain Services. 
What is DNS
The Domain Name System (DNS) is fundamental to computer networking. It is the distributed, hierarchical system by which IP addresses are translated into human readable domain names (e.g. 8.8.8.8 represents the primary Google DNS server[1]).
How DNS works
[image: ]
Figure 1 - DNS Process
1. When a client makes a DNS request for a Fully Qualified Domain Name (FQDN) (e.g. www.domain.com), the first request is to a Recursive DNS Resolver. This is often provided by the clients Internet Service Provider (ISP), or in an enterprise network can be an internal DNS server. This DNS Resolver will first check its internal cache of DNS records to see if it already has a record for that FQDN[2]. If not, it will make a series of DNS requests until it times out or finds an authoritative DNS server for the FQDN. 
2. The first server the Resolver will request information from is a Root Server. There are 13 logical Root Servers on the internet. 
3. The Root Server will respond with the Top Level Domain (TLD) name server for the requested TLD (in this example .com). 
4. The Resolver will then send a request to the TLD name server
5. The TLD Name server will respond with the IP address of the second level domain name server (in this example example.com). 
6. The Resolver will then send a request to the second level domain name server
7. This server will then respond with the IP address that corresponds to the FQDN. 
8. The Resolver then passes this IP to the client
9. Then the client will access any resources hosted on the FQDN.

The Significance of DNS Within Active Directory Domain Services (AD DS)
AD DS uses DNS to allow clients to find Domain Controllers (DC) that host directory services and for DCs to communicate with each other[3]. This means that whenever a client needs to contact a DC such as during authentication, DNS is used to locate a DC. DNS Servers running on Domain Controllers are able to store DNS zones within AD DS. This means that DNS records are replicated through all the DCs on the domain, removing the need for a separate DNS backup/replication service.

[bookmark: _Toc66292555]Identify and Provide a Brief Overview of Two Critical Enterprise Network Roles
DHCP Servers
Dynamic Host Configuration Protocol (DHCP) is a network management protocol which provides endpoints on a network with IP address information as well as optional configurations such as the default gateway, domain name, Domain Name System (DNS) servers, and Network Time Protocol (NTP) servers[4].

DHCP works through a four-step process which is often abbreviated to DORA:
Discovery – The DHCP client sends a broadcast Discover message on UDP port 68 to its local subnet (255.255.255.255), this can be forwarded on via a relay agent if the DHCP server is in a different subnet.
Offer – The DHCP server receives the Discover message from the client, then reserves an IP address for the client within the relevant IP address pool. The server then sends an Offer message unicast to the client containing the IP address offered, the subnet mask, the lease duration, and the IP address of the server so that further lease renewal requests from the can be sent via unicast. This Offer message may also include additional parameters.
Request – As the client may have received Offer messages from more than one DHCP server, the client will choose an Offer to accept, then send a gratuitous ARP to ensure no other hosts have the same IP configuration. The client then sends a Request message with the accepted DHCP server specified. Any other DHCP servers that receive this Request will release the IP they Offered and return them to their available pool.
Acknowledgement – When the accepted DHCP server receives the Request message from the client, it will store the negotiated configuration and remove the leased IP address from the available pool. It will then send an Acknowledgement message to the client listing the negotiated configuration.

AAA Servers
Authentication, Authorisation & Accounting (AAA) servers are network servers that are used for access control[5]. They may be standalone devices or software running on existing network devices such as wireless access points or switches[6]. Authentication is the method by which users are identified and confirmed to be who they say they are, for instance via passwords. Authorisation defines which network resources an authenticated user may access, for instance via network file share permissions. Accounting is the process of logging user and network actions for later audit or analysis.

[bookmark: _Toc66292556]Explain why it is important to have different levels of access/roles within the ‘Built in’ Network User Account groups 
Having different levels of access is essential to maintaining a secure network. Role-Based Access Control (RBAC) is an access-control concept which focuses on the principle of least privilege[7]. This is accomplished through three rules:
Role assignment: A subject can exercise a permission only if the subject has selected or been assigned a role
Role authorisation: A subject's active role must be authorised for the subject
With (1) above, this rule ensures that users can take on only roles for which they are authorised
Permission authorisation: A subject can exercise a permission only if the permission is authorised for the subject's active role
With (1 & 2) above, this rule ensures that users can exercise only permissions for which they are authorised[8]
This system reduces cyber attack surfaces, for instance if a user’s credentials are leaked and they have only access that they require for their role, the impact of the cyber-attack is severely limited. If that same user also had additional privileges (especially additional admin privileges) it will also for a greater impact on the network.

[bookmark: _Toc66292557]

AGDLP & AGUDLP with Regards to Implementing & Managing a Network
Overview of AGDLP
AGDLP is Microsoft’s recommended procedure for RBAC within a Windows domain. To summarise, it states that all computer and user accounts (A) must be members of global groups (G) that represent business roles. These global role groups are members of domain local groups which are maintained for access control (DL) and have permissions (P) to particular resources[9]. 
[image: ]
Figure 2 - Overview of AGDLP[10]
In the example above, the user is a member of the HR team. As such they are a member of the Global group “Role_HR_Staff”. This group is nested within several Domain Local groups which each have specific permissions such as write access to the HR file share. 
Differences Between AGDLP & AGUDLP
At a conceptual level, AGDLP & AGUDLP are identical. The difference is that AGUDLP is used in multi-domain or multi-forest networks and as such have “universal” groups added to the group nesting structure. These universal groups would represent a Global group from a different domain/forest.
[image: AGUDLP nesting group]
Figure 3 - Overview of AGUDLP[10]
Implementation in a network
When implementing AGDLP in a network, the most important stage is planning the organisation of the Global and Domain Local groups. It is significantly more difficult to change the structure of an Active Directory after it has already been implemented[11]. This means that any planning must also take into account network/organisation growth and change and be able to include or adapt to this change. 
Part of this planning will be deciding on a naming convention for the groups. This is required because without a naming convention any AD of an enterprise size will be completely unmanageable. The naming convention must conform to the following criteria[10]:
Group names must be human readable
Group names must be machine readable (for use in scripting)
Group names must not contain whitespace or special characters
Group names must allow for growth
The minimum number of groups possible should be used
Once AGDLP has been implemented into a network, there is constant maintenance that is required to ensure the principles are being followed. This involves education of IT staff to ensure any new groups align to the policy. Periodic permission audits will also be required to ensure that ‘permission creep’ hasn’t occurred through poorly implemented joiners-movers-leavers policy or another common method.
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