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Abstract –  This research paper provides an argument toward the use of a decentralised; hybrid Fog/Cloud services network architecture to be utilised in conjunction with Industrial Information of Things (IIoT) danger to life mission critical devices, facilitated by the emerging 5G wireless communications technologies; Cellular 5G and 802.11ax (WiFi-6) for low latency, high throughput, contention-less communications within the WLAN and WWAN, along with a network security architecture to secure communications between IIoT devices and IIoT Fog server nodes, whilst minimising latency between the client and server. 
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AN INTRODUCTION TO  FOG COMPUTING

Fog computing [1] can be defined as a distributed decentralised network infrastructure and computer system architectural design paradigm, that focuses on  processing time-sensitive computational data closer to the edge of a Local Area  Network (LAN) [2] and/or Wide Area Network (WAN) [3] that can be utilised in concert with a centralised cloud datacentre architecture along with ‘Edge’ gateway/server nodes that are also defined within the ‘Fog’ computing paradigm. 

The argument for a decentralised ‘Fog’ computing architecture in conjunction with todays network paradigm shift towards cloud centralisation [4], is owing to the latency [5] response time requirements of processing real-time mission critical packet data that is being generated by Industrial Internet of Things (IIoT)  [6] smart devices, the packet data from these devices have to traverse between Autonomous Systems (AS) [7] within the WAN to reach their destination within a standalone public Cloud Service Provider (CSP) [8] architecture,  for processing by an  IIoT application server to make an Input/Output (I/O) decision to relay a primary response back to the originating IIoT client to enact a physical and/or data critical action that requires an immediate real-time response to the client IIoT device. [1], [9]

This process can create high amounts of latency depending on two factors; high bandwidth contention ratio [10] and the geographical distance  (router hops count metric [11]) between the  source  and destination in which the packet is trying to reach, this is subsequently the case within a majority of the public WAN infrastructure i.e. the Internet that is utilised to near maximum capacity by the billions of devices currently accessing the Internet around the globe.

Therefore,  the primary focus of this paper in relation to ‘Fog’ computing and its use-case in todays industry, is aimed towards mission critical real-time IIoT devices that can pose danger to human life, such as; fire protection systems, autonomous vehicles, healthcare equipment, industrial manufacturing machines etc, and how utilising a Fog computing architecture in conjunction with a cloud services architecture and emerging Fifth Generation (5G) [12] wireless technology for connectivity, can make IIoT a lot more efficient and most importantly mitigate safety issues of these mission-critical IIoT devices, that have a practical and/or physical effect within the environments in which they are deployed, in order to create a; cost effective, highly efficient, highly available and safe physical environment solution for companies and government institutions around the globe whom utilise mission-critical IIoT devices within their physical and logical infrastructure.

I. Fog Computing Architecture

The ‘Fog’ networking architecture was developed in 2014 by Cisco Systems whom are the industry leaders within networking infrastructure engineering; hardware, software and network architectural designs [13]. The Fog network architecture is only now beginning to be implemented within businesses/institutions around the globe, owing to the growing demand for IIoT real-time mission-critical smart devices within the Internet age we live in today. [13], [14]

The ethos behind a ‘Fog’ computing architecture is to substantially increase the response times to and from; time-sensitive applications installed within IIoT smart devices configured within a client-server design methodology without impeding functionality or degrading the service the device has been deployed to deliver. [13], [14]

This architectural paradigm can be implemented by placing small ‘Fog’; cost effective datacentre grade servers or smart ‘Fog’ WAN Internet Service Provider (ISP) [15] grade routers/nodes (with emphasis on Quality of Service (QoS) [16] towards mission critical IIoT applications installed within them) within cities and/or towns that reside within the same AS, with the primary objective of processing real-time functions of high priority danger to life  IIoT device applications rapidly and efficiently, as opposed to utilising a pure CSP datacentre [17] infrastructure approach to processing time-sensitive computational data, whereby CSP datacentres are situated in various AS locations around the globe that can create a substantial negative latency response to the IIoT client request the more routers i.e. AS the data packets must traverse before reaching the CSP datacentre destination, for processing and relaying the information back to the IIoT client as previously discussed. [8], [18]

Secondary data analytics and data generated by the IIoT devices can be performed at a public CSP datacentre to be stored for processing at a later date. The ethos behind utilising a CSP datacentre in conjunction with Fog nodes  is to unburden the small computational power of Fog server hardware that are reserved for real-time decisions regarding mission critical IIoT devices. [13], [19]

Utilising a combination of a Fog and cloud computing architecture to create a Fog/Cloud services hybrid architecture provides large economical savings, safe deployment of IIoT smart devices and an efficient model for utilising IIoT devices that produce mission critical real-time data that could have a negative impact on human life if not implemented correctly. This modern industrial architectural networking model is the key to successfully and safely deploying mission critical IIoT devices within a physical environment.

Furthermore, a public CSP segmented from the mission-critical IIoT device network would still be utilised by businesses to deploy applications that do not pose a danger to human life that are time sensitive within their businesses for day-to-day operations, such as; Software as a service (SaaS) [20] applications i.e. Microsoft 365 [21], data storage, Mobile Device Management (MDM) servers [22], Authentication, Authorization and Accounting (AAA) [23] security servers, business data analytical tools, accountancy software  etc. [13]

The CSP can also provide a redundant last resort backup for mission critical IIoT devices, in the unlikely event the ‘Fog’ datacentre/nodes were offline, although a stringent mesh network [24]  of ‘Fog’ hardware would be deployed to prevent this eventuality and also provide load balancing of Fog nodes.[24], [25] 

The Fog/public cloud hybrid architectural paradigm provides a robust architectural framework that mitigates safety risks within mission critical IIoT devices that pose a danger to life, along with providing a cost effective, robust, scalable, highly available and efficient solution to deploying mission-critical IIoT devices within businesses as a whole. [1], [26]

There are three layers that can be defined within a ‘Fog/Cloud’ computing architecture which are: [13], [19], [27]

Cloud:- This layer is utilised for complex business logic, big data processing and data analytics of IIoT smart devices that are not time-sensitive activities, which is located within a public  WAN CSP datacentre.

Fog:- This layer contains small IIoT server nodes located in between the edge of the LAN and CSP Datacentre WAN. That provide reduced response times i.e. very low latency for IIoT devices to make mission-critical proactive and reactive decisions using customised algorithms to provide high efficiency, management and monitoring of smart IIoT machines deployed within a physical environment.

Edge;- This layer contains Fog nodes with very small computation power such as a Raspberry Pi or small Fog gateway that are utilised to make emergency reactive Boolean logic decisions such as; stopping an autonomous vehicle immediately when a pedestrian or passenger is in danger, that is reported by an IIoT sensor within the vehicle, or stopping a heavy industrial machine when an anomaly is observed by the sensors such as a person being within a danger zone and/or perimeter of the machine that could cause a threat to life.

An illustration of an IIoT Fog/Cloud hybrid architectural compute stack, depicting the hierarchical layers within the stack, along with the role each node plays within the architecture and the reduced latency that is provided by implementing a Fog/Cloud services hybrid design within an IIoT network can be found in figure 1.
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Figure 1: Industrial IIoT Computational Stack Layers within a Fog/Cloud Architecture [28]
Fog and Edge computing architectures were initially separate designs, modern Fog IIoT architectures encompass both Edge and Cloud computing layers within an IIoT Fog architecture stack depicted in figure 1, that illustrates the layers of abstraction between the source and compute nodes that control and/or make decisions regarding the IIoT devices.

A detailed IIoT logical Fog/Cloud hybrid network topological implementation can be found in figure 2.
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Figure 2: IIoT Fog/Cloud Network Topological Implementation [29]
As figure 2  illustrates IIoT device response times can be tiered within a hierarchical design that prioritises the most mission critical IIoT devices to communicate with an IIoT Edge node that is placed either within the LAN or as close to the source IIoT device as possible, to make rapid safety decisions regarding the appliance the sensor network is controlling i.e. shut down the device if readings are showing critical danger levels as previously discussed. These computationally small nodes cannot compute large data sets, but make basic Boolean logic, reactive decisions that are applied to the Programmable Logical Chips (PLC) [30] within the IIoT machine  to produce a function and should only be utilised by the most mission critical IIoT sensors within the IIoT network. [1], [19]

Firmware [31] updates and more complex decisions concerning the general operations of the IIoT devices are made within the Fog layer using more computationally powerful server nodes, to reduce latency and subsequently response time to the appliances that are being controlled by the IIoT device.

The cloud layer is also utilised for business analytics and intelligent modelling of device operations etc. [13]

However, although an on-premise legacy server/datacentre approach could be taken to mitigate the latency from the public WAN, this solution would not be scalable or cost effective due to the expensive hardware costs and maintenance of servers along with specialist software, network and systems engineers that would be required to maintain a complex mission critical fog server environment on premise. 

Therefore, by utilising a ‘Fog’ architectural solution that is decentralised from the cloud but accessible by public and private enterprises. This IIoT specific network architecture  could be outsourced to a 3rd party specialist IoT Fog/Cloud hybrid Network Operations Centre (NOCC) [32] company for a nominal monthly fee, that would be monitored and maintained by specialist network, software and systems engineering professionals remotely for a nominal monthly fee. 

This design methodology would provide a cost effective, secure and safe solution to mission critical IIoT devices and general IoT devices for companies whom do not specialise within computer engineering as their primary business service and/or have limited Information Communications Technology (ICT)   budget resources.[32], [33]

It is estimated that there will be 50 billion Internet of Things (IoT) smart devices/sensors connected to the Internet by 2020 and  75 billion devices by 2025, creating vast amounts of data within the public WAN that would overload CSP datacentres if all the data was to be processed centrally, that could result in an IoT device becoming unusable, unavailable and/or very high response times from the IoT server dramatically increasing, therefore the argument for a public Fog/Cloud services computing architecture to be utilised within the WWAN to mitigate computational and availability issues within these devices is a valid argument that needs serious consideration within the future of IoT devices. This architecture is will be highly efficient when utilsed with the emerging fifth generation (5G) wireless technologies, these technologies will be discussed in more detail within the next section of this paper.

II. Fifth Generation Wireless Technology (5G) and 802.11ax Wireless Fidelity – 6 (WiFi-6)

With the advent of Fifth Generation (5G) [12] wireless technologies that will utilise a broad range of the RF spectrum, the practicality and efficiency of connecting and implementing IIoT and IoT devices within ‘Smart Buildings’ and ‘Smart Cities’ will become a lot easier and economically efficient, which will have a major impact on the future of communication and how mankind as whole utilises smart IoT technologies to further aid human evolution, from businesses and governments, to the general public. [34]

There are two emerging wireless communication technology implementations  that are both referred to as 5G technologies, because they are next generation technologies that are engineered specifically to operate very efficiently with wireless IoT devices, due to the large serge of connected IoT devices within the Internet that is currently projected by business analysts around the globe.

These next generation emerging wireless technologies are:

Cellular 5G – Cellular 5G was developed for Wireless Wide Area Networks (WWAN) that is simply referred to as;  ‘5G’ that operates within a broad range of the RF spectrum =>600MHz - =<30GHz, the technology was developed by the Internet Engineering Task Force (IETF) and industry partners such as cellular Vendors; Huawei, Broadcom, 3GPP, et al. [12]

WiFi-6 (802.11ax) – 802.11ax was developed for Wireless Local Area Networks (WLAN) by the Institute of Electrical and Electronics Engineers(IEEE) and adopted by the unsanctioned WiFi alliance, that is referred to as;  WiFi-6, this wireless technology operates between the >=80 MHz and <= 6 GHz frequency ranges that is also backward compatible with previous WiFi revisions.  The WiFi-6 specification, identically to the Cellular 5G technology primarily focuses on providing ultra-low latency, high throughput and low bandwidth contention to smart IoT devices. [35], [36]

These emerging and future  5G technologies will be discussed in further detail within this section of the paper. 

i. 5G Cellular Technology
The cellular communications technology standard that is currently utilised around the globe is; 4G Long Term Evolution (LTE) [37]that employs Radio Frequency (RF) signals that are modulated and de-modulated through the air utilising a combination of Orthogonal Frequency Division Multiplex (OFDM) RF frequency standardisation and Quadrature Amplitude Modulation (QAM) to achieve long range wireless communications between devices within the 600MHz - 2.4GHz frequency range shown in table 1. [16], [37]

	Band
	Frequency
	Range
	Throughput

	Low
	600 - 700 MHz
	>100 Miles2
	1-10 Mb/s

	Medium
	1.7 – 2.1 GHz
	>= 50 miles2
	10 - 30 Mb/s

	High
	2.2 – 2.4 GHz
	<=100 Miles2
	30 - 300Mb/s


Table 1: 4G Geographical RF WWAN Limitations
4G LTE has its limitations, although it is a very reliable and stable cellular communications standard, the maximum throughput is considered low within todays telecommunications industry with a high bandwidth contention rate. 

This is due to the technologies architecture that was released in 2009 that does not make 4G LTE easily scalable within todays fast paced Internet that includes smart IoT and cloud services i.e. application services, storage services etc, these modern technologies and applications generate very high amounts of packet data within the WWAN [38] creating a subsequent bottleneck that leads to high latency and low average throughput rates with the use of 4G LTE enabled devices. 4G LTE has an average download rate of between 10-30Mb/s and average upload rate of between 5-6Mb/s which is not sustainable for the future of Internet wireless communications. [16], [37] 

Therefore, a more robust, scalable technology was required called cellular 5G, to provide theoretical; ultra-high download speeds of 10-50Gb/s, upload speeds of 10Gb/s  and very low latency of 1ms, in comparison to 4G LTE average throughput  speeds of 10-30Mb/s and high latency of  50 milliseconds in comparison. [39], [40]

Although 5G download/upload speeds and latency will vary depending on the density of the infrastructure deployed within the WWAN within the future, along with the bandwidth contention placed on the infrastructure as more users/devices start utilising the new cellular 5G standard and hardware, early computer simulation models predict at full capacity and with minimal infrastructure in place, 5G throughput speeds  within the UK are estimated to be between 150Mb – 1Gb/s with 21-26 milliseconds of latency within the early days of the 5G rollout (1-3 years) in 2020. [41]–[43]

The aforementioned metrics are still a substantial improvement within the cellular WWAN communications industry, that will subsequently grow as the 5G infrastructure becomes more dense around the UK and globe as a whole,  which will lead to the upper limits of throughput being realised along with the lower end of latency, because 5G is a highly scalable technology, but most importantly providing very low bandwidth contention within the WWAN.
 
However, although 5G will become the future WWAN communications standard within the cellular WWAN industry that will transform business and communities’ everyday lives which is highly scalable. Cellular 5G does have its weaknesses owing to the large number of small base stations required to create a 5G mesh network. [12]

Controversially, 5G will utilise the millimetre Wave (mmWave) band >24GHz that some medical experts say could potentially lead to carcinogenic  health risks, although no scientific tests have proven this and mmWave RF band has been deemed safe by governments around the globe.[44]

The mmWave [45]  frequency generates a very short RF wave to provide the upper limit ultra-high throughput rates of; <=30Gb/s and very low latency of >=1ms. The issue with utilising mmWave frequencies is that the signal attenuation is very high due to the short wave it produces that can be weakened by the air, environmental noise such as; microwaves, magnetic fields, other lower RF signals etc and blocked by objects within its path which can cause the Bit Error Rate (BER) of WWAN communications to become extremely high that will subsequently cause packets to be dropped and communications to fail. [45]–[48]

The 5G RF signal spectrum [46] and their limitations that will be utilsed within future 5G communications rollout can be found in Table 2.

	Band
	Frequency
	Range
	Throughput

	Low
	600 - 700 MHz
	>100 Miles2
	

	Medium
	2.5– 2.1 GHz
	<=100Miles2
	30-300 Mb/s

	High
	24 – 39 GHz
	1 Mile2
	1 – 30Gb/s


Table 2: 5G Geographical RF WWAN Limitations
As Table 2 illustrates, cellular 5G has its limitations when being utilised within the higher end of the RF spectrum which is an issue this is because the higher the RF signal  that is produced, the more signal attenuation and lower Signal-to-Noise (SNR) [49]  ratio is created. 

To combat this issue within the mid to upper limits of the RF spectrum and especially the mmWave, 5G engineers are currently trialling a 5G implementation within Bristol UK that started in 2019 with the aim of creating a functioning 5G smart city, the researchers will include large data applications to test the throughput and reliability of the technology by implementing mobile Augmented Virtual Reality (AVR) [50] technologies within the city of Bristol for tourists to utilise. AVR technologies were included because the generate large amounts of packet data that will test the stability and robustness of the 5G network.  [51], [52]

The 5G test bed smart city will be created by  deploying a large mesh network comprising of very small base stations deployed around the city centre, that can fit on top of bus stops, lamp posts etc that relay information between themselves using a beam forming techniques called Multiple User – Multiple Input Multiple Output (MU-MIMO) [53] to transmit and receive >1 RF signal simultaneously through its small access points or base stations along with utilising omnidirectional antennas [54] to decrease bandwidth contention that in turn substantially increases throughput and lowers latency along with the  BER within the WWAN portion of the network. [53]–[55]

Although this 5G WWAN architectural model will alleviate the issues  at the upper end of the RF spectrum within 5G,  millions of 5G antennas and small 5G base stations will need to be deployed for a full scale roll out of 5G cellular technology within a small country, that will bring extremely high initial deployment costs and maintenance costs until a more efficient way of deploying the wireless technology is found. [54], [56]

A full rollout of the cellular 5G WWAN infrastructure across the UK could take between 5-10 years creating many high and low skilled jobs. Meaning that dense urban areas such as large cities will be the primary focus of the initial 5G rollout within countries around the globe. [57]

The wired WAN infrastructure will also have to be substantially upgraded to accommodate for the masses amounts of data coming from the 5G portion of the WWAN, otherwise bottlenecks will occur between the client and servers making 5G redundant to end users/devices. 

5G utilisation within future smart cities; IIoT and IoT devices within a Fog/Cloud architecture will substantially improve real-time response times and operations for danger to life IoT applications and devices within the WWAN, due to cellular  5G ultra-high throughput and low latency, coupled with Fog/Edge nodes close to the source to compute the real time data very quickly and efficiently.[13], [19]

ii. 5G WLAN - 802.11ax (WiFi-6)


The 802.11ax (WLAN) [58] Wireless Fidelity (WiFi) 5G standard can be defined as a highly efficient wireless communication technology that offers 4 times the frequency density of previous WiFi technologies such as 802.11ac [59] and previous revisions of the specification such as; Wi‑Fi 4 (802.11n) [60], Wi‑Fi 3 (802.11g) [61], Wi‑Fi 2 (802.11a) [62] and Wi‑Fi 1 (802.11b) [63], along with 37% faster throughput rates and a 75% reduction of latency within a WiFi-6 WLAN compared to  the previous standard; 802.11ac  (WiFi-5) along with very low power utilisation, that is well suited to IoT devices battery life that is subsequently good for the environmental carbon footprint of the  2nd order of sustainability [64] within the wireless electronics technology industry. [39][58][62]

MU-MIMO  and OFDMA [65] wireless frequency standards are also utilised within WiFi-6 to segment a single Radio Frequency (RF) channel into thousands of ‘Subchannels’ [66]. OFDMA and MU-MIMO are traditionally utilised within cellular networks to serve multiple clients at the same time without queuing traffic as previously discussed, which allows for a highly available high throughput efficient dense wireless network environment. 

These technologies have been incorporated within the WiFi-6 standard to allow more simultaneous connections to the Access Point (AP) [67] gateway along with efficient utilisation of the 5G spectrum that employs QAM-1024 [68] to achieve ultra-high throughput data rates as opposed to QAM-256 [68]that is 4 times slower that was previously utilised within the WiFi-5 standard. [61], [67], [68]

With reference to IoT devices; WiFi-6 will allow for a significant increase within the number of nodes that can be implemented within a network because of the technological engineering features previously discussed, along with high data throughput rates of 600Mb/s within the low frequency, low power 80 MHz spectrum and 9607Mb/s (9.6Gb/s) within the 600MHz frequency [58][69], [70], these high throughput rates at the lower end of the RF spectrum will provide low traffic bandwidth contention, high availability and high throughput as opposed to 802.15.4 Low Rate - Wireless Personal Area Network (LR-WPAN) [71] and previous traditional IoT and WiFi standards such as ZigBee [72], that have very low data throughput rates and low RF density per node. [36], [70]

WiFi-6 is also backward compatible with older WiFi standards so it can also be integrated into existing networks without negatively impacting network devices that are not 802.11ax compatible, although this would cause a bottleneck within the network between the legacy devices and 5G devices. [70]

Because 802.11ax can operate within the 20MHz  frequency band and above, penetration of walls and objects will not be an issue for this WiFi standard, so utilising WiFi-6 within a ‘Smart Building’ will theoretically give significant advancements and benefits to an IIoT and IoT sensor networks to achieve high port density, high throughput and high availability with no queuing at the gateway for communications between nodes, which will substantially increase the efficiency within a Fog/Cloud architecture within the WLAN and to the Edge nodes within the wireless topology. [36], [58], [73]

iii. Power Over WiFi (PoWiFi)

PoWiFi [74] is an emerging technology and trend within the wireless communications industry, that utilises the RF signal noise sent by wireless Access Points (AP) [67] when a device is idle (not sending/receiving data), so that the device can harvest and then convert the unused signals into Direct Current (DC) that low power devices can yield to charge their internal batteries, such as IoT smart sensors. [67], [74]

Utilising PoWiFi within ‘Smart Building’ and Cities will allow for a ‘Cable Free’ environment which is economically beneficial, that removes the need for expensive cabling along with continued maintenance of the cables. PoWiFi also allows for smart IoT devices to be moved if a change within the environment occurs or a device can be positioned where it is not possible to provide cabling. 

Furthermore, in the short term whilst the technology is expensive, PoWiFi can be prioritised to be utilised within mission critical IoT sensors to prevent them failing, due to a cable getting damaged and/or backup battery running out of charge, along with  mitigating maintenance of batteries within these IoT devices by an IoT engineer or building maintenance employee within a company, thus further eliminating human error i.e. an employee could forget to replace the batteries if PoWiFi was not utilised, causing the sensors to fail, which further mitigates safety concerns within mission critical IIoT devices. [67], [74], [75]

III. Fog Computing and 5G Cybersecurity Considerations
Securing a Fog architecture and the devices in which the IIoT application data services is being transported i.e. via the unsecure public WWAN and the future 5G WWAN infrastructure is paramount when implementing, configuring and remotely maintaining real-time danger to life IIoT devices.

This process of securing a Fog architecture requires a lot of planning and consideration, because the network security architect needs to strike an equilibrium between security and efficiency, owing to the large overheads that encryption algorithms add when processing packet data communications between two nodes thus creating higher latency between the client and server that could create safety issues within the IIoT enabled smart machinery. Careful consideration must also be placed into securing the devices that could be infiltrated by malicious actors whom could cause harm to people intentionally or unintentionally within the vicinity of the IIoT physical machinery that is deployed within a smart building which also poses serious safety concerns. [14]

The most secure and efficient client-server encryption and hashing algorithms currently utilised within computer networking are; Advanced Encryption Standard - 256 bit (AES-256) [76] and Secure Hashing Algorithm - 384 (SHA-384) [77] that are commonly utilised by the Secure Socket Layer and Transport Layer Security (SSL/TLS) [78] within the Hyper Text Transport Protocol Secure (HTTPS) [79] protocol, to provide secure website data communications across the untrusted public WAN i.e. the Internet between the client and server. The AES and SHA algorithms are considered military grade cryptographic algorithms that are yet to cracked and are relatively lightweight and fast in terms of latency when compared to similar strength cryptographic algorithms. [76], [80]

A lightweight version of the AES and SHA cryptographic algorithms has been created specifically for the IoT industry to encrypt small to medium sized data packets by utilising a 128 bit AES key scheduler to minimise latency when encrypting and decrypting information across the unsecure WWAN as well as simultaneously authenticating devices, whilst maintaining strong encryption. [81]

This lightweight encryption and authentication algorithm is called; Authenticated Lightweight Encryption (ALE) [81]. Researchers have reported ALE to be 4.5 times faster than the conventional AES and SHA  Virtual Private Networks (VPN) [82] currently utilised within industry which is a substantial latency saving within the compute stack between mission critical danger to life IIoT devices and Fog server nodes.

Therefore to strike the balancing act between security and latency within an IIoT Fog/Cloud hybrid architecture it is proposed that a hardware firewall [83] and proactive Intrusion Prevention System (IPS) [84], [85] is implemented at the egress node of the Fog servers, in-between the Fog and Cloud layers of the IIoT topological stack, to prevent higher processing times of packets coming from the Edge IIoT devices within the ingress interfaces of the fog servers, whilst maintaining security from within the smart building WLAN by utilising an ALE IIoT specific VPN that could be configured between the Edge and Fog layers of the IIoT Fog/Cloud IIoT architecture. [1], [14], [25][81]

This security hardware and software deployment model, will minimise the latency of; processing mission-critical data packets within a smart building in order to mitigate safety concerns from communications between the client and server whilst also maintaining virtual security within the unsecure public WWAN, by also  mitigating safety concerns from malicious actors attempting to infiltrating the devices remotely from the unsecure Internet. 

The proposed Fog/Cloud hybrid architecture will also alleviate the additional  security risks posed by unsecure IIoT devices that are currently being  developed by manufacturers around the globe that are not secured correctly or at all, due to the high demand of the devices in which they produce along with protecting their profit margins by developing/installing security hardware/software within their devices
Physical security [86] of IIoT devices and nodes should also be employed which would include, Fog and Edge servers to be locked within a secure room that contains appropriate fire safety measures, such as C02 fire suppression [87] units and backup generators. IIoT sensors should also be placed in from of cameras and have strong management passwords configured to prevent an internal WLAN attack by a malicious actor such as a disgruntled employee etc. [86], [87]

Further 5G security concerns involving the 5G hardware manufacturer and market leader within WWAN 5G technology Huawei [88] can be found in Appendix – A of this paper. [56]

IV. Conclusions 
The emerging 5G technologies briefly outlined within this research paper  will substantially increase the number of IoT devices that will be utilised within the future, that will subsequently increase the amount of data generated by IoT devices as the manufacturers allow for more complex data to be stored and transmitted from IoT devices, because of the higher throughput rates available within the WLAN and WWAN portion of computer networks around the globe within the coming years, which  will subsequently  create major bottlenecks within the wired portion of a LAN and WAN along with overburdening CSP datacentres with the massive increase of data being generated around the globe that the datacentre servers must process. 

Therefore, utilising a Fog/Cloud hybrid architecture within the future will be paramount to businesses and government institutions  around the world whom seek to utilise the benefits of IIOT and IoT smart technologies to facilitate their businesses in a safe, efficient  and secure manner especially within mission critical IIoT devices previously deliberated.
 
This emerging and future technological trends research paper, has outlined that the proposed Fog/Cloud architecture along with the Fog public datacentre infrastructure that should be manged by a third party provider, will be required within the future of IIoT and 5G deployments to provide a secure, safe and highly efficient  environment for business to utilise, in order to prosper from the emerging technologies that will soon become the norm, that will transform the world, either for better or worse, if the proposed architectures and infrastructure is not implemented and/or managed correctly due to incompetence, ignorance and/or greed.

Furthermore, due to current bandwidth constraints within todays heavily congested public WAN along with the ever-growing demand for IIoT devices within; cities, hospitals, businesses, homes etc, utilising a pure cloud architecture for real time data application processing is not practical or safe, and it would be unethical for governments and businesses to utilise the current public WAN infrastructure around the globe to deploy smart IIoT devices that have potential to cause harm to human life if the critical data they generate is not processed in a timely fashion, which the aforementioned Fog/Cloud architecture will provide.
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VI. Appendix – A – Huawei 5G Security Concerns
Huawei are the current industry leaders within the cellular 5G hardware WWAN marketplace, although security concerns have come into question regarding the ethics of the Huawei corporation whom have ties to the Chinese communist party, that have been accused by western governments of installing backdoor trojan horses (malware) within its 5G hardware to spy on countries around the globe, that would cause a major national security issue within countries whom utilise Huawei 5G hardware within the core of their WWAN if this was to be true. [56]

However, no conclusive evidence has been released by western governments to backup these allegations, which have not been scientifically proven by independent computer security researchers and experts around the globe whom have analysed the equipment to try and prove that there are any cybersecurity implications within Huawei 5G hardware, which could point to possible political impetuses by western countries to prevent China becoming more economically  prosperous and powerful within the global stage. 
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