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The following Report contains:-
· A reflection of building, deploying, configuring and managing a Type 2 Hypervisor platform based virtualised network.
And
· A series of observations, documented by the author, which provide systemic understanding the various technologies involved in the first task.
These have been completed by James Evans.
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This report will contain:-
Part 1: Documentation of the following practical work which has been undertaken:-
· Building of a virtual network configuration.
· Installation of critical network services
Part 2: Observational tasks regarding:-
· Type 1 & 2 Hypervisors.
· Cloud Computing.
· Domain Name Server.
· Critical Installations
· Terminologies found within Part 1.
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Task 1: BUILDING A VIRTUAL LAN USING TYPE 2 HYPERVISOR MANAGEMENT SOFTWARE

The author has decided to create the following virtual LAN, using:-
· The Virtual Box environment.
· A Windows Server 2019 (64-bit) server operating system.
· A Windows 10 client Operating system.
Four virtual machines are created, in line with the following network diagram, as detailed in NOSS Worksheet 1 [1]:-
[image: Diagram
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Figure 1 - Network Diagram
Creation of Servers:-
The following details the creation of Servers 1 & 2:-
· A virtual machine was created within Virtual Box.
· Name = Server 1
· Type = MS Windows
· Version = Windows Server 2019 (64-bit) [image: Graphical user interface, text, application

Description automatically generated]
· Memory Size = 4096MB
[image: Graphical user interface, application
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· VDI (Virtual Disk Image) was selected as the type of file used for the Virtual Hard Disk:-
[image: Graphical user interface, text, application
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· In order to ensure that memory usage on the host PC is less restricted; the author chose to create a dynamically allocated physical hard disk. [image: Graphical user interface, text, application
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· The size of the hard disk was set to 25GB:-
· [image: Graphical user interface, text, application

Description automatically generated]
· Upon completion of the above step; this created server 1.
· The same process was followed for the creation of Server 2; with the name set to “Server2”.
Creation of Clients:-
The following details the creation of Clients 1 & 2 (from figure 1):-
When creating Client 1, the author followed the same process as was carried out for Servers 1 & 2, with the following key changes:-
· Name was set to Client 1
· The OS was Windows 10 (64 bit)
· The Hard drive sixe was set to 20GB.
[image: Graphical user interface, application
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· This was repeated for Client 2.
Installation of ISO:-
· Install Server 2019 on servers 1 and 2:-
· [image: Graphical user interface, application, Word
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· Install windows 10 ISO on Clients 1 and 2:-
· [image: Graphical user interface, application, Word
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· Optimise VMs, enabling PAE/NX:-
· [image: Graphical user interface, application
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· Check that 128 MB is set for video memory:-
· [image: Graphical user interface, application, Word
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· Install OS on each server:-
· [image: Graphical user interface
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· Provide a password:-
· [image: Graphical user interface, application
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· Log into the server:-
· [image: Graphical user interface, application
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This installation process was repeated for server 2, Client 1 and Client 2. 
Detailed screenshots of the Client 1 OS installation can be found below:-
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Virtual Network Configurations:-
The author ensured that all virtual machines were closed down to undertake this task.
The Public Net from figure 1 should now be set up, by attaching Server1 to an Internal Network named Public Net:-
[image: Graphical user interface, application, Word
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Following power up; the author renamed the network connection and gave a static IP address, as detailed in Figure 1:-
[image: A picture containing text, screenshot, computer, indoor
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This completes the PublicNet adaptor setup on Server1.
Following power down; Privatenet1 was set up, in line with Figure 1, and following the same steps above (including powering back up, and setting the IP address). Detailed screenshots of this can be found below:-
[image: Graphical user interface, application
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Server 1 configuration was now complete.
The next step was to configure the Client1 VM in line with figure 1:-
Client1:-
The PrivateNet1 from Figure 1 should now be set up in Client1, by attaching Client1 to an Internal Network named Privatenet1:-
[image: Graphical user interface, application
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Following power up; the author renamed the network connection and gave a static IP address, as detailed in Figure 1:-
[image: Graphical user interface, application, Word
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Client1 configuration was now complete.
The next step was to configure the Client2 and Server2 VMs in line with figure 1:-
The process was almost the same as the one detailed above, with the following key differences:-
· Server2’s two Internal Network adapters are:-
· PublicNet
· PrivateNet2
· Client1’s Internal Network adapter is:-
· PrivateNet2
· Server2 and Client2 were connected as detailed in figure 1, with the detailed screenshots provided below:-
[image: Graphical user interface, application
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Check Connectivity

In order to check the connectivity between the Clients and servers, and to ensure that our Network Diagram has been successfully implemented; a Ping was utilised via the command window.

First; the firewalls had to be disabled on all four virtual machines to prevent the Ping from being “bounced”.

Disabling firewall screenshots from one VM (repeated for all VMs):-
[image: Graphical user interface, text, application
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Ping from Server1 to Client1:-
[image: Graphical user interface, application
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Ping from Server2 to Client2:-

[image: Graphical user interface, application
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Ping from Server 1 to Server 2:-
[image: Graphical user interface
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As all Pings were successful; the author can determine that the Network has been set up fully.


Task 2: DEPLOYING A NETWORK DIRECTORY SERVICE AND CREATING AND UNDERSTANDING ACTIVE DIRECTORY NETWORK OBJECTS
Before undertaking this task; the author will demonstrate that the:-
· Firewalls are switched off.
· Server IP is static.
· No DNS is set up.
Server 1:-
[image: Graphical user interface, application
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Server 2:-

[image: A screenshot of a computer
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In order to manage network resources; the computer which will become the Domain controller needs to be renamed via advanced system settings to DC1-NWT:-
[image: A screenshot of a computer
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Reentering Server1 following the restart; the author observes that the name  has been successfully changed:-
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The author now set up the Active Directory, via Server Manager, (starting by adding roles and features):-
[image: Graphical user interface, application
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Ensuring that Role or Feature based installation was selected:-
[image: A screenshot of a computer
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Aligning this to the Domain Controller Server Name:-
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Promote the server to Domain controller:-
[image: Graphical user interface, application
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The author then added a new forest, with the name specified as “nosstask.msft”:-
[image: Graphical user interface, text, application
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The author chose to ensure that Windows Server 2016 was selected in Forest Functional level, with DNS server and Global catalogue selected, and a Password set:- [image: Graphical user interface, application
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Install ADD and reboot:-
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The author logged back in as administrator:-
[image: Graphical user interface, application
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Creating User Accounts
It can be observed that Server DC1-NWT is listed as the nosstask.msft domain controller:- [image: A computer screen capture

Description automatically generated with medium confidence]
The author proceeded to Domain Admins and ultimately the Members tab (where the administrator account is listed):-
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The author chose to add a new user and give this user administrator rights:-
[image: Graphical user interface, application
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The password used contained upper and lower case letters, numeric characters and one special character, whilst being 10 characters long. This ensured that it met minimum strong password requirements.
[image: A picture containing text, screenshot, computer
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The author then added this member to the Domain Admins group in nosstask.msft:-
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Object attributes of interest:-
The author created a new user account:-
[image: Graphical user interface, application
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The user appears in Domain Users:-
[image: A screenshot of a computer
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Restriction of Login hours for new user:-
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Restrict user’s ability to change their password:-
[image: Graphical user interface, application
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Testing User Abilities
Within AD; it can be observed that neither client has a computer account:-
[image: A computer screen capture
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The author chose to add Client1, with computer name WS1-NWT:- [image: Graphical user interface, application
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Client1 was subsequently logged into using the Administrator login.
Client1 was renamed via System Properties to WS1-NWT and restarted:-
[image: Graphical user interface, application, Word
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Reconfigure the IP Address to connect with the DNS server:-
[image: Graphical user interface, application, Word
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Change the DNS server IP address to 192.168.1.1 to ensure that it connects to the correct adapter on Server1:-
[image: Graphical user interface, application, Word
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The author then specified that Client1 is a member of Domain nosstask.msft via the Domain Changes option, giving the administrator password, and restarting the virtual machine:-
[image: Graphical user interface, application

Description automatically generated][image: Graphical user interface, application, Word

Description automatically generated][image: Graphical user interface, application, Word

Description automatically generated][image: Graphical user interface, application, Word

Description automatically generated]
The non administrative account could not log in at this time due to the time restrictions:-
[image: Graphical user interface, application, PowerPoint
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To test some non-administrative examples, the author therefore removed the administrative user’s rights and logged in with that account:- [image: Graphical user interface, text, application

Description automatically generated][image: Graphical user interface, application

Description automatically generated][image: Graphical user interface, application

Description automatically generated]
Finally, we observe that his account is unable to log onto the Server, as it does not have the relevant administrative rights:- [image: Graphical user interface, application
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Type 1 & 2 Hypervisors:-

According to LINUX Handbook [2], a Hypervisor is:-

“a system software that acts as an intermediary between computer hardware and virtual machines. It is responsible for effectively allocating and harnessing hardware resources to be used by the respective virtual machines, that work individually on a physical host.”
LINUX [2] goes on to state that a Type 1 Hypervisor:-
· Can be installed directly.
· Is run directly on a physical host.
· Does not require an Operating System
· Directly accesses SSD, RAM and CPU.
· More efficient utilisation of hardware; providing better performance levels.
· Enhances security (no additional layer which gives hardware access).
· Necessitates dedicated physical machines.
· Is more costly.
LINUX [2] states that:-
“VMware ESXi, Citrix Hypervisor and Microsoft Hyper-V are some examples of Type 1 Hypervisors.”
Conversely, LINUX [2] states that a Type 2 Hypervisor:-
· Cannot be installed directly 
· Cannot be run directly on a physical host.
· First requires the installation of an Operating System.
· Indirectly accesses SSD, RAM and CPU.
· Less efficient utilisation of hardware (due to extra OS layer), impeding performance levels.
· Availability of host OS results in increased security risks.
· Does not necessitate a dedicated physical machine. 
· Is less costly.
LINUX [2] states that:-
“VMware Workstation Player, VMware Workstation Pro and VirtualBox are some examples of Type 2 Hypervisors.”
Cloud Computing:-
According to MS Azure [3], Cloud Computing is:-
“the delivery of computing services – including servers, storage, databases, networking, software, analytics and intelligence – over the Internet (“the cloud”) to offer faster innovation, flexible resources and economies of scale.”
MS Azure [3] goes on to explain that the benefits of Cloud Computing are:-
· Cost
· Reduces the requirement to host on site data centres and so reduces utility costs.
· Reduces the outlay for hardware and software.

· Global Scale
· The resources are scalable; meaning that the amount of space and services can be expanded or reduced in line with requirements.

· Performance
· Reduced latency of hardware upgrades as service providers pledge to keep data centres updated.

· Security
· Corporate security issued by the Service Provider, with many offering a “broad set of policies” [3].

· Speed
· Vast resources can be sourced and deployed directly to a customer quickly.

· Productivity
· Reduces the need for resources that are dedicated to maintaining the physical artefacts within an on-site data centre.

· Reliability
· “makes data backup, disaster recovery and business continuity easier and less expensive” [3].
Conversely, Lynch [4] articulates that there are the following drawbacks to Cloud computing:-
· Security and Availability
· A large service provider can be a target of an attack and suffer a data breach.

· Vendors going into Administration
· Service providers can go into liquidation leading to a detrimental effect on a business.

· Need for Reliable Internet Service
· Without a reliable internet service; cloud computing becomes inefficient.
Some notable vendor examples include:-
· Microsoft
· Amazon
· IBM

Domain Name Server:-

According to Tech4Fresher [5], DNS is:-

“an internet service that translates the domain name into IP addresses.”
Tech4Fresher [5] provides the following illustration:-
[image: Diagram
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Tech4Fresher [5] gives the following explanation for how DNS actually works:-
· Request for any website first goes to DNS servers. 
· DNS server translates the domain into the corresponding IP Address
· Forwards the request to the website server
· Website ultimately shown in browser
Tech4Fresher [5] goes on to detail what happens if the DNS doesn’t know the IP address of the website you want to visit:-
· The first-level DNS asks for IP addresses from Root-level DNS. 
· Occasionally the Root Level DNS also fails to resolve the domain name and again transfer the request to Top Level Domain Servers (TLDs).

Two Critical Role or Feature based Installations:-

· Network Level Authentication:-

· According to Technet [6]:-
“Network Level Authentication completes user authentication before you establish a remote desktop connection and the logon screen appears. This is a more secure authentication method that can help protect the remote computer from malicious users and malicious software.”
	Technet [6] goes on to detail that:-
		“It requires fewer remote computer resources initially. The remote computer uses a limited number of resources before authenticating the user, rather than starting a full remote desktop connection as in previous versions.
It can help provide better security by reducing the risk of denial-of-service attacks.”

· Remote Desktop Services:-
· Techopedia [7] states that Remote Desktop Services:-

“allows users to communicate and access other machines virtually. Some of the virtual technology services provided include the ability to access outside desktops, session-based desktops, or data centre applications from within a corporate-based network as well as from the Internet. Remote Desktop Services can be used to accelerate application and desktop deployments while enabling clients to run almost any application or operating system.”

· Techopedia [7] goes on to further elaborate; stating that:-

“Remote Desktop Services centrally controls which remote desktop hosts can be accessed, who can access them, and device redirection. RDS includes the following benefits:
· The ability to run an entire desktop or application on centralized servers
· The provisions of an application window or entire desktop as well as the integration of local and remote applications and programs
· Management of applications, virtual machine-based desktops, or session-based desktops on centralized servers
· The ability to secure remote access connections without having to establish a VPN connection
RDS allows for an efficient deployment process while providing a proper software maintenance plan that is compatible with any enterprise environment.”


Terminologies found within Part 1:-

· Ping
· According to PAESSLER [8], a Ping is:-

“a command-line utility, available on virtually any operating system with network connectivity, that acts as a test to see if a networked device is reachable.

The ping command sends a request over the network to a specific device. A successful ping results in a response from the computer that was pinged back to the originating computer.”
A Ping is therefore incredibly useful and can be utilised to check connectivity between two devices in a network, in addition to checking the IP address of the host device.

· Server Management
· According to DNSStuff [9], Server Management is:-

“the process of monitoring and maintaining servers to operate at peak performance. Server management also encompasses the management of hardware, software, security, and backups. The primary goals of an effective server management strategy are to:

· Minimize—and hopefully eliminate—server slowdowns and downtime
· Build secure server environments
· Ensure servers continue to meet the needs of an organization as it evolves”
Server Management is therefore, according to DNSStuff [9], vital for:-
· Monitoring Hardware Components
· Ensuring OS, Software and Firmware updates are carried out in a timely manner.
· Deploying antivirus software and other Security measures.
· Ensuring backups are in place to mitigate against data or virtual artefact loss.
DNSStuff [9] also states that:-
“Having an effective server management strategy can help you avoid downtime, security breaches, and server performance inefficiencies, but the most critical tool in your toolbox when it comes to server management is the server management software you use. That’s why I recommend Server & Application Monitor as a comprehensive server management solution for comprehensive insights in a simplified platform.”

· Windows Firewall
· According to PCMag [10], a Windows Frewall is:-
“The firewall built into Windows starting with Windows XP Service Pack 2. Windows Firewall provides a stateful inspection of packets that accepts only responses to requests originated by the user. This prevents outside requests for data from entering the computer, unless specifically allowed by the user. However, spyware programs are often clandestinely installed in a user's computer which then make valid requests that a stateful firewall will allow responses to. Windows Firewall superseded Internet Connection Firewall (ICF) and is turned on by default.”
· PCMag [11] also states that a Firewall is the 
“primary method for keeping a computer secure from intruders.”
And that
“A firewall allows or blocks traffic into and out of a private network or the user's computer. Firewalls are widely used to give users secure access to the Internet as well as to separate a company's public Web server from its internal network. Firewalls are also used to keep internal network segments secure; for example, the accounting network might be vulnerable to snooping from within the enterprise.”
· PCMag [11] that a Firewall can in fact exist in the following forms within an Organisation (differing to ones found in the home):-
· A stand-alone machine
· Software in a router or server
· A single router that filters out unwanted packets
· Comprising a combination of routers and servers processing Firewalls in differing manners.
· PCMag [11] states that:-
“In the home, a personal firewall typically comes with or is installed in the user's computer (as per [10]). Personal firewalls may also detect outbound traffic to guard against spyware, which could be sending your surfing habits to a website. They alert you when software makes an outbound request for the first time.”
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