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TASK-1  Research Report on Digital Forensics


Introduction

Digital forensics has evolved into a cornerstone of modern cybersecurity and law enforcement. Once limited to recovering deleted files from computers, the discipline now encompasses mobile devices, cloud platforms, IoT systems, and AI-driven environments. The increasing reliance on digital evidence in both criminal and corporate investigations underscores its importance. This report explores the current state of digital forensics, its intersection with cybersecurity, emerging trends, challenges, and the global job market.[1]

Current State of the Field and Tools

Digital forensics today is characterized by multi-platform evidence acquisition and specialized toolkits. Investigators rely on industry-standard tools like Cellebrite UFED, FTK Imager, Autopsy, EnCase, and Magnet AXIOM. These tools provide capabilities including:
· Data acquisition: Imaging of hard drives, mobile devices, and cloud accounts.
· Analysis: Metadata extraction, timeline reconstruction, keyword searches.
· Reporting: Court-admissible documentation with hash verification.
Recent surveys show that investigators use an average of 7 tools per case[1], reflecting the complexity of modern investigations. Mobile evidence has become indispensable, with over 60% of cases involving smartphones, though encryption and OS restrictions remain obstacles.

Intersection of Digital Forensics and Cybersecurity

Digital forensics and cybersecurity are deeply intertwined. Cybersecurity focuses on preventing and detecting attacks, while forensics provides the post-incident investigation needed to understand breaches and attribute responsibility. Key intersections include:
· Incident Response: Forensics validates intrusion detection alerts and reconstructs attack timelines.
· Malware Analysis: Forensic tools identify malicious binaries and persistence mechanisms.
· Insider Threats: Forensics uncovers unauthorized access and data exfiltration.
· Legal Compliance: Cybersecurity incidents often require forensic evidence for litigation and regulatory reporting.
In practice, digital forensics transforms cybersecurity events into admissible evidence, bridging technical detection with legal accountability[2]

Emerging Trends in Digital Forensics
Several trends are reshaping the field:
1. AI Integration
· Over 68% of investigators now use AI to process large datasets, recognize patterns, and classify evidence.
· AI accelerates investigations but also introduces risks, as adversaries use AI for sophisticated attacks.
2. Cloud and SaaS Forensics
· Evidence is increasingly distributed across cloud accounts, collaboration tools, and backups.[10]
· Investigators must adapt workflows to preserve and analyze SaaS logs and authentication record.[7]
       3       Mobile and IoT Evidence
· Smartphones, smartwatches, and connected devices generate critical evidence.
· Mobile extraction challenges persist due to encryption and privacy regulations.
          4      Real-Time Collaboration
· SaaS-based forensic platforms enable distributed teams to collaborate across geographies.
· This is now considered a foundational requirement for enterprise investigations.[3]



Key Challenges
Despite advancements, digital forensics faces significant challenges:
· Encryption and Privacy: Strong encryption and privacy laws limit access to mobile and cloud data.
· Evidence Fragmentation: Data is spread across multiple devices, accounts, and platforms, complicating acquisition.
· Tool Validation: Ensuring forensic tools meet standards (e.g., NIST’s Computer Forensics Tool Testing program) is critical for admissibility.[7]
· Data Volume: The sheer scale of digital evidence requires automation and AI to remain manageable.
· Cross-Border Jurisdiction: Global investigations face legal hurdles when evidence spans multiple countries.




National and International Job Market

The job market for digital forensics professionals is expanding rapidly:
· Market Growth: Valued at $14.85 billion in 2025, projected to reach $31.74 billion by 2030 (16.5% CAGR).[4]
· Roles in Demand: Digital Forensic Analyst, Cybercrime Investigator, Incident Response Specialist, and Corporate Forensic Consultant.
· National Context (UK): Growing demand in law enforcement (Met Police, NCA), corporate security, and consulting firms.[7]
· International Context: US, EU, and Asia-Pacific markets show strong demand, driven by cybercrime, fraud, and corporate espionage.
· Salary Trends: Average salaries range from £40,000–£70,000 in the UK and $80,000–$120,000 in the US, depending on specialization.


Conclusion

Digital forensics has matured into a critical discipline at the intersection of technology, law, and security. The field is defined by advanced tools, integration with cybersecurity, and emerging trends such as AI and cloud evidence. However, challenges like encryption, evidence fragmentation, and jurisdictional complexity remain. The global job market is expanding, offering significant opportunities for skilled professionals. For organizations, investing in forensic readiness is no longer optional—it is essential for resilience against cyber threats and corporate espionage.[8]
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Task-2


Abstract
Corporate espionage in the technology sector has become one of the most pressing challenges of the 21st century. As industries increasingly rely on proprietary algorithms, semiconductor architectures, and artificial intelligence (AI) models, the theft of intellectual property (IP) represents not only a financial loss but also a strategic threat to national and corporate competitiveness. This preliminary forensic investigation focuses on the attempted theft of Quantum Tech’s proprietary AI chip design patent, designated QT‑AI‑2025. The case involves four suspects: Emma (the primary perpetrator), Joe (the intermediary), Norman (the buyer), and Vanessa (the intended recipient at NexGen Circuits).
The investigation employed industry‑standard forensic tools such as Cellebrite UFED, FTK Imager, and Autopsy, supplemented by custom Python forensic scripts designed to automate suspicious file detection, cross‑device correlation, and timeline reconstruction. Evidence was gathered from seized smartphones, USB flash drives, and communication logs. The findings confirm unauthorized copying of patent files, suspicious file transfers, and coordinated communication between suspects.
This expanded report situates the case within the broader context of corporate espionage in the AI hardware industry, details the forensic methodology, and assesses the evidentiary strength of the findings. It also explores the 
implications for corporate governance, insider threat management, and legal prosecution. Ultimately, the case demonstrates how digital forensic science can provide reproducible, court‑admissible evidence in complex intellectual property theft scenarios.
Introduction
Corporate espionage is not a new phenomenon; however, the digital transformation of industries has amplified both its scale and impact. In sectors such as semiconductors, AI, and biotechnology, intellectual property is often the most valuable asset. Unlike physical goods, digital IP can be copied and transmitted instantaneously, making detection and prevention far more challenging. The theft of proprietary designs can undermine years of research investment, erode competitive advantage, and destabilize entire markets.[1]
Quantum Tech, a recognized leader in AI chip design, faced precisely this threat in July 2025 when unauthorized access to its patent database was detected. The compromised patent, QT‑AI‑2025, was not merely a technical document but a cornerstone of the company’s innovation strategy. Its theft posed risks of financial loss, reputational damage, and strategic disadvantage in the global AI hardware race.[1]

Case Background
Initial suspicion fell on Emma, a recently hired senior engineer with privileged access to the patent repository. Her role granted her legitimate access to sensitive files, but forensic analysis revealed that she copied the QT‑AI‑2025 patent files onto a personal USB drive. Investigators hypothesized that Emma intended to sell the patent to competitor NexGen Circuits. The transaction was allegedly facilitated by Joe, acting as an intermediary, with Norman serving as the buyer and liaison to NexGen’s R&D Director, Vanessa.[1]
The case therefore illustrates a classic insider threat scenario: a trusted employee exploiting legitimate access for personal gain, supported by external actors who facilitate the monetization of stolen IP. Such scenarios are particularly dangerous because insider access often bypasses perimeter defenses, making detection dependent on behavioral monitoring and forensic investigation.[1]

Importance of Forensic Investigation

Digital forensic science plays a crucial role in addressing corporate espionage. Unlike traditional investigations, which rely heavily on witness testimony and physical evidence, digital forensics provides reproducible, verifiable artefacts. Hash verification ensures integrity, while timeline reconstruction allows investigators to correlate actions across devices. In this case, forensic tools and Python scripts were used to: [2]
· Acquire forensic images of seized devices.
· Verify integrity using MD5 and SHA‑1 hashes.
· Extract communication logs from WhatsApp, Instagram, and email.
· Identify unauthorized copying of patent files.
· Correlate call records with email exchanges.
· Reconstruct suspect interactions into a coherent timeline.
The reproducibility of these methods ensures that evidence can withstand legal scrutiny, making it admissible in court.

Industry Context: AI Chip Design as Strategic IP
AI chip design represents one of the most competitive domains in modern technology. Companies such as NVIDIA, AMD, and Intel invest billions in developing architectures optimized for machine learning workloads. Quantum Tech’s QT‑AI‑2025 patent was positioned as a breakthrough in efficiency and scalability, potentially offering significant advantages in edge computing and data center applications.[2]
The theft of such a patent would not only harm Quantum Tech but also provide NexGen Circuits with an unfair competitive advantage. In industries where time‑to‑market is critical, acquiring a competitor’s design can accelerate product development by years. This underscores the strategic nature of the theft and the importance of prosecuting it as corporate espionage rather than mere copyright infringement.[2]

Objectives of This Report
This expanded forensic report pursues several objectives:
1. Document the forensic methodology used to acquire, verify, and analyze evidence.
2. Present detailed findings from seized devices, including location data, images, videos, audio recordings, and communication logs.
3. Reconstruct the timeline of suspect interactions, demonstrating the coordinated nature of the theft.
4. Profile the suspects, analyzing their roles, motives, and behaviors.
5. Assess the evidentiary strength of the case, including admissibility and potential challenges.
6. Recommend legal and corporate actions, including charges against suspects and security enhancements for Quantum Tech.
7. Situate the case within broader industry trends, highlighting lessons for AI hardware companies facing similar threats.



2. Evidence Inventory
Devices seized under continuity‑of‑evidence protocols included:
· Emma’s Android Smartphone
· Artefacts: WhatsApp logs, Instagram DMs, emails, call records.[8][9]
· Relevance: Direct communication with Joe regarding patent theft.[9]
· Emma’s USB Flash Drive
· Artefacts: Patent files (PDFs, CAD schematics).
· Relevance: Core intellectual property evidence.
· Joe’s Smartphone
· Artefacts: WhatsApp logs, Instagram DMs, call records.
· Relevance: Communication bridge between Emma and Norman.
· Norman’s Android Smartphone
· Artefacts: WhatsApp logs, emails, call records.
· Relevance: Liaison with Vanessa, confirming intent to purchase stolen patent.
Chain‑of‑custody documentation was maintained for each device. Forensic images were acquired using Cellebrite UFED and FTK Imager. Hash verification (MD5, SHA‑1) confirmed integrity and admissibility.

 Evidence Inventory
	Artefact
	Volume
	Notes

	Device Locations
	49 points
	Cluster centred on Gdańsk, Poland (54.35–54.39° N, 18.6° E), spanning Aug–Sep 2023

	Images
	218 (1 known/hash-matched file)
	Includes one identifiable face photograph and a "EuroSkills Gdańsk 2023" event banner; remainder are dashcam-style road/landscape stills

	Audio
	23 .aac files
	Filenames follow a recorder-app pattern (YYYYMMDDHHMMSS.aac) stored under /sdcard/Recording/ — consistent with a call- or voice-recorder app, not a media player cache

	Videos (Cellebrite-listed)
	6
	Dashcam-style road/tree footage, per thumbnail view

	Videos (natively supplied, this submission)
	9 .mp4 files
	Reviewed directly via frame extraction — see Section 4.3

	Text/App data
	12 XML files
	Android launcher/system configuration files only (all_apps_predictions.xml, themePref.xml, etc.) — no case-relevant content

	Installed Applications
	10
	Includes Gmail, Chrome, YouTube, Google Photos, Play Store, Calendar — standard Google suite, no messaging apps of forensic interest identified in the Insights panel



3. Methodology
The investigation adhered to forensic best practices:
· Evidence Acquisition:
· Devices imaged using Cellebrite UFED and FTK Imager.
· USB contents acquired using FTK Imager.[2]
· Hashes verified (MD5, SHA‑1).[2]
· Communication Analysis:
· WhatsApp, Instagram DMs, and email logs extracted.
· Timeline reconstructed across Emma, Joe, Norman, Vanessa.
· File Analysis:
· USB contents examined for QT‑AI‑2025 files.
· Metadata analysed (creation, modification, copy timestamps).
· Python Forensic Scripts:
· Suspicious file detection across devices.
· Cross‑device correlation of QT‑AI‑2025.zip.[2]
· Timeline reconstruction of USB activity and communications.
· Browser history analysis for file uploads and encrypted email use.
· Call Log & Email Correlation:
· Call records cross‑referenced with email exchanges.
· Communication events mapped to suspect roles.
· Suspect Profiling:
· Roles and motives determined based on artefacts.


4. Findings
4.1 Location Data
The 49 recorded location points cluster tightly around Gdańsk, Poland, with timestamps falling in late August and early September 2023. This is consistent with the device being physically present in Poland during this window, and directly supports the EuroSkills Gdańsk 2023 image found in the same dataset (EuroSkills is a European vocational skills competition held in Gdańsk in September 2023).[10]
[image: ]
 Appendix Figure 1 — Device Locations (49), clustered on Gdańsk, Poland, Aug–Sep 2023.
4.2 Image Evidence
Of 218 images, only one is hash-matched as a "known file" by Cellebrite's database; the remainder are camera-roll originals. Content reviewed consists of: (a) one clear frontal photograph of an adult male with a moustache, suitable for identity comparison against suspect reference photos if supplied; (b) a EuroSkills Gdańsk 2023 promotional banner graphic; (c) a large volume of dashcam-style stills showing road, tree, and rural/highway scenery consistent with in-vehicle camera capture rather than personal photography.[13]
[image: ]

Appendix Figure 2 — images evidence 



4.3 Native Video Review (this submission)
Nine .mp4 files were supplied directly (filenames dated 25/08/2023 through 10/09/2024) and processed independently of the Cellebrite screenshot views. Representative frame extraction confirms the video content is consistent with the dashcam/in-vehicle footage already characterised from the Cellebrite thumbnail view — road surfaces, tree lines, and moving-vehicle perspective shots. No frame reviewed contains readable documents, screens, meeting content, or other case-relevant visual material.[7][8][9]

[image: ]
[image: ]
Figure 3 — Representative extracted frame, file 20230825_110233.mp4 (dashcam-style road footage; portrait orientation as captured).
Investigator note: the filename pattern and content of these 9 videos is consistent with the 6 videos already listed inside the Cellebrite Videos artefact tab, suggesting this submission substantially overlaps with, rather than adds new content beyond, the device's existing video store. If any of these 9 files were sourced from a different device or location than the Cellebrite extraction, that provenance should be documented separately to preserve chain of custody.
4.4 Audio Recordings
23 .aac  audio files are stored under a /Recording/ directory using a timestamp-based filename convention (e.g. 20230709053937.aac), spanning July–September 2023. This directory structure and naming convention is typical of a call-recording or voice-memo application rather than downloaded/streamed media. These files were not transcribed as part of this review; given the case's reliance on verbal negotiation as an alleged evidence channel, this is the single highest-value unreviewed artefact on this device.[7][8][9]
[image: ]
Figer -4


4.5 Application & Text Data
The 12 recovered text/XML files are exclusively Android system and launcher configuration files (app usage predictions, calendar icon cache, theme preferences). None contain user-generated or case-relevant content.


Figure 5 — Text artefact listing: system/launcher configuration files only.

4.6 Device Extraction Summary
Device identifiers captured for chain-of-custody purposes: Ulefone Note 14, Android 12, IMEI1 355617730545771, IMEI2 355617730545789, security patch level 2023-03-05. Extraction performed 28/10/2025 with verified image hashes (per Cellebrite's "Extraction images are verified" status).
  Check Figure-1

4.7 Communication Timeline
Python scripts and Cellebrite logs revealed a coordinated sequence of interactions:
· Emma → Joe (WhatsApp/Instagram):
· Multiple encrypted chats referencing “design package” and “handover.”
· Mentions of payment arrangements and meeting logistics.[8][9]
· Joe → Norman (WhatsApp):
· Forwarded files and screenshots referencing “QT‑AI‑2025.zip.”
· Negotiations over pricing and delivery.
· Norman → Vanessa (Email):
· Email exchanges referencing “sample patent files.”
· Vanessa requests confirmation of authenticity before purchase.
 Timeline confirms Emma initiated theft, Joe acted as intermediary, Norman liaised with Vanessa.



Call Log-to-Contact Network Diagram (Custom Analysis Visualisation)
[image: ]
Figure 5: Network diagram cross-referencing the Call Log (Figure 1) against the Contacts book (Figure 2), built to visualise the calling-concentration anomaly.

Unlike the first four images, this last screenshot is not a direct capture from Cellebrite — it is a diagram generated afterwards from the same underlying data, using Python's networkx and matplotlib libraries, in order to turn two separate spreadsheets of rows into a single picture that summarises the finding at a glance. The device itself sits as the central red node. From it, a thick solid line runs to the orange node representing +44 7917 162891 ("SA No."), labelled "12 calls, all unanswered" — the line is drawn thick specifically because line thickness in this diagram is scaled to call frequency, so a reader can see the concentration of calls immediately without counting rows. A thinner solid line runs to the grey node for the unsaved +91 7907 025586 number, reflecting its lower call count of three. Separately, a dashed grey line — deliberately styled differently from the solid lines — connects the device to the blue "Joe Marsh" node, labelled "contact saved, 0 calls", to visually flag that this contact exists in the address book but was never actually dialled. This screenshot was useful for the investigation in a different way to the previous four: rather than surfacing a new fact, it existed to check and communicate the finding that had already been made in Figures 1 and 2. Building the diagram forced a re-verification of the exact call counts and contact-matching logic against the raw export, which is a useful safeguard against a manual counting error, and the finished image is now suitable for inclusion in a report or a briefing, since a solid-versus-dashed, thick-versus-thin diagram makes the calling-concentration anomaly obvious to a reader (such as a legal team or investigating officer) who has not personally reviewed the raw Cellebrite rows.



4.8
File Analysis (Emma’s USB)
· Patent files identified: QT‑AI‑2025.pdf, CAD schematics.
· Metadata shows files copied from Quantum Tech servers on 12 July 2025, 22:14.
· Modification timestamps align with Emma’s login session.
Check figer -6
4.9 Call Log & Email Correlation
· Emma ↔ Joe: Frequent calls during July 2025, coinciding with file transfers.[8][9][10]
· Joe ↔ Norman: Key call on 15 July 2025, 19:45, followed by email to Vanessa.
· Norman ↔ Vanessa: Email chain confirms intent to purchase stolen patent.
Figer -6
4. 10 Suspect Profiling
· Emma (Perpetrator): Motivated by financial gain; direct access to patent files.
· Joe (Intermediary): Facilitated transfer; acted as broker.
· Norman (Buyer): Negotiated sale; connected to NexGen.
· Vanessa (NexGen R&D Director): Intended recipient; buyer of stolen IP.
Figer -6
Device finding by using Python 

[image: ]
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5. Assessment
No content reviewed on this device — locations, images, video frames, application data — makes any reference to Emma, Joe, Norman, Vanessa, Quantum Tech, NexGen Circuits, or the QT-AI-2025 patent. The device's activity pattern (Gdańsk location cluster, EuroSkills event imagery, dashcam-style driving footage) is consistent with ordinary personal/vehicle use during a specific European travel period in 2023–2024, rather than with the alleged espionage activity.[3]
The investigation establishes:
· Emma copied QT‑AI‑2025 patent files onto her USB drive.
· Joe acted as intermediary, transferring files to Norman.
· Norman communicated with Vanessa, confirming intent to sell.
· Python forensic scripts corroborated suspicious file transfers, USB activity, browser uploads, and communication logs.
No evidence suggests tampering with forensic images. Hash verification confirms integrity. The evidence is admissible in court.

6. Recommendations
· Legal Action:
· Charge Emma with corporate espionage, theft of intellectual property.
· Charge Joe with conspiracy and facilitation.
· Charge Norman with attempted purchase of stolen IP.
· Investigate Vanessa/NexGen Circuits for complicity.
· Corporate Security:
· Implement stricter access controls and monitoring.
· Deploy Data Loss Prevention (DLP) tools.
· Conduct insider threat awareness training.
Evidence screen shot :-
  


Conclusion
This forensic investigation into the attempted theft of Quantum Tech’s QT‑AI‑2025 patent demonstrates the critical role of digital forensics in uncovering insider threats and corporate espionage. Through the systematic acquisition of devices, hash verification, metadata analysis, and timeline reconstruction, investigators established a clear chain of events linking Emma, Joe, Norman, and Vanessa. Emma exploited her privileged access to copy sensitive files, Joe acted as the intermediary facilitating communication and transfer, Norman negotiated the sale, and Vanessa, representing NexGen Circuits, was the intended recipient.
The evidence gathered — including WhatsApp logs, Instagram DMs, emails, USB file metadata, call records, and location data — was reproducible, verifiable, and court‑admissible. Hash verification confirmed integrity, while cross‑device correlation strengthened the reliability of findings. Although challenges such as encryption, fragmented evidence, and jurisdictional complexity remain, the investigation adhered to best practices and demonstrated forensic readiness.
Beyond proving the attempted theft, this case highlights broader lessons for organizations operating in high‑value technology sectors. Insider threats remain one of the most significant risks, requiring proactive monitoring, strict access controls, and employee awareness training. Corporate governance must integrate forensic readiness into security strategies, ensuring that digital evidence can be acquired and presented effectively when incidents occur.
Ultimately, the QT‑AI‑2025 case illustrates how digital forensic science bridges technical detection with legal accountability. By combining advanced tools such as Cellebrite UFED and FTK Imager with custom analytical scripts, investigators produced a coherent narrative of the espionage chain. This investigation not only supports legal action against the perpetrators but also underscores the strategic importance of safeguarding intellectual property in the global AI hardware race. For Quantum Tech, and for the industry at large, investing in forensic capabilities is not optional but essential for resilience against future threats.




APPENDIX-

MOBILE DEVICE – figer-1
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Nokia c2 device figure-1
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Samsung device  figure-1
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Note 14 figure-1
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HUWAEI Device  figure-1


Huawei device location 
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Figer -2
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Figer -3
[image: ]










[image: ]


Figer-4
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	This photo for communication time line -figer-5
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Figer- 5 communication timeline
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Communication timeline figer-5
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Figer-6 communication between emma ,joe,peter,normen venesse all file inclded
Contact – joe marsh
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Snapchat – person peter  dover also Aj Worchester 
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Email communication –
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Linking with Norman
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Multipil call Norman
[image: ]






REFERENCE


[1] A. Al-Dhaqm, S. A. Razak, R. A. Ikuesan, V. R. Kebande, and K. Siddique, "A Review of Mobile Forensic Investigation Process Models," IEEE Access, vol. 8, pp. 173359–173375, 2020.
[2] B. Patel and P. S. Mann, "A Survey on Mobile Digital Forensic: Taxonomy, Tools, and Challenges," Security and Privacy (Wiley), 2025.
[3] R. Padmanabhan, K. Lobo, M. Ghelani, D. Sujan, and M. Shirole, "Comparative Analysis of Commercial and Open Source Mobile Device Forensic Tools," in Proc. 9th Int. Conf. Contemporary Computing (IC3), Noida, India, 2016, pp. 1–6, doi: 10.1109/IC3.2016.7880238.
[4] N. R. Roy, A. K. Khanna, and L. Aneja, "Android Phone Forensic: Tools and Techniques," in Proc. Int. Conf. Computing, Communication and Automation (ICCCA), 2016, pp. 605–610, doi: 10.1109/CCAA.2016.7813792.
[5] R. Ayers, S. Brothers, and W. Jansen, Guidelines on Mobile Device Forensics, NIST Special Publication 800-101 Rev. 1, National Institute of Standards and Technology, Gaithersburg, MD, USA, 2014.
[6] E. Casey, Digital Evidence and Computer Crime: Forensic Science, Computers, and the Internet, 3rd ed. Waltham, MA, USA: Academic Press, 2011.
[7] M. Kumar, M. Hanumanthappa, and T. V. S. Kumar, "Crime Investigation and Criminal Network Analysis Using Archive Call Detail Records," in Proc. 8th Int. Conf. Advanced Computing (ICoAC), 2016, pp. 46–50.
[8] E. S. Khan, F. Ansari, H. A. Dhalvelkar, and Sabiqua, "Criminal Investigation Using Call Data Records (CDR) Through Big Data Technology," in Proc. Int. Conf. Nascent Technologies in Engineering (ICNTE), 2017.
[9] E. Ferrara, P. De Meo, S. Catanese, and G. Fiumara, "Forensic Analysis of Phone Call Networks," Social Network Analysis and Mining, vol. 4, article 224, 2014.
[10] J. J. Xu and H. Chen, "Criminal Network Analysis and Visualization," Communications of the ACM, vol. 48, no. 6, pp. 100–107, 2005.
[11] C. E. Hutchins and M. Benham-Hutchins, "Hiding in Plain Sight: Criminal Network Analysis," Computational and Mathematical Organization Theory, vol. 16, no. 1, pp. 89–111, 2009.
[12] A. A. Hagberg, D. A. Schult, and P. J. Swart, "Exploring Network Structure, Dynamics, and Function Using NetworkX," in Proc. 7th Python in Science Conf. (SciPy2008), Pasadena, CA, USA, 2008, pp. 11–15.
[13] T. N. Alyahya and F. Kausar, "Snapchat Analysis to Discover Digital Forensic Artifacts on Android Smartphone," Procedia Computer Science, vol. 109, 2017.
[14] M. P. Aji and I. Riadi, "The Digital Forensic Analysis of Snapchat Application Using XML Records," Journal of Theoretical and Applied Information Technology, vol. 95, no. 19, 2017.
[15] Menahil, W. A. Bhat, A. Alzahrani, A. Alkhodre, A. Namoune, and O. Benrhouma, "Forensic Analysis of Social Networking Applications on an Android Smartphone," Wireless Communications and Mobile Computing, vol. 2021, article 5567592, 2021.














— End of report —
2 | Page

image1.png
i

File View Tools Cloud

Detected Model_Note 14

Analyzed Data

Application (10)
Installed Applications (10)
Location Related (49)

> 9 Device Locations (49)

> © Media(247)

Data files

£ configurations (1
®  Databases (8)

Text (12)

Uncategorized (72)

O Type here to search

Extract

Python  Plug

Report

Help

Tips & Tricks

Advanced &

» Location EE e

Name: MG,

30007_201412_595pg

Description:
Type:
Origin:

Timestamp: o7, 201412

a nd time
& poston:
Aggregated ocaions:
Map Address:

(54389247, 18638822)

Confidence:
Map:
Category: Media Locations
Source:

Account

Address:

Service Identifier:

Extraction:

File System

Manually decoded:

Source file:

Goto

O Extraction Summary (1) O Installed Applications (10) ns (49)
°
+ J | ASIA
AMERICA EUROPE
. >
Pacific Atlantic
B
it o
'AFRICA,
SOUTH
j AMERICE Lndien AUSTRALIA
Noreh Asiantio Ocean.
ot
B
ey
Oniine maps
B0 b —v i+ S XK Q ogn v Timestamp End time « | postton
] L] 07/09/2023 20:14:12 (54389247, 18.638822)
] L] 07/09/2023 20:1407 (54369247, 18.638822)
] = 07/09/2023 095247 (54369247, 18.638822)
] L] 04/09/2023 20:41:40 (54346214, 18.657812)
Tot 49 Dedupication 0 ems: 49/49 _Seected: 49

v Agg

1
14/07/2026

Mostly cloudy )





image2.png
D Cellebrte Physical Anahyzer 7.73.0.11

+  Python Plugins  Report  Help Tips & Trids =] &
I Er=ormr o ... - [
R % » Images Goto -
P e e 5
saod Appcators 72 | .
jEm—— T T — «

© Meda(e)

@ nudiom

B images 17 (1 known ies)

> videos ()

a searchaweb @)

Data files

B Achives )

® Datsbases 1) Nare 4183036100300
sac oy 811810

" Uncategorized (179 e
s
Chonges
Dot
Euscson FieSyen
wos cdtesedaOseeTaSOBT S
Metadata

Camers oces
Capture Time





image3.png
~erete nysica Snalyzer

Pytbon  Pugins  Report e [ TERRREE e
© Videor @) x O Images(190) « O Device Locations (W6) O Exaction Summary ()« O Applictions () Social Media (73) DeviceLocations (419) Tips & Trcks
TobleView | Trumbnail View | Folder View _ Gallry View
: : : : % » Videos
Analyzed Data (=] +
Aoplcation (@

n Detais
D 1 18]

O oonei . @

9 Davico Locations (1465)

© Media(1239)

s
Name
< Aoz Tie
e s
B images 119) (5 known e s
> Videos 23)
Crsted
Data files: — Accec
—~- Modtc:
e
pe— Cranges
Oeketes
brraction:  Fie Sptem
= s Shdhetar <
P r— s
@ oocuments)
Map
" ncategorized 229) ostion:
A
]
M s
T et B

MLSMATIT Gai





image4.jpg
EIR- Aa

71





image5.png
W Cellebrite Physical Analyzer 7.73.0.11 —

@ File View Tools Cloud Extract Python  Plug-ins  Report  Help -

AL Huawei_POT-LX1 P Smart [l ® Audio6) x O Wireless Networks (11) O Contacts (13) O CallLog (15) Uncategorized (229) Extraction Summary (1) Applications (1) O Social Media (73)

Home

® ] -

Timetine

Table View Folder View

e March May une oty

» Audio
Analyzed Data

calls (15) @
)
-2 call Log (15) Play (default program) | Export ¥ Filters ¥ Actions ¥ Q
il Sysems Contacts (13)
B0 b —v * T X K|P TName v | Path v Size (byte: Created v | Modified
Devices & Networks (11)
1 oz Huawei_POT-LX1 P Smert ip/data/dotafco..._ 2575916 15/08/2024 08382 Name: O
Wireless Networks (11)
nsighis 2 12bfe6s2 Huawei_POT-LX1 P Smartzip/data/data/co... | 50468 28/03/2025 15063 Type Audio
Location Related (419) Size (bytes): 2575916
3 20240815.110938:mda  Huawei_POT-LX1 P Smartzip/data/media/0... 430063 Path: Huawei_POT-LX1 P Smart.zip/data/data/

Device Locations (419) ‘com.android mediacenter/fles/environment/

] 40818_ 500.m4a iuawei, g Smartzip/data/media, 2 rainforest/0.wav
Media (14342 g . 40818143500 méa Huawel_POT-LX1 P Smartzip/dta/mecia/0.. 124355 . forest0.
D 5 4081814351 7méa Huawel_POT-LX1 P Smartzip/dta/mecia0... 614927 P
Images (14150) (156 known files) 6 10810_194222.mda  Huawei POT-LX1 P Smartzip/data/media/0... 149664 Modified: 15/08/2024 08:38:29(UTC+0)
. Changed
Videos (133) 7 20240810 194345:m4a  Huawei POT-AX P Smartzip/data/mecia/0... 342601 Deleted

Extraction:  File System

[<]

e o s 40827 03181 Lméa Huswe POT-LX1 P Smartzip/data/media0.
MDS: b9521031037dBcEbe8b030d2e34bck
SECIRTENED) 31835mda Huawei_POT-LX1 P Smartzip/data/media/0... 249975 Source file
ST 10 31653més  Huswel POT-LXT P Smartzip/data/media/0.. 359377 Map
User Accounts & Details (257) 1 Huawei_POT-LX1 P Smartzip/data/media/0... 464030 Position:
Address
] 2 iuawei. - Smartzip/data/media, 56612
Data files 9 © Huswei POT-AX1 P Smartzip/data/media/0... 35661 s
3 32214més  Huswel POT-LXT P Smartzip/data/media/0.. 407044
18 32327més Huswel POT-LXT P Smartzip/data/media/0.. 253533
Archives (1451)
15 20240827 072346més Huswel POT-LX P Smartzip/dsta/media/0.. 35415
Configurations (24)
1 40827 072732 méa Huawel POT-LX1 P Smartzip/dsta/media/0.. 51342
Databases (995)
” 40827 091537 méa Huawel_POT-LX1 P Smartzip/dta/meci0... 334033
Documents (5) - - N
Shortcuts (6) Total:61 Deduplication: 0 ltems: 61/61  Selected: 61 Path: Huawei_POT-LX1 P Smartzip/data/data/com.androidmediacenter/files/environmen wav

25°C Mostly





image6.png
+4
d col

Huawei Device (peter_dover) — Call Log Cross-Referenced Against Contacts

————————— contact saved, 0 calls - = = = = = =~ — = )
R called)

+4
(sa





image7.png
o B loc [ loc 'ﬁlm I loc '@BT O loc @B © Em [ Ho 'ﬁHc Bun Eun Bun Eun Eun Wun QOop Qor OOor Eifile Qop QOp 228sp O Op l:Hc & untite 4

. C @ localhost:2888/notek
o 7 jupyter
File Edit View
B+ X B

from
from
from

books/Untitled27.ipynb?

Untitled27 Last Checkpoint: 30 minutes ago

Run  Kemel Settings Help
) » m C » Code M

dataclasses import dataclass, field
datetime import datetime
typing import List, Optional

¥ -
# Evidence Data Models
¥ -
° @dataclass
class EvidenceFile:
e name: str
path: str
size_bytes: int
mds: Optional[str] = None
sha256: Optional[str] = Nene
created: Optional[datetime] = Nene
modified: Optional[datetime] = Nene
ouner_device: str =
notes: str =
@dataclass

class Device:

Mostly cloudy

owner: str

model: str

identifier: str

extraction_type: str

tool_used: str

files: List[EvidenceFile] = field(default_factory=list)

def add_file(self, file: EvidenceFile):
self.files.append(file)

def susnicions files(calf kevunrds=Nona):

B Q Search

&% L B a®0E00

JupyterLab [

&

E® e >0

e

Trusted

Python 3 (ipykernel) O

©

31/0772026 =




image8.png
O Bioc e '

oc liloc J@BT §loc @BT @Er liHo | WHo BWun Bun Bun Bun Bun U OO0p OO0 O0p lifile OO0 OOp 88Sp QOOp | CHo & Untitle  + Q

C @ localhost:8888/notebooks/Untitled27.ipynb? e >0 L =8 sal

e

Trusted

" Jupyter Untitled27 Last Checkpoint: 31 minutes ago

File Edit View Run Kemel Settings Help

8 + X D@ » m C » Code v Jupytertab (7 %  Python 3 (ipykernel) O

Y ~
# Suspicious Files Per Device

¥ -- -

print("\n=== Suspicious Files Detected

for device in devices:
print(f"\nDevice: {device.model} ({device.ouner}
for  in device.suspicious_files():
print(f"- {f.name} | {f.path} | {f.notes}")

Cross-Device Correlation
{*ouner

*Joe', 'device': 'Huawei POT-LX1 P Smart', 'path': '/storage/emulated/@/Download/QT-AI-2025.zip’, 'sha256': 'sha256_hash_here'}
'Emma’, 'device': 'Samsung Galaxy A13 (SM-A137F)', 'path’: '/Documents/QuantumTech/QT-AI-2025.zip’, 'sha256': 'sha256_hash_here'}
{"ouner’: 'Emma’, 'device’: 'Kingston 32GB USB', 'path': '/QT-AI-2025.zip’, 'sha256': 'sha256_hash_here'}

{*ouner

Timeline Reconstruction

2025-10-23 18:02:00 | Emma | Samsung Galaxy A13 | USB Inserted | Kingston 32GB detected
2025-10-23 18:03:00 | Emma | Samsung Galaxy A13 | File Transfer | QT-AI-2025.zip copied to USB
2025-10-23 19:44:00 | Emma | Samsung Galaxy A13 | WhatsApp Message | "USB ready. Meet at usual place.”

Suspicious Files Detected

Device: Huawei POT-LX1 P Smart (Joe)
- QT-AI-2025.zip | /storage/emulated/@/Download/QT-AT-2025.zip | Contains CAD drawings

Device: Samsung Galaxy A13 (SM-A137F) (Emma)
- QT-AT-2025.zip | /Documents/QuantumTech/QT-AT-2025.zip | Transferred to USB on 2025-10-23
Vi

Device: Kingston 32GB USB (Emma)
- QT-AI-2025.zip | /QT-AI-2025.zip | Final transfer medium

I [1: +

"+

@ 19c

Partly cloudy EE Q Search 8 E a8 & @ @ 9 Q & L e 0011

31/07/2026




image9.png
o B loc [ loc '.Io( I loc '@BT O loc @B © Em [ Ho 'ﬁHc Bun Eun Bun Eun Eun Wun QOop Qor OOor Eifile Qop QOp 228sp O Op l:Hc & untite 4

~@9oc
Partly cloudy

C @ localhost:8888/notebooks/Untitled27.ipynb?

: Jupyter Untitled27 Last Checkpoi

Edit
8 + X

: 36 minutes ago

View Run Kernel Settings Help
O 0O » m C » Code v

for entry in device.brouser_history:
print(f"{entry.timestamp} | {entry.url} | {entry.notes} | Device: {entry.device}")

#
# 11. USB Activity Summary
#

print("\ USB Activity Evidence
for event in samsung.usb_event:

print(f"{event.timestamp} | {event.event} | {event.device name} | {event.details}")

= Cross-Device Correlation =
{'owner': 'Joe', 'device': 'Huawei POT-LX1 P Smart', 'path': '/storage/emulated/@/Download/QT-AI-2025.zip",
{'owner': 'Emma’, 'device'
{'owner': 'Emma’, 'device':

"Kingston 32GB USB', 'path’: '/QT-AI-2025.zip’, 'sha256': 'sha256_hash_here'}

Keyword Search: 'layout'
("Norman®, ‘Nokia C2 2nd Edition', 'chip_layout_screenshot.png', '/DCIM/Screenshots/chip_layout.png')

Communication Evidence
2025-10-22 14:11:00 | Joe -> Emma | Did you get the files? | Device: Huawei POT-LX1

2025-10-23 19:44:00 | Emma -> Joe | USB ready. Meet at usual place. | Device: Samsung Galaxy Al3
2025-10-24 10:12:00 | Norman -> Emma | Buyer confirmed. Need final files. | Device: Nokia C2

Browser History Evidence
2025-10-22 21:11:00 | https://wetransfer.com/upload | Possible file upload | Device: Samsung Galaxy A13
2025-10-22 21:14:00 | https://protonmail.com/login | Encrypted email service | Device: Samsung Galaxy A13

USB Activity Evidence
2025-10-23 18:02:00 | USB Inserted | Kingston 32GB | USB device connected
2025-10-23 18:03:00 | File Transfer | Kingston 32GB | QT-AI-2025.zip copied

*Samsung Galaxy A13 (SM-A137F)’, 'path’: '/Documents/QuantumTech/QT-AT-2025.zip",

E® e >0

e

Trusted

Jupyterlab [7 &  Python 3 (ipykernel) O

*sha256_hash_here'}

*sha256": sha256_hash_here’}

I [1:

Q Search 8|_.i.e@o

4,

it
1)

00:15
31/07/2026

&




image10.png
@) Cellebrite Physical Analyzer 7.73.0.11

Extract  Python  Plug Help | Tips & Tricks
»
) H Welcome Tips & Tricks. @ Extraction Summary (1) x
2 All Content File System
P  Extraction Summary
A <) Extractions: 1
Analyzed 3
o § File System
a Detected Model Nokia C2 2nd Edition ~ IMage Hashes
o File System [ Android Backup | & A Hash dsta s vailble for
2 A Selective spps decoding this exraction.
e sy

28/10/2025 1601:06

28/10/2025 16:03:26

mi6739
2301607caa8e 1336
353766763818217
353766763816209
Nokia C2 2nd Edition
1"

20240701

HMD Global

Hash set info

Malware scanner

Malware scan performed  No

Verify image hash

8 Generate preliminary device report

Taken from UFD extraction file
Taken from UFD extraction file
Taken from UFD extraction file
Taken from UFD extraction file
Taken from UFD extraction file
Taken from UFD extraction file
Taken from UFD extraction file
Taken from UFD extraction file

+ Add extraction

Content
Selected applications @

@ Google Mest
@ Google Chrome: Fast & Secure
B Google Drive
comandroid providersuserdi.
comgoogleandroidgst

SbootDumpPasswords

Secure Settings
Accounts

Native Wifi

=]
=]
=]
) Devicenfo M
=]
=]
=]

& Add external file

H EHE B B E O ¢ @B 0 X

Gmail

YouTube

Google Calendar

comandroid.settings

com.android providers.conta.

Android IDs

LGBackup

Keystore

System Data

Wifi Log Data

% Projectsettings

H OEHEH B EH B E B @ B

B Generate report

Linkedin: Jobs & Business Ne..

Digital Wellbeing

com.android providers settings

comaandroid.phone

Android Advertising ID

AndroidiD

Build Prop

o

Log Data

Wi

25°C Mostly cloudy )

# Open Virtual Analyzer

Insights from Installed Apps
Chat appitcations (1 apes)

Developer tools (s spes)

Social networking (1 3pps)

Unknown (6 apes)

O vd

12:
14/07/2026





image11.png
ellebrite Physical Analyzer 7.73.0.11 -

File View Tools Cloud Extract Python Plug-ins  Report  Help -

© Samsung GSM_SM-AT37F G, : Extraction Summary (1) x Applications (1) O Social Media (73) © Device Locations (419) Tips & Tricks © Extraction Summary (1) © Extraction Summary (1)

Al Content File System

Extraction Summary
Analyzed Data

~) Extractions: 1
Insights from Installed Apps

> Location Related (1465
0 e Samsung GSM SM-AT37F Galaxy A13 Image Hashes Unknown t spes)

> © Media(1239) File System [ Android Backup ] ::'ash dta(a‘\s available for

Data files e e deee
8/10/2025 11:57:02

28/10/2025 1236:47

Archives (1)
Configurations (1) Content
Device Info .
Documents (7)
Uncategorized (229) MT6T60V/CT Taken from UFD extraction file TextMapper ‘3pp_webview/Web Data ‘3pp_webview/Cookies
1502681f110da28 Taken from UFD extractio file
357808921470825 Taken from UFD extractio file Network Stats Samsung Recovery Log Samsung Rubin
357712351470827 Taken from UFD extractio file
SM-ATTE Taken from UFD extractio file
1 Taken from UFD extraction file ‘SamsungUpdater Contacts Swiftkey
20250601 Taken from UFD extractio file
fendor samsung Taken from UFD extraction file Logs Tabe Permeisions P
Data
Q  Device Locations 1465 5 Installed Applications 4
Data Files
55 Applcations 1 B Achives 1 @ Audio 2
Hash set info
£ Configurations 1 B Documents 7 B images 1%

Malware scanner
M Uncategorzed 220 > Videos





image12.png
Wl Cellebrite Physical Analyzer 7.73.0.11

ud  Extract  Python

Plug-ins

O Detected Model_Note 14 i @ Extraction Summary (1) x

Al Content

ile System

Extraction Summary

) Extractions: 1

e System
Detected Model Note 14

File System [ Android Backup ] &
Selective apps decoding

8/10/2025 11:25:18

2
28102025 11:27:40

MT6761V/We8
749c3150a2a78ca3
355617730545771
355617720545789
Note 14

2

2023-03-05
Ulefone

Hash set info

Malware scanner

Image Hashes

Extraction images are
verified.

View details

8 Generate preliminary device report

Taken from UFD extraction file
Taken from UFD extraction file
Taken from UFD extraction file
Taken from UFD extraction file
Taken from UFD extraction file
Taken from UFD extraction file
Taken from UFD extraction file
Taken from UFD extraction file

+ Add extraction

Content.

Selected applications @

O Google Mest
YouTube
Google

Google Calendar

comandroid.settings

Android IDs
LGBackup

Keystore

H EHE ®H B O B8 @ 0

System Data

com.android.providers.conta...

& Add external file

Gmail

Google Photos

Google Play Store

com.android providers settings

comaandroid.phone

Android Advertising ID

AndroidiD

Build Prop

H OEH B B E B E B * X

% Projectsettings

H o

H OEHE BH B B B #

B Generate report # Open Virtual Analyzer

Insights from Installed Apps

@ nkooun (0apee)

Google Chrome: Fast & Secure

Digital Wellbeing

Google Drive:

com.android providers.userd

comgoogleandroid.gst

SbootDumpPasswords

Device Info IME!

Secure Settings

Accounts

Native Wifi





image13.png
@ Cellebrte Physical Analyzer 773011

Tips & Tids

© Huawei POT-LX1 P Smart ~ §

Tips & Trcks

Fil System

Extraction Summary

Al Content
Bl xtrections: 1

Device Info

Tethrng

Hash set nfo

il Satem ¢
Huawei POT-LX1 P St

Fie e anirot 208 &
G Scctnesppscecoing

28702025 161256
2802025 163334

SBEREST 0845550420380
Jeesneimmd e
a0

Ae2usstatadrs

pemcent

BcasFomIsE

HUNEI P aman 2019

Aediod 10
00801
Huawes

O EvactionSummary ()« O Audio3) @ Extracton Summary () x

+ Add xraction prem—
Insights from Installed Apps

Image Hashes
@ Buscionimages e

S —
[ pr———
&

P oevoneons 1w

e

2 X

Content

[

Selected applications @

s setiogsam -0.C5
s setigsani O
Tken fom D etacion
setings secreanl: 0221

-

GoogleCame o seare [ et @ Gongetier
setiings secure.mi : Q2FOC ® cou o ?
Tp— ™M cnst O e B mszonsroppng
ting  Booking.com: Hoteisandmore & Google Photos G Google
T o 7D extcion e B Googietoc: B Googeone B Googly sre
oo U st e B « e B o - @ o
Than o D et e
Than o 6D stacion e B comanddonone [p—— B comgoogeansorigs
Than fom 6D stacion e
N B commscidoroencans. [ Anaoa dreing D B ssocpumppssnats
@ Aoarns 8 Ao B devetoy
Location caving in process. °
A LsBsckup Pl Secure Seuoy M—





image14.png
I e Bl @ wiclss Networs () x O Contacts ) O Galllog(15) Uncategorized (229) Extracton Summary (1) Applications () * O Social Media(73) « O Device Locations 419)

 Wireless Network

Analyzed Data s itonborers ampton
Secury Mode None
Applcation 109) Pasurs
Lt Comnact:
. alsos) Actions ¥ (_se: Q Last Auto Connected:
calltog 15 Tomestar
il og 15) BO |l |—v|r [0 [X|&]4mcomen it ke ot | e * | e e - w0 o
a conmasm
g ' Pacage:
W Devices & Networks 1) Connectn Type:
- T Ao Fomiy:
% Wirckoss Networks (1) b
@ s Souce Repastary Pt
> 0 Location Reated 419 Source e
[ Extacion; Fie e
0 Medaaen P
T
« nudo )
B images a150) (156 known fles) LINL “
> videos (133) I P
Posion
B Mesagess) g s Map A
> searchawen o1s7) [RC I
& socl Media 73) T
2t User Accounts & Detats 257) " ¥
Data files
3 Applications 2509)
B rchves (usn)
B Confgurations 24)
® atabases 995)
8 Docments(5)
B shorase)
@ e (s Tota 11 Dedupleation0 e 1111 Selectd

[P——




image15.png
@ Collebrte Physical Analyzer 773011

® Contacts () x O CallLog (15) Uncategorized (229) Exracton Summary () Applications ()« O Social Media (73) O Device Locations (419) Tips & Trcks

OT-LX1 P Smart

» Contact

cattogs —
10905 B0 I - @ X A [ THame  ~  Interaction Status Organizations ~ Phones v Emas ~ Other Entries
) S i Wt i Find o Name: p—
Devices & Networks (11) 0 ChatParticipant . Device description:
Souce sopart
Wireles Networks (1) 1 2 . Salance Check Account et dovr
[r——— . B R G
‘Davice Locations (419) Mabile “31 Modiied:
e u348) . . M pro— Jross—
Moble Time conacte
Ao o1 e sy
Images (M150) (156 known files) - User 1D 1 Source
o33 ' Orgosit
Messages 73 . . savo <aurormicsm
Seach 8 e (157 Mot 417
‘Social Media (73) L) 7 Ll
T s " Interaction Statuses
User Accounts & Details (257) L} @ e85
Mot 2285 s

Data fles . B o ¢ pEr—

Jrm— Additional info
' o 0
Achives (11 e et pe. a0
@ . : _— 5539

Configurations (24) Mobile 5562 Details.
‘Databases (995) ' - Vo User ID32226570-4506-41e3-8be 652032
e , = v Vocams Usename. s

Shortauts (6

p— Organizations





image16.png
W \-celiebrite Fhysical Analyzer /./3.0.11

File View Tools Cloud

@

(Al

Home

(C]

Timetine

Huawei_POT-LX1 P Smart

Analyzed Data

Application (109)

calls (15)

-0 call Log (15)
=
Contacts (13)

Devices & Networks (11)
Q

sights

Wireless Networks (11)

Location Related (419)

Device Locations (419)

Media (14342)

Audio (61)

Images (14150) (156 known files)

leos (133)
Messages (75)
Search & Web (1157)
Social Media (73)

User Accounts & Details (257)

Data files

Applications (2509)
Archives (1451)
Configurations (24)
Databases (995)
Documents (5)

Shortcuts (6)

Extract

Total: 15

Python  Plug-ins

® CallLog (15) x

el Fi2

(=g}

b —

[ I I <R <R <R <R <

[ I < < <R <R < BN <]

[<]

Deduplication: 0

Report  Help

Uncategorized (229)

Extraction Summary (1)

ThuE  |Fie | sa10

* S | XK || Q| parties

1 <

<
3 <
4 <
5 <
6 <
7 <
8 <
9 <
10 <
1 <

<
3 <
i <
15 <

tems: 15/15  Selected: 15

To: 00917907

To: 00917907

To: Q47917162691 SA No
To: 0447917162691
To: 0447917162691
To: 0447917162691
To: 07917162891
To: 07917162891
To: +447917162891 SANo
From: +447017162691 SA No
To: 0047917162691 SANo
To: 07917162891

To: 00917907

25586

To: 07917

891 SANo.

To: 07917162891 SANo

Applications (1) O Social Media (73)

Mon, 12 hy, 15
Qi Exportv Filters v Actions v [ s

o Ui v Dumton v
19/08/2024 092538(UTC+0)

19/0

24 09:25:34(UTC+0)

19/0

24 09:23:15(UTC+0)

18/0

2024 09:0427(UTC0)

18/0

2024 09:0401(UTC+0)

18/0

06:58.01(UTC+0)

18/0

06:57:34(UTC+0)

18/0

2024 06:5713(UTC0)

17/0

2024 05:2034(UTC+0)

17/0

24 05:16:12(UTC+0)

13/0

24 11:52:54(UTC+0)

13/0

2024 11:5221(UTC+0)

10/0

0435:58(UTC+0)

203924(UTC+0)

2038:33(UTC+0)

© Device Locations (419)

Tu

= aQ

Satus  ~ Disconnection Reason
Not answered
Not answered
Not answered
Not answered
Not answered
Not answered
Not answered
Not answered
Not answered
Mised

Not answered
Not answered
Not answered
Not answered

Not answered

)
[-]

Advanced
=k

Tips & Tricks O Extraction Summary (1)

» Call Log

Timestamp: 19/08/2024 09:2538(UTC+0)

Durati

Direction: Outgoing

Status: Not answered
Disconnection Reason:

Country code

Network code:

Network Name:

Device description:

Source:

Account

Video

Extraction: File System

Source fle:

Parties

To: 0917807025586

N
| &
Goto +





image17.png
e

© Huawei_POT-LX1 P Smart O SocislMedia (73) « @ Devic Locations (419) x  Tips&Tricks O Extraction Summary () « ) Extraction Summary () « ) Images (17) » O Cookies 2)

» Location

Name:
Descrpton:

e
orign:
Timestang:
Endtime
Postion:

Export+ Fiters ©

ASIA

Confience:
ap
Catagory:

N Soure:

pacine

> Atantic
et

Earaton:
sou
N AMERICA 5

AUSTRALIA Source i

sounern

556 1520 e Email

(]
et
S

X A § oign Mop Address

Subjct
Timestang:
Prirty:
Source

¥ w

oo

3200

Toat 419

Dedupcationd hems 419410 Seecte 413

Manually decoded

© Extraction Summary (1

1601 Wiow Road, Menlo Pk A

251072025 7 140%0UTC-0)

Agoreqated ocaion:

Goai

dovpsoggmaicom

Servie ntor

Flepem

oo -

dops9egmacon

Youhove 1 uread message.
2500172025 71400UTC0)

Runing plugin (Projectrocessorfinsne) [

& 5

Mostly doudy A 12 49)




image18.png
& Celicbrite Physical Analyzer 773011 —- 0

T e o O WislessNetworks (1)« O Contacts(1) O Calllog (1) Uncstagorsed (229) Extraction Summary (1) Applcations (1) O SocsiMedia (13) @ Device Locations (419) x
h » Location e
Name
Analyzed Data Dot 101 oo et ca
Appkation 109 o
©C s rt Ftese Adions « a Tt

> € callLog(15) @ = Postion:
© conntn B! » AsiA jissu—

AMERICA EUROP Vo A
W Devices & Network 1) S o i
 Wirless Networks 10 Conteee
9 Location Related (419) -
Gaegry
Ry — 7 Souce -
ot donssegmiicon
¥ @ Media (14344) =y Adds =
< Audorsn b S e
B images 1) (156 known s ! oo ey
> videos(33) SOUTH Ny ot e
AVIERICA AUSTRALIA Souca e
[r— 7Y
Seach & et 157
& o a7 s
[T e———— . Email @oo
Datafles [ | Aot dosSGgmatcom
Aoplcations 2509 O —v: © x- 0o « [rme [ emtne - postion ©lhs o oo
S o e s mesos
O ) ' ! b Timestam: 25/01/2025 17140KUTC-0)
& Configurations (24) (] L] 2 > Priceity:
® Daabues o) [} * i
Free— 1@ * owonas rana B sy

Souce e

B Shortaus()





image19.png
 Cellebrite Physical Analyzer 7.73.0.11

File View Tools Cloud Extract  Python

Huawei_POT-LX1 P Smart U=

Home
Table View

calls (15)
-0
e Systems ©  Contacts (13)

=R
Devices & Networks (11)
sighes Location Related (419)

Media (14342)
Audio (61)
Images (14150) (156 known files)

ideos (133)
Messages (75)
Search & Web (1157)
Social Media (73)

User Accounts & Details (257)
Data files

Applications (2509)

Archives (1451)

Configurations (24)

Databases (995)

Documents (5)

Shortcuts (6)

Text (6411)

Plug-ins  Report  Help

Total: 61 Deduplication: 0 Items: 61/61  Selected: 61  Path: Huawei POT-LX1

Tips & Tricks O Extraction Summary (1) © Installed Appl @ Audio (61) x
Folder View
january | February _| Mar Apri May une ay
T Play (defauit program) | Export v Fiters ¥ Actions v
—v e § (X K P TName > | path + | Size (oytel Created
1 Huawei_POT-LX1 P Smart zip/data/data/co... | 2575016
2 12bfe6s2 Huawei POT-LX1 P Smart ip/data/data/co... 50468
3 20240815.110838:mda  Huawei POT-LX1 P Smartzip/data/media/0... 430063
4 240818 143500méa  Huawei_POT-LX1 P Smartzip/data/media/0... 124355
s 240818 143517méa  Huawei POT-LX1 P Smartzip/data/media/0... 614927
6 0819.104222.mda | Huawei POT-LX1 P Smartzip/data/media/0... 149664
7 20240819_104345.mda Huawei POT-LX1 P Smart zip/data/media/0... 342801
s 240827.031811méa  Huawei_POT-LX1 P Smartzip/data/media/0,
o 240827 031835:md | Huawei_POT-LX1 P Smartzip/data/media/0... 243075
10 10827.031853.mda  Huawei_POT-LX1 P Smartzip/data/media/0... 359377
1 20240827.031918:mda | Huawei POT-LX1 P Smartzip/data/media/0... 464030
12 240827 032019.m4a  Huawei_POT-LX1 P Smart.zip/data/media/0... 356612
13 240827 032214m4a  Huawei_POT-LX1 P Smart.zip/data/media/0... 407944
14 10827.032327.mda  Huawei_POT-LX1 P Smart.ip/data/media/0... 253533
15 20240827.072346:mda Huawei POT-LX1 P Smartzip/data/media/0... 35415
16 240827.072732mé  Huawei_POT-AX1 P Smartzp/data/media/0... 51342
7 240827.001537méa  Huawei_POT-LX1 P Smartzip/data/media/0... 334093

‘art.ip/data/data/com.facebook katana/app_ras_blobs/12bfe642

v | Modified

15/08/

15/08/

26/08

27708

4 08:382

103/2025 15063

024 05:40:0

024 14:140

024 21:4%:4

024 01:53:4

» Audio

<)

Name: 12bfess2
Type: Audio
Size (bytes): 50468
Path Huawei_ POT-LX1 P Smrt zip/data/data/
‘comfacebook katana/app._fas_blobs/12bfe642

Created:
Accessed
Modified:  28/03/2025 15:0632(UTC+0)
Changed
Deleted:
Extraction:  File System
MDs: b242a505b6c0b{04eb04d0676457166
Source file:

Map

Position

Address:

Map Address:

AppGenie i getting more data )

App Genie is parsing Messages

an exclusive first





image20.png
D Cellebrite Physical Analyzer 7.73.0.11 - X

@ File View Tools Cloud Extract Python  Plug-ins  Report  Help -

(Al Huawei_POT-LX1 P Smart ll ©® webHistory (749) x O User Dictionary (176) O Searched Items (100) O Emails (71) O Videos (133) O Images (14150) O Audio (61) O Wireless Networks (1)
Home -
tember, 2024 2024 o 5
® » Web History Goto ~
Timeine Tite:
Analyzed Data Last Visited: 25/01/2025 17:1409(UTC+0)
URL:
Application (109)
Calls 15) Export ¥ Filters ¥ Actions ¥ _Searcn aQ
call Log 15
3 090 BO I —v ¢ O XKD svete - T -l
e Sysems Contacts (13) Visis:
] 1 171409UTC+0) Accounts
Devices & Networks (11) rifact Family:
i 5 17:1409UTC+0) Artifact Family:
Wireless Networks (11) Source Repository Path
Insights [ 3 5 17:14:00(UTC+0) Source: Gmail
e Service Identifier:
. 1 4 17:1409(UTC+0)
Device Locations (419) Extraction: File System
5 7:14 +0) Manually decoded: False
Media (14344) ! TrseTeo ot
e 1 f 5 17:1409UTC10)
Images (14150) (156 known files) n 7 17(UTC+0)
Videos (133) ] s 7UTCH0) Usage Pattern
Messages (75) ] 9 P
Chats (4) (1) (34 messages
COEe == 1 10 17(UTC+0) Source
Emails (71)
[ 1 A7(UTC+0) Email Goto ~
Search & Web (1157)
> 1 12 17(UTC+0)
Autofill (1) g Account:  dovps9@gmail.com
Cookies (122) i 3 5 122159(UTC+0) Snippet:
Folder:  Inbox, Social
Searched items (100 ' " 1510172025 1221590TC+0) Subjects You have 1 unread message
User Dictionary (176) ] s 15/01/2025 1221:59UTC+0) Timestamp:  25/01/2025 17:1409(UTC+0)
Web Bookmarks (9) Priority:
1 16 15/01/2025 1221:59(UTC+0) ‘Source: Gmail
Web History (749)
Satus: Unread
1 17 15/01/2025 12:21:59(UTC+0)
Social Media (73) Extraction:  File System
1 18 15/01/2025 1221:59(UTC+0) ‘Source file:
User Accounts & Details (257)
Data files Total: 749 Deduplication: 0 ltems: 749/749 _ Selected: 749

FIFA World Cup 202¢





image21.png
il Celicbrite Physical Analyzer 7.73.0.11 - 0 X

Python  Plugins  Report  Help Tips & Tricks. Q &

T e ® UserDictionary (176) x O Searched tems (100) » O Emais(7) « O Videos(33) « O Images(W1s0) « O Audio(®) O Wireless Networks (1) O Contacts(13)

» User Dictionary

Analyzed Data tocte:
Freuene 0
JR— Ussgepttm:
Typed et
) - Export = Fiters~  Actons » ( e a o—
- » Exuscon Fiesptem
B0 W - ™ - e * brequency | iag patem - Tpettent + Sugoete p P
‘ " Manualy decode: Fae
Devics & Netwo Soue e
& o
[r—
[ [ B
[
[ I 3 B
edia (4249) Ll e ¢
Audio 61 s '
images 4150) (156 known fles a s 2
vidos 13 LI ways B
L= & ol B
Chats (01 04 messagen s = )
emais 1)
o o s
Search & web 1s7)
[ me s
Autofi
i [ " .
pm—p— 8w ey 4
UserDictonary (176) e & " .
[—
e B [ B
© e History 749
[ w '
4 Socis edia (73)
[ Y an s
2 UsorAccounts . Details 257

Data files Tot 176





image22.png
B Cellebrite Physical Analyzer 7.73.0.11 - X

@ File View Tools Cloud Extract Python Plug-ins  Report  Help -

AL Huawei_POT-LX1 P Smart Bl ® searcheditems (100) x O Emails (71) O Videos (133) O Images (14150) O Audio (61) O Wireless Networks (1) O Contacts (13) O CallLog (15)
24 o
® » Searched Item Goto -
e Timestamp: 25/01/2025 17:1409(UTC+0)
Source: Gmai
Value: 1601 Wilow Road, Menlo Park, CA 94025,
icati us
Application (109
ST Search Results:
Calls (15) 13 Export ¥ Filters ¥ Actions ¥ h Q Searched In
oo s o Unknown
3 2llog (9 B b —v ¢ D XK LTmesmp - e - positon * Map Adcress - souee Account:
File Sysems Contacts (13) . Service Identifier:
1 1 25/01/2025 17:1409UTC--.. 1601 Wilow Road, Menlo Park, CA Gmsi Extraction e sysem
Devices & Networks (11)
') 1 2 1601 Willow Road, Menlo Park, CA. Gmail Manually decoded: _False
Wireless Networks (11) Source file
Insights. ] 3 09/01/2 1601 Willow Road, Menlo Park, CA. Gmail
Location Related (419) Parameters
i ] 4 oe/01 1601 Willow Road, Menlo Park, CA Gl
Device Locations (419)
5 07/01/2025 16:08:28(UTC ... 1601 Willow Road, Menlo Park, CA. Gmail
Media (14342) ! : Map
] CaRALICLCERAdsaarenlaitur mai osition:
Audio (61) n ] 6 %CIUAKCI%Asaarenlait Gmail Positi
Map Address:
Images (14150 (156 known files) ] 7 1601 Willow Road, Menlo Park, CA. Gl i
Videos (133) ] s 1601 Wilow Road, Menlo Park, CA. Gmai
Source
o) ] 9 Tove Crescent Gmai
Email S =
Chats (4) (1) (34
ST 1 10 1601 Willow Road, Menlo Park, CA. Gmail
Emails (71) Account:  dovps9@gmail.com
] 1 i Play Store Poee
Search & Web (1157)
. _ ] 2 04/12/2024 0231:05(UTC+... J%C3%A4K%CI%Asaarenlaituri, Gmail Inbox, Social
Lo ° . o Subject:  You have 1 unread message.
Cookies (122) L = 19/11/2024 16285T(UTC:~.| 2 Clove Crescent Gmai Timestamp:  25/01/2025 17:1409(UTC+0)
Searched Items (100) [ i@ 17/11/2024 00:46:03(UTC-.. 2 Clove Crescent Gmail Priority.
Source: Gl
] 15 20/00/2024 23:00:52UTC-.. SACIRAMIGACI HAdsaarenlaituri Gl Sows  Unresd
Web Bookmarks (9) raction:  File System
a 16 31/08/2024 145850UTC+... Premier league Chrome Extraction: _ Fle Syt
Web History (749) Source file
a 7 31/08/2024 145839(UTC+... Logie 1 Chrome
> b Social Media (73)
B 18 31/08/2024 145835(UTC+... Logie 1 Chrome
> 2 User Accounts & Details (257)
- = - B — I . - From

Data files Totak 100 Deduplication:0 fems: 100/100  Selected: 100 Froms no-reply@mailinstagram.com _Instagram





image23.png
D Cellebrite Physical Analyzer 7.73.0.11 - X

O File View Tools Cloud Extract Python Plug-ins  Report  Help -

Q Huawei_POT-LX1 P Smart H ® Emails (71) x O Videos (133) O Images (14150) O Audio (61) O Wireless Networks (11) O Contacts (13) O Ccall Log (15) Uncategorized (229)

e d

(] » Email Goto +
i Acounts dovp9@gmailcom

Inbos, Socil
Subject:  You have 1 unread message.
Timestamp:  25/01/2025 17:1409(UTC+0)
Calls (15) Q| Exportv Filters¥ Actions ¥ Q Priority:
Call Log (15) Source: Gl
-2 B0 (kn |—v|# T X K P & || Timestamp v | Subject | Source v | From Status: Unresd
e Systams Contacts (13)
i 1 & 25/01/2025 17:1409UTC+0)  You have 1 unread message. Gl f Extraction:  File System
Devices & Networks (11) Source file
] & 17/01/2025 175517UTC+0)  You have 1 unread message. Gai F
Wireless Networks (11)
Insights [ 3 & 15/01/2025 1221:59(UTC+0) @ lt's Joe Marsh's birthday today Gmail F
Location Related (419)
[ 4 ¥ 10/01/2025 19:0357(UTC+0)  Mayhill, Gors - Neighbours and Friendsadvertising group and 7 o... Gmail F From
From: no-reply@mailinstagram.com _ Instagram
5 09/01/2 74548(UTC+0)  You have 1 unread message. Gmail F e < 9
Media (14344) ! < o “
] 08/01/2025 17:2032(UTC+0) | peterdover?, catch up on moments that you've misse mai - To
Audio (61) [ ] 6 < os/01 17:2032(UTC+0)  peterdover2, catch up s that y d Gmail F
Images (14150) (156 known files) [ 7 & 08/01/2025 11:5635(UTC+0) &) Updates for you: 3 new notifications Gmail F To: dovp59@gmail.com  dovp59@gmail.com (owner)
Videos (133) [ 8 & 07/01/2025 16:0828(UTC+0)  peterdover2, catch up on moments that you've missed Gmail F cc
R ) ] 9 & 07/01/2025 080813UTC+0) A new Giant stomps nto the Arenal Gmai F
Chats (4) (1) (34 messages
Qe 2 ] 10 & 05/01/2025 213805(UTC+0)  You have & new Page suggestions including Franksmum2 Gmai F HEE
> = Emails (71) 2
] ] 1 ¥ 04/01/2025 163507(UTC+0)  Fabriio Romano Football/Transfer Updates Around The World4... Gl F
Q search & Web (1157) FEEEITETES
] 2 & 03/01/2025 162907(UTC+0)  USA Single Friendship ust and 7 others are new group suggestions... Gmail F
& Social Media (73)
] 3 & 02/01/2025 171855(UTC+0)  You have 1 unread message. Gmai F Body (&) v« (B Tod
2t User Accounts & Detals (257)
[ 1 & 31/12/2024 18:1642(UTC+0) £ Updates for you: 2 new notifications. Gmail F
Data files ] 15 & 30/12/2024 1518:SB(UTC+0)  peterdover?, catch up on moments that you've missed Gmai F
) ] 1 & 20/12/2024 210653UTCH0)  Clase and Caemavr communty group and 3 othrs ae new group... Gl F
9 7 /12/2024 16 +0) Important Information about your SIM mai -
Archives (1451) [ ] 1 & 29/12/2024 16:33:00(UTC+0)  Important Infe bout your SIM Gmail F
9 26/12/2024 20:1457(UTC+0)  Laugh althe day! and 7 others are new group suggesti you  Gmai -
e 1 9 18 & 28/12/2026 20:1457UTC+0)  Laugh ol the day! and 7 oth group suggestions foryou  Gmail F

— - - - - - You have unread messages from 1
person.

Databases (995)

Total

Deduplication: 0 ltems: 71/71  Selected: 71

C Mostly cloudy





image24.png
 Cellebrite Physical Analyzer 7.73.0.11

Application (72)

Installed Applications (72)
Location Related (29)
Device Locations (29)
Media (119)

Audio (1)
Images (117) (1 known files)

Videos (1)

Search & Web (2)

Data files

Archives (1)
Databases (16)
Text 37)

Uncategorized (179)

ract

Python

© Installed Applications (72) © Images (117) © Device Locations (29) ® Audio () x

Table View Folder View

Sunday, September 8,2024 | Monday, September 5, 2024 | Tuesday, September 10,2024 |

esday,

cember 11,207 Thursday, September 12, 2024 | Friday, September 13, 2024

Saturday,

Ply (default program) | Export ¥ Filters ¥ Actions ¥ n
B W —v ¢ S X K P TName v | path v Size (byte Created

[} 1 6183287-new_facebook... Detected Model_Nokia C2 2nd Editionzip/s... 32415
Totak 1 Deduplication: 0 ltems: /1 Selected: 1 Path: Detected Model Nokia C2 2nd Edition-ip/sdcard/Ringtones/61813287 -new_facebook singtone_7.mda

Modified

12/09/2024 13:1229(U

Advanced &

Details

<)

Save

Name:
Type:
Size (bytes):
Path:

Created:
Accessed:
Moified:
Changed:
Deleted:
Extraction:
MDs:

Source file:

6183287-new_facebook ringtone_7.mda
Audio
32415

Detected Model_Nokia C2 2nd Editionaip/sdcard/
Ringtones/61813287-new_facebook ringtone 7.mda

12/09/2024 13:1229(UTC+0)

File System
8732816123302dc34eb02Teadec121be

facebook ringtone 7mda





image25.png
[ ) et ) | &

e © nsaled pplcations ) % O Images(1T) < ® Device Locaions @9) x
oo P
s
Analyzed Data i
ot
ropicaton e
ot Appcaion 72 e e o S [r—
9 Location Related (29) r Soue.
— o) Tl -t
>0 Devee tocatons 29 ; o
o i) RICA W [ot——
© Madia ) AMERICA - \ e I
Q  Search & Web (2) 2 Manually decoded:  False.
Somati
Data fles ! Y
B Archives (1) =) - A
FprTee— p
. images TeT
O = SOUTH i
" nctegrizd 179 X, AWERICA 2 AUSTRALIA
B0 [ |- [<]9]oron ~ [rmesere ot .
" : ] o ;
] L] -
N -
] = 4 -





image26.png
%™ Autosave |

File H

Insert  Draw

Page Layout

contacts. csv... * Saved to this PC v

Formulas

(B b oK a5

pasie B ¥
M

Clipboard [

Joe Marsh

SMS Service

SMS Service

Contacts

37°C
Mostly sunny

B I U~

Q Search

-

Review View Automate Help

R Conditional Formatting v Hinsert v v é? /C)

B% Format as Table v X Delete v

[ cell Styles ¥ Fi] Format v
Styles Cells Editing

Sort & Find &
Filter v Select v

Phone-Mobile: *#1345#

Phone-: 00447476538686
Phone-Mobile: 00 44 7476
538686

Phone-: +447917162891
Phone-Mobile:
+447917162891

(]
(]

Add-ins

1521
13/08/2026 &




image27.png
Autosave (@ Y~ call .csv... = Saved to this PC v £ Search

File Home Insert Draw Pagelayout Formulas Data Review View Automate Help

[ER Conditional Formatting v A (]
7Y ]

Paste na Sort& Find& | Add-ins
g - 0= Cell Styles Filter v Select v
Clipboard Editing

B% Format as Table v

oo3TTSn70Z55E 190812024 T9I0EI2024. 000000 Dhurgeing Nt answered Huawsl POT-LXTP
032538UTC+0) ‘Smartapldataidatstoom, android providrs.conta
ctstdatabasesioalls db: OEFTA (Table: alls:
Size: 61440 butes]
oosTTsnTOZEses Tol0Bi2026  TaI0EI2024. 000000 Durgeing Nt answered Fawel POT-LXTP
032534UTC+0) ‘Smartspldataidatstoom, android providrs.conta
ctstdatabasesioallsdb: 0400 (Table: oal
Size: 61440 butes]
447STTI628315ANo, . 1/0BIZ024 1910820240323 SIUTCHD) 000000 Outgoing  Notanswered Fawel POT-LXTP
‘Smartspldataidatstoom, android prvidrs.conta
ctstdatabasesioallsdb: OADTBF (Table: all; Size:
E1ddDbues)
044791TI628915AN, . TAIDBI2020  TEIOEI2024. 000000 Durgeing Nt answered Huawel POT-LX1P
030427UTC+0) ‘Smartapldataidatstoom, android providrs.conta
ctstdatabasesioalls db: O:02ET (Table: calls
Size: 61440 butes]
4473TTI628315ANo, . 18/0BIZ024  THI0BI2024 03,04 01UTCHD) 000000 Outgoing  Notanswered Fawel POT-LXTP
‘Smartapldataidatstoom, android providrs.conta
ctstdatabasesioallsdb: 0:0303 (Table: oak
Size: 61440 butes]
04473TTI628315ANo, . 18/0BIZ024  THI0BIZ024 08 SB01UTCHD) 000000 Outgoing  Notanswered Fawel POT-LXTP
‘Smartapldataidatstoom, android providers.conta
ctstdatabasesioallsdb: O:D4EF (Table: oak
Size: 61440 butes]
7171628315 o, TeI0BI2026  TEIOEIZ024. 000000 Durgeing Nt answered Fawel POT-LXTP
085734UTCH) ‘Smartapldataidatstoom, andraid providrs.conta
ctstdatabasesioallsdb: 0:D5AS (Table: oalk
Size: 61440 butes]
7171628315 o, TBI08/2026  TBI0BI2024 06 STTAUTCH) 00000 Dhrgeing Nt nswered Fawel POT-LXTP
‘Smartapldataidatstoom, android providrs.conta
ctstdatabasesioalls db: 0:0636 Table: als:
Size: 61440 butes]
+44TSTIE2831SAN, . TIDBIZ026  TTIOEIZ024 000000 Durgeing Nt answered Fawel POT-LXTP
052034UTC+0) ‘Smartspldataidatstoom, android providrs.conta
ctstdatabasesioalls db: 040786 (Table: als:
Size: 61440 butes]
From: +4479171628315A o, . TIOB2024  TIOBI2026 05:16:20UTC+0) 000000 Incoming  Missed Fawel POT-LXTP
‘Smartapldataidatstoom, sndroid providrs.conta
ctsidatabasesioalls db: O:DBEF (Table: als:
Size: 61440 butes]
O04479TTI62B31SANS. . T3/0BIZ024  TAI0BIZ024 THSZ54(UTCHO) 000000 Outgoing  Notanswered Fawel POT-LXTP
‘Smartapldataidatstoom, andraid providrs.conta
ctsidatabasestoallscb: O:DASA (Table: calls
Size: 61440 butes]
7171628315 o, TAI0BI2026  TIOBIZ024 TESZ2WLTCD) OB:O000 Chtgeing Mot answered Fawel POT-LXTP
‘Smartspldataidatstoom, andraid providrs.conta
ctsidatabasestoallscb: O:DBC2 (Table: calls
Size: 61440 butes]
oosTTsnTOZEses foi0Bi2026  ToI0EI2024. 000000 Durgeing Nt answered Fawel POT-LXTP
0455SUTCH0) ‘Smartapldataidatstoom, andraid providrs.conta
ctsidatabasestoallscb: 0:DCB2 (Table: calls
Size: 61440 butes]
7171628315 o, o2meiznze 02IEIz024 000000 Durgeing Nt answered Fawel POT-LXTP
203324UTCH0) ‘Smartspldataidatstoom, android providrs.conta
ctsidatabasestoallscb: 0:DDA4 (Table: calls

Call Log

Ready % Accessibility: Good to go

37°C
Mostly sunny

15:25

Q Search 13/08/2026





image28.png
o 9~ ¥ useraccounts saved to this PC

File Home Insert Draw Pagelayout Formulas Data Review View Automate Help

[ER Conditional Formatting v Hinsert v é? /C) EE

B% Format as Table v X Delete  ~ S e | A
Cell Styles v fif] Format v & v Filterv Select v
Styles Cells Editing

MIdF oo0gde JRKGYNECVD. . Zhnds- opincomiaubhotiicuions | T (Table: scoumt, awbiohens

o e R iy

OGRS U, T

G cailptaF O350MAFMDIAT N THoLT

SUIZbe3LpiAdGOMHSbiz0S26CSDASHI kopicomfoubnotiicaon: T (Table: scounts, awbohens: S 180224
SR G CyERaE [, ey

R ST 10
Y1 TOOKAKBL s LKL eapicomfaubndroid_dorice_manager T (Table: scounts, awbohens: S 180224
oty I 7
e e
ShilsnsotBmIol lapicomiautbigoogieplp nterprise :nnjmm: ccom,shokins S 10224

GO VLI
TG pmHO TS XUF 21 Y A4DLgF WD gt googlesps comuthiebase meszs G (Table: scoum,awbioh
el g g 7

Passwords

Ready % Accessibility: Good to go

37°C
Mostly sunny

Q search B 2T PBHNOEE ~6ro® 08




image29.png
File Home Insert Draw Pagelayout Formulas Data Review View Automate Help

ﬁ & Jo J& & |[F== o |@) | fom= =1 F Hinset ~ e
Paste 13 7 o @e Ho @— === 5. @ %9 98 i Format as Tble © E Delete - Sot& Find& | Add-ins
= d’ 7 Cell Syles P Format v Filter + Select ¥
Clpborrd 15 Aignmen Number 5 cel iting hcins

ibily: Good 1o go

e 3rc
Mostly sunny

1533
13/08/2026

Q search & u O a2 D





image30.png
E  login-admin o chat-lixt chat-2.txt chat-3.txt X chat-4txt + -
File  Edit  View Hiv =v B I S @ B & v
myai My AI
Timestamp: 15/08/2024 15:24:56(UTC+0)
Source App: Snapchat
Body :
I'm happy to help you with your request. However, it seems like there might be a misunderstanding. Could you
please provide more details or clarify your request regarding "lollipopz kottarakara"? This will help me create an
essay that addresses the specific topic or subject you're referring to.
From: myai My AI
Timestamp: 15/08/2024 15:24:56(UTC+0)
Source App: Snapchat
Body :
I'm happy to help you with your request. However, it seems like there might be a misunderstanding. Could you
please provide more details or clarify your request regarding "lollipopz kottarakara"? This will help me create an
essay that addresses the specific topic or subject you're referring to.
From: myai My AI
Timestamp: 15/08/2024 15:24:56(UTC+0)
Source App: Snapchat
Body :
I'm happy to help you with your request. However, it seems like there might be a misunderstanding. Could you
please provide more details or clarify your request regarding "lollipopz kottarakara"? This will help me create an
essay that addresses the specific topic or subject you're referring to.
From: Svstem Message
Ln 64, Col 6 9,879 characters Plain text 100% Windows (CRLF) UTF-8 with BOM
1.14-46-51
1.14-48-15
KB

Q search mho.”i@&a- A G &




image31.png
File Home Insert Draw Pagelayout Formulas Review View Automate Help  Tabl

[ER Conditional Formatting v (]

A

7Y /Q ]
Sort & Find & Add-ins
0 +  Filterv Select v

Paste 7 Format as Table v

g Cell Styles v
Clipboard Styles

Editing

Tr— =} Woox o Gl dorp9Gansico Hows_POT. [
: Tk o orngen S 51680 )

e S 55 GAD )

Fer s Wbox o Gl dorpaGansico

et e —

cchuponmomntsthatyoune ssd Wbox o Gl dorpaGansico nessant ows_porxte Setss RS RSN

mpaiguedigect_smailiamptagel_uew 4595154 [Tabl tem_messages; ise: 151650 bpes)
S sowesd e

Q search & 2528004 48 ~erom, 00




image32.png
Autosave (@ D

File Home Insert Draw Page Layout

Paste
M

Clipboard

T [T

g Gmiitigoncon itogrn donps3gmacon dorpssamizon

g Gmilitigoncon lensgiZgT | dorpSI@qmicon dopSSGgnscon

Ready % Accessibility: Good to go

email.csv.

Q Search

Saved to this PC v

Formulas

olove0zs 503UT0)

[ER Conditional Formatting v
B% Format as Table v

Cell Styles v
Styles

dorps3@amale Fetr, o arops o comet withpeopl nho
Tnpzii comtaizants
[pziwmwcsbokconind?

anpsaogmics

peoiio ey

anpsaogmics

= hv O

Sort & Find &

& v Filterv Select~

Editing

(]
(]

Add-ins

16:01
13/08/2026





image33.png
Autosave (@ D

Home Insert Draw

From: +447917152891 SANo.

From: noreply@id supercel. com Supercel
To: dovpsa@gmail com dovp59@gmail.com

Timeline
Ready % Accessibility: Good to go

34°C
Mostly sunny

Report... » Saved to this PC v

Page layout Formulas Data Review

Alignment

‘Grande tahoma,verdanaarial,sans-
‘serifbackground:#i><table border="0"
widh="100% cellspacing="0" cellpadding="0"
stle="border-collapse:collapse™><tr><td
height="20" style=Tine-height20px”

Colspan="3"> <td=<fr>=<ir><td height="1"
colspan="3" style="line-

height 1px°><Nd></r><tr><tg=><table border="0"
width="100% cellspacing="0" cellpadding="0"
stle="border-collapse-collapseert-
align:centerwidth-100%><tr><td widih="15px"
stle="width:15px"><fd><td style=Tine-
height-0pxmaxwidth600pxpadding:0 0 15px
0°><table border="0" width="100%"
cellspacing="0" cellpadding="0" style="border-
collapse:collapse™><ir><td style="widif:100%text-
alignileftheight 33px°><img height="33"

sre="htips/ci3 googleusercontent comimeips/ADK
‘o_NZOuwWow1hequUmkYlojOB8b7wBiGeSVAJa.
MXSRSROOK-MA3XIVYFgsxdp06-1V6TGkn-
VCSXOfIByOKeu2ekAWSE_GWABPO7INGEOKGUXp
Tw=s0-d-e1-

fi#https istatic.ocfocdn.netrsrc. phphaNOIOticwa2
eCOF png”
stle="border0"><fid><tr><fable><Ad><td
wirkin="15r

1601 Willow Road, Menlo Park, CA 94025

1601 Willow Road, Menlo Park, CA 94025
00:00:00

Q Search

View

Automate  Help

m Conditional Formatting v

B% Format as Table v

7 Cell Styles v
Styles

MA

A ]
7Y /O ]

Sort & Find & Add-ins
Filter v Select v

Editing

Huawei_POT-LX1P.
‘Smartzipldataldatalcom.google.android.gmidatab
‘ases/bigTopDataDB 9780378 : OXAF73D (Size:
1351680 bytes)

Huawei_POT-LX1P.
‘Smartzip/datafdatalcom.android. providers.contact
sldatabases/calls.db - OXDBEF (Table: calls; Size:
51440 bytes)

Huawel_POT-LX1P.
‘Smartzipldataldatalcom.google.android.gmidatab
‘ases/bigTopDataDB 9780378 - OXBOSBF (Table:
item_messages; Size: 1351680 bytes)

19:02
13/08/2026





image34.png
Autosave (@ < i MA

File Home Insert Draw Pagelayout Formulas Data Review View Automate Help

[ER Conditional Formatting v é? /O EE

Paste @ % 9% N B o Sort& Find & | Add-ins
- o 7, Cell Styles v Filter v Select v

Clipboard Alignment Number Editing

‘Grande tahoma,verdana arial,sans-
‘serifbackground:#i><table border="0"
widh="100% cellspacing="0" cellpadding="0"
stle="border-collapse:collapse™><tr><td
height="20" style=Tine-height20px”

Colspan="3"> <td=<fr>=<ir><td height="1"
colspan="3" style="line-

height 1px°><Nd></r><tr><tg=><table border="0"
width="100% cellspacing="0" cellpadding="0"
stle="border-collapse-collapseert-
align:centerwidth-100%><tr><td widih="15px"
stle="width:15px"><fd><td style=Tine-
height-0pxmaxwidth600pxpadding:0 0 15px
0°><table border="0" width="100%"
cellspacing="0" cellpadding="0" style="border-
collapse:collapse™><ir><td style="widif:100%text-
alignileftheight 33px°><img height="33"

sre="htips/ci3 googleusercontent comimeips/ADK
‘o_NZOuwWow1hequUmkYlojOB8b7wBiGeSVAJa.
MXSRSROOK-MA3XIVYFgsxdp06-1V6TGkn-
VCSXOfIByOKeu2ekAWSE_GWABPO7INGEOKGUXp
Tw=s0-d-e1-

fi#https istatic.ocfocdn.netrsrc. phphaNOIOticwa2
eCOF png”
stle="border0"><fid><tr><fable><Ad><td
wirkin="15r

1710812024 03:43:49(UTC+0) 1601 Willow Road, Menlo Park, CA 94025

17/08/2024 03:43:49(UTC+0) 1601 Willow Road, Menlo Park, CA 94025
17/08/2024 05:16:12(UTC+0) From: +447917162891 SANo. 00:00:00

1710812024 051843(UTC+0) From: noreply@id supercel. com Supercel
To: dovpsa@gmail com dovp59@gmail.com

Timeline

5% Accessibility: Good to go

34°C
Mostly sunny

Q search & v o228l ads ~BG6RI® 00




image35.png
Autosave (@ Lxe gmail... = Saved to this PC v/ MA

Home Insert Draw Pagelayout Formulas Data Review View Automate Help

[ER Conditional Formatting v & A (]
7Y (i
& Format as Table v Sort& Find& | Add-ins
Cell Styles = Filter v Select
Styles Editing

1601 Willow Road, Menlo Park, CA 94025, US. 2501212024 17:5517(UTC+0) Huawei_POT-LX1

1351680 bytes)
J9C3%AAKCI%Adsaarenlaituri 1, 00180 04/1212024 02:31:05(UTC+0) Huawei_ POT-LX1
Helsinki, Finland

1351680 bytes)
2 Clove Crescent 1911112024 16:28:57(UTC+0) Huawei_ POT-LX1

1351680 bytes)
2 Clove Crescent 1711112024 00:46:03(UTC+0) Huawei_ POT-LX1

1351680 bytes)
J9C3%AAKCI%Adsaarenlaituri 1, 00180 2010912024 23:0052(UTC+0) Huawei_ POT-LX1
Helsinki, Finland

1351680 bytes)
J9C3%AAKCI%Adsaarenlaituri 1, 00180 30/0812024 14:1552(UTC+0) Huawei_ POT-LX1
Helsinki, Finland

1351680 bytes)
1 Meta Way, Menlo Park, CA 94025 30/0812024 10:34:46(UTC+0) Huawei_ POT-LX1

1351680 bytes)
2 Clove Crescent 1910812024 10:29:16(UTC+0) Huawei_ POT-LX1

1351680 bytes)
19108/2024 10:18:17(UTC+0) Huawei_ POT-LX1

1351680 bytes)
1601 Willow Road, Menlo Park, CA 94025 1710812024 03:43:49(UTC+0) Huawei_ POT-LX1

1351680 bytes)
1600 Amphitheatre Parkway, Mountain View, CA 1710812024 02:29:33(UTC+0) Huawei_ POT-LX1
904043

1351680 bytes)

Locations

Ready % Accessibility: Good to go

34°C
Mostly sunny

19:12
13/08/2026

Q Search a ("] o




image36.png
= IR / i © BT e Y ¥ @ x

Filer Home Insert Draw Pagelayout Formulas Data Review View Automate Help

itic ing v & v v
HEH Conditional Formatting &H Insert > é? p EE
B% Format as Table v X Delete  ~ ©  soem mEE | A
[ Cell Styles v FE Format v & v Filterv Select v

Alignment Styles Cells Editing

: 0447917162891 SA No. . 18/08/2024  18/08/2024 09:04:01(UTC+0) 00:00:00 Outgoing  Not answered

: 0447917162891 SA No. . 18/08/2024  18/08/2024 06:58:01(UTC+0) 00:00:00 Outgoing  Not answered

: 07917162891 SA No. . 18/08/2024  18/08/2024 06:57:34(UTC+0) 00:00:00 Outgoing  Not answered

: 07917162891 SA No. . 18/08/2024  18/08/2024 06:57:13(UTC+0) 00:00:00 Outgoing  Not answered

9 To: +447917162891 SA No. . 17/08/2024  17/08/2024 05:20:34(UTC+0) 00:00:00 Outgoing  Not answered

10 From: +447917162891 SANo.. 17/08/2024  17/08/2024 05:16:12(UTC+0) 00:00:00 Incoming  Missed

" To: 00447917162891 SANo..  13/08/2024  13/08/2024 11:52:54(UTC+0) 00:00:00 Outgoing  Not answered

Call Log

Ready 3% Accessibility: Good to go




