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Abstract
Throughout this document, discussion takes place on the risk management, the code of practices that involve the sustainability, ethical and legal issues, and also quality assurance of the project FIRNN, which is a facial recognition system being built with the goal of implementing it within universities to detect student faces for recording class attendance.
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Project FIRNN has a goal for developing a system for facial recognition, and once completed, the target is to have it implemented within universities for a simple approach of recording the attendance of a student. Throughout the document, it will cover the risk management of issues identified to think of ways of mitigating it, code of practices to observe the sustainability, ethical and legal issues, and lastly, quality assurance where the project must be held at reasonable standards, specifically going through SMART analysis of objectives, for the future of FIRNN. 
[bookmark: _Toc31401411]2. Risk management
[bookmark: _Toc31401412]2.1 Risk Matrix -
A way of managing the projects risks, a risk evaluation matrix was created. This will be an assessment of the different possibilities of risks which were identified from happening during the time of the project.
2.1.1 Risks:
Here are each of the main risks identified. R = Risk.
1. R1 – Time management
2. R2 – Software Crash
3. R3 – Budget issues
4. R4 – Hardware Crash
5. R5 – Data loss
6. R6 – System failure to identify face
2.1.2 Probability levels of risks and impact:
Listed below are the levels and description of the probability the risks will have within the risk matrix.
· High risk - The chance of the risk occurring is greater than 50%.
· Significant risk – The chance of the risk occurring is and between 30-50% chance.
· Moderate risk – The chance of the risk occurring is and between 10-29% chance.
· Low risk – The chance of the risk occurring is less than 10% chance.
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Each of the risks which were listed within the risk matrix section has been thought about, and this is to lower the chance of it ever taking place, and providing a solution to prevent it from affecting the project while it is ongoing, and when the time comes to it being deployed. 
2.2.1 Risk 1 – Time Management:
Time management holds the issues such as tasks not being completed in time by team members, members falling ill, members not attending meetings and more. 
2.2.1.1 Measures to prevent and or lower the chances of risk:
· Prepare team meetings which match with each of the members’ availability
· Distribute appropriate tasks to each member with a sensible time frame that it is set to complete by
· Team leader to regularly monitor the progress of the team and their tasks, making sure everyone is doing fine and on target with the deadlines given
2.2.2 Risk 2 – Software Crashes:
The software being used to develop the system has the off chance of crashing which can cause progress to be lost if not saved or backed up.  
2.2.2.1 Measures to prevent and or lower the chances of risk:
· Making sure code written is of good quality and correct
· Continuous saving and backups after any major additions/changes
· Maintaining up-to-date software
2.2.3 Risk 3 – Budget costs:
Budgeting is not one of the projects main constraints, however, to purchase and use good quality equipment and use paid software may not be applicable with the budget depending on the price.
2.2.3.1 Measures to prevent and or lower the chances of risk:
· Find a sponsor interested in funding us, using cheaper equipment or software until then
· Create a financial plan to prevent overflowing the budget
2.2.4 Risk 4 – Hardware Crashes:
There are possibilities of the hardware being used crashing unpredictably, or due to reasons such as the environment it is in, causing issues like overheating, moisture or just not capable of handling the load from the programs being used [1]. 
2.2.4.1 Measures to prevent and or lower the chances of risk:
· Invest in good quality hardware to handle the programs required
· Regular maintenance checks, clear any collecting dust and other underlying issues of the hardware to check if it is in a good state [2]
· Move to an appropriate environment for the system to stay cool and clean
2.2.5 Risk 5 – Data Loss:
Data loss can occur from several causes such as viruses, hardware failure, human error, natural disasters and more [3].  This can be a danger to FIRNN as the system will require storing personal data which includes image data of peoples’ faces to identify them.
2.2.5.1 Measures to prevent and or lower the chances of risk:
· Create secure regular backups with methods which include cloud storage, hard disks
· Access to the data is limited by the suitable people only
· Regular anti-virus scans of systems holding the data
· Do not download unknown programs [4].
2.2.6 Risk 6 – Failure of identifying face:
There is the chance where the facial recognition system may fail to identify a face due to reasons such as the face being covered, because of facial accessories not contained within the image it is being compared to and the speed of the person walking by.
2.2.6.1 Measures to prevent and or lower the chances of risk:
· Teach the facial image recognition neural network to a sophisticated level before deployment
· High quality camera for detecting faces
· Consistent testing in specific thought out scenarios
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This section will go through the different code of practices with relation to the project, discussed below will be the sustainability, ethical and legal issues. The importance of this is to be aware of and work against the main issues the project will face against.
[bookmark: _Toc31401415]3.1 Sustainability issues
Within this project, there are sustainability issues which should be looked at. The main concern will be the electricity consumption of the systems and can also be the travelling for the regular team meetings. Looking at the various issues can assist in making more eco-friendly decisions when it comes to building and deploying what we aim to offer. 
[bookmark: _Toc31401416]3.1.1 Three orders of sustainability:
There are three orders involved with sustainability, and these will go through the direct, indirect and systemic impacts of sustainability issues related with the project.
3.1.1.1 First order (direct) 
The direct impacts can come from when FIRNN begins to deploy facial recognition systems and then later requiring updating the hardware, there will be a build up of e-waste if done for several locations and cause greenhouse gas emissions when coming to dispose of it [5]. Regular team meetings will also be a cause of air pollution as it is highly likely most people part of the team will travel with a vehicle.
3.1.1.2 Second order (indirect) 
A positive impact FIRNN will have on universities is the consumption of paper will indirectly significantly decrease, printing pages of names that must be signed by students for attendance will no longer have to be the case every day.
3.1.1.3 Third order (systemic) 
The third order long term impact related to FIRNN, is the high electricity usage that will be the case when branched out to implement in multiple universities. A way to lessen the usage would be to have the facial recognition system turned off while no classes are going on, as it would not need to detect any faces.

[bookmark: _Toc31401417]3.2 Ethical and Legal issues

[bookmark: _Toc31401418]3.2.1 Data Protection Act (DPA) –
The data protection act is a law that is an implementation of the general data protection regulation, also known as the GDPR. The data protection act holds principles that must be followed in relation to holding personal data, these are called “data protection principles”. One includes, “used fairly, lawfully and transparently”, where personal information being stored and processed should be stated on how it is used, and not misused in any type of way. Another principle states that data should be, “kept no longer than is necessary”, so if the student were to dropout or graduate from university, soon after their stored image data and any personal information should be wiped out as it would be no longer required [6].  Moreover, the data protection act can be seen as a safety net between personal data and the person for keeping their information safe and transparently used.
This is one of the main legal issues FIRNN must strictly abide by and follow during the making of the facial recognition system, as personal information such as the identification image data used to detect the face, names and university courses would be stored about the student. Implementing this facial recognition system would require notifying students and stating what is done with their data with the system. 
[bookmark: _Toc31401419]3.2.2 British Computer Society (BCS) Code of Conducts-
The British computer society, “sets the professional standards of competence, conduct and ethical practice for computing in the United Kingdom” [7], the BCS provide a standard for ethical conduct which can be looked at and followed.  This consists of four key principles, discussed below will be information about each of those principles taken from their website with relation to FIRNN.
3.2.2.1 Public Interest
The principle of public interest is part of the code of conduct to urge professional behaviour and for respecting everyone beyond beliefs, gender, nationality, and “any other condition or requirement” [8]. FIRNN contains members with different nationalities, beliefs and genders, making this a suitable principle that is followed as part of the BCS to strive further with comfort and teamwork. There will be no condolence to discrimination or causing others to feel uncomfortable.
3.2.2.2 Professional Competence and Integrity
This principle is set for compliance with members having honesty in their abilities, being open minded to take in all feedback and being able to expand their knowledge further. They should not “claim any level of competence”, that is not possessed, each of the members within their role should have the suitable knowledge for it and can also find room for criticism and accept “alternative viewpoints” [8]. In relation to FIRNN, this is important to be capable of working in a team of confident and open-minded members in their suitable chosen roles, it will help progress further due to the comprehensive knowledge they hold and seek to advance further.
3.2.2.3 Duty to relevant authority
Work that is completed should be done with best interest and quality for the sake of pushing the project further. Tasks should be professionally completed with care and accountability that should be taken for anything that is done. Confidential information must be kept private and undisclosed, and not for personal gain [8].  Each member should be complying to this principle as it is important for the project to produce good quality work with high standards and keeping exclusive information private as they should be.
3.2.2.4 Duty to the profession
For this principle, it must be a duty keeping and maintaining the status of the profession and not downplaying it in any way. Moreover, encouragement and support of other members should be a natural thing to do and there should also be continued the respect in all interactions [8]. For FIRNN, the team should be assisting and showcasing a professional attitude for the success of a building a strong team.
[bookmark: _Toc31401420]4. Quality Assurance
[bookmark: _Toc31401421]4.1 SMART Analysis of Objectives:
With the main objects FIRNN has, it can be analysed with the acronym SMART, which is the specific, measurable, achievable, realistic and timely measures.
[bookmark: _Toc31401422]4.1.1 Objective 1 - Expand FIRNN to other businesses and workplaces:
Specific – Expand FIRNN out of universities, into businesses and workplaces who seek facial recognition for authenticating people
Measurable – The objective can be measured by having at least a year of it implemented within a university, to figure out any improvements and fixes that should be made and gathering feedback with at least 80% of it being positive
Achievable – Very much achievable, as the technology will remain the same, however, it will be applied in a different environment that would require us adapting to.
Realistic – It is a realistic objective, as the technology used will remain the same and because it will be tested for at least year within universities, that gives plenty of time to make any changes or improvements
Timely - The time it will take to achieve this objective will be a year from the day it is implemented within a university, mid 2021 is the estimated time.
[bookmark: _Toc31401423]4.1.2 Objective 2 – Expand FIRNN into security detection:
Specific – Expand FIRNN to provide more than just authenticating a face and being linked with a database to read and write information. FIRNN seeks to advance into security detection, one example being unlocking doors with facial recognition within universities and businesses. 
Measurable – Can be measured with the demand of FIRNN being implemented, surveys can be given to receive a percentage of the demand to expand to security.
Achievable - Facial Recognition technology will already be completed and available, time will need to be taken for incorporating and creating smart door handles.
Realistic – It is a realistic objective for the reason being, the facial recognition system will be already completed at this point, and additional team members can be recruited for taking FIRNN further.
Timely – This would be a later addition, when FIRNN has gained good amount of traction and demand, estimated time would be after 2 years of being implemented, mid 2022 is the estimated time. 


[bookmark: _Toc31401424]4.1.3 Objective 3 – Lower FIRNNs’ environmental impact:
Specific – Implement sensors onto the FIRNN hardware to detect any movement and light, and automatically switch off the system once it does not detect either.
Measurable – To assure that the sensors work as accurate as possible, a week of thorough testing must be completed before updating and deploying it anywhere.  
Achievable – With a committed and motivated team, this can be achievable as the time scale gives more than enough time for research and gain knowledge 
Realistic – This is a realistic objective, as there will more than likely be more team members recruited to assist the future of FIRNN.
Timely – Estimated time is mid-2023.
[bookmark: _Toc31401425]5. Conclusion
To conclude this document, it has gone through several risks and ways of mitigating them, many of which are of high impact but have a mix of probabilities of the risk occurring. The code of practices discussed applied with relation to the project and involved the sustainability, ethical and legal issues which must be followed. Lastly, a SMART analysis was completed of three main objectives FIRNN aims to achieve in the coming future.
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