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This paper looks at the importance of risk management, codes of practice including sustainability + ethics & legislation, and quality assurance within a primarily software focused project. It identifies a number of risks and sorts them into a matrix based on the likelihood of them occurring and the potential impact they would have on a project, and them briefly talks about what could be done within the development stages f the software development project to avoid risk or solve the problems as they arise. It goes on to look at the codes of practice required of a project of this scale within the software industry. And finally talks through how the development lifecycle could potentially be set out to ensure the quality of the product remains at a desired level based on a desired lifecycle.
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[bookmark: _Toc31046592]Introduction
Once a project has moved from the planning and initiation stage, one must start to think about problems that may arise and certain legal issues that stem from projects of this scale. Throughout this report certain aspects of these problems should be discussed; the report aims to start with risk management. It is inevitable that areas of risk will crop up as throughout the lifespan of a project, these risks must therefore be identified, if at all possible, and ranked based on their severity; a ranking allows for a plan to tackle these ricks to be formed. Next the code of practice must be addressed for the project. One must talk about the potential environmental impacts the project could have and the continued impact if the project expands. The project itself falls under the British Computer Society code of conduct and the new legislation for data protection, the General Data Protection Regulation, and as such the planned steps to meet the requirements of their code of conduct should be proposed. Finally, the quality assurance of the project must be considered. The project itself is primarily a software implementation, as such it is beneficial for the implementation to be developed using an ISO standard development lifecycle model to try and keep track of the development progress and any issues that may arise.

[bookmark: _Toc31046593]1 – Risk Management
1.1 [bookmark: _Toc31046594]– Evaluation
Smaller projects can suitably be dealt with using default agile development strategies without thinking about risk management as the project lifecycle is considered to be short and iterative [1]. With a project of the size that is being undertaken, the subject matters being those that haven’t been covered in lectures yet (machine learning/deep learning which are covered in third year), risk management and a firmly structured development cycle is needed. 
Before looking at the management itself though, the risks themselves need to be identified and ranked based on potential impact.
Risks:
· R1 – Potential hardware failure of lead developer. Only one of the developers in the group is comfortable with the MATLAB [2] language/IDE, as well said developer has the best workstation setup in the group; if this hardware fails then this will slow the development and network training process down significantly.  
· R2 – Issues with the pretrained network [3]. It is possible that the network will not train properly with the dataset that is to be built for the purposes of the project. It may end up requiring object detection code to be written to aid in spotting faces in snapshots from the video feed.
· R3 – Time restrictions. Other assignments or unforeseen obligations of group members could result in running out of time to write or test the software.
· R4 – Breakdown of communication. With the amount of people in the group (6 group members) it is entirely possible that a falling out could occur, or other issues that may prevent effective communication from taking place.
· [image: ]R5 – Over or under fitting the training set. Either over or under fitting will result in a lowered accuracy. Under fitting is easier to spot as it results in lowered accuracy in general, over fitting however will mean good accuracy with the test data, but low accuracy in more realistic test situations.
Based on these we can now sort the risks into a probability impact matrix.
R1 has been placed at a probability of moderate and an impact of high. With the work being done it has the potential to put high strain on the processor and graphics card on the developers computer, however the set of images that will be used for training purposes is quite small so the components will not be put under strain for long. If one of the components fails though it would be quite costly to replace the part and doing the training on a system with a lower end specification will result in training taking longer. 
R2 has both a significant probability and impact. With the development team having not worked with a neural network before, and this particular network [3] having a large number of network layers, it is fairly likely that the training and testing will not be that straight forward. The hope is that additional object detection logic is not required to the supplement the calculations performed on the various network layers, but if it is required it could be somewhat difficult to write the object detection logic; the job of writing the detection logic if it is needed would likely fall on the lead developer as they have the most experience using MATLAB [2].
R3’s probability has been set as high, with an impact of low. This group project is the first project of this scale that any of the group members has worked on, as such the group lacks experience in predicting the timeline for the various aspects of the project and it is highly likely that the group will over estimate their ability to get the work done as set out on the timeline. It should not have a high impact though as it will be relatively easy to reschedule the work and re-assign tasks, and the project itself at this stage in the BSc it is not expected that the product being developed as part of the project will be complete.
R4, as likely as it is to occur, has a low probability but a significant impact. There are multiple possible lines of communication between the various members of the group and said group members are currently able to cooperate effectively without falling out. If one line of communication breaks down, there are plenty others available, however if a falling out does occur communication may end up involving a middleman to communicate between people which could massively slow down production.
R5 has both a moderate probability and impact. Given that the dataset of images will be relatively small it is somewhat possible that the training could end up being either over or under fit. The result of this will be having to build a more varied image set and retrain the network again, this will take longer than the first time as there would be more images than in the original set, but the image set will still be relatively small so the training still should not take all that long.

1.2 [bookmark: _Toc31046595]– Management Strategy
Looking at the identified risks the main approach to dealing with them will be maintaining strong lines of communication, as most of the problems that could potentially arise should be able to be dealt with providing all the members of the group know about the current potential for a risk to occur and what to do if it does. The risk matrix therefore should be updated fairly frequently based on the timeline of the project and each group member should be sent an updated version of the matrix.
Should a problem arise, the key member to bring the this to the attention of is the project manager, who can then inform the rest of the group members and give appropriate instructions based on how affected a particular group member is by the problem.

2 [bookmark: _Toc31046596]– Code of Practice 
With the projects in the EIGP (enterprise and innovation group project) module, designed to give practice for what is expected of an individual working for a company, and having the potential to move forward as start-ups, there develops a need to understand the importance of codes of practice both of projects of this scale and companies working in the software industry. For the purposes of this report the two main areas that will be covered are sustainability and ethics & legislation.
2.1 [bookmark: _Toc31046597]– Sustainability 
One must be able to understand the environmental impact that a project in the software industry will have, or has the potential to have in the future. For the software industry a good place to look for advice, or gain certification to look good to possible investors, is the British Computer Society for their Green IT Specialist Group [4]. An outline for the work that was starting to be done by the BCS back in 2009 talks about how the IT industry is responsible for more carbon emissions than the aircraft industry [5], with the growth of the software industry since 2009 it is especially important in 2020 to know the kind of impact a project may have.
The impact of a project can be split into three categories, first order, second order, and third order.
First order:
· E-Waste in the form of older security cameras that may get replaced as a result of installing new ones. Older servers may also become obsolete if the project goes ahead as the network would need to be hosted.
· Emissions from the production of new cameras to facilitate the application of the neural network, as well as new highspeed network cables connecting the cameras to the server.
Second order:
· Reduced paper usage as paper registers at universities get phased out.
· Less time spent manually adding entries to the register, so in theory lecturers spend less time using a computer which offsets the power consumption of the project itself by a small amount.
Third order:
· The servers needed to host the network for each university that implements it, and the cameras needed for the network results in increased power consumption.
· Over time the decrease in paper usage may have an impact of the stock value in paper production companies.
[bookmark: _Toc31046598]2.2 – Ethics and Legislation
Being a primarily software based project, no hardware being used would be that produced as part of the project, the project would fall under the codes of conduct outlined by the BCS [6]. A key part of this that the project needs to be careful of is section 2 “Professional Competence and Integrity”. To be able to fit within this, the main developer that has been assigned to the project is the group member with the most experience with MATLAB [2] and is taking steps with continual professional development to ensure that they have sufficient experience with the language in general as well as more specific experience with the deep leaning toolbox. Other members of the group are to help with the development process where they are able, and if they are to aid with the main development should take the appropriate steps to make sure they have sufficient knowledge of the technologies involved. For section 1 of the codes of conduct, when putting together a dataset of images for training purposes the aim should be to make it as even a split of variation as is realistically possible with the images available.
With the nature of the project, face recognition and collecting appropriate data to supplement the training process, the project must meet the standards of the GDPR (General Data Protection Regulation) [7]. This regulation is part of EU law, assumptions must be made that a similar set of regulations will be made part of UK law once the UK leaves the EU, and it is entirely possible that with slight differences in a potential future regulation that steps would need to be made to meet both regulatory bodies standards. Ignoring the current state of UK politics, steps to meet the GDPR standards must be made anyway if the project wishes to be implemented as part of universities in other EU countries. Consent must be given by any students, or any other people who may be used to train the network, to participate in the neural network based registration system. Consent does not necessarily need to be given to be recorded by the cameras that the person implementing the network is using, as it is designed to be incorporated into existing CCTV systems, and so the cameras that the university are using would fall under any existing regulations for the use of CCTV.

[bookmark: _Toc31046599]3 – Quality Assurance
The quality of the software solution must be evaluated at each key stage of the project to ensure that the overall standard is maintained, if one part does not meet the standards that have been set then one must halt production to ensure that the current stage of production is brought up to the standard of the rest of the solution. In order to be able to affectively produce the project solution in this manner, an appropriate standard of development cycle must be chosen to help manage the project, this development cycle should remain consistent throughout the entire life of the project but can be modified to help get the project back on track if needed. One of the main factors of this project in particular is the accuracy rating when testing the network; given that the dataset is relatively small, to avoid over/under fitting the dataset must be artificially expanded by making augmented copies of the images in the dataset, this is part of the premise of the paper that the pretrained network that is being used is based on [3]. The rest of the logic for the project  can fall under slightly relaxed standards but must try to stay as close to the standard of the project as a whole based on the effort put in to ensure the accuracy rating of the network. Issues may arise with the logic for connecting the script for the network to an SQL database as this will likely be the primary job of a different group member. No matter the specific developer that is working on a stage of the project the standard must aim to remain constant, as such communication is key to the quality of the project. The main responsibility for maintaining the communication is that of the project manager, secondary to this is the lead developer who must keep control of the rest of the development team.  

[bookmark: _Toc31046600]Conclusion
To conclude the importance of managing the various discussed aspects of a software based project should not be underestimated, and in fact should remain at the forefront of the process throughout the stages of development. Depending of the specific project being undertaken certain sustainability and legislative issues may be slightly different, but for the most part there are standards that have been put forward by various regulatory bodies to ensure that a proper code of practice is followed throughout the development of a project, and by companies in general. The key takeaways from this for the specific project is to think about how the dataset of images should be handled to ensure that the project complies with the GDPR [7].
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