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The labs given within this module is geared to assist you in carrying out vulnerability assessments and penetration testing on systems. In a penetration test an Ethical Hacker attempts to break into a company’s network to find vulnerability or the weakest link in the network or the network system. They are also required to analyzes the company security policy and procedures and report any vulnerability to management.

An Ethical Hacker is a person who performs most of the same activities as a hacker but with the owner of the company’s permission.  The distinction is important and can mean the difference between being charged with a crime or not being charged.  Ethical Hackers are usually contracted to perform penetration tests or security tests.  After pre-engagement activities, penetration testers begin gathering information about their targets. Often all the information learned from a client is the list of IP addresses and/or web domains. Penetration testers then learn as much about the client and their systems as possible, from searching for employees on social networking sites to scanning die perimeter for live systems and open ports.  Taking all the information gathered into account, penetration testers study the systems to find the best routes of attack. This is similar to what an attacker would do or what an invading army would do when trying to breach the perimeter. Then penetration testers move into vulnerability analysis, the first phase where they are actively engaging the target.


Task 1: Setting Up the Ethical Hacker’s VM

Lab Prerequisites

Set up a new VM with the given ISO file and install Parrot OS completely. After the installation is complete, power off the Parrot VM.
Open the Network Settings of your Parrot VM in VirtualBox. Ensure that the first adapter is set to Bridged Adapter.
Enable the second adapter, set it to Internal Network with the network name intnet, and configure Promiscuous Mode to Allow All.
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Inside the Parrot OS VM, navigate to System → Preferences → Internet and Network → Advanced Network Configuration.
[image: ]
Select Wired Connection 2.
[image: A blue line on a black background
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Go to the IPv4 Settings tab and click Add.
[image: A screenshot of a computer
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Enter the following details:
· Address: 192.168.56.100
· Netmask: 255.255.255.0
· Set Method to Manual
[image: A screenshot of a computer
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Click Save to apply the configuration.
Test the connection at the start of each lab exercise by attempting to ping the target VMs.
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$ping 192.168.56.10

PING 192.168.56.10 (192.168.56.10) 56(84) bytes of data

64 bytes from 192.168.56.10: icmp_seq=1 tt1l=64 time=3.70 ms
64 bytes from 192.168.56.10: icmp_seq=2 ttl=64 time=3.64 ms
64 bytes from 192.168.56.10: icmp_seq=3 ttl=64 time=1.58 ms
64 bytes from 192.168.56.10: icmp_seq=4 ttl=64 time=0.945 ms
64 bytes from 192.168.56.10: icmp_seq=5 ttl=64 time=0.744 ms
AC

--- 192.168.56.10 ping statistics ---

5 packets transmitted, 5 received, 0% packet loss, time 4855ms
rtt min/avg/max/mdev = ©.744/2.122/3.703/1.294 ms
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