Jericho Uzzell (1702201) – ACCA5023 - Sem 2 - Assignment 2 - 19/04/2021- UWTSD - worksheet 3
Page 

University of Wales Trinity Saint David
School of Computing
Network Operating Systems and Services
ACCA5023
Jericho Uzzell
1702201
19/04/2021
[image: ]



1. Introduction	3
2. Documentation;	3
2.1. Demonstration of Group Policy Permissions and creating Share Policy;	3
2.1.1. Demonstration of Group Policy Permissions;	3
2.1.2. Sharing permissions;	8
2.1.2.1. Creating share;	8
2.1.2.2. Accessing share;	10
2.2. Creating environments to manage the network;	12
2.2.1. User and computer environments;	12
2.2.1.1. Moderating Control Panel access;	12
2.2.1.1.1. Creating environment;	12
2.2.1.1.2. Testing control panel;	16
2.2.1.2. Moderating Command Prompt;	16
2.2.1.2.1. Creating environment;	16
2.2.1.2.2. Testing command prompt;	18
2.2.1.3. Moderating removable media drives;	18
2.2.1.3.1. Creating environment;	18
2.2.1.3.2. Testing removable media drivers;	19
2.2.1.4. Restricting software installs;	20
2.2.1.4.1. Creating environment;	20
2.2.1.4.2. Testing software installs;	23
2.2.1.5. Enforcing password policy;	25
2.2.1.5.1. Creating environment;	25
2.2.1.5.2. Testing password policy;	26
2.3. Observational task;	27
2.3.1. Main difference between local permissions and file shares;	27
2.3.2. The role of group policy management in the network environment;	28
2.3.3. Example of good password principles within a modern network;	28
3. References	29
4. Bibliography	29



[bookmark: _heading=h.ff4t2ux3y7ue]1. Introduction
This report will show the managing and maintaining of network resources using network policy and security practices. This report will cover file permissions within New Technology File System (NTFS), policies with some observational tasks in between.
[bookmark: _heading=h.l9ld1elwtw02]2. Documentation;
[bookmark: _heading=h.uguzugnnvokm]2.1. Demonstration of Group Policy Permissions and creating Share Policy;
[bookmark: _heading=h.juphqb8z1xru]2.1.1. Demonstration of Group Policy Permissions;
Within Client one whilst logged into the nwtraders.msft, go into file explorer (press windows key, type file explorer or alternatively press windows key and E at the same time).
This file explorer, navigate to “This PC”, on the left, under that click into the Local Disk (represented by “C:”).
[image: ]

Within this folder, create a folder named “New - Folder”, or something similar by right clicking in an empty space and navigating under the new and then folder button.
[image: ]

Then right click and rename this folder to “Dept_Important_Docs”, then go within the folder.


Within this folder, right click on the whitespace and navigate to the “new” submenu and then click the text document. Name this “New - Text Document”, or something similar.
[image: ]

Now, right click on this file and name it “Important_Files”. The reason why this report is demonstrating this, is that if you can do this you have read, write, rename and potentially full access permissions.
[image: ]

Now this report will demonstrate setting permissions for this file and folder so one network user has full control and other users have read only. You can right click within the whitespace of Dept_Important_Docs (where the Important_Files file is located) or by going out of the folder and right clicking on the folder.

Select properties (1) and then navigate to the security tab (2) and then select advanced (3).
[image: ]

Within this new window, click the disable inheritance button. A new window will pop up, just select the “Remove all inherited permissions from this object”. Once done, on the previous window (where you click disable inheritance) click apply and then okay.
[image: ]

Now, click edit on the security tab window and then add in the new window.
[image: ]


Within this new window, type the username of the account you are logged into. Either type the full one or half and click “check names”. If Windows knows the username, it will auto complete else, if more than one name is found it will ask you which one you meant -- just double click on your account.
[image: ]
[image: ]

Either way, the box should look like this (with the current account username in it) -- click okay on this box.
[image: ]

Now, ensure you select the account you just added on the groups or username box (1). Once selected, the box under it, select “full control” (2). Failure to select the correct username will give incorrect permissions. Once done, click apply (3) and then okay (4).
[image: ]

Now add a new user to the permission. Remember, click add, type a valid username in the box, click check names and then click okay.
[image: ]

Now, select the new user (1), under the permissions area, grant everything from “Read & execute” and down (2). This will assign “list folder contents”, “read” and “write” permissions. Click apply (3) and then okay (4).
[image: ]

Within the folder, edit the text file “Important_Files”, place some text into it and save it. Then logoff to the other account.
[image: ]

Under the other non-admin account, this account was able to see and edit this text document.
[image: ]

[bookmark: _heading=h.xvzqz61lxqrz]2.1.2. Sharing permissions;
[bookmark: _heading=h.ml313do0tpmj]2.1.2.1. Creating share;
On server one, search for Server manager and open it. Then click on the File and Storage pane.
[image: ]


Within the window, click shares (1) and ensure the drop down is on task (2), then right click on the whitespace and click new share (3), a new window will pop up (4).
[image: ]

Select the “SMB Share - Quick”, then go next.
[image: ]

Ensure you select the correct server, ensure you select the correct volume and then click next.
[image: ]

Now name the share, this example will use “DeptNetShare$”. A description can be given if needed, please note of the Remote Path file location (write it down somewhere) -- click next.
[image: ]

On this page, enable “Enable access-based enumeration” and “allow caching of share”, click next.
[image: ]

The next page to specify permissions can be configured so you can add your own groups and/or remove certain groups. Click next. The confirmation page will show what will be done, once you are happy click create.
[bookmark: _heading=h.nk42k3s6g2rd]2.1.2.2. Accessing share;
On client one, search for “This PC”, by right click on it or going into the right side of the popup (shown below), select map network drive.
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The default drive is given by Windows and this is fine. The remote path you had written down previously you must use now. Input the path into the folder input field and click finish.
[image: ]

[bookmark: _heading=h.g89lttyrsc0o]

[bookmark: _heading=h.w7fdwf7gu88a]2.2. Creating environments to manage the network;
[bookmark: _heading=h.is754wz7y47q]2.2.1. User and computer environments;
[bookmark: _heading=h.2fufx8lez48k]2.2.1.1. Moderating Control Panel access;
[bookmark: _heading=h.lhlgyw8mux49]2.2.1.1.1. Creating environment;
On server one, go into active directory users and computers. Right click on the domain “nwtraders.msft” (1), under new (2), click on to “Organizational Unit” (3).
[image: ]

Now name it “Non Admin Users”, then click okay.
[image: ]

Now, on the newly created organisational unit (OU),right click on it (1), under new (2), click user (3).
[image: ]

Now follow the steps to create a new user.
[image: ]

Now, you need to search for “Group Policy Management Console”, in the Windows search bar. The application should look like the below image:
[image: ]

Expand all of the branches (double into “Forest” or click Domains”), until you see the Group Policy this report just created, known as “Non Admin Users”.
[image: ]

Right click on the Group Policy and then click “Create a GPO in this domain, and link it here…”.
[image: ]

Name it something appropriate, this report will name it “NoCntrlPanAccess”, select okay when done.
[image: ]


Right click the new Group Policy Object and select edit.
[image: ]

A new window shall appear, expand from user configuration, policies, administrative templates and then into control panel.
[image: ]

Now, within the control panel pane, you will observe a settings area. Find “Prohibit access to control panel item” (1), double click this and then select “Enabled” (2), click apply and then okay.
[image: ]

To ensure that this is up-to-date with, you can force an update. Within the command prompt, type “gpupdate /force”.
[image: ]

[bookmark: _heading=h.kbgmo180a9kt]2.2.1.1.2. Testing control panel;
On client one, login to the account you just created from the previous. Now type into the Windows search, “Control Panel”.

[image: ]
[image: ]
This user is restricted from accessing the control panel now.
[bookmark: _heading=h.9w52kxfmjlvl]2.2.1.2. Moderating Command Prompt;
[bookmark: _heading=h.9ff625gybs2z]2.2.1.2.1. Creating environment;
On server one, under the Group Policy Management Console, where the Non Admin Users Group Policy is located, right click and create a new Group Policy Object (full in-depth at point 2.2.1.1).
[image: ]

Right click on the newly created Group Policy Object and select edit. The window previously in 2.2.1.1. pops up known as Group Policy Management Editor. Within this window, under user configuration (1), policies (2), administrative templates (3) and then under system (4).

Under the system, you will observe a setting known as “prevent access to the command prompt”, double click it.
[image: ]

Now, click the “enable” ratio on this popup.
[image: ]

Remember, open up the command prompt and type “gpupdate /force”, to force the group policy update.

[bookmark: _heading=h.bhqt3h3q2dx0]2.2.1.2.2. Testing command prompt;
Logging into the account we created before (within 2.2.1.1), trying to access the command prompt has failed, the user cannot use it.
[image: ]

[bookmark: _heading=h.dneajz46oo0w]2.2.1.3. Moderating removable media drives;
[bookmark: _heading=h.kwv5yaupr1jf]2.2.1.3.1. Creating environment;
Under Group Policy Management Control, create a new GPO named “NoRmeDriveAccess”.
[image: ]

Now, right click on the new GPO named “NoRemDriveAccess”, and click edit. Within the new window, navigate under user configuration (1), polcies (2), administrative template (3), system (4) and lastly removable storage device (5). Ensure you click into “All removable storage classes: Deny all access”.
[image: ]

Now within this window, click enabled, then click apply and then okay.
[bookmark: _heading=h.cwk60uq2j766]2.2.1.3.2. Testing removable media drivers;
If you are using a physical machine, plugin a USB whilst logged into the administrator account. If you are using a virtual machine, the following steps will allow you to use a flash drive connected to the host machine.

Within Oracle VM VirtualBox, under devices (1), USB (2) and then select the USB that you have connected (3). If you see another device connected, as an administrator (or someone that the group policy object does not target), you should be able to enter the file.
[image: ]
[image: ]
Under a non admin user account. The flash drive shows however you cannot enter it.
[image: ][image: ]

[bookmark: _heading=h.2erizaf74swo]2.2.1.4. Restricting software installs;
[bookmark: _heading=h.stf68u1zpu6n]2.2.1.4.1. Creating environment;
Under active directory users and computers, right click on the nwtraders.msft, under the “new” submenu, click “Organizational Unit”. Name this OU as “NWClientComputers”.
[image: ]


Now, under computers, move the computer within it to NWClientComputers. Right click the computer, click move and then click the NWClientComputers in the new popup named “move”.
[image: ]

Open up Group Policy Management, within that locate the new NWClientComputers. Right click on it (1), click “create a GPO in this…” (2) and then name it “NoUnauthSoftInstallS” (3). Click click on the new group policy object and then click edit.
[image: ]


Under computer configuration (1), policies (2), administrative templates (3), windows components (4) and then double click prohibit user installs. Note, you must scroll down to locate these files.
[image: ]

Now select the enabled ratio, click apply and then okay. Within the command prompt, force the policy update by typing “gpupdate /force”.
[bookmark: _heading=h.giau5ec2s7df]

[bookmark: _heading=h.c1fcrkbnolv]2.2.1.4.2. Testing software installs;
This user has gone to a website and clicked download on an application.
[image: ]
After executing the executable, authentication is required to install this program.
[image: ]

After inputting their own credentials, the error returned states they need more admin rights.
[image: ]
With the right username, this program has now been installed (the username used is incorrect, which was corrected).
[image: ]
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[bookmark: _heading=h.b9ywh21nlbrd]2.2.1.5. Enforcing password policy;
[bookmark: _heading=h.9cubti30rco4]2.2.1.5.1. Creating environment;
Within the Group Policy Management, under the forest (1), domains (2), nwtraders.msft (3 - or your own name), default domain policy (4).
Right click on default domain policy (4) and then select edit (5).
[image: ]

Within the group policy management editor, navigate to configuration (1), policies (2), windows settings (3), security settings (4), account policies (5) and then under password policy (6).
[image: ]

Ensure the following settings have been set, double click or right click then click properties to edit the values.
Enforce password history changed to 8, maximum password age change to 31, minimum password age change to 1, minimum password length changed to 10. Ensure password must meet complexity requirement is enabled and store passwords using reversible encryption is disabled.

Go to the command prompt and type “gpupdate /force”.
[image: ]
[bookmark: _heading=h.nfwqmxbv7b3y]

[bookmark: _heading=h.i8ig7oq5cf7t]2.2.1.5.2. Testing password policy;
Now, creating a new user with the password of “P£s5w0rd”, fails because it does not meet the policy we just set.
[image: ]

Changing the password to “P£s5w0rd-eerD” allows the creation of this user.

Logging in successfully present this, you cannot change the password to the current one so this report will change to a new password of “pAsw0rD132
[image: ]
Trying to change the password back to the set one also fails.

[bookmark: _heading=h.ig98sb2nsrpg]2.3. Observational task;
[bookmark: _heading=h.3vosfyi1jclw]2.3.1. Main difference between local permissions and file shares;
According to [1], local permissions (NTFS permission) and file shares serve the same purpose, to prevent unauthorised access however, each have different ways of implementing the permissions and both should be used in situations.

[1] states that the main advantages of local permissions is that it affects local and network users, you can allow or deny certain permissions such as but are not limited to: full control, modify, read and execute and more; these are known as NTFS (new technology file system) objects.

[1] continues and states that a share folder does not target all local users, instead general users will be given the ability to view the folder or not with other permission to write, read etc. Specified users can have certain access when defined, like a NTFS object, shares have their own according to [1] -- shares have the following: full control, read and change; with allow and deny capabilities.

So, what are the benefits to both? [1] gives a detailed list and here is what this report has understood:
· Shares are easily applicable and manageable however local permissions can allow gradual control within folders/files;
· If shares and local permissions are used at the same time, the lowest restricting items “wins” and that user will have that level of access;
· For example, if the share permission had “Read Only”, and the local permission had “Read and Write”, read only would win. With that said, [2] contradicts this and states if a modify permission is granted to a parent folder and read only is in a child, the modify wins;

[1] concludes that you should use groups instead of users as it simplifies shared resources, do not grant users the lowest permission they have, only what they need.

Aside from some permissions, [2] lines up the same with [1] statements and conclusion. [2] actually goes into detail for showing shared, NTFS permissions and user access, with different access given to each, they then ask you what permission wins -- it is a good game and gets you thinking.
[bookmark: _heading=h.316e0tt1982y]

[bookmark: _heading=h.gsrt0583zxhg]2.3.2. The role of group policy management in the network environment;
The use of group policy facilitates the advanced settings to control the working environments of users and computers by network administrators according to [3]. The use of group policies and defend against attackers within the network as users or from external attackers by using group policy objects (GPO) which are created within the Microsoft Management Console (MMC) group policy editor according to [3].

[3] states that in short you should use GPO to protect core IT infrastructure, however group policy does not just protect IT systems, instead you can enforce password policies, system management, health checking and more.

With all of that said, [3] states that GPOs are not “the magic bullet”, they state that the editor is not user friendly, group policies update every ninety to one hundred and twenty minutes (you can force an update) and lastly GPOs are not immune to being attacked.
[bookmark: _heading=h.n9nk9nrxv4kp]2.3.3. Example of good password principles within a modern network;
[4] gives a list of good password principles to do when creating a password, this can be taken and enforced on your network or application.

For users, [4] states having a long passphrase made up of lowercase, uppercase, numbers and symbols for users to use. [4] continues and states that having 2FA (two factor authentication) within your application and/or network should be used to verify the identity of the person attempting to access the system.

[4] states that users should not just use words, instead mix numbers, symbols, upper and lowercase words within it. Using password managers can assist you manage the passwords you have set, many give you ratings on their security, if there are any reused passwords, you can usually generate a password with certain parameters and more.

For developers and/or administrators, [4] states encrypting the passwords should prevent attackers taking the raw text of the password. As a developer and/or administrator, you should stop plain words being used, perhaps if the password is too close to being a word to prevent the password being used?

Whenever an employee, user or other leaves or deletes their account, ensure the account password is removed [4] states. Privileged accounts should have their passwords change regularly, also implementing a password change every 90 or 180, with that said [4] states that guidance from NIST states that personal passwords just have an additional letter or word applied to it, or recent one used -- you could apply a password history to prevent that evenso, NIST states you should only change personal accounts only in potential threats or compromises.

[bookmark: _heading=h.7vomof5qe7wx]3. References
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