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Computer networks are used to transfer resources and information from one connected client to another. In business this can be a critical part of the job. Some sectors may need access to resources which another floor or department produces; through a network the computers can seamlessly share what the user needs and enforce any manner of security or authority restriction. As businesses have grown and technology has developed, many have elected to opt for cloud computing alternatives over directly purchasing copies of software for individual machines in their network.
In many areas of business and life, people use Cloud Computing without understanding what it actually provides. The name ‘cloud computing’ refers to how users can access resources from a physically separate host server while using said resource on their local network computer. There are many companies which offer cloud computing services and many different applications and resources on offer. The shift towards more companies utilising cloud computing services has impacted many decisions when network engineers consider the network, they are maintaining. Some network professionals recognise the potential of cloud computing for storage and will elect to spend funds on setting up cloud services over traditional local servers or specific hardware. It is often more cost effective to rent software from cloud services over purchasing, installing, and maintaining that software within the network. In addition, using the cloud for ‘SaaS’ can speed up the time it takes to get a hold of the desired programs / software as it does not need to be directly set up or installed by the users.
The shift in focus to more software emphasised networks mirrors the change in skill networking professionals need to familiarise with. The infrastructure of a business’s existing network may change as different factors (such as cheaper running costs) cause IT departments to turn to the cloud for more of their resources. It has become common practice for programmers to create SaaS opportunities and facilitate / create cloud-compatible software. Therefore, more and more resources are becoming available through cloud computing services.
Cloud computing can provide a wide array of facilities to the users such as: File storage, many files can be uploaded to and downloaded from allocated directories in appropriate cloud servers. This is handy for storing materials and files somewhere that will not use up storage space on the user’s machine. Some cloud services also offer data backup, which facilitates the storage of a system or drive backup. This is very useful in the event of physical disaster at the users end (fires, flooding, hardware damage or theft, etc.), since the cloud services servers are physically separate the backups it holds will be safe. In the event it is required; disaster recovery can be facilitated if the users had created backups on the cloud, easily able to download it all onto their new systems. Software as a Service refers to the ability to give users of cloud computing access to an application without necessarily purchasing its licenses or installing it from the traditional source. Instead, the desired application can be run from the cloud service and utilised by the client. The room for growth is far and wide for a company using cloud-based resources as more resources such as storage or applications can simply be purchased. Likewise, there is the freedom to downgrade and remove or subtract from the resource they want to pay for accordingly. Another potentially huge factor of using cloud computing is the ability to connect to the service from any internet connection. While this is not strictly true as some resources will be restricted to the companies own network, some resources can be made available to the users who are out of office for increased accessibility and productivity.
All of these cloud-based services are reliant on the client’s internet connection to the desired services. Events in which the internet connection of the network goes down (whether it is due to maintenance or a fault) would mean the halt of resources coming in or out from any Cloud Service. Following on, bandwidth is also a major consideration, the speeds at which the company can download and upload masses of data from different nodes to the cloud services in question has a huge impact on performance. In many cases cloud services will offer redundancy plans; an extra cost which covers the cost of backing up your data on their servers, in case of disaster at their own server sites. 
As more and more businesses invest into cloud computing for their resources, the changeover is as important and in order to facilitate these changes, ‘RESTful’ Web Services have become invaluable. The name REST is a partial anacronym for Representational State Transfer, it is an architecture for Web based standards. Through HTTP protocol, REST operates by providing the user access to its resources, which can then be modified to the user’s content. The types of resources can include files ranging from HTML pages and sizable data to images, video, or text. When a resource is identified by a URI or Global ID, it can be represented by a few different choices, such as JSON or XML.
The architecture which REST implements commonly relies on about four different HTTP Verbs which signify the chosen HTTP method: GET, POST, DELETE and PUT. These four request methods are used in the basic functionality of REST. The GET method will provide the user read only access to the desired resource. Using POST, the user may create a new resource under the service. As one would expect, a user can delete a resource with the DELETE method. And finally, should a user intend to update and existing resource, they can use the PUT method. The PUT method is also capable of creating a new resource similarly to POST. 
The HTTP request is sent to the REST server, which recognises the users desire through segments which make up the request: The Verb, URI, HTTP Version, Request Header and Request Body. The Verb is indicative of what method the user has chosen such as GET, POST, DELETE, or PUT. In the URI (Uniform Resource Identifier) section, the unique identifier which represent a specific resource is displayed. The HTTP Version will display the HTTP version in use. Inside the Request header, meta data related to the request is stored such as supported formats, browser type, etc. And finally, the Request Body will contain a representation of the chosen resource or the contents of the intended message. Once the HTTP request is sent out, the REST server will respond accordingly.
The subsequent HTTP Response will be made up of its own sections: Response Code, HTTP Version, Response Header, Response Body. The Response section will indicate the status of the resource (availability etc.). As with the Request the HTTP version contains the HTTP version in use. Similarly, to the Request Header, the Response Header will contain the meta data related to response is stored, for instance: server info, content length, type, processed time. The Response body will whatever the response message is or representation of the requested resource.
As a network moves to more cloud-based resources, the RESTful API will be more than useful to the changeover of current and introduction of new resources. One such reason for this is the sheer flexibility of REST; its stateless nature means different changes and commands can complete independently; this also offers users the ability to have cacheable data stored. REST also makes use of a uniform interface, meaning any resource can be utilised by with a simple HTTP request containing the chosen method and resource URI. Another point is the layered approach of the REST architecture: each component has its own functions and is organised through a layered hierarchy relationship. In general, the user experiences purely client-oriented tools and interface, whereas the REST servers and stored data are kept firmly separate. The separation between client and Server also allows a project to develop different areas independently of each other and allow huge scalability within the development of the end product. There is a java-based programming language which can be used in RESTful Web Services; JAVA API for RESTful Web Services, abbreviated to JAX-RS. The inclusion of JAX-RS into a REST product creates a multitude of possibilities. In summary, the utilisation of REST facilitates a company’s transition to web-based resourcing very straightforward in most cases.
Industry in general has somewhat adapted software defined networking (SDN). In an industrial world where many choices of hardware are now becoming offsite and cloud based, software running on networks is a key component. Using Software to manage a network allows all sorts of facts to be easily monitored for example, if a particular area of the network becomes congested due to high demand of the resources with it, appropriate steps and alternative can therefore be made to spread the usage out and ensure everyone gets what they need as timely as possible.
Th prospect of SDNs reducing the complexity of managing a network and its resources is another reason industry has taken a so fondly to utilising network management software. The typical corporate network engineer is able to roll out changes to a network , modify available resources, update configurations, etc. without the need to physically interact with the hardware in question. The nature of SDN being able to tie up many components of a network and oversee them all is why they have become so widely implemented. Using this software can also fill position of some employees, potentially lowering the required head count of network engineers in the company since SDN brings so many factors together. 
As a result, many veterans of the network managing world will have to adapt to utilising these managing programs over the physical work they will have grown accustomed to. Although it can seem imposing that software is gradually becoming more capable of filling many prospects of the job, a network engineers’ role is simply changing, not downgrading. This also affects the requirements of many prospecting networking specialist as they will be learning about the software overseeing their networks and how many issues and tasks can be carried out through a single program, in addition to learning the traditional means of creating and maintaining a network. The way the job is carried out just includes some new factors with the right software in place and more information will be available, more readily than was possible before. The dynamic for the network management team shifts towards understanding the applications of their newly software driven approach over just the running of their network
The training the which current network engineers employ is still very crucial to the upkeep of  a network, for example physical faults still need physical interaction to fix them. there are some things that not even the most intrusive management software can configure through a remote client. Network management software can also help engineers to automate the running of the network, reducing their workload on a typical basis. Upon the transition to an SDN, there will be so many more options and factors open to the networking managers who will be able to view more detailed stats and streams of the data going through their network. A controversial point is that since networking managements software streamlines many commands and actions, there is reduced need to any exert programming skills as many operations have prewritten commands in place through these mediums. This has the potential to reduce the how crucial programming is considered. This is a dangerous notion as it leaves the network engineers useless without the software ‘holding their hand’ through their job. If a network engineer oversees the installation and set-up of a new network, they would need sufficient programming skills to put the network together and put basic security protocols in place before any software is installed to further manage it.
Calling back to earlier clarification; the RESTful Web Services can support many different formats of data such as HTML, XML, JSON etc. JSON in particular is a syntax for interchanging data like XML, however writing in JSON is considerably simpler and more lightweight in comparison. The name JSON is derived from its full title ‘JavaScript Object Notation’ and it works with paired names and values or value lists which are common amongst most other programming languages. Therefore, this format is not limited to JavaScript, it can actually be used quite with any other programming language. In general, the interoperability between REST and JSON is firm and their combines lightweight and flexible nature promotes much liberty for its users. In addition, new users of REST services can easily grow familiar with creating interacting with resources by using the JSON format. It is thanks to these factors that REST services have been widely utilised in conjunction with JSON formatting. 
In conclusion, the growth of industry and the many networks companies’ utiliser have been impacted by the rise of Cloud Computing within themselves. The implementation of Software Driven Networks has exponentially changed how network engineers can perform their jobs, adding new dynamics to their ability to analyse threats, network usage and resource management. Through network managements software, the requirements of a network engineer have altered, but not completely changed, with an emphasis on utilising software to automate the maintenance of their network and assist in the resolution of problems. Through the use of Web service architecture such as REST, the changeover to new cloud-based resources is kept smooth thanks to its adaptable nature and simplistic interface. In credit to the broad scalability of REST, users can expect their network the freedom to grow or remove resources appropriately over time as the needs of the network (or the company) change. Restful Web Services can utilise an array of programming languages, however JSON is one of the most easily human readable and far less complex to grasp compared to some alternatives. The lightweight nature used for storing and exchanging data through JSON, coupled with its open interoperability with REST and compatibility with other programming languages has been invaluable to the changes in networking throughout industry.
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