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The following paper will describe the issues that affect modern businesses in the cyber world and the measures that can be taken to minimise the risks from these threats. The paper will focus on a scenario for a coffee business that operates mainly online via social media platforms and other hosted services.
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1.0 Physical Security
There are a number of different physical risks that need to be accounted for when developing a secure and robust network when an online presence is required.
1.1 Physical Threats
One of the most prevalent risks for physical security is the loss of physical hardware through negligence or criminal activity where by the hardware is stolen. This is mostly a risk for mobile technology such as laptop or smartphone but also needs to be considered for stationary equipment such as routers and switches.
Another major threat is un-authorized access to the physical spaces where the staff access computer equipment and this is due to these devices being connected directly to the network which will often result in easier access to data. There is also a risk that staff have left sensitive details within their workspace either in the form of login details or trade details.
1.2 Physical Solutions
There are some very basic security measures that can be put in place to limit the risks presented from a physical perspective. To combat the risk of un-authorized physical access to the work space there will need to be a security card system implemented that will limit access to the buildings where equipment is stored. A system such as Henry gates [1] will allow access to be limited to those on the companies payroll and monitor the usage of these access cards over a period of time and deny access during defined periods. 
Whilst the above limits access to the physical space it would have to accompanied by an organisational policy on how entry to the building is controlled and may stipulate that each member of staff is to swipe the card on entry and doors should not be left ajar or held open for a staff member entering at a similar time. If a policy like this is not in place then the security measures are rendered useless.




2.0 Network Security
Network security is the biggest concern facing companies in the modern era and this is true for coffee company in this paper as they have a significant online presence with a majority of their business being conducted as such. Due to this it is vital to understand the risks associated with this and also how it is possible to limit these risks without affecting the availability of the data.
2.1Network Threats
Below are some examples of the threats to network security present in todays society.
2.1.1 Phishing Scams
These types of scams are often quite generic and target huge numbers of email addresses in the hope to get an individual to click on a fake link to provide personal details, these rely on the link and content being very close to the genuine sender. Some famous examples of this can be found on a blog post by Amy Daly [2] which shows all organisations are susceptible to this risk regardless of size.
2.1.2 Packet Sniffers
The coffee company trades mostly online and therefore a large amount of traffic is transferred remotely, this leave the company open to packet sniffers that intercept the traffic to attempt to read the information being transferred and using this to identify key infrastructure items such as router addresses, server addresses etc. A very popular software for doing this is wireshark [3]. This type of attack is often used to get information from those accessing insecure wireless connections such as those in coffee shops and airports.
2.1.3 Denial of Service Attack (DOS)
Another common attack threat on a digital company is a denial of service which floods a website with huge numbers of requests often in the form of pings to overwhelm the server and render it unable to service genuine customers. This form of attack can be very effective especially if employed via a distributed attack which increases the number of hosts sending requests at the same time which increases the network load even further. These attacks have been used against high level targets in the past including Amazon Web Services [4] which saw network traffic increase to 2.3tb per second.
2.1.4 Viruses
Viruses can take many forms and this is what presents so much risk to organisations such as the coffee business. Some of the most popular viruses originate from criminal groups that use them for the purpose of leveraging information or money from the infected hosts. A very popular type of attack that focuses on infecting a host machine is ransomware that uses encryption methods to blocked the users access to their information, the key required to decrypt this information is then sold to the infected machines user at a high price. A recent example of this being used for damaging purposes was in 2017 with the use of the WannaCry [5] ransomware that targeted health care services in the UK using a vulnerability within older windows OS to infect the host machine. 
2.2 Network Solutions
Whilst there is a large number of threats against coffee capulus and its infrastructure there is also a number of solutions that can be put in place to limit the risk and provide assurances that the network is safe against threats and potential loss of service or data. This section will cover some solutions that would need to be implemented within coffee capulus to ensure security within the network.
2.2.1 WiFi Security
One of the best ways to secure a network is to use a high level of security on the wireless access points that connect directly to the corporate network. While there are many types of network security the suggested for this scenario is going to be WPA2 Enterprise as it provides the highest level of security due to the requirement for those accessing the wireless network to have a network account setup by the organisation through a system such as active directory. This solution means that the wireless network is not susceptible to brute force attacks as there will be a lock out period following 3 un-successful attempts. Along with this benefit there is also a high level of encryption on this type of wireless access using AES encryption methods [6]. This method of wireless security also allows for the configuration of MAC based controls or the use or a pre-shared key. As the objective is to allow for an aspect of bring your own device the method selected here will be the use of a pre-shared key to allow for easier configuration of personal devices.

2.2.2 Firewalls
Another key component in network security of coffee capulus is the use of a robust firewall such as those produced by cisco [7]. This will allow the local ICT infrastructure team to only port filtering and traffic management remotely through the use of a secure messaging system such as SSH. The use of a packet filtering firewall will stop traffic originating from ports not already known to the team, the use of a VPN to connect remotely (which will be discussed later in this document) will also connect via the same port. Despite the advantages of a packet filtering firewall it also has a number of downsides the largest being that it can be very complex to configure and maintain the list of incoming and outgoing destinations which will result in a larger overhead for the local infrastructure team to maintain [8].
2.2.3 Remote Access
There are two different aspects this report will look at in terms of remote access of the corporate network, these will be the use of a VPN and the use of a locally managed mobile device management tool. Both will need to be used in conjunction with one another to provide a level of security to the business but also allow the information to be readily available to those with the requisite permissions.
2.2.4 Virtual Private Network
A very popular choice for accessing information on a remote site is the use of a VPN which operates by creating a secure connection between the host and the corporate network, this connection is encrypted so that the information is concealed from snooping and alteration whilst on route. A popular type of encryption used for a VPN is AES [9] as it provides a selection of selection of different levels from 128 bit to 256 bit and is currently in use by the US government. There are a number of choices available to coffee capulus, a very popular choice that is widely used by individuals is ExpressVPN [10] as they use AES 256 to encrypt the traffic and also have the ability to work on numerous devices from android smart phones to more traditional Windows desktop OS. A more corporate oriented VPN provider is RSA SecurID [11] that’s uses a RSA as the security method that relies on the use of asymmetric encryption which means that there is a public and private key that is used to encrypt the message and without the correct key it is very difficult to decrypt [12].

2.2.5 Mobile Device Management
One option to be considered by coffee capulus would be the use of a MDM product which allows for company information to be accessed and stored on a personal device. This is done by encrypting a portion of the personal device that is used to store the confidential data that requires multi-factor authentication to access. This solution also allows for the secure partition to be remotely deleted from a device when an issue occurs such as a breach by the user or that user leaves the employment of CoffeeCapulus. A popular choice for these products are Mobile Iron [13] that also incorporates the ability for non compliant devices to be denied access using rules set by the network admin.
3.0 Information Security
The security of information is key to CoffeeCapulus and consists of three key areas which are confidentiality, integrity and availability. Each of these are key to a successful business operating via the internet.
3.1 Confidentiality
This forms the first key component of any information system and is often supported by multiple systems and processes. A major component of this will be the use of an access control mechanism which in this instance would be active directory, the use of active directory will allow for the system admin to control user access to company resources and this can be done on a per role basis. The ability to control access to resources on a per user basis ensures that key information is only viewable by those with the requisite reasons and permissions to do so. The use of this access control also allows the ability for the organisation to implement password policies that ensure a specific criteria is met when setting passwords and that the password is changed on an incremental basis, please see appendix 1 for the completed access control and password security policy for the organisation.
It is also assumed that mission critical data, including financial will be secured with an additional level of security above that of the role based access. This will be achieved using the symmetric encryption method of AES 256 which is in use by the US government for securing data. This level of encryption is impossible to crack via a brute force attack due to the extremely large number of possibilities which would not be possible with current computing technology [14].

3.2 Integrity
Data integrity is key to CoffeeCapulus to ensure that data whilst in transit or process is not tampered with and the content is assured to be correct and as intended, this is particularly key for a company whose majority of interactions is over the internet. One key function that is to be used in coffee capulus would be a hashing algorithm with for this example will be SHA-256 [15] that scrambles the data to a fixed string length which will make it impossible to interpret or alter the data without access to the hash key. Using this hashing function will allow staff to verify the files are authentic and correct as intended. 
CoffeeCapulus will also implement the use of digital signatures so that any entity can confirm the authenticity of the message and contents before actioning anything contained within the message. The digital signature will follow the X.509 format is widely adopted and follows the public key infrastructure, this means each signature is unique and cannot be replicated.
Another key consideration for integrity of data is its use within the various databases of CoffeeCapulus. This will include the use of primary and foreign keys within the databases to ensure referential integrity is maintained for critical information such as unit price or locations where the coffee is being distributed to. It will also be key to ensure uniqueness of the entity number within the database so reporting on information can be easier.
3.3 Availability
Mission critical data should be available to those who have permission to it 99.999% of the time which means the use of numerous methods to ensure that downtime for the system is less that 5 minutes for the entire year. Appendix two shows the suggested network infrastructure for CoffeeCapulus that allows for a high availability service due to the redundant components such as additional default gateways that are able to take over in the event of a hardware or link failure. 
To maintain a high level of availability is to ensure security protocols are followed and continuous monitoring of compliance takes place so that the security put in place by the company has the highest chance of succeeding and allows the service to run effectively. This poses the greatest risk to the availability of the service as the breakdown of security protocols allows attacks to cause damage and leave the service unable to operate.
4.0 Conclusion
In conclusion cyber security has to be considered highly important to coffeecapulus as their business relies so heavily on e-commerce and online presence. This paper has discussed the many dangers to operating within the online space but if the suggestions are implemented to counter act these then a business such as coffee capulus can thrive and benefit from the increased audience of online businesses. Security has to be implemented at all levels as a breakdown at any level exposes the whole organisation to attack and liability.
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6.0 Appendix
6.1 Access Control Policy
       CoffeeCapulus 
 
                    
INFORMATION SYSTEMS ACCESS CONTROL AND PASSWORD MANAGEMENT POLICY 
 
1. 	Purpose 
 
1.1. 	Coffee Capulus is responsible for securing its information systems against unauthorised access and/or use, while making them accessible for authorised and legitimate users. It will ensure, as far as is reasonably practical, that information held by Coffee Capulus is secure against loss, damage or breach of privacy or confidence.  
 
1.2. 	Information security requires represents a considerable commitment of coffee capulus resources in order to safeguard company information, staff data, telecommunications, networking, security, software and support.  
 
1.3. 	Inappropriate access to the IT and hard copy systems represents a significant risk to the information held within the information systems, its confidentiality, integrity and availability.  
 
1.4. 	An effective password policy is integral to ensuring the IT systems security.  
 
1.5. 	This document defines the requirements to ensure that information systems are adequately protected with appropriate access controls. 
 
2. 	Responsibilities 
 
2.1.     Managers 
 
2.1.1. Managers should ensure that those that report to the are knowledgeable about the requirements to protect data in-line with this document.
2.1.2. Managers are responsible for confirming their team only have access to the resources required for their role. 
2.1.3. Managers are responsible for informing the ICT team with changes to staff.
2.2. 	Users 
 
2.2.1. Each staff member has a responsibility to ensure that Coffee Capulus’ information is secure and should comply with this policy. 
2.2.2. Every staff member is required to report any information or data breaches to the relevant manager.
2.2.3. All users must be aware of the importance of strong passwords
3.   Process 
 
3.1. 	Physical Access Control 
 
3.1.1. Equipment and Accommodation – General Principles  
 
Physical controls determine how access to computer equipment and information systems are controlled to ensure security of the equipment and information. Such controls are required to minimise the threat to coffee capulus’ computer systems. In order to achieve such control the following is required: 
· The identification and recording of the location of all computer assets/information systems in an Information Asset 
Register. 
· The identification of the Information Asset Owners whose responsibilities will include ensuring the adequate physical security measures are in place. 
· Physical Access to information systems will be restricted to authorised users. Records of users with authorised access to information systems will be maintained and monitored.   
· Visitors to designated secure areas must be supervised and logged in and out using a signing in and out register. 
 
3.2. 	Access to IT Systems Including Password Controls 
 
3.2.1 Logical Access Controls 
 
Logical access controls are measures designed to protect data and software systems to minimise the opportunity for unauthorised access and misuse. Each information system must: 
· Have formal procedures in place to control the allocation of password access rights to information systems. 
· Have secure log-on and log-off processes.  
· Have secure time-out procedures.  
· Have limits on the number of unsuccessful login attempts.  
· Conform to coffee capulus password controls in this Policy. 
 
3.2.2. User Registration and De–Registration  
 
Access to IT systems must be controlled using formal registration and deregistration procedures. The formal registration process for each system may be different but must include:  
· The use of unique ID’s, enabling users to be linked to and made responsible for their actions. 
· Authorisation from the appropriate system manager and/or department manager for access to the system. 
· Access level granted is appropriate to the purpose of access and role of the individual. 
· A formal record of all staff registered to use the system must be maintained.  
· Removal of access rights of individuals who have left the Health Board or changed roles.  
· Checking and removal of redundant user ID’s and accounts.  
· Ensuring redundant user ID’s are not allocated to other users.  
· Ensuring access is not provided until authorisation procedures have been completed.  
 
3.2.3. Coffee Capulus Employees 
 
a. For those staff whose duties include access to systems with password controls the appropriate user registration form will be completed and forwarded to the appropriate system manager.  Formal procedures will be used to control access to systems. Each application for access should be countersigned by an authorised manager. 
 
b. All new users will be briefed on the importance of passwords and instructed in the manner in which they are to be used and protected. 
 
c. No-one should use a username and password to access a system where that password has been allocated to another individual for their sole use. 
 
· Passwords will not be displayed on screens as they are entered. 
· Whenever possible you should create a password of at least 11 characters long with most systems requiring a password of at least 8 characters. The password shouldn’t start with an upper case letter nor end with a number. The password should be a random mixture of upper and lower case letters, numbers and if possible include special characters such as the £ symbol.  
· Avoid patterns in the password e.g. don’t duplicate the same number / character.  
· Avoid basing you password on a single word (To help yourself remember a password think of a sentence and take the first letter of each word to form your password e.g. This is the fifth stupid password that I have to remember could become t1T5spt1H2r!  
· Passwords will not relate to the system being accessed 
· Passwords will not relate to the user e.g. family names, pet names, etc 
 
d. Passwords will be changed regularly (at least every three months or as specified in the operating procedures for the system):  
 
· Each time a password change is made a new password will be used. Re-use of passwords is not permitted. 
· Passwords will always be changed immediately in the event that it is suspected to have become known by others. 
· Passwords will be changed when personnel, staff changes or resignations occur. 
· Password software will ask the user for re-authentication by re-entering the old password before accepting a change of password. 
· Automated log-on procedures may contain passwords but will be protected from unauthorised access. 
 
e. Password Access privileges must be modified or removed as appropriate when an individual leaves CoffeeCapulus  
 
· Any relevant digital lock numbers are changed. 
· Keys to doors and cabinets are handed back. 
· Passwords are removed or changed to amend access privileges. 












6.2 Packet Tracer Diagram
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