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[bookmark: _Toc101545586]Introduction
The following report covers the areas of
· NTFS and share permissions
· Group Policy Objects
· Routing and Packet Filtering including FTP server
· Observational tasks
[bookmark: _Toc101545587]Task 1: Managing and maintaining network resources using network policy and security practices
1.1 [bookmark: _Toc101545588]NTFS
To demonstrate permissions a folder and text file was created. NTFS permissions are applied directly. When accessing the security tab to set the permissions,steps were completed to disable inheritance.
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Figure 1: Inheritance present
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Description automatically generated]Now disabled the author continued with the process to add permissions-Full control was authorised.
Figure 2: Full control authorised
Figure 3:Adding user to give permissions

Fig2 and Fig3 demonstrate the permissions given to an user of the new file,when examining the text file within the folder it is evidenced that the access control settings have been inherited.
[image: A screenshot of a computer

Description automatically generated]Figure 4:Permissions inherited on file











Whilst full control permissions have been granted to an user with administrative access, figure5 below demonstrates a lower access level being giving to a non-admin user.
[image: A screenshot of a computer

Description automatically generated]Figure 5: Non-admin user permissions










To test these permissions,changes were made to the text file. Logged in as the administrator,with full control permissions,the user is able to edit and save the document. Logged in as a non-admin user,although the user is able to read the document,they are presented with an error message when trying to save any changes,evidencing the permissions are functioning.


[image: Graphical user interface, application

Description automatically generated]Figure 6: Non-admin user unable to edit document
Figure 7:Admin user able to edit and save file
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1.2 [bookmark: _Toc101545589]Share Permissions
When considering network shares these must be managed in conjunction with NTFS permissions. 
Utilising Server 1 the server manager is utilised and a SMB Share–Quick is chosen as appropriate for the task. The other SMB share options present further advanced options.
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Figure 8:SMB Share-Quick





A share name is specified and the local and remote path details noted. For security and as a preventative measure the use of the $ signifies that the share is hidden.
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Figure 9: Share name and path details



Progressing with the configuration,assurances were made that the ‘enabled access-based enumeration’ and ‘Allow caching of share options’ were checked. This ensures that only those files and folders with access rights are displayed and cashing enables users to see files accessed should they go offline.
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Figure 10: Configuration of share settings


Figure 11 illustrates the author providing the administrators with full control access,and two non-admin users with read and execute access only.
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Figure 11:Specify permissions by user
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Description automatically generated]Figure 12:Confirmation of configured options are as required

















[bookmark: _Toc101545590]1.3 Accessing the file share/server over the network
There are numerous ways in which a share can be accessed, for this purpose the Mapped Drive method is used.This method allows for continual share connection and ease of access.
Through utilising the Map Network Drive function, a local drive is added (Drive Z). 
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Figure 13: Evidence of mapped Z drive
Figure 14: Map network drive


[bookmark: _Toc101545591]2.1 Configuring user environment and computer environment
Group policy automates the process of applying organisational/departmental settings to the users and computers on a domain.
Below evidences applying 5 different group policy objects (GPOs).
[image: A screenshot of a computer
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Figure 15: Creation of non-admin users OU

[bookmark: _Toc101545592]GPO 1 – Moderating access to the control panel

[image: Graphical user interface, application
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Description automatically generated]A new GPO was created, within the Group Police Management Console,and the “prohibit access to control panel and PC settings” policy was enabled and applied.Figure 16:Enabling and Applying the policy
Figure 17:NoCtrlPanAccess SPO creation

For the Active Directory to be forced to apply any new policies or settings the author conducted an action within the command prompt.
[image: A screenshot of a computer
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Figure 18: gpupdate /force

In order to verify that the settings have been applied,access to the control panel was tested on Client1,by an user within the non-admin user OU. An error message is received,confirming the policy is operational and the user is unable to access the control panel.
[image: A screenshot of a computer

Description automatically generated]Figure 19:Verifying NoCtrlPanAccess is working














[bookmark: _Toc101545593]GPO 2 – Removing Access to the Command Prompt
[image: Graphical user interface, text, application

Description automatically generated]Utilising the Non-admin OU,the author applied a new GPO,preventing access to the command prompt.Figure 20:Enabling and applying the policy
Figure 21:Selecting the GPO
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Figure 22: gpupdate /force command



To verify implementation of this policy accessing Client1 as a non-user and attempting to access the Command Prompt. The screenshot below evidences the prohibiting message received below.
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[bookmark: _Toc101545594]GPO 3 – Restricting Access to Removable Media Drives
The prohibition of access to removable media drives is an important and common policy applied by departments and organisations,due to their ability to transport viruses and malware.
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Figure 23: Enabling and applying no removable storage devices policy











[bookmark: _Toc101545595]GPO 4 – Restricting Software Installs
Due to exploiting vulnerabilities,it is often wise to restrict software installations to non-system administrators.
Unalike the previous GPOs,where the author applied to the non-admin user’s configuration. This GPO is applied to a computer object.
For the client machine to be able to access the internet for attempt installation a NAT adaptor was enabled on the Client1 to enable utilisation of the host ip address.

[image: Graphical user interface, text
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Figure 24:Adding NAT adaptor
Within the nosstask,msft domain a new OU was created by the author
[image: Graphical user interface, application

Description automatically generated]Figure 25:New OU created under the domain











The computer object was located and relocated to the OU. Configuration can now take place to restrict the software installation.
[image: Graphical user interface, text
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Description automatically generated]Figure 26:Relocating the computer object to the created OU

[bookmark: _Toc101543162][bookmark: _Toc101545596]Figure 27:Finding the computer object

[bookmark: _Toc101543163][bookmark: _Toc101545597][image: Graphical user interface, text, application

Description automatically generated]Figure 28: Enabling and applying restrictions

[bookmark: _Toc101543164][bookmark: _Toc101545598][image: A screenshot of a computer
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Description automatically generated]Figure 29:Creating new Policy







Figure 30: gpupdate /force

To verify the policy is active the author utilises the NAT adaptor of Client1’s machine to use the internet,attempting to download software.
[image: Graphical user interface, text, application

Description automatically generated]Figure 31:Downloading software















Whilst the download occurs installation is not prohibited and provides an error message stating elevation is required. 
[image: Graphical user interface, application

Description automatically generated]Figure 32: Elevation required for installation













[bookmark: _Toc101545599]GPO 5 – Enforcing password policy in the ‘nosstask.msft’ domain.

This GPO is evidence of a policy applied at a domain level,as opposed to at an user or computer level.
Within the Default Domain Policy GPO the password policy is visible,outlining the default values.
[image: Graphical user interface, text

Description automatically generated]Figure 33: Default password values













.
[image: Graphical user interface, text, application

Description automatically generated]Figure 34: Updated password requirements













[image: A screenshot of a computer

Description automatically generated with medium confidence]Figure 35: gpupdate /force










To verify application of the password policy restrictions a new user is created and attempted to insert a password that did not meet the requirements. Confirmation that the policy is working can be seen in the error message received wen trying to do so.
[image: Graphical user interface, text, application

Description automatically generated]Figure 36: Password error message













[bookmark: _Toc101545600]Task 2: Routing and packet filtering within core TCP/IP services and critical failover/redundancy practices

[bookmark: _Toc101545601][image: A screenshot of a computer

Description automatically generated]1: Utilising ARP and routing tables


[bookmark: _Toc101543168][bookmark: _Toc101545602]Figure 37:ARP Route Print
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Description automatically generated]Figure 38:ARP route print
Figure 39:ARP table

















[bookmark: _Toc101545603]2: Deploy core services (FTP Server)

Utilising the server manager,the author installs the Web Server (IIS) role.
[image: Graphical user interface, text, application
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Description automatically generated]Figure 40:Adding the Web Server (IIS) role


[image: Graphical user interface, text

Description automatically generated]During installation assurances are made that the FTP Server and service options are checked,









Figure 41: FTP server chosen

[image: Graphical user interface, application

Description automatically generated]A new FTP User is created by the author. 


[image: Graphical user interface, text, application

Description automatically generated]To test the FTP a new folder is created within the C:\ directory of Client 2, with a new txt file inserted.Figure 42: Creation of new FTP user




Figure 43:Create file and txt doc in Client 2



A new FTP Site is created, outlining the physical path where it will default to read and write.
[image: Graphical user interface, text, application

Description automatically generated]Figure 44: Creating FTP Site

[bookmark: _Toc101543170][bookmark: _Toc101545604][image: Graphical user interface, text
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Description automatically generated]Figure 45: Allowing read and write access


Within the IIS Manager the author personalises a FTP message.
[image: Graphical user interface, text, application

Description automatically generated]Figure 46: FTP Message

















To finalise the process the new FTP created user is added to the ftproot file with full control granted.
[image: Graphical user interface, text, application
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Description automatically generated]Figure 47:Adding FTP user
Figure 48:Providing full access to FTP user



[image: Graphical user interface, text, application

Description automatically generated]Within the Inetpub\fproot folder a new folder is created,with assurances that there are no firewalls active on Server2 or Client2.Figure 49: New folder within ftproot folder

[bookmark: _Toc101543171][bookmark: _Toc101545605][image: Graphical user interface, text, application

Description automatically generated]Figure 50:Server 2 firewall check

[bookmark: _Toc101543172][bookmark: _Toc101545606][image: Graphical user interface, text, application

Description automatically generated]Figure 51:Client 2 firewall check

Within the command prompt a PING was executed,to confirm connection,then the author logged into the FTP server. The welcome message earlier created can be seen.
[image: Text

Description automatically generated]
Figure 52: PING and joining FTP
[image: Text

Description automatically generated]Now the user is connected to the FTP server they can change the directory and transfer the FTP file.
[image: A screenshot of a computer

Description automatically generated]Figure 53: Successful transfer of FTP file



Confirmation of the successful FTP file transfer is evidenced when viewing the ftproot folder and file can be seen.
[image: A screenshot of a computer

Description automatically generated with medium confidence]Figure 54: Verifying file uploaded
















[bookmark: _Toc101545607]3: Installing and configuring the routing and remote access service
[image: Graphical user interface, text, application

Description automatically generated]To connect the networks to allow communication a routing service is introduced,through installing the Remote Access role.Figure 55: Adding Remote Access
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Description automatically generated]Figure 56:Details of services included













 The RIP protocol was added to connect both Public and Private networks.
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Description automatically generated with medium confidence]
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Figure 57:Adding the RIP protocol

	Figure 58Adding interfaces to the RIP
The identical configuration steps were carried out for both Server 1 and Server 2.
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Description automatically generated]To test and verify connectivity the ‘ping’ command was used. A successful ‘ping’ was established when communicating between Client 1 and Client 2. Figure 59: Successful PING 
Figure 60:Successful PING 

Figure 61:Successful PING 




















[bookmark: _Toc101545608]4: IP Packet filtering

[bookmark: _Toc101545609]Filter 1
[image: Graphical user interface, application

Description automatically generated]An inbound filter is added to PrivateNet1 from Server1 which stops anyone in that network from pinging the router.Figure 62: Filter 1












Attempting to use Client1 to ‘ping’ this destination now shows a timeout,whilst the client can reach an alternative network successfully.
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Figure 63:Testing Filter 1



[bookmark: _Toc101545610]Filter 2

Filter 2 restricts access to the FTP service on Server2, only allowing access to hosts in PrivateNet2. This is done through adding an outbound filter on the PublicNet.
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Description automatically generated]Testing of this filter is successful when trying to access the FTP service from Client1.Figure 64Testing Filter 2
Figure 65:Filter 2
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Description automatically generated]As Server2 has two adaptors,this filter must also be applied to both.Figure 66Filter 2
Figure 67:Testing both adaptors filter 2



[bookmark: _Toc101545611]Filter 3
A filter is applied to only allow a specific host (Client1) to access the FTP on Server2.
[image: A screenshot of a computer

Description automatically generated]An inbound filter is added to PrivateNet1 providing Client1 details. As Server2 has two adaptors this is repeated for both.Figure 68: filter 3 2nd adaptor

[image: A screenshot of a computer

Description automatically generated]Figure 69: filter 3


[image: Graphical user interface, text, application, email

Description automatically generated]The ‘drop all packets except those that meet the criteria’ is chosen due to us wanting Client1 to have access.






[image: Graphical user interface, text

Description automatically generated]Testing of this filter on Client1 shows they are able to access the FTP service, due to there not being another host in the subnet it is not possible to show failed access however this would be the case if access was attempted.






[bookmark: _Toc101545612]Task 3: Observational tasks
i) [bookmark: _Toc101545613]Sound ‘password’ principles in modern network environments.
Hicock [1] describes some password recommendations based on research and experience. Hicock [1] states that “Microsoft sees over 10 million username/password pair attacks every day”, which highlights the necessity for sound password principles. Some common and supported password recommendations within Hicock’s paper include [1]:
· Maintain minimum length requirement of 8 characters
· Ban common words
· Educate users 
· Enforce registration for multi-factor authentication.
Schneier [2] explains how the easiest way to determine a good password is to show how one is broken. Hackers can use various dictionaries and practices to crack passwords and have the ability to feed any personal information available to assist. 
The use of passphrases are considered a sound password method and supported by Schneier. This method takes a sentence and turns it into a password by modifying using “memorable tricks” i.e “I like to play computer games” might become “il2PLc0mpGam2”. 
There are also password managers available that create random unmemorable alphanumeric passwords that are considered safe and secure. 
Bromiley [3] emphasises how passwords are treated with minimal security and consequently leave organisations vulnerable. The use of passwords as a single-factor authorisation “leaves a massive attack vector open”, which could cause major consequences [3].
Multifactor authentication (MFA), as described by Microsoft [4], adds an additional layer to the sign-in process. An user is asked to provide additional identity i.e. a fingerprint or entering a code sent to a mobile phone. MFA is considered safer than the single use of passwords due it not relying on the length or complexity of a password.
Password security is imperative for various reasons including protecting personal and sensitive information.
ii) [bookmark: _Toc101545614]Failover Clustering for high availability systems/services
A failover cluster is a group of independent computers working together to increase availability, with the aim of ensuring minimum service disruption.
High Availability (HA) failover clusters consist of independent servers sharing resources with all nodes having access. Emigh [5] further advise that a High Availability cluster also includes a function which monitors the connections ensuring at least one node is always active and at least one is passive.
A Continuous Availability (CA) cluster has dissimilarities to the High Availability – A CA comprises of multiple systems sharing an individual copy of the OS. Emigh [5] states various system failure compensations possible with a CA including the automatic detection of a failure within the hard drive, CPU, power supply or network component. Once failure is identified a backup procedure can take place immediately avoiding any service disruption.
Within Windows Server Manager failover clustering can be installed as a feature and subsequently these clusters can be accessed and managed through the Failover Cluster Manager.
[image: Table

Description automatically generated with medium confidence][image: Graphical user interface, text, application

Description automatically generated]






Figure 70:Accessing failover cluster manager through administrative tools
Figure 71:Adding Failover feature in server manager
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Figure 72: Failover Cluster Manager
Prior to creating cluster assurances must be made through validating the configuration. Once all tests have been passed successfully the clusters can be created. The ‘Create Cluster Wizard’ will prompt for a Cluster name and IP address configuration. This new Cluster Name will be seen as a new Active Directory Computer object, the user is able to ping this new computer object if required.
Microsoft failover also includes a Quorum system which allows the ability to guide the actions of surviving nodes should there be any system-level failures. The quorum configuration governs how many failures a particular cluster can tolerate whilst remaining online [6].
When implementing a failover cluster feature, numerous considerations must be made including, but not limited to:
-The number of nodes required in a cluster – It is important to consider how many nodes required, e.g in a 2-node cluster should a node be unavailable due to planned maintenance and the other develops a failure there are no nodes remaining to provide user service. A 3-node cluster would provide this reassurance and reduce the possibility of service disruption. Christensen [7] articulates that there are no “technical limitations which makes one size cluster better than another” however through separating the clusters there is the option to have multiple fault domains. “Defining fault domains can protect you from cluster class failures” [7].
-Hardware requirements – Certain hardware components are required to successfully implement a failover cluster. These include Servers, network adapters and cable, device controllers, appropriate storage.
Microsoft [8] explicates should a failover cluster include clustered virtual machines the servers must support the Hyper-V role which requires a 64-bit processor with certain inclusions. An organisation will have to consider cost implications when choosing the appropriate failover implementation.
Failover is a critical fault tolerance function, especially for mission-critical systems that depend on continual accessibility. GBTech [9] describes a mission-critical system as being one that is “essential for the survival of an organisation”. Should such system fail or be interrupted services are significantly affected with damaging consequences.

[bookmark: _Toc101545615]Network Policy
An outline of an organisation’s Network Policy is included below.
[bookmark: _Toc101545616]Network Access
The organisation will utilise Active Directory for domain management, including the creation of domain administrators. The relevant configurations on access will be made dependant on job role and requirements. The use of Group Policy will also be implemented through the Active Directory to specify managed configurations.
[bookmark: _Toc101545617]Maintenance and Monitoring
A Network health dashboard is functioning across the network that enables the monitoring and optimisation of network performance.
These dashboards will be used by the Network Operators to monitor performance across the whole network, at device/interface level and to monitor traffic. Network engineers will use the health dashboard to view congestion, traffic and ultimately quality of service.
The information provided will assist in determining any network issues, troubleshooting, and seeking any performance anomalies and trends [10].
[bookmark: _Toc101545618]Network Security 
An user may connect to an insecure network i.e. The internet,and as such may be vulnerable to attack. The employment of a firewall at the connection point end is made. The enforcement rules will vary depending on resource deployment on the network including [11]:
-Application proxy firewall is present amongst the user and server for identity purposes
-Employment of packet-filtering for traffic based on IP/Port addresses
Anti-virus software is installed on all devices to defend the organisation’s data and assets. Cyber threats will be mitigated through regular scheduled runs [12].
Hadnagy [13] highlights the importance of user education in protecting the network. Employee education and training on aspects including phishing, social engineering attacks and user security will be regularly undertaken by all employees.
[bookmark: _Toc101545619]Disaster Recovery Plan
The organisation is often faced with different types of disruptions. Meilani et al [14]cites Andred et al, that a disaster is “defined as the occurrences of any event that causes significant disruptions in IT capabilities”. The cause of the disaster can be human, natural, or mechanical in nature and effects on the disruption to the organisation can range from organisation shutdown for days or months.
The IT disaster recovery plan will contain all necessities to the disaster response with the aim to allow the organisation functions to resume until full systems can be restores [14]. 
Meilani et all [14] cites Abdel and Mohamed’s explanation that the IT disaster recovery process involves the identification and prioritisation of critical IT systems and networks.
[bookmark: _Toc101545620]RAID (redundant array of independent disks)
RAID enables the organisation,through storage of data on multiple drives,to assist in data protection in the event of a drive failure. The organisation utilises RAID 6 due to it being able to sustain two concurrent disk failures. Posey [15] states that RAID 6 arrays are also more durable and less susceptible to errors during the process of disk rebuilding.
[bookmark: _Toc101545621]High Availability
It is essential that the organisation’s network remains operating at all times and to ensure all data is safe and secure. The use of high availability systems assists in ensuring the critically identified systems function suitably for a constant period [16]. The high availability system identifies and minimises impending errors. The organisation aims to achieve a 99.99% accuracy in terms of system failure, the utilisation of High Availability clusters enables the provision of essential systems with minimal downtime [17].
The Network security policy is to be read in conjunction with other organisational policies including:
-E-mail policy (Policy to establish the appropriate use of company emails for receiving, sending, and storing)
-Bring your own device (BYOD) (For those employees legitimately using their personal devices to access organisational data)
-Password policy (Policy establishes the standards required for passwords including length,structure and change frequency requirements. Promoting use of passphrases. Policy also includes MFA necessity and requirements)
-Clean desk policy (Policy ensures correct storage of confidential information to avoid exposure)
-Security Incident policy (Outlines the reporting requirements for any identified security incidents)
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These fiters control which packets are received by tis network
Fiter acton;
& Transmit ll packets except those that meet the crteria below
" Drop al packets except those that meet the rteria below
Fiters:
‘Source Address | Source Network Mask | Destination Address | Destination Mask | Pi

Any Any

152.168.11.1 1255.256.256.255
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Inbound Filters.

These fiters control which packets are forwarded or processed by tis network
Fiter acton;
" Receive al packets except those that meet the citera below

% Drop all packets except those that meet the crteria below
Fiters:

‘Source Address | Source Network Mask | Destination Address.
19216812 265.265.265.255 152163111

oK Cancel
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Failover Cluster Manager

iy Create failover clusters, validate hardware for potential failover dlustes, and perform configuration changes to
g vourfailover custers.

(a) Overview
Afilover cluster s 2 set of independent computers that work together o increasdye avaiabilty of server rles. The

clustered senvers (called nodes) are connected by physical cables and by software. If one of the nodes fais, ancther
node begins to provide servies. This process is known as failover.
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(@ Management

To begin to use failover clustering, first validate your hardware configuration, and then create a cluster. After these
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