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1. [bookmark: _Toc7595209]Introduction

In the first part of the report we will focus on IPv6 threats, vulnerabilities, security model and others concerns that is causing the enrolment of IPv6 internet protocol worldwide.

2. [bookmark: _Toc7595210]IPv6 Security

IPv6 is the only solution that offers the potential of achieving increased future grown, reach ability, end-to-end interworking, Quality of Service (QoS), and commercial-grade hardiness for digital communication, mobile data transfer, and for VoIP. IPv4 version of the web protocol is in use with success for pretty much thirty years and there are some challenges in supporting rising demands for address, high-density quality, multimedia, and security. IPv6 is associate improved version of scientific discipline that is designed to exist with IPv4 whereas providing higher internetworking options than IPv4, and breakdown out of the blue IPv4 style problems and takes the web into the new era of communications. IPv6 was at first developed as a result of the anticipated need for a lot of IP addresses that can support anticipated net growth, IoT (internet of things), good home electric appliances, and a lot of recent users in developing countries (Brown, 2016).
For example, in the consumer market, IoT technology is synonymous with products that support some ecosystems and can be operated via devices associated, for example this could be smartphones and tablets, such as lightings, thermostats, home security systems and cameras and other home electric appliances. Every each of these devices need unique IP address and that is why IPv6 come on stage. Ensuring big amount of free unique addresses IPv6 protocol guarantees that we will be able to use all of those devices remotely and also secures the future network grow. IPv4 allows about 4,294,967,296 addresses (because of the 32-bit addressing). On the other side, IPv6 allows 340,282,366,920,938,463,463,374,607,431,768,211,456 addresses (because of 128-bit addressing). For a population of 7,000,000,000 people this equates to more than 48,000 trillion addresses per one person (Turiel, 2011). 
	Regarding to Turiel, (2011) all of the security features of IPv6 are exactly described in the IP Security Architecture (RFC 2401, RFC 2402, and RFC 2406), but I will try to describe some real security problems of IPv6 that come across.




[bookmark: _Toc7595211]2.1 Incorrect configurations of network devices

Let’s begin with wrong configured network equipment for example firewalls and routers, which can cause vulnerabilities. Opened ports for some applications can be easily tracked and exposed to threats from the hackers.

[bookmark: _Toc7595212]2.2 Threats network devices that support a functional dual IPv4/IPv6 stack

Not all the security solutions will protect some IPv6 vectors, and a lot of companies can be exposed to IPv6 threats not only after the complete launch of the IPv6, but even before, right after they start to use it. Threats may come via throughout some devices that supports IPv6 (even if they are only using IPv4) that have not been properly set up for protection. Additionally, many hosts connected to these networks, computers and laptops, are running some OS that support a dual IPv4/IPv6 stack. All versions Windows from XP (SP2) have a dual stack that will easily follow an IPv6 address if can and will simply bypasses existing security configurations. (Turiel, 2011)

[bookmark: _Toc7595213]2.3 IPv6 tunnelling

Based on Turiel (2011), in order to be on track with IPv6 connections, some companies will use IPv6 tunnelling.  This tunnelled traffic will be hidden from traditional IPv4 protection systems. In an IPv4 addressing, a hacker-operated computer can easily be associated with a single IP address due to the small amount of addresses available only 4,294,967,296 worldwide. Good example can be a spam-sending bot operating in this device. This bot can be installed by accident (email with malicious attachment, a risky download or by other ways). The bot can be controlled remotely from the hacker and can be cooperated with other bots as part of a big botnet and can be programed for spamming and sending malware as well as other hacker attacks such as denial of service attacks. The spam send from this computer host is using IPv4 addresses, which in a lot of the cases remains the same for 24 hours or more. This can allow the creation of IPv4 block-lists that track the malicious IP addresses. Many IP reputation, anti-spam, and perimeter defence products depends on these block-lists to block the spam sessions and protect theirs mail servers from spam emails. This method reduces the spamming that enters in an organisations more than 80% and saves on unnecessary data processing and space to be saved in. On the other side the same hacker computer, using an IPv6 Internet protocol, will have a huge range of IPv6 addresses. An attack could be performed from many of these addresses, making it very hard to track down the source network of the attack. For example, one range of IPv6 addresses would give every user more than 65,000 addresses. A rouge computer with this connection could be with different address every 10 min. and not use one and the same address for more than 15 months. Security solutions with IP address-based computer blocking will face a major challenge. This can take us to challenges in the described areas: 
• IP reputation-based spam blocking
• Email header-based spam blocking for IP address
• URL filtering using domain IP addresses
• Denial of service protection based on attacker IP addresses.

[bookmark: _Toc7595214]2.4 Multicast Security Vulnerability

This is other threat than can be pointed as one of the major problems to be solved for group communication applications to be successfully enrolled. IPv6 do not have a broadcast methodology of packet forwarding and uses multicast for all one-to-many connections. IPv6 protocol uses multicast for neighbour discovery - DHCP. If a hacker is able to send traffic to these multicast groups and if all the systems part of these groups respond, that respond will give the hacker info that could be used for more attacks. He will have information about all the routers and all the DHCPv6 hosts within the IPv6 network. These are very important sings for hacker to determine what other PCs are in the network, either through neighbour caches, binding updates, or DHCPv6 logs. After collecting the info it will be piece of cake for the hacker to start a blind attack (no need of return traffic) pointing all DHCPv6 servers, he needs only to attack by sending his hacker packet to FF05::1:3 (Dawood, 2016)

[bookmark: _Toc7595215]2.5 Worms and viruses

Worms and viruses can be a huge threat. With IPv6, we have huge amount of unique IP addresses which in itself is an effective protective method against worms and viruses that are circling around a networks attempting to find a vulnerable host to infection. Without a host, this type of malicious software cannot operate and go throughout spreading himself on the network. These viruses are still expected to make some problems. Apps such as outlook (mail) will require antivirus software for IPv6 scanning. Other known good practices can be a mix of private and public IPv6 addressing to avoid threats and can be achieved by using global-unicast addresses for hosts that needs Internet access have to be routed, and site link-local addresses to PCs that only needs internal access (Chasser, 2010).

[bookmark: _Toc7595216]2.6 DNS server protection

IPv6 bring the idea of any-cast addresses, they are nothing more than unicast addresses that are one and the same address across the internet  in several key network components as DNS servers, routers, Network Time Protocol (NTP) across the world. The point is that the closest network server would be able to service the query, making response rates and pings faster. As you have already guessed, this innovation can cause a problem. The initial IPv6 specification denied use of any-cast addresses as a source, potentially identifying key network resources. If it is necessary unicast address to be used for a response, the preferred method is to use unique addresses that are not used in any other network parts, and to filter them at the borders of a domain. There is no significant difference between a uni-cast or any-cast packets in IPv6. A non-protected DNS server could provide an attacker with a bevy of hosts and must be protected (Chasser, 2010).

Chasser (2010), assumed that the next few years can be a transitory period as enterprise networks can be asked to support IPv6. At the end IPv6 is no more or less safe than IPv4. It is already a target to the same type of hacker attacks like spooﬁng, DoS, reconnaissance, trojan horses, worms, viruses, etc. The integration of the IPv6 protocol will be a dare for everyone. Not only network administrators, as they will need to deal with more complex addressing, users of mobile devices using IPv6, evolving CPE standards, and ICMPv6 messages passing through a networks perimeter. Security administrators will have to understand 100% of the mater, all the functions of IPv6 protocols and the different transition techniques that will come across. It will be pretty much impossible to deliver a suitable transition solution without a fully understanding of IPv6. Security architects will have to know all the possible risks that can come across with in transitional period, the cost of implementation strategy, and to be ready for equipment upgrades and changes that can costs a lot efforts and money. IPv6 planed integration expenses must also include as much training it cans for supporting staff, not only for new customers.

3. [bookmark: _Toc7595217]Conclusion

IPv6 is a must for positive Internet growing and comes with a promise to allow the connectivity of many devices without the network overheating like it is with IPv4 in out days. The IPv4 to IPv6 integration period will provide good ground for many cyber attacks. We need to be very cautious deploying the IPv6 networks and take all the necessary measures to prevent security threats.
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4. [bookmark: _Toc7595218]Design an IP addressing scheme for School of Computer science and Engineering

	a)       School of Applied Computing: 172.20.0.0/21 network address / 255.255.248.0 subnet mask
	a) TOTAL = 11 rooms with 711pcs / usable addresses  needed - 1296
	
	
	

	Lab no
	Network address
	First ip address
	Last ip address
	Broadcast add
	Subnet mask
	usable add

	1.       An Open Access lab with 245 pcs and 5 printers  = 250 IP needed
	172.20.0.0/23
	172.20.0.1
	172.20.1.254
	172.20.1.255
	255.255.254.0
	510

	2.       Lab308 – 140 pcs,
	172.20.2.0/24
	172.20.2.1
	172.20.2.254
	172.20.2.255
	255.255.255.0
	254

	3.       lab301 – 60 pcs,
	172.20.3.0/25
	172.20.3.1
	172.20.3.126
	172.20.3.127
	255.255.255.128
	126

	4.       Lab309 – 50 pcs
	172.20.3.128/26
	172.20.3.129
	172.20.3.190
	172.20.3.191
	255.255.255.192
	62

	5.       Lab 304 – 45 pcs,
	172.20.3.192/26
	172.20.3.193
	172.20.3.254
	172.20.3.255
	255.255.255.192
	62

	6.       Lab306 – 40 pcs,
	172.20.4.0/26
	172.20.4.1
	172.20.4.62
	172.20.4.63
	255.255.255.192
	62

	7.       Lab303 – 36 pcs,
	172.20.4.64/26
	172.20.4.65
	172.20.4.126
	172.20.4.127
	255.255.255.192
	62

	8.       Lab302 – 30 pcs,
	172.20.4.128/26
	172.20.4.129
	172.20.4.190
	172.20.4.191
	255.255.255.192
	62

	9.       20 staff room,
	172.20.4.192/27
	172.20.4.193
	172.20.4.222
	172.20.4.223
	255.255.255.224
	30

	10.   A Test centre – 20 pcs, 1 IP phone, a printer  = 22 IP needed
	172.20.4.224/27
	172.20.4.225
	172.20.4.254
	172.20.4.255
	255.255.255.224
	30

	11.   Lab310 – 18 pcs.
	172.20.5.0/27
	172.20.5.1
	172.20.5.30
	172.20.5.31
	255.255.255.224
	30

	12. A to B 
	172.20.5.32/30
	172.20.5.33
	172.20.5.34
	172.20.5.35
	255.255.255.252
	2

	13. A to C
	172.20.5.36/30
	172.20.5.37
	172.20.5.38
	172.20.5.39
	255.255.255.252
	2

	14. A to ISP
	172.20.5.40/30
	172.20.5.41
	172.20.5.42
	172.20.5.43
	255.255.255.252
	2






	b)      School of Automotive Engineering: 172.21.0.0/22 network address / 255.255.252.0
	b) TOTAL = 8 rooms with 283 pcs / 402
	
	
	

	Lab no
	Network address
	First ip address
	Last ip address
	Broadcast add
	Subnet mask
	usable add

	1.       Lab301 – 50 pcs.
	172.21.0.0/26
	172.21.0.1
	172.21.0.62
	172.21.0.63
	255.255.255.192
	62

	2.       Lab206 – 48 pcs,
	172.21.0.64/26
	172.21.0.65
	172.21.0.126
	172.21.0.127
	255.255.255.192
	62

	3.       Lab205 – 40 pcs,
	172.21.0.128/26
	172.21.0.129
	172.21.0.190
	172.21.0.191
	255.255.255.192
	62

	4.       lab101 – 40 pcs,
	172.21.0.192/26
	172.21.0.193
	172.21.0.254
	172.21.0.255
	255.255.255.192
	62

	5.       Lab103 – 35 pcs,
	172.21.1.0/26
	172.21.1.1
	172.21.1.62
	172.21.1.63
	255.255.255.192
	62

	6.       25 staff room,
	172.21.1.64/27
	172.21.1.65
	172.21.1.94
	172.21.1.95
	255.255.255.224
	30

	7.       Lab102 – 25 pcs,
	172.21.1.96/27
	172.21.1.97
	172.21.1.126
	172.21.1.127
	255.255.255.224
	30

	8.     CAD lab – 20 pcs 
	172.21.1.128/27
	172.21.1.129
	172.21.1.158
	172.21.1.159
	255.255.255.224
	30

	9.     B to A
	172.21.1.160/30
	172.21.1.161
	172.21.1.162
	172.21.1.163
	255.255.255.252
	2



	c)       School of Engineering: 172.22.0.0/22 network address / 255.255.252.0
	c) TOTAL = 9 rooms with 406pcs / 656
	
	
	

	Lab no
	Network address
	First ip address
	Last ip address
	Broadcast add
	Subnet mask
	usable add

	1.       Lab202 – 80 pcs,
	172.22.0.0/25
	172.22.0.1
	172.22.0.126
	172.22.0.127
	255.255.255.128
	126

	2.       Lab409 – 80 pcs,
	172.22.0.128/25
	172.22.0.129
	172.22.0.254
	172.22.0.255
	255.255.255.128
	126

	3.       Lab203 – 65 pcs,
	172.22.1.0/25
	172.22.1.1
	172.22.1.126
	172.22.1.127
	255.255.255.128
	126

	4.       Lab404 – 45 pcs,
	172.22.1.128/26
	172.22.1.129
	172.22.1.190
	172.22.1.191
	255.255.255.192
	62

	5.       Lab410 – 45 pcs.
	172.22.1.192/26
	172.22.1.193
	172.22.1.254
	172.22.1.255
	255.255.255.192
	62

	6.       Lab408 – 28 pcs,
	172.22.2.0/26
	172.22.2.1
	172.22.2.62
	172.22.2.63
	255.255.255.192
	62

	7.       Lab205 – 25 pcs,
	172.22.2.64/27
	172.22.2.65
	172.22.2.94
	172.22.2.95
	255.255.255.224
	30

	8.       lab201 – 20 pcs,
	172.22.2.96/27
	172.22.2.97
	172.22.2.126
	172.22.2.127
	255.255.255.224
	30

	9.       18 staff,
	172.22.2.128/27
	172.22.2.129
	172.22.2.158
	172.22.2.159
	255.255.255.224
	30

	10.  C to A
	172.22.2.160/30
	172.22.2.161
	172.22.2.162
	172.22.2.163
	255.255.255.252
	2



	Servers with IPv6 addresses
	 
	 

	 
	 
	 

	DNS
	Global unicast
	2001:DB8:ACAD:2::/3

	Email
	Unique-Local Address
	fc00::1/7

	Finance
	Unique-Local Address
	fc00::2/7

	Registry
	Unique-Local Address
	fc00::3/7

	File server
	Unique-Local Address
	fc00::4/7

	Print server
	Unique-Local Address
	fc00::5/7

	MP
	Global unicast
	2001:DB8:ACAD:1::/3

	ISP
	Global unicast
	2001:DB8:ACAD:4::/3
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